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IMPROVING SECURITY AND EFFICIENCY AT
OPM AND THE NATIONAL BACKGROUND IN-
VESTIGATIONS BUREAU

Thursday, February 2, 2017

HOUSE OF REPRESENTATIVES,
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,
Washington, D.C.

The committee met, pursuant to call, at 9:02 a.m., in Room 2154,
Rayburn House Office Building, Hon. Jason Chaffetz [chairman of
the committee] presiding.

Present: Representatives Chaffetz, Jordan, Amash, Massie,
Meadows, DeSantis, Ross, Blum, Hice, Grothman, Hurd, Palmer,
Comer, Mitchell, Cummings, Maloney, Lynch, Connolly, Kelly,
Lawrence, Plaskett, Demings, Krishnamoorthi, and Raskin.

Chairman CHAFFETZ. The Committee on Oversight and Govern-
ment Reform will come to order.

And without objection, the chair is authorized to declare a recess
at any time.

I appreciate you all being here. We have a very important hear-
ing. We have a number of members that, I'm sure, will be here but
will be a little bit late. There is the National Prayer Breakfast, and
getting across town at this time of day is a very difficult task,
S0

But, nevertheless, I'm glad to have you here and look forward to
this important hearing.

Two years ago, the Office of Personnel Management suffered one
of the most damaging data breaches in the history of the Federal
Government. This went on for some time, and there are still addi-
tional details that need to be learned.

But the counterintelligence value of the data that was stolen will
last for an untold amount of time, a generation or so. So it troubles
me to hear reports that maybe some of the things that led to this
haven’t necessarily been changed at the Office of Personnel Man-
agement.

We have a number of questions that I think we need to explore.
For example, are legacy systems still in use for backup investiga-
tions? Is OPM employing good cybersecurity practices such as dual
factor authentication and network segmentation? What is the plan
to transition all of OPM’s systems off this legacy technology? When
will OPM stop using unsecured and vulnerable legacy technologies
such as Cobalt and start using maybe some modernized solutions
that can be put on the cloud?
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How is OPM protecting the inside of the network and not just
building the cyberwalls higher? Will OPM adopt a zero-trust model
as part of their cybersecurity strategy? You can’t steal what you
can’t access, and a zero-trust model makes life much harder for the
hackers. These are some of the questions we’ll continue to ask and
explore.

We said it in the committee’s data breach report, and I'll say it
again, chief information officers matter. They really do matter.
That’s why we have two of them on the panel today. Federal agen-
cies, particularly CIOs, must recognize their positions are on the
frontline of defense against these cyber attacks. And as the govern-
ment, we're on notice. Leadership at the Federal agencies must be
vigilant about the ever-present national security threats targeting
their IT systems. And especially in OPM’s case where the IT sys-
tems are protecting some of the most vulnerable information held
by the Federal Government.

The National Background Investigation Bureau, also known as
NBIB, N-B-I-B, was partly born from the failures at the Office of
Personnel Management. When OPM last testified before the com-
mittee, in February of 2016, the NBIB had just been announced.
During the hearing, questions were raised about the accountability
and how this new organization would operate given the split re-
sponsibilities with OPM overseeing the NBIB and the Department
of Defense overseeing the IT security of the NBIB.

Today, we’'d like answers to those questions and assurances that
we’re moving in the right direction and also, as to when the new
organization will be fully operational with a secure IT environment.

Was the creation of the NBIB simply a rebranding effort, or does
the NBIB represent real change? At our last hearing, we talked
about how the many security clearance processes failed to check so-
cial media information of the applicants. The day before our follow-
up hearing in May of 2016, the director of National Intelligence
issued a new policy permitting the collection of publicly available
social media information in certain cases. We’'d like to understand
how this policy is being implemented and if it is effective.

Finally, the clearance process seems to be getting worse while
the reform process continues. My understanding is at least—based
on an OPM management memo of October 2016, there’s a back-
log—at least then—there was a backlog of 569,000 cases. That’s
quite a list. It does beg the question as to why we have to have
so many background checks, but where are we at in terms of the
backlog? And why, despite all the reform activities, is the clearance
process taking longer?

In fiscal year 2015, it took an average of 95 days to process a se-
cret clearance and 179 days for a top secret clearance. In fiscal
year 2016, it took an average of 166 days to process a secret clear-
ance and 246 for a top secret clearance. That’s quite a jump in the
timeline that it takes in order to get there.

More than a decade ago, the security clearance data and proc-
esses were transferred from the Department of Defense to OPM,
and now there’s talk of transferring this process back to the De-
partment of Defense. We also have the newly created NBIB where
OPM and DOD have a shared responsibility. And we need to get
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this right, make sure that we have stopped just moving the organi-
zational boxes around.

As we continue our oversight of the transition of responsibilities
from OPM to the NBIB, we need to continue to ask about the effi-
ciency and making sure, at the end of the day, that we’re pro-
tecting and securing the United States of America.

So there are a tremendous amount of number of people that are
working on IT issues. We will have additional hearings and discuss
that.

I personally do believe—and this is—at some point, I would like
to draw this out from you—attracting and retaining IT profes-
sionals has got to be a challenge for the government. It’'s a chal-
lenge in the private sector. It’s a challenge across the board.

I was fortunate enough to have a newly minted son-in-law, who
is in the IT field. And the opportunities for him for employment
were unbelievable. I've never seen anything like it, which is good
as his father-in-law. That’s a good thing.

But on a serious note, I do think we have to address, on the
whole of government—not just this particular field, but the whole
of government—how do we attract and retain IT professionals, be-
cause we do need so many of them, and there’s so much vulner-
ability for the country as a whole.

So this is an important hearing, and I appreciate you being here.
And now I'd like to recognize the ranking member, Mr. Cummings.

Mr. CUMMINGS. Thank you very much, Mr. Chairman. I want to
thank you for calling this hearing.

And as I listen to you talk about the IT people, Mr. Chairman,
this is very important that we all let Federal employees know how
important they are, and that we do everything in our power to pro-
vide them with the types of salaries and work security that they
need. That’s one of the things that would help to attract them and
keep them.

Today’s hearing is on the process our Nation uses to conduct
background checks for Federal employees, who are seeking very im-
portant security clearances so they can have access to our most
guarded secrets.

This hearing could not come at a more critical time. Yesterday,
I sent a letter requesting a Pentagon investigation of the Presi-
dent’s national security adviser, Lieutenant General Michael
Flynn, for his potentially serious violation of the United States
Constitution. I was joined by the ranking members of the commit-
tees on Armed Services, Judiciary, Homeland Security, Foreign Af-
fairs, and Intelligence.

General Flynn has admitted that he received payment to appear
at a gala in December of 2015 hosted by Russia Today, that coun-
try’s State-sponsored propaganda outlet.

During that event, General Flynn dined with Russian President,
Vladimir Putin. As our letter explains, the Department of Defense
warns its retired officers that they may not accept any direct or in-
direct payment from foreign governments without congressional ap-
proval, because they continue to hold offices of trust under the
emoluments clause of the United States Constitution.

On January 6, intelligence officials issued their report detailing
Russia’s attack on the United States to undermine our election.
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This report concluded with high confidence that the goal was to,
quote, “undermine public faith in the United States’ democratic
process,” end of quote.

This report described as, quote, “The Kremlin’s principle inter-
national propaganda outlet,” end of quote. It explained—and I
quote—that “The Kremlin’s staff's RT and closely supervises RT’s
coverage recruiting people who can convey Russian’s strategic mes-
saging because of their ideological beliefs,” end of quote.

It is extremely concerning that General Flynn chose to accept
payment for appearing at an event hosted by the propaganda arm
of the Russian Government at the same time that the country was
engaged in an attack against this Nation in an effort to undermine
our election. Something is wrong with that picture.

But it is even more concerning that General Flynn, who Presi-
dent Trump has now chosen to be his national security adviser,
may have violated the Constitution in the process. We do not know
how much General Flynn was paid for this event and for his dinner
with President Putin, whether it was $5,000, $50,000, or more. We
don’t know. We do not know whether he received payments from
Russian or other foreign sources or on separate occasions or wheth-
er he sought approval from the Pentagon or Congress to accept
these payments. We don’t know.

Related to today’s hearing, we do not know what effect this po-
tentially serious violation of the Constitution should or will have on
General Flynn’s security clearance.

Security clearance holders and those applying for security clear-
ances are required to report their contacts with foreign officials. We
do not know what, if anything, General Flynn reported about his
contacts with officials from Russia or other countries. We do not
know if he reported this one payment or any other payment he
may have received. These are the questions that need to be an-
swered.

We also have questions about the individuals who may seek to
join the administration and obtain access to classified information
while they are currently under investigation.

For example, there have been reports that President Trump’s
former campaign chairman, Paul Manafort, has been advising the
White House recently while at the same time he’s, reportedly,
under FBI investigation for his dealings with Russian interests. We
want to know how security clearances are handled if the existing
clearance holders or new applicants are under criminal investiga-
tion. Does the FBI allow these individuals to continue to have ac-
cess to classified information, or is there a process to place a hold
on someone’s clearance or application until the investigation re-
solves the questions?

Finally, President Trump claims that Democrats only became in-
terested in Russian hacking for political reasons and that, for ex-
ample, we have no interest in cyber attacks against OPM. He stat-
ed, and I quote, “They didn’t make a big deal of that,” end of quote.

The President is one million percent wrong. I and other Demo-
crats worked aggressively on this committee’s investigation of the
attacks on OPM. We held multiple hearings, including one that I
requested. We conducted extensive interviews and briefings with
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key witnesses. We reviewed more than 10,000 pages of documents,
and we issued two reports from the majority and minority staff.

I called for expanding our investigation to other agencies, includ-
ingkt}ae State Department, the postal service, which were both at-
tacked.

I called for investigating the cyber attacks on financial institu-
tions like JPMorgan Chase. Our intelligence agencies had warned
us—I called for investigating the cyber attacks on the Nation’s big-
gest for-profit hospital chain, Community Health Systems, which
had t(lile largest hacking-related health information breach ever re-
ported.

And T called for investigating the cyber attacks on retail compa-
nies, including Home Depot, Target, and Kmart. So the President’s
claim that we are focusing on Russia’s hacking for political reasons
is ludicrous. Our intelligence agencies have warned us that if we
do not act now, our adversaries, including Russia, are determined
to strike again. We need to get answers to these questions imme-
diately, and I thank all of our witnesses for being with us today.

And, again, Mr. Chairman, I thank you for this hearing. And I
yield back.

Chairman CHAFFETZ. I thank the gentleman.

We'll hold the record open for 5 legislative days for any members
who would like to submit a written statement.

I now would like to recognize the panel of witnesses. We're
pleased to welcome Ms. Kathleen McGettigan, who is the acting di-
rector of the United States Office of Personnel Management.

Ms. McGettigan is accompanied by David DeVries—DeVries,
sorry—chief information office of the United States Office of Per-
sonnel Management; Mr. Cord Chase, chief information security of-
ficer at the United States Office of Personnel Management, and
Mr. Charles Phalen, director of the National Background Investiga-
tions Bureau, or NBIB. Their expertise on this issue will be very
important to this subject matter, so they will all—everybody will be
sworn in.

We'’re also honored to have Mr. Terry Halvorsen is the chief in-
formation officer at the United States Department of Defense. It’s
my understanding Mr. Halvorsen is retiring at the end of the
month, and we could think of no better gift for you than having to
testify before Congress.

It’s such a joy. I know you’re looking forward to it personally. So
happy birthday, Merry Christmas, and happy retirement for com-
ing to testify before Congress. But we thank you, sir for your——

Mr. HALVORSEN. Thank you.

Chairman CHAFFETZ. —for your service to this country and at
the Department of Defense. And we really do appreciate your ex-
pertise and look forward to hearing your testimony. And we wish
you well.

And, again, thank you for your service and your willingness to
be here today. You probably could have squirmed out of this one
if you really wanted to, but you stepped up to the plate and took
this assignment, so thank you, sir, for being here.

Again, we welcome you all. Pursuant to committee rules, all wit-
nesses are to be sworn before they testify. So if you would please
rise and raise your right hand.
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Do you solemnly swear or affirm that the testimony you are
about to give will be the truth, the whole truth and nothing but
the truth, so help you God?

Thank you. You may be seated. Let the record reflect that the
witnesses all answered in the affirmative.

Your entire written statement will be made part of the record,
but we would appreciate it if you could keep your comments to 5
minutes. And like I said, your whole record—your whole testimony
and any supplements you have will be made part of the record.

Ms. McGettigan, you are now recognized for 5 minutes.

WITNESS STATEMENTS

STATEMENT OF KATHLEEN MCGETTIGAN

Ms. McGETTIGAN. Good morning, Mr. Chairman, Ranking Mem-
ber, and distinguished members of the committee. Thank you for
the opportunity for my colleagues and myself to testify on behalf
of the Office of Personnel Management.

As you said, I am joined today by Mr. Charles Phalen, the direc-
tor of the National Background Investigations Bureau, Mr. Dave
DeVries, OPM’s chief information officer, and Mr. Cord Chase,
OPM'’s chief information security officer.

While I am presently the acting director of OPM, I do have over
25 years of service at the agency.

OPM recognizes how critical the topics of today’s hearing are to
the Federal Government and to our national security, and I look
forward to our having a productive conversation about the NBIB
transition, the security clearance process, and information tech-
nology security.

As you know, the NBIB was established on October 1st, 2016,
and is the primary provider of background investigations for the
Federal Government.

Charlie has a distinguished career in multiple roles at senior lev-
els in the Federal Government and private industry. His career has
been focused on national security. His experience includes serving
in capacities at the CIA, including as director of security and with
the FBI as assistant director leading its security division.

NBIB is designed with an enhanced focus on national security,
customer service, and continuous process improvement. Its new or-
ganizational structure is aimed at leveraging record automation,
transforming business processes, and enhancing customer engage-
ment and transparency.

In late 2014, OPM’s market capacity for contract investigation
services was drastically reduced by the loss of OPM’s largest field
contractor. This resulted in an investigative backlog. This backlog
was exacerbated by the cybersecurity incidents at OPM that were
announced in 2015.

Looking forward, it is an NBIB priority to address the investiga-
tive backlog while maintaining a commitment to quality.

To accomplish this, NBIB is focusing efforts in three primary
areas: First, we are working to increase capacity by hiring new
Federal investigators and increasing the number of investigative
field work contracts.
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Second, NBIB is focusing on policy and process changes to ensure
efficient operations.

Third, NBIB has actively worked with customer agencies to
prioritize the cases that are most critical to our national security.

Information technology also plays a central role in NBIB’s ability
to enhance the background investigation process. While still in de-
velopment, NBIB’s new system, NBIS, will be operated and main-
tained by DOD on behalf of NBIB.

On OPM’s behalf, this effort is being led by our new chief infor-
mation officer, David DeVries. Dave joined us in September of
2016. He is the DOD’s principle deputy CIO, and he has a strong
relationship with his former agency.

As we work to strengthen the infrastructure and security of
NBIB, we are also working on fortifying our entire technology eco-
system.

As the Federal Government modernizes how it does business,
OPM has focused on bracing new tools and technology to deliver
optimum customer service and enhanced security.

OPM enhanced its cybersecurity efforts from multiple angles. We
have added cybersecurity tools and security updates. We’ve imple-
mented staff and agencywide training we’ve hired critical personnel
and, finally, we continue to collaborate with our interagency part-
ners.

Touching on efforts I've just outlined, our cybersecurity tools and
security updates include 100 percent multifactor user authentica-
tion to access OPM’s network. This is done via the use of PIV cards
and major IT system compliance initiatives. Furthermore, OPM
recognizes that cybersecurity is not just about technology, but it is
also about people.

OPM has added seasoned cybersecurity and IT experts to its al-
ready talented team. OPM has hired a number of new senior IT
managers and leaders and realigned and centralized its
cybersecurity program and resources under the chief information
security officer. In this capacity, Cord is responsible for taking the
steps necessary to secure and control access to sensitive informa-
tion. OPM also strengthened its threat awareness by enrolling in
multiple information and intelligence sharing programs.

In conclusion, the necessary key partnerships and plans have
been developed to build out NBIB and improve the security and ef-
ficiency of OPM’s IT systems. These structural and process im-
provements will enable us to improve timeliness, reduce the back-
ground investigation. Equally productive is the CIO’s holistic ap-
proach which ranges from bringing on qualified personnel to adopt-
ing new tools and procedures that enhance the security of OPM’s
networks and data.

Thank you for the invitation to testify before you today, and we
welcome any questions you may have.

[Prepared statement of Ms. McGettigan follows:]



A
frets
2
‘,I’;}’ O

UNITED STATES OFFICE OF PERSONNEL MANAGEMENT

STATEMENT OF
KATHLEEN MCGETTIGAN
ACTING DIRECTOR
U.S. OFFICE OF PERSONNEL MANAGEMENT

before the

COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM
UNITED STATES HOUSE OF REPRESENTATIVES

on

Improving Security and Efficiency at OPM and the National Background
Investigations Bureau

February 2,2017

Chairman Chaffetz, Ranking Member Cummings and Members of the Committee:

Good morning Mr. Chairman, Ranking Member, and distinguished Members of the Committee.
Thank you for the opportunity for myself and my colleagues with me today to testify before the
committee on the National Background Investigations Bureau (NBIB) transition, the security
clearance process, and information technology (IT) security. As the Acting Director of the U.S.
Office of Personnel Management (OPM), I can assure you we recognize how critical this is to
the Federal government and to our national security. In keeping with our focus on modernizing
the way that OPM carries out its important missions, OPM has worked to optimize the business
processes surrounding background investigations. OPM has also taken aggressive measures to
enhance the security of its IT systems, both within the NBIB and throughout OPM, accelerating
an ambitious long-term IT security and modernization plan to upgrade the security of our
systems and strengthen the agency’s ability to respond to cyber incidents. OPM has also
partnered with the Department of Defense (DOD) and other agencies to leverage government-
wide knowledge, resources, and best practices.
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Statement of Kathleen McGettigan
Acting Director
U.S. Office of Personnel Management

February 2, 2017

The National Background Investigations Bureau

NBIB was established on October 1, 2016, and is the primary provider of background
investigations for the Federal government. NBIB is designed with an enhanced focus on national
security, customer service, and continuous process improvement to meet this critical
government-wide need. Charles S. Phalen, Jr., the NBIB Director, has a long and distinguished
career in multiple roles at senior levels in the Federal government and private industry with a
focus on protecting our national security. His extensive experience includes serving in various
capacities at the Central Intelligence Agency, including as the Director of Security, and with the
Federal Bureau of Investigations as Assistant Director leading its Security Division.

NBIB conducts 95 percent of investigations across the government. Even those few agencies that
have the statutory authority to conduct their own investigations, such as the Intelligence
Community, rely on NBIB’s services in some capacity. Its new organizational structure is aimed
at leveraging automation, transforming business processes, and enhancing customer engagement
and transparency. Through a strong partnership with DOD, NBIB will build a modern and secure
IT system to comprehensively support the investigations process and enhance end-to-end
processes across government, These efforts will ultimately improve the efficiency, cost
effectiveness, and quality of the investigations across the Federal government.

As you are likely aware, in late 2014, OPM’s market capacity for contract investigation services
was drastically reduced by the loss of OPM’s largest field contractor, resulting in an
investigative backlog. This backlog was exacerbated by the cybersecurity incidents at OPM that
were announced in 2015. Looking forward, it is an NBIB priority to address the investigative
backlog while maintaining a commitment to quality and returning back to the level of
performance realized from 2009 through 2014. NBIB, working with the Office of the Director of
National Intelligence (ODNI), DOD and other customers, is focusing efforts in three primary
areas. First and foremost, NBIB is working to increase capacity. NBIB hired 400 new Federal
investigators in 2016, and NBIB recently awarded a new investigative fieldwork contract,
increasing the fieldwork contractors from two companies to four. Work under the new contracts
began on February 1, 2017. Second, NBIB is focusing on policy and process changes to add
efficiencies, reduce level of effort, and maintain investigative quality. To support this effort,
NBIB, working closely with the DOD and interagency pariners, conducted a detailed business
process reengineering effort and worked in collaboration with ODNI in its role as the Security
Executive Agent to identify appropriate policy and process changes to help address the backlog.
Third, NBIB has actively worked with customer agencies to prioritize cases and schedule those
that are most critical to our national security and the mission needs of our customers.

Page 2 of5
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Statement of Kathleen McGettigan
Acting Director
U.S. Office of Personnel Management

February 2, 2017

Information technology also plays a central role in NBIB’s ability to enhance the background
investigation process. A key component of NBIB is to leverage DOD’s cybersecurity expertise
and resources to design, develop, and implement a modern and secure IT environment. While
still in development, the new system, known as the National Background Investigation System
(NBIS), is to be operated and maintained by DOD on behalf of NBIB. NBIB is encouraged by
the significant progress DOD has made toward new capabilities that will improve the
effectiveness and security of background investigations. Concurrently, the OPM Office of the
Chief Information Officer (OPM CIO), in coordination with our interagency partners to include
DOD and Department of Homeland Security (DHS), has aggressively pursued further improving
the cybersecurity posture of the OPM network.

Role of the Office of the Chief Information Officer

OPM has worked to strengthen the infrastructure and security of not only NBIB, but also OPM’s
entire technology ecosystem. This effort is being led by OPM’s new CIO, David DeVries, who
joined OPM in September 2016. Mr. DeVries had previously been the DOD Principal Deputy
CIO and has a strong relationship with his former agency that facilitates coordinating the
implementation of NBIS. Indeed, as the Federal government modernizes how it does business,
OPM has focused on embracing new tools and technologies to deliver optimum customer service
and enhance the security of the information we house. In a rapidly changing and increasingly
interconnected digital world, it is important for agencies to develop the best possible defenses
and safeguards.

Over the past eight months, OPM has successfully begun to roll out its program for
implementation of the Federal Information Technology Acquisition Reform Act and enhanced
the agency’s infrastructure in ways that will help OPM support its cybersecurity initiatives and
strategies, ensure its IT programs run more efficiently and securely in supporting the OPM
business lines, and better utilize limited resources.

OPM has enhanced its cybersecurity efforts from multiple angles: through the addition of
cybersecurity tools and security updates; through staff and agency-wide training; through hiring
critical personnel; and through collaboration with OPM’s interagency partners. For example, in
Fiscal Year 2016, OPM implemented 100 percent multi-factor user authentication for access to
OPM’s network, via the use of the “Personal Identity Verification” (PIV) card. This capability
and enforcement provides a powerful barrier to our networks and information stores from
individuals who are not authorized to have access. OPM is in the process of expanding this to
agency applications to further increase the security of our systems. In 2016, OPM launched two
major IT system compliance initiatives that resulted in all major IT systems having current ATO
{Authority to Operate) and network segmentation.

Page 3 of §
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Statement of Kathleen McGettigan
Acting Director
U.S. Office of Personnel Management

February 2, 2017

As the Federal government’s personnel agency, OPM recognizes that cybersecurity is not just
about technology, but is also about people and, to that end, in addition to strengthening its
technology, OPM has added seasoned cybersecurity and IT experts to its already talented team.
OPM has hired a number of other new senior IT leaders, and realigned and centralized its
cybersecurity program and resources under the Chief Information Security Officer (CISO), a
primary responsibility of which is to take the steps necessary to secure and control access to
sensitive information. OPM also hired Information System Security Officers (ISSOs) in Fiscal
Year 2016 to support all of OPM’s major information systems.

OPM is continuing to leverage and utilize its interagency partnerships and the expertise of the IT
and cyber communities across government. OPM strengthened its threat awareness by enrolling
in multiple information and intelligence sharing programs. OPM was one of the first agencies to
participate in DHS’s Einstein 3A program, and was one of the first agencies in the Federal
government to fully implement Phase 1 of DHS’s Continuous Diagnostics and Mitigation
program. These initiatives allow agencies to detect and prevent cyber-attacks, and continuously
identify and proactively mitigate cybersecurity threats and vulnerabilities that might arise.

The cybersecurity incidents at OPM provided an important catalyst for accelerated change across
the Federal government. OPM met the challenge and greatly appreciates the collaborative spirit
with which its interagency partners across government continue to work with us every day.
Embracing modernization can help save taxpayer dollars, improve critical programs, and
mitigate security risks in a world of continually evolving threats. OPM and DOD will continue to
collaborate on the development of a state-of-the-art IT system for NBIB. By investing in IT
systems across functions, we can drive more effective, efficient, and data-driven accomplishment
of work across a variety of missions.

Conclusion

The necessary key partnerships and plans have been developed to build out the NBIB and
improve the security and efficiency of OPM’s IT systems. We created a coordinated strategy to
transition the investigative program to an organizational model that fosters innovation, focuses
on customer service, and leverages interagency expertise. These structural and process
improvements, in coordination with our partners, will enable us to improve timeliness and reduce
the investigative backlog. In parallel, we are working closely with DOD’s CIO to build the
information systems capabilities to support this activity for now and the future. This productive
partnership will enable an effective and secure information environment as a government-wide
solution. Equally productive is the CIO’s holistic approach, which ranges from bringing on new
qualified personnel to adopting new tools and procedures that enhance the security of OPM’s
networks and data for all of OPM’s lines of business, including NBIB.

Page 4 of 5
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Statement of Kathleen McGettigan
Acting Director
U.S. Office of Personnel Management

February 2, 2017

Thank you for the opportunity to testify before you today, and we welcome any questions you
may have.

Page 5 of 5
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Chairman CHAFFETZ. Thank you. Thank you for your testimony.

Mr. DeVries, you are now recognized for 5 minutes.

My understanding is maybe yourself, Mr. Chase, and Mr. Phalen,
I don’t know if you have opening statements or if you care to say
anything, but I'll recognize each of you. If you don’t have anything,
we’ll just—Mr. DeVries, do you have

STATEMENT OF DAVID DEVRIES

Mr. DEVRIES. Thank you, Mr. Chairman.

I'd like to just take this opportunity to thank you for the oppor-
tunity to come here. As the brief bio was read there, I did come
from 30 years in the Army. I transitioned in in 2009 to become a
senior executive within DOD, and where I spent the last 2-1/2
years as the principle deputy for the DOD CIO.

Broad range here, I was asked to come here to OPM and accept-
ed that and arrived here in September of 2016. And it’s a pleasure
being here today, and I enjoy the opportunity to answer your ques-
tions here. Thank you.

Chairman CHAFFETZ. Thank you.

Mr. Chase.

STATEMENT OF CORD CHASE

Mr. CHASE. Thank you very much for the opportunity

Chairman CHAFFETZ. If you can all bring that—I'm sorry. You've
got to bring the microphones up close, uncomfortably close to make
sure we can all hear you.

Mr. CHASE. Again, thank you very much for the opportunity to
speak today. One of the things that I want to make clear is I ran
into the fire to help with the events that occurred in 2015. In the
rebuilding process, we’ve made a lot of advancements, but it’s only
to get us to a standard environment. By no means am I up here
saying, we're successful or we’ve won anything, that we’re doing
our best to improve the environment to secure the information
within OPM and NBIB.

With that, there are quite a few items that I'd be happy to dis-
cuss with all of you on those improvements, and that’s all I have
at this point.

Chairman CHAFFETZ. Thank you.

Mr. Phalen.

STATEMENT OF CHARLES PHALEN

Mr. PHALEN. Thank you, Mr. Chairman. I'm happy to be here
and join with you today in a good conversation on this.

To echo a little bit what Ms. McGettigan mentioned, we are fo-
cused in our—as we begin our—or end our 4th month as an entity
on three key things.

One is recovering and increasing our capacity to do background
investigations, improving our capability to gather information that
is relevant to background investigations and, finally, working on
those innovations that will help us in partnership with the security
executive agent and the suitability executive agent to look at what
an investigation will look like as we move down into the future.
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A key to this is building an organizational structure beyond what
existed on September 29th and adding capabilities in terms of in-
vestments and in terms of innovation, and then very importantly,
working in partnership with DOD as we build out an information
technology systems that will be able to enhance and inform secu-
rity investigations across our entire spectrum of about 100 cus-
tomers across the Federal Government.

With that, I'm very happy to be here. Thank you for the oppor-
tunity today.

Chairman CHAFFETZ. Thank you.

Mr. Halvorsen, you are now recognized for 5 minutes.

STATEMENT OF TERRY HALVORSEN

Mr. HALVORSEN. Good morning, Mr. Chairman, Ranking Mem-
ber, and distinguished members of the committee. Thank you for
the opportunity to testify before the committee today on the De-
partment’s information technology and cybersecurity support to the
National Background Investigations Bureau.

I am Terry Halvorsen, the Department of Defense chief informa-
tion officer. You have my opening statement. I think most of you
are familiar with my responsibilities, so in the interest of time, I'll
cut this a little short.

The department is responsible for the development and securing
the NBIB IT systems. We have brought the full expertise of the de-
partment both in IT and cybersecurity resources to bear on this
problem, and it is our objective to replace the current background
investigations information system with a more reliable, flexible,
and secure system in support of the NBIB.

Defense information system under the DOD’s CIO’s oversight has
established the National Background Investigations Systems Pro-
gram Management Office to implement this effort. The PMO is re-
sponsible for the design, develop, and operation of the IT systems
capabilities needed to support the investigative process to include
ensuring that the cybersecurity protections and resiliency of these
capabilities. The alignment of the systems under DOD assures we
leverage all national security systems expertise and capability to
protect the background investigation data. And I assure you, we
are doing that.

The Department has made significant headway on this important
mission, since I previously testified before this committee last Feb-
ruary, and we are on track to deliver the capabilities needed in an
iterative fashion using DOD expertise and best industry practices.

In fiscal year 2016, the Department funded preacquisition activi-
ties to better posture for official standup and funding in fiscal year
2017. I would like to thank Congress and members of this com-
mittee for supporting the Department’s funding request for NBIB
IT infrastructure and cybersecurity modernization. As you know,
the fiscal year 2000 continuing resolution did include new start au-
thority for the NBIB, and we thank you for that.

Today, several of the NBIB’s prototypes are enabling the Depart-
ment to work with industry and other partners to discover capabili-
ties that we will provide with a more efficient, effective, and secure
background investigation system in the future.
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Throughout this process, we are actively partnering with indus-
try, integrating commercial feedback into the process to ensure we
are focusing on capabilities and keeping up with the changing pace
of technology.

I am pleased with the current progress on NBIS that the Depart-
ment and our partners have made to date. I look forward to seeing
what this organization will accomplish as it makes progress toward
delivering several prototype capabilities by the end of fiscal year
2017 and an initial operating capability covering the full investiga-
tive process in the fourth quarter of 2018.

This is an important opportunity for the Federal Government to
strengthen the security of the IT infrastructure that supports the
Federal background investigating process. This approach utilizes
the Department’s recognized IT cybersecurity expertise, best indus-
try practices while maintaining a streamline centralized govern-
mentwide approach to the investigative services that the NBIB pro-
vides today for more than 100 different Federal agencies.

Thank you for this committee’s continued support, and I look for-
ward to your questions.

[Prepared statement of Mr. Halvorsen follows:]
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Introduction

Good morning Mr. Chairman, Ranking Member, and distinguished Members of the Committee.
Thank you for this opportunity to testify before the committee today on the Department’s
Information Technology (IT) and cybersecurity support to the National Background
Investigations Bureau (NBIB). I am Terry Halvorsen, the Department of Defense (DoD) Chief
Information Officer (CIO). As the senior civilian advisor to the Secretary of Defense for IT, the
DoD CIO is responsible for all matters relating to the DoD information enterprise, including
cybersecurity for the Department. In this capacity, the DoD CIO is responsible for oversight of
the Department’s efforts to design, build, operate, secure, and defend a new IT system to support
the background investigative processes for the NBIB. NBIB provides investigative services for
more than 100 Federal agencies to make decisions to determine whether individuals meet
requirements for new or continued employment; are eligible to hold a sensitive position; or are
eligible for access to Federal facilities, automated systems, or classified information. The
relationship between DoD and OPM is strong and has been critical to our success thus far on
NBIB. David De Vries, OPM’s Chief Information Officer, who was previously serving as the
Principal Deputy DoD CIlO, has helped strengthen that relationship and brings critical IT and
cybersecurity expertise to OPM.

As the Department’s focal point for the new background investigations IT system, the DoD CIO
brings together the Department’s full range of IT and cybersecurity resources and expertise.
DoD’s objective is to replace the current background investigations information systems with a
more reliable, flexible, and secure system in support of the NBIB. The Defense Information
Systems Agency (DISA), under the DoD CIO’s oversight, has established the National
Background Investigation System (NBIS) Program Management Office (PMO) to implement
this effort. The NBIS PMO is responsible for the design, development, and operation of the IT
system capabilities needed to support the NBIB investigative process — to include ensuring
cybersecurity protections and resiliency of these capabilities. The alignment of NBIB systems
under DoD assures we leverage all national security systems expertise and capability to protect
background investigation data.

The Department has made significant headway on this important mission since I previously
testified before this Committee last February, and are on track to deliver the capabilities needed
in an iterative fashion.

In fiscal year 2016, the Department funded pre-acquisition activities to better posture for official
standup and funding in fiscal year 2017. 1 would like to thank Congress for supporting the
Department’s funding request for NBIB IT infrastructure and cybersecurity modernization
efforts. The fiscal year 2017 continuing resolution (CR) included new start authority for NBIS,
which has allowed us to make progress, including awarding a contract last month for the case
management prototype. Today, several NBIS prototypes are enabling the Department to work

1
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with industry and discover capabilities that will provide NBIB with a more efficient, effective,
secure background investigation IT system in the future. Throughout this process, we are
actively partnering with industry and integrating commercial feedback into the process, to ensure
that we are focusing on capabilities and keeping up with the changing pace of technology.

Conclusion

I am pleased with the current progress on NBIS that the Department has made to date, and I look
forward to seeing what this organization will accomplish as it makes progress toward delivering
several prototype capabilities by the end of fiscal year 2017 and initial operating capability
covering the full investigative process in the fourth quarter of 2018. This is an important
opportunity for the Federal Government to strengthen the security of the IT infrastructure that
supports the federal background investigations process. This approach utilizes the Department’s
recognized IT and cybersecurity expertise, while maintaining a streamlined, centralized,
Government-wide approach to the investigations services that NBIB provides today for more
than 100 different Federal agencies. [ want to thank you for this Committee’s continued support
for NBIB, and I look forward to your questions.
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Chairman CHAFFETZ. Thank you.

I will now like to recognize the gentleman from Texas, the chair-
man of the subcommittee on Information Technology, Mr. Hurd.

Mr. HURD. Thank you, Mr. Chairman. I want to thank you and
the ranking member for the continued diligence on this important
issue.

Mr. Phalen, I've got some basic questions for you. Sorry for the
basicness of the questions.

You're in charge, right?

Mr. PHALEN. Yes, sir.

Mr. HURD. Do you have a technical background?

Mr. PHALEN. I do not have a technical background.

Mr. HURD. Who is the person directly reporting to you that is re-
sponsible for preventing another attack that we saw, like the one
we saw a number of months ago?

Mr. PHALEN. So it is not a direct chain

Chairman CHAFFETZ. Sorry. Mr. Phalen, if you could move that
microphone. Straighten it up and right—right up next—there you
go. Thank you.

Mr. PHALEN. There you go. Okay thank you.

There’s no one specifically in my chain of command that is imme-
diately responsible. We rely on Mr. DeVries and Mr. Chase as the
CIO and CISO to provide the security for the systems that we are
operating today.

Mr. HurDp. Copy.

So Mr. Chase, you are in charge.

Mr. CHASE. That is correct, for cybersecurity.

Mr. HURD. Well, thank you for running into the fire.

Mr. CHASE. Thank you.

Mr. HURD. I recognize the difficulty of the task. In your brief re-
marks, you talked about the first step was getting OPM up to a
baseline.

Mr. CHASE. Correct.

Mr. HURD. Can you take 90 seconds and explain that baseline?

Mr. CHASE. Sure. That’s a good question. So one of the things,
when I came on board, was to set an appropriate strategy and a
pathway forward. So it was the stabilization phase. So we under-
stood that there were quite a few systems that were out of compli-
ance. So we knew that we had to take steps to get those back into
compliance.

We also had another layer of engineering tasks, which included
network segmentation, making sure that we had the appropriate
monitoring tools in place, and then the tuning process to support
that.

Throughout fiscal year 2016, we were able to get those accom-
plished but, again, to a standard baseline where we feel com-
fortable that we can control our environment and we understand
where we were with the IT system boundaries and the IT system
boundary inventories.

Mr. HURD. So of the IG GAO, they've all done reviews, there’s
been a number of outstanding issues. Many of the outstanding
issues for years had been on the IG report and the GAO high-risk
report.
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Of those documents, how many of those vulnerabilities, that have
been identified, are still outstanding?

Mr. CHASE. So there are still items that are outstanding, and we
prioritized them based on their criticality

Mr. HURD. What’s the highest priority—highest priority vulner-
ability that’s still outstanding?

Mr. CHASE. So the IT system compliance was the most signifi-
cant vulnerability that was identified in the Fiscal Year 2016
FISMA report, as well as the IT security officer hiring process,
which is something we were able to accomplish at the end of this
year as well.

Mr. HURD. Good copy.

You talked about segmentation. And we saw after the breaches
in 2014 and 2015, the hackers were able to basically move, you
know, without—with impunity through the network. And my ques-
tion is what have you done to make life harder on the hackers that
once they get past your defenses?

And I will say my—you know, I begin with the presumption of
breach, you give an attacker enough time, they have enough re-
sources, they are going to get in, so what do you do once they get
in, and how have you improved segmentation across the OPM net-
work.

Mr. CHASE. So I consider it a level of effort, so I'm trying to make
it as hard as possible for them to get in. Understanding that OPM
is a customer-oriented agency and has to communicate. Some of the
segmentation that we have done is identify all of our major sys-
tems and high-valued assets within our environment, as well as, all
the privileged and nonprivileged users.

We segmented those between each other and set the appropriate
firewalls and monitoring tools to ensure that one can’t get to the
another and vice versa, and if there are attempts to get between
the other, the other is stopped and flagged, and there’s a follow-
up with that event itself.

Mr. HURD. In my remaining minutes, I want to ask a question.
And I don’t mean to be indelicate. Why did we get to this situation?
And I ask that question in order to learn from this experience so
we can take those lessons learned and apply it across the Federal
Government.

Mr. CHASE. So I'm going to say I came post breach, and I know
there’s quite a few lessons learned. There was a majority and mi-
nority reports issued, there’s all the audits that were issued, and
that’s what I've been going off of and, again, trying to apply those
to prioritize the next steps to be able suppress the threat and the
risks within OPM.

Mr. HURD. So why—you’ve been there now for enough time.
You've seen the problems. You've probably been shocked by some
of the deficiencies within the network. Why do you think that net-
work got to where it was?

Mr. CHASE. I would say based on those reports and information
that was put in front of me, there were systematic failures within
OPM that led to it.

Mr. HURD. Mr. Chairman, I yield back.

Chairman CHAFFETZ. I thank the gentleman.
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We’'ll now recognize the ranking member of the subcommittee on
IT, Ms. Kelly from Illinois, for 5 minutes.

Ms. KeELLY. Thank you, Mr. Chair.

And thank you all for your testimony here today. This is actually
the committee’s third hearing on the OPM data breach.

The data breach compromised the information of millions of Fed-
eral employees. The committee responded almost immediately and
did an extensive bipartisan investigation into the incident. In total,
committee staff reviewed more than 10,000 pages of documents,
interviewed multiple witnesses, and had numerous briefings from
both Federal and nonFederal entities. I applaud the work we have
done on the OPM data breach, but I must address the elephant in
the room.

We are holding a hearing about hacking by a sophisticated actor,
likely a State actor for a hack that occurred more than a year ago.
But this committee has chosen not to take any action to investigate
the recent Russian hacking and propaganda campaign to impact
our election.

Only last month, the NSA, FBI, and CIA concluded with a high
degree of confidence that Russia successfully hacked groups
throughout our Nation in an effort to influence our election. In the
face of this report from our top intelligence agencies, we have done
zero oversight into this issue. There’s not been a single hearing or
request.

My wonderful chairman on the IT subcommittee asked Mr.
Chase about lessons learned.

Mr. Halvorsen, I would like to ask you about lessons learned
after the vulnerabilities were exposed in the OPM data breach.

Mr. HALVORSEN. We certainly took the vulnerabilities that were
exposed in the database, and I can assure you that both in the
OPM legacy systems, the work they’re doing today and in the new
systems, we are taking those lessened learn and making sure that
the systems we are building new are built from the ground up with
cybersecurity baked in, and that we’ve assumed from the beginning
that this system could be penetrated.

So there’s a condition we have that you might hear in the Navy
termed, it’s set conditions ZEBRA, it means close the watertight
doors. We are making sure that the new system will be segmented
enough that we can close the doors. Because there’s two things you
want to stop. Certainly, you want to stop people from getting in,
but when they get in, you don’t want your answer to be you've got
to shut the system down. That’s a victory.

So we’re designing this system so that we can fight—and that is
the correct word—fight through any attempt to breach this system.
And if we get breached, be able to block and contain and then
eradicate any malware system loss that gets in here.

Ms. KELLY. Thank you.

Did the subsequent investigations help in understanding how
things could be improved?

Mr. HALVORSEN. Absolutely.

Ms. KELLY. Anybody else want to answer that?

Mr. HALVORSEN. Yes, they did.

Ms. KELLY. And any of the other witnesses?

Mr. CHASE. I concur.



22

Mr. DEVRIES. Concur.

Ms. KELLY. Thank you.

I believe these OPM investigations went a long way in assuring
the American public that everything possible was being looked at
to prevent this from happening again. But it is clear that politics
have prevented this committee from being willing or able to do the
necessary objective and nonpartisan oversight on the Russian at-
tack. That’s why I, and every one of my democratic colleagues in
the House, have signed on to legislation to establish an inde-
pendent bipartisan commission to investigate foreign interference
in the 2016 elections. Thank you for your response.

And, Chairman, I yield back.

Chairman CHAFFETZ. Will the gentleman—gentlewoman yield
first?

Ms. KeLLY. Of course.

Chairman CHAFFETZ. As I've said publicly, and the gentlewoman
should know, given that it involves sources and methods, the
United States Congress is organized such that the House Intel-
ligence Committee takes the lead on those things. We can inves-
tigate anything at any time, but I do have limits in that I cannot
investigate sources and methods which clearly is the purview of the
House Intelligence Committee.

I would also suggest that we were the first committee to create
a subcommittee specifically on information technology. We were the
first to dive into the OPM data breach, and we have been pushing
from the Department of Education and others to make sure that
we do have the proper defenses in place. And to suggest that it’s
only one particular country would be naive at best. And it could be
everything from a guy in a van down by the river down to a Nation
State.

Ms. KeELLY. We know it was the Russians in this particular in-
stance.

Chairman CHAFFETZ. And I think that should be investigated. 1
have said as much publicly, and I've also—I think everybody
should know, every Member of Congress should know that the
House Intelligence Committee is really the only organization with-
in Congress that is set up to be able to do that.

Mr. CuMMINGS. Would the gentlelady yield, please?

Ms. KeLLY. Yes, I will.

Mr. CUMMINGS. Very briefly, Congressman Swalwell and I, over
a month ago—as a matter of fact, in December, filed a bill which
asks that we have a 9/11-type investigation. And the reason why
we did that is because we didn’t want it to get mired in a political
battle like the Benghazi Committee did, Select Committee.

And it would be patterned after the 9/11 commission so that we
would bring America’s best experts to the table. It would be an
equal number of Democrats, an equal number of Republicans, and
that they would look at this thing carefully—and with the chair’s
indulgence, I need to explain this—and they would come back with
recommendations. They would have subpoena power.

Then we refiled that bill in January when the new session came
in. Every single Democrat in the Congress signed on to that bill.
Not one signal Republican signed on. And one of the reasons why
we did that is because we felt we didn’t move to common ground,;
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we need to move to higher ground, that this was such a serious at-
tack on our democracy, and our election process, that it deserved
that kind of attention. And so that bill is still out there. Only
Democrats have signed on.

One of the things we were concerned about is the chairman of
the Intelligence Committee, Mr. Nunes, was a part of the transition
team for President Trump. And we just felt that we needed to take
the complete thing out and let an independent body do it. And I
just wanted to explain that to the gentlelady.

Thank you very much. And thank you for yielding. Nice job, by
the way.

Chairman CHAFFETZ. I'll now recognize the gentleman from Flor-
ida, Mr. DeSantis, for 5 minutes.

Mr. DESANTIS. Thank you, Mr. Chairman.

Ms. McGettigan, I know after the OPM breach there’s several
months people were, kind of, notified. But I've had people, constitu-
ents, just wonder, I mean, what has been done to mitigate the po-
tential damage to people whose files were compromised?

Ms. MCGETTIGAN. Thank you for that question.

We have entered into—in December, we entered into a contract
and identity protection contract. We expanded the coverage that we
already had. And we are moving toward having coverage for 10
years. The current contract covers all those affected by the two
breaches, and it runs out in December of 2018 during——

Mr. DESANTIS. What would that mean, just for somebody who
had their stuff compromised?

Ms. MCGETTIGAN. I'm sorry. We have identity protection services
and credit monitoring. So people have received—people who were
affected have received information on how to sign up for the credit
monitoring, although they are covered by insurance whether they
sign up or not.

And currently, the ceiling on the insurance we have expanded to
$5 million, and we are moving toward complying with congres-
sional direction to have the contract go for 10 years of credit moni-
toring.

Mr. DESANTIS. Okay. Good. I mean, I think that we in this com-
mittee—and I applaud the chairman for being on this issue. And
we hear about these other hacks and stuff. This was catastrophic.
I mean, you’re talking about these files with the amount of infor-
mation that’s there, and I had to go through it in the military, and
other people, perhaps, you guys have gone through it, too, there is
a lot, a lot of information there, and it’s a massive vulnerability.
So I hope that what’s being done is going to be effective.

Let me ask—this may be Mr. Chase or maybe someone else want
to take this. If OPM suffers another compromise and NBIB applica-
tions and its systems are breached, who makes the final call as to
whether or not the compromised applications are taken offline or
continue to run?

Mr. HALVORSEN. If it’s in the new systems that are developed,
that is me.

Mr. DESANTIS. Do you agree with that?

Mr. DEVRIES. For the new system, yes. Right now we’re currently
operating underneath the existing legacy system.

Mr. DESANTIS. What’s the answer——
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Mr. DEVRIES. The answer is the CIO gets the report of it from
the CISO, and the director makes the call on it.

Mr. DESANTIS. Okay. Let me ask you this, because the majority
staff on this committee had a report indicating that there were cer-
tain tools following some of the previous breaches that were
bought, and then they there were delayed in terms of their deploy-
ment for a variety of reasons, but one of them, that they had to
make certain notification to relevant unions.

So what kind of notifications is the IT security team required to
make before deploying these tools, and what is the purpose of the
notifications?

Mr. CHASE. So from post breach coming in, any tool that we go
out on the street to market and do our research on is fully vetted
internally. We have a procurement office inside of OPM that works
with us to make sure that the appropriate language is put into
that, and then we move to the process of deploying that tool.

Mr. DESANTIS. But in terms of the delays, have there been delays
because of notification requirements?

Mr. CHASE. I'm not aware of that specific statement.

Mr. DESANTIS. Okay. Had there been other barriers or challenges
in trying to timely deploy some of these tools, bureaucratic road-
blocks?

Mr. CHASE. Again, post breach, based on the situation—and,
again, I mentioned earlier stabilizing, the procurement office has
been very, very flexible with me and making sure that they can
give us the time——

Mr. DESANTIS. But this was so—the implication is there may
have been a problem prebreach?

Mr. CHASE. I'm not aware outside of what I'm reading in those
reports.

Mr. DESANTIS. Do you think that it was a problem?

Mr. DEVRIES. I have no firsthand knowledge of that, but just
from the acquisition side and having been in this field for many
years, yes.

Mr. DESANTIS. Okay.

Well, I will yield back the balance of my time.

Chairman CHAFFETZ. I thank the gentleman.

I now recognize the gentleman from Massachusetts, Mr. Lynch
for 5 minutes.

Mr. LyncH. Thank you, Mr. Chairman.

And I want to thank our witnesses for your great work and for
your willingness to help us. I want to revisit the issue raised by
Ms. Kelly about the unwillingness or the inability of the committee
to really investigate what’s going on with the Russian hacking.

But before I get into that, let’s talk a little bit about the issue
that brings you here.

In June and July of 2015, OPM publicly disclosed that its infor-
mation technology systems had been experiencing massive data
breaches over some time, compromising the Social Security num-
bers, birthdates, home addresses, background investigation records,
and other highly sensitive personal information belonging to about
22 million individuals.

These cyber breaches were not only devastating in terms of their
impact on the financial security of their victims, rather, they also
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posed a grave national security threat as the extensive security
clearance questionnaires, about an 80-page document, that really
drills down on folks and was filled—were filled out by nearly 20
million Americans who have security clearance rights and privi-
leges, and the names and the information of those individuals were
included among the data.

I had asked—that was a—that was a terrible—you know, some
people call that a—like a cyber Pearl Harbor, because all our folks
who are actually actively interested in working on our national se-
curity organizations, you know, basically, they were giving up. And
so I asked at a very basic level, I asked, Ms. Archuleta, who was
running the OPM at the time, I said, have you actually gone back
and encrypted the Social Security numbers of these employees?
Were they encrypted? And she said, no, they were not. So—so all
those Social Security numbers of those 22 million people went out.

And then a year later, we had one of her successors—not her suc-
cessor, but one of the people under her, I asked, again, have we
encrypted the Social Security numbers of the people, the 22 million
people? And they said there are still—there are still vulnerabilities
we still haven’t been able to do that.

So let me ask, have we encrypted at least the Social Security
numbers of these 22 million people?

Mr. DEVRIES. Sir, I'll take that for the record. Yes, we have
begun a vigorous program in 2016 to encrypt the databases. So it’s
not just encrypting the Social Security number, but it is the data-
bases that contain those critical information.

Mr. LYNCH. Are we done with that yet?

Mr. DEVRIES. We are not completely done across the whole OPM
environment, but the HVA systems we have gone through, and I
have one remaining system to be done, and that is scheduled for
next month. To complete the

Mr. LyNcH. What percentage of the 22 million have been
encrypted? Can you give me an estimate on that?

Mr. DEVRIES. Of the NBIB system, which contains those records
there, all but one have been encrypted.

Mr. LYNCH. So what’s lacking in percentage?

Mr. DEVRIES. One major database there on the mainframe.

Mr. LyncH. All right. You’re not answering my question, but—
look, we need to get that done. Okay?

Let me go on to the Russian thing. Look, we've got—I under-
stand that the chairman’s resistance on sources and methods, I get
that. But we have—and I would like to introduce these into the
record.

First of all, I would like to introduce into the record my letter
from December 15th—14th asking for a hearing on the Russian
hacking.

Secondly, I'd like to enter into the record an FBI investigation re-
garding Russian malicious cyber activity. They did a whole inves-
tigation on this. It’s called “grisly steppe,” s-t-e-p-p-e. I want to
enter into the record a background to assessing Russian activities
and intention into recent U.S. elections, the analytical process and
cyber incident attribution. That’s produced by the offices of the di-
rector of National Intelligence.
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I would like to submit for the record, a statement for the record,
worldwide threat assessment by James R. Clapper, director of the
National Intelligence, February 9, 2016.

I ask for unanimous consent.

Chairman CHAFFETZ. Without objection, so ordered.

Mr. LyNcH. Thank you. So we have enough here. Just with this
here, we have enough here to do an investigation. And this is just
the stuff that is unclassified that the intelligence community has
put out there. We don’t have to talk about

Chairman CHAFFETZ. Will the gentleman yield?

Mr. LYNCH. Yes. Sure I'll yield.

Chairman CHAFFETZ. Two points. Number one, sources and
methods are the sole jurisdiction of the intelligence community.

Number two, have you really thought this through? Do you really
think it’s appropriate for this committee to investigate the specific
hack of the DCCC?

Mr. LYNCH. Absolutely.

Chairman CHAFFETZ. Because if you are going to do an investiga-
tion of the DCCC, we're going to have to dive into a political party’s
infrastructure operation’s data. I don’t think that’s appropriate. If
you

Mr. LyNcH. Let me—well—

Chairman CHAFFETZ. Here’s the difference. Here’s the dif-
ference

Mr. LYNCH. Reclaiming my time. Actually, you know, youre
using all my time here.

Look, look they hacked—they hacked the American election. That
is worth looking into——

Chairman CHAFFETZ. There’s no evidence of that. And President
Obama said that that wasn’t even possible.

Mr. LYNCH. This is high confidence. This is our own FBI, high
confidence that they hacked the election, that they interfered with
the election. It may not have been outcome determinative. I'm not
saying that. But based on the FBI, based on the office of—the di-
rector of national security, they’re saying, yeah. And also, the CIA,
they’re in agreement that the elections were hacked.

Now, I'm not saying they affected the outcome, but they tried. It
may have been just chaos that they wanted to create, but they
interfered with our elections. And if we’re turning a blind eye to
that, that’s a shame. That’s a shame. That’s core to our democracy.

And look, if we’re just going to say, oh, that’s somebody’s work,
that’s not anybody else’s work. That’s our work. There are plenty
of reports here we can talk about, and we ought to do it publicly,
about the damage done to the confidence in our electoral system.
That’s what’s important here.

People have to—people have to fear that we have an integrity—
a certain integrity in our own systems and that other countries are
not allowed to interfere with that. That’s a red line. We should not
allow that. And it should be a very serious obligation of this com-
mittee to make sure that doesn’t happen again.

And we need all the committees of jurisdiction to work on this.
We're a committee of unlimited jurisdiction. The gentleman has
said that quite frequently. That’s the strength of this committee.
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And I think this is—look, they hacked our election. This should be
bipartisan. This should not be Democrat versus Republican.

Chairman CHAFFETZ. The gentleman’s time—the gentleman’s
time is well expired.

As I said, I do think there should be—as I said when it hap-
pened, there should be an investigation. There should be a prosecu-
tion. They should go out——

Mr. LyNCH. These are the investigation of the committee.

Chairman CHAFFETZ. Hold on. The gentleman’s time has expired.

The Intelligence Committee is the only one that can look at
sources and methods. That is the rule of the House.

Mr. LyncH. We won’t look at sources and methods. We'll just
look at what the agencies themselves have made public.

Chairman CHAFFETZ. The gentleman’s time has expired.

And if you are going to do a proper investigation, as this com-
mittee did, with the breach at the Office of Personnel Management,
you have to look at the two sides of the breach, those that were
trying to do it, which this committee could not look at in the OPM
breach. Again, that is the purview of the House Intelligence Com-
mittee.

But we could look at those that were breached and how inept
their systems were and how bad it was set up and how the inspec-
tor general was warning of these things. That, we did do.

Mr. LyNcH. We had nine separate investigations of Hillary Clin-
ton, nine separate investigations

Chairman CHAFFETZ. The gentleman’s—the gentleman is out of
the order. The gentleman’s time is expired. I gave you well more
than 5 minutes.

What I think is inappropriate. And I'm trying to answer the
question. It would be wholly inappropriate for the United States
Congress, for us to dive into the DCCC. You might want to do an
investigation yourself of the DCCC. I don’t think that the United
States Congress should be diving into their individual private sys-
tems of a political party. I think that’s too broad—if you want me
to start issuing subpoenas of the DCCC, I'm probably not going to
do it, but go ahead and suggest it.

Mr. LyncH. How about some of the FBI

Chairman CHAFFETZ. The gentleman’s time has expired.

Mr. LYNCH. You asked me a question.

Chairman CHAFFETZ. No, I did not. I did not.

Mr. LYNCH. And I'm trying to respond. You asked me if I want-
ed

Chairman CHAFFETZ. I did not ask—the gentleman is out of
order.

Mr. CUMMINGS. Would the chairman yield? Would the chairman
yield? I think we need to calm down here a little bit.

Mr. Chairman, you have made some statements, and I just ask
you to give him the courtesy of a minute and a half just to respond.

Chairman CHAFFETZ. No, I will not. I will not.

Mr. CuMMINGS. Well, would the gentleman let me finish? Thank
you.

This has been an attack on our democracy, Mr. Chairman. And
Mr. Lynch is one of our greatest members, and the passion that he
has expressed is not limited to him, it’s to many Americans. They
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feel as if all of our—the things that underpin our democracy have
been attacked over and over again.

And as I said yesterday, we keep saying we're going to wait till
certain things happen with President Trump. They are happening
now.

Chairman CHAFFETZ. Can I ask that——

Mr. CUMMINGS. And if the gentleman would just give me 30 more
seconds.

And all I was saying is I was hoping that in—I mean, as a cour-
tesy to the gentleman, I just wanted him to be able to respond.

Chairman CHAFFETZ. I’d like to ask you a question, if you don’t
mind, to my ranking member. Does the ranking member believe
that this committee should do an investigation of the DCCC?

Mr. CuMMINGS. I think that we can look at certain things. I
know I am very familiar with sources and methods, but I think
what the gentleman is saying is let’s just look at the things that
are—that are unclassified. And apparently, he has his reports in
his hand, and we can see where we go from there.

Number two, as I said before, in answering the chairman’s ques-
tion, we have a bill that would—I think, would resolve this issue
very nicely.

I think the thing that I'm most concerned about, and I'm sure
Mr. Lynch is concerned about is that we cannot just turn a blind
eye to when we have 17 intelligence agencies who unanimously
agree that there has been hacking with regard to our elections.

And there seems to be—one of the things that I've noticed, this
has been an effort, not by you, Mr. Chairman, but by others to say,
okay. It didn’t affect the results. We don’t even have to get there.
Forget it. I accept President Trump as my President. 'm looking
forward to meeting with him next week. But, the idea that Russia
could come in and interfere with our elections, all of us should be
going berserk. I mean, we should be—I mean, just really, really
upset. And so all 'm saying to you is that I think all the gentleman
is saying, is he’s got documents that you’ve already entered into
the record that are unclassified, want to look at those. Now, how
far we can go is another thing.

But, again, Mr. Chairman, you and I know what happened with
the Benghazi Committee. Basically, it became a partisan fight.

Chairman CHAFFETZ. I'll—hold on. The gentleman’s time is ex-
pired here. You're going well—you’re going well outside the scope
of this

Mr. CUMMINGS. No, 'm not.

Chairman CHAFFETZ. Yes. Yes.

Mr. CUMMINGS. I’'m not and I would pray that you not do an Issa
on me.

Chairman CHAFFETZ. I've given you ample time. I've given you
more time——

Mr. CUMMINGS. Don’t do an Issa on me, please. Don’t do that.

Chairman CHAFFETZ. No. I'm asking you a simple question. I just
want an answer to a simple question. If you don’t want to answer
it, it’s fine.

Mr. CUMMINGS. I've answered it. I've told you.

Chairman CHAFFETZ. I'm going to ask one more time.
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Mr. CUMMINGS. Yes. I've answered you. Okay? Yes. I just an-
swered you.

Chairman CHAFFETZ. I just wanted——

Mr. CUMMINGS. I just answered you.

Chairman CHAFFETZ. Okay. I'm just saying

Mr. CUMMINGS. You're not listening. What I said was what the
gentleman asked. All he asked—he said, take the unclassified in-
formation. Do not turn a blind eye to an attack on our electoral sys-
tem. Let’s look—Ilet’s go as far as we can. When you take it to the
Intelligence Committee, what you’ve done is you’ve gotten Mr.
Nunes, who is on the transition—who is on the transition com-
mittee for President Trump.

And as much as I like him, I want—as the gentleman asks, he
wants an investigation that will have integrity. And I—I appreciate
integrity over and over again. Like I've said to you, Mr. Chairman,
and to our committee members, when you deal with integrity and
transparency, it’s like money in the bank.

Mr. CUMMINGS. And so I would just ask you to just work with
us and see what we can come up with. That’s all.

Chairman CHAFFETZ. My last point. My last point. I don’t think
it’s appropriate. I disagree with the attack on the integrity of the
Intelligence Committee. I disagree with that. I think they are of in-
tegrity. I think Mr. Schiff and Mr. Nunes are men of integrity and
they run that committee appropriately. And I'm sorry you don’t feel
that way.

Mr. CUMMINGS. I didn’t—now, see, now you done put something
in my mouth. Let me be real clear. No, no, no, no, no.

Chairman CHAFFETZ. I get to make my point. I'll let you

Mr. CUMMINGS. No, you said something that’s not accurate. What
I said was—I’'m not questioning the integrity of Mr. Nunes or Mr.
Schiff. Mr. Schiff—both of them I have a lot of respect for. What
I'm saying is what the gentleman said, is that we want a report—
when people look at the situation—I’ll be very brief. When people
look at the report and they see somebody on the transition team
for Mr. Trump, then it becomes questionable. All I'm saying to you
as to the world, we want—that’s why we filed the bill that we filed.
And that’s why we’re asking for more like an independent inves-
tigation. That’s all.

Chairman CHAFFETZ. Last point. Last point. Last point. And
we're going to recognize Mr. Meadows. We've gone way past the
time here.

Mr. CUMMINGS. Thank you.

Chairman CHAFFETZ. And I ask this rhetorically. Do the Demo-
crats truly want this committee to do an investigation of the DNC
and the DCCC?

Mr. LyNcH. Yes, we do.

Chairman CHAFFETZ. Wow. Okay. We’re now going to recog-
nize

Mr. LYNCH. A lot of these emails, they're already public. They're
already public. They leaked them. We already know what they are,
those damaging ones.

Chairman CHAFFETZ. Let’s recognize the gentleman from North
Carolina, Mr. Meadows.
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Mr. MEADOWS. Thank you, Mr. Chairman. We’re going to refocus
on the focus of this hearing. I wish that we would have as much
passion that is concerned about the well-being of the 22,000 people
that got hacked, the potential security breaches that are there, in-
stead of losing or winning an election. I wish we’d have as much
passion about that. Let’s start to focus on the real aspects of what
we need to be doing.

There are other hacks with the IRS. Let’s focus on the hard-
working American taxpayers. You know, I'm sick and tired of hear-
ing the repeated talking points over and over again. There is no
one who will work in a more bipartisan way to get to the truth
than me. But I disapprove of the talking points that continue to get
repeated to undermine the credibility of a duly elected President.

Mr. CumMINGS. Will the gentleman yield?

Mr. MEADOWS. No, I will not.

Let me go into this particular issue. When we’re looking at this,
you mention that you have 100 percent dual authentication
throughout the system. Is that correct?

Ms. MCGETTIGAN. Yes, sir. That’s my understanding. Yes, sir.

Mr. MEADOWS. All right. And you’re filling some very big shoes.
I happen to be a fan of Ms. Cobert. She actually—we come from
very different sides of the aisle, but she was always very responsive
to this committee and to me personally. And so I want to make
sure that we can clarify, perhaps, your testimony. Because the 100
percent dual authentication is really just at the front door. Is it
not? Because we have indications from the IG that there is still a
whole lot within the system, that if they get in the front door, that
only 2 of 46 systems inside would require that. Is that your under-
standing? You may want to refer—I think the CIO wants to jump
in here.

Ms. MCGETTIGAN. I think I will defer to Mr. DeVries.

Mr. DEVRIES. Thank you, sir.

Ms. McGETTIGAN. Thank you.

Mr. DEVRIES. Sir, we have multifactual authentication in there
for the users, the standard users who come onto the network. That
ii correct, 100 percent to get onto the networks, they require
their

Mr. MEADOWS. But once in

Mr. DEVRIES. No, once they get in, they are still then author-
ized—their access is based upon those attributes and their roles of
what they're assigned to. So they’re not given

Mr. MEADOWS. So how do you respond to the IG that said only
2 of 46 systems would actually, of the major applications, would re-
quire PIV authentication? Is that not accurate?

Mr. DEVRIES. I'd like to go back and look at that. I'll defer to my
CISO here, but that is—that does not ring true to how we

Mr. MEADOWS. Because this isn’t my first rodeo. I've been here
with a number of folks. In fact, I called for the resignation of the
OPM director when there were similar terms that I'm hearing
today that give me concern that we’re making progress. And I
guess, how do we define success? At what point will we have all
the major applications? And Mr. Lynch talked about the
encryption.

Mr. DEVRIES. Correct.
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Mr. MEADOWS. Now, we've been promised encryption over and
over and over again. And yet even today, we're not there with—so
are all the Social Security numbers encrypted today?

Mr. DEVRIES. No, sir.

Mr. MEADOWS. Okay. When will they be encrypted?

Mr. DEVRIES. But I have——

Mr. MEADOWS. Just timeframe. When will they be encrypted, all
the Social Security numbers? I mean, that’s basic. I've got
encryption better than that on my home computer, and here we
are, we have—is it a lack of resources?

Mr. DEVRIES. Sir, it was somewhat due to that and also schedule
change here on the mainframe. That’s the only one that is—that
was delayed. And I've reenergized that one back in there. That is
2017.

Mr. MEADOWS. So when is it going to be done?

Mr. DEVRIES. End of 2017, sir.

Mr. MEADOWS. And so we will have everything encrypted by the
end of 2017. Fiscal year?

Mr. DEVRIES. The HVA system, the high value assets, which in-
cludes the Social Security numbers and so forth, will be encrypted
this year. Yes.

Mr. MEADOWS. All right. In terms of segmentation, how do you
segment a legacy system? Either one of you can answer it.

Mr. CHASE. So, again, as a part of our strategy, we looked at all
the systems and all the IT system inventories that we had out
there. We determined which ones——

Mr. MEADOWS. So are you going from a zero trust?

Mr. CHASE. That’s the idea, is to use that zero trust tenet. Abso-
lutely.

Mr. MEADOWS. So you rushed into the fire——

Mr. CHASE. Ran into it, sir.

Mr. MEADOWS. —and so as you ran into the fire, you decided
from a zero trust aspect that you’re going to look at every single
system.

Mr. CHASE. Absolutely.

Mr. MEADOWS. All right. So we can tell all of those employees or
potential employees or those who have had their personal life his-
tory looked at that by the end of 2017, that you have great assur-
ance that we have the most up-to-date, sophisticated cybersecurity
protection that they will ever see and it will be segmented in a way
that if somebody gets in the front door, that they won’t be able to
go through the whole system. Is that correct?

Mr. CHASE. That is correct. And there’s also many, many com-
pensating controls that reside in the network. So we have our net-
work analysis tool, we have our data loss prevention tool. We have
malware detection tools. And then we actually have a 24/7 security
operation center that is on glass watching for those events to come
through.

Mr. MEADOWS. I yield back. I thank the chairman.

Chairman CHAFFETZ. I thank the gentleman.

I will now recognize the gentlewoman from Florida, Mrs.
Demings, for 5 minutes.

Mrs. DEMINGS. Thank you, Mr. Chairman.
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I want to say good morning to all of you and thank you for being
here. Before I get into my question, I feel compelled to make this
comment. I spent 27 years in law enforcement. I served as the chief
of police. So I am very concerned about the issue that we’re dis-
cussing today. Security breaches of any kind, I believe, deserve
every bit of attention and every bit of passion. I've been here a lit-
tle shy of a month, but what I did not sign up for is what I believe
was the blatant disrespect that was displayed to each other by my
colleagues. And so I believe if we’re going to solve our Nation’s
problems, civility has to be at the center of it.

And with my question, Director Phalen, last November, the New
York Times and other media outlets reported that while meeting
with the Prime Minister of Japan, then President-elect Trump al-
lowed his daughter and son-in-law to sit in during all or part of the
meeting. In reporting about this meeting, the Times found, and I
quote, “That anyone present for such a conversation between two
heads of state should, at a minimum, have security clearance.
What we do not—we do not know whether President Trump has
stopped this practice of allowing family members who do not have
security clearances from attending meetings with dignitaries and
other foreign officials.”

Director, I ask you, what are the security risks for having indi-
viduals who do not have the appropriate security clearances
preslt?lnt during classified meetings or briefings? Thank you very
much.

Mr. PHALEN. Thank you, Representative. Thank you for the ques-
tion. The determination as to whether an individual has a security
clearance is left to the head of the agency with whom they are em-
ployed or otherwise contracted with. And, of course, the situation
between a President-elect and the President is a different situation.
The President has the ability to grant a clearance or grant access
to classified information to anyone who they please. It is at their
discretion.

And the—I am not aware of any of the details around the meet-
ing that occurred with the leadership of Japan. I just don’t know
any of the details about that, whether anything of classified nature
was discussed or not. But it would—in the current situation, it
would be the President’s discretion to allow individuals even with-
out clearances to know or have access to classified information.

Mrs. DEMINGS. So each department would make that determina-
tion. Is that what you said? There are no basic general guidelines
for pg)rsons to have security clearances in certain situations or posi-
tions?

Mr. PHALEN. There are general guidelines and there are—specifi-
cally, there are investigative standards which we follow when con-
ducting an investigation. The agency who ultimately grants the
clearance follows an adjudication set of guidelines, what are the
key factors that one would look at when making a determination
whether this individual is eligible or should be eligible to receive
classified information. And then as a separate act, the agency
then—if the answer’s affirmative, they are eligible, the agency
would make a determination as to whether to actually brief them
into a national security program or not, give them that clearance.

Mrs. DEMINGS. Okay. Thank you very much.
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Chairman CHAFFETZ. Does the gentlewoman——

Mr. ConNOLLY. Would——

Chairman CHAFFETZ. Does the gentlewoman yield back?

Mr. CoNNOLLY. Would my friend yield?

Mrs. DEMINGS. I yield. I'm sorry. Thank you. I yield.

Chairman CHAFFETZ. She’s yielding. To Mr. Connolly or——

Mr. CoNNOLLY. To Mr. Cummings.

Ms. DEMINGS. To Mr. Cummings.

Mr. CUMMINGS. I just wanted to let Mr. Meadows know, when I
asked you to yield, the only thing I was going to say is before you
got here, and I will share this with you, in my opening statement,
I talked about all the efforts that we have made in this committee
with regard to the other breaches. I listed them one by one, all the
many things that we’ve done. And I said it in a way that—because
President Trump has said that we suddenly got excited about the
Russian hacking. But I laid it out. And again, I will share my open-
ing—it was a courtesy to you, because I didn’t want anybody to
think that this is something new to us.

We've spent, in a bipartisan way, hours upon hours upon hours
upon hours trying to deal with these. And I give the credit—give
a lot of credit to the chairman. And that’s all I was tying to tell
you.

Mr. MEaDOWS. Will the gentleman yield?

Mr. CUMMINGS. And I didn’t want the public to be left with the
impression that we haven’t been working on these acts. Every sin-
gle time.

Mr. MEADOWS. Will the gentlemen yield?

Mr. CUMMINGS. Of course. I only have

Chairman CHAFFETZ. It’s the gentlewoman’s time.

Mr. MEaDOWS. Will the gentlewoman yield for just a comment?
A nice comment.

Mrs. DEMINGS. Yes. Yes. Certainly. Please, Mr. Meadows.

Mr. ConNoLLY. We'll be the judge of that.

Mr. MEADOWS. The gentleman from Maryland is a good friend,
and a trusted one. And in the passion of my not yielding back to
him, I don’t want anything to be inferred about our relationship
and our willingness to work in a bipartisan way. And I apologize
for my passion in not yielding. But I also want to stress that our
friendship and our willingness to get to the bottom line of it is
unyielding and unchanging. And I thank the gentlewoman.

Chairman CHAFFETZ. The gentlewoman yields back.

We'll now recognize the gentleman from Ohio, Mr. Jordan, for 5
minutes.

Mr. JORDAN. I thank the chairman.

Mr. Halvorsen, you are the chief information officer for the entire
Department of Defense?

Mr. HALVORSEN. That is correct.

Mr. JORDAN. And in your testimony, your written testimony, you
said that, “DOD CIO is responsible for all matters relating to the
Department of Defense information enterprise, including
cybersecurity for the Department. In this capacity, DOD CIO is re-
sponsible for oversight of the Department’s efforts to design, build,
operate, secure, defend a new IT system to support the background
investigative processes for the NBIB.” Is that all accurate?
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Mr. HALVORSEN. It is.

Mr. JORDAN. Okay. Are you familiar, then, with the December 6
Washington Post story, front page, Pentagon Hid Study Revealing
$125 Billion in Waste? Are you familiar with that article?

Mr. HALVORSEN. I am familiar with that article.

Mr. JORDAN. Do you—well, let me ask you—Ilet me go back and
ask you this: Do you have the resources you need to do everything
I just read in your testimony, help NBIB which has 100 Federal
agencies that’s got to make decisions about—regarding individuals
who work there and everything at the Department, do you have the
resources you need to do your job?

Mr. HALVORSEN. We have the resources to make sure that we de-
velop and design an NBIB new system that is secure and can at-
tack and defend the data.

Mr. JORDAN. And so you think you got adequate resources to do
everything you're tasked to do.

Mr. HALVORSEN. I think I have adequate resources to everything
I'm tasked to do specific to this NBIB issue.

Mr. JORDAN. But not overall? Is that what you’re saying?

Mr. HALVORSEN. Well, I don’t think anybody here would say they
have all of the resources

Mr. JORDAN. You always want more. I get that. But you are fa-
miliar with the story that was on the front page of the Washington
Post last month, or 2 months ago?

Mr. HALVORSEN. I am.

Mr. JORDAN. And the findings of the McKinsey & Company
study, $125 billion in waste at the Pentagon, do you agree with
that—those findings? Or, I mean, they talked about as many full-
time employees in back office personnel and in purchasing bureauc-
racy, as many employees there as we actually have—almost as
many people there as we have in troops in the field or troops in
total. Do you agree with what you know about that study?

Mr. HALVORSEN. We were—do I personally agree with that
study? I do not. Is that the reason I'm here to testify? No. So if you
want more data on that, I will take any questions you have for the
record.

Mr. JORDAN. Okay. Were you—were you interviewed or talked to
in the course of the study by McKinsey & Company? Did they talk
to you?

Mr. HALVORSEN. I have talked to McKinsey & Company, yes.

Mr. JORDAN. Multiple times? I mean, I'm just kind of curious.

Mr. HALVORSEN. For the study, I believe once. But I'll get that
confirmed. But I have talked to McKinsey in the course of my busi-
ness.

Mr. JORDAN. The article reports here on the front page here
above the fold, the report issued in January 2015 identified a,
quote, “clear path for the Defense Department to save $125 billion
over 5 years.” I think this is important too. What the study said,
what the article reports that the study said was that this savings
in bureaucracy waste and other areas is money that could go into
weapon systems and our troops. Frankly, where I think most
Americans would want their tax dollars and resources to go.

The article continues, “The plan would not have required layoffs
of civil servants or reductions in military personnel. Instead it
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would have streamlined the bureaucracy through attrition and
early retirements, curtailed high priced contractors,” and the last
clause says, “and made better use of information technology.”

Do you have any idea what they’re referring to there, make bet-
ter use of information technology?

Mr. HALVORSEN. Yeah, I do. I mean, if you’re asking me do we
think we could do better with information technology, I think I tes-
tified in numerous hearings that do I believe we should continue
to adopt best commercial practices? Should we bring more commer-
cial systems on into DOD and other government? I said we should.
I believe there are ways to reduce some money in our IT business.
Do I think that number is correct, personally? I do not.

Mr. JORDAN. So a little bit ago you said you didn’t agree with the
study. Now you sound like you do agree with a lot of parts of the
study.

Mr. HALVORSEN. No.

Mr. JORDAN. Is it both or——

Mr. HALVORSEN. No. I said I agree that there are efficiencies to
be found in the IT systems. By doing what we are doing, I think
we will achieve some. I do not think the numbers in the study, my
personal opinion, they’re not correct. I will take any more questions
you have——

Mr. JORDAN. So you think the $125 billion number is a little
high. Would you hazard a guess at what kind of savings taxpayers
could see if part of what McKinsey found in their study was imple-
mented and how we could better get money to weapon systems and
to troops?

Mr. HALVORSEN. No, I will not hazard a guess.

Mr. JORDAN. Okay. Mr. Chairman, I just think this is an impor-
tant area where we need to—I know it’s not the sole focus of and
not the primary focus, I should say, of this hearing today, but this
is an area we need to study. If we can get more money into up-
graded weapon systems and to our troops, and if we got this poten-
tial of waste, even the chief information officer says there’s some
waste there. Maybe not to the degree that the article reports, but
certainly any we can find and savings we can find I think makes
sense.

With that I yield back.

Chairman CHAFFETZ. Thank you. Point well taken.

I now recognize the gentleman from Maryland, Mr. Raskin, for
5 minutes.

Mr. RASKIN. Mr. Chairman, thank you very much.

I wanted to start actually by responding, Mr. Chairman, to the
question that you posed about whether or not the Democratic Na-
tional Committee would be a proper object for inquiry and inves-
tigation by this committee. And my first reaction to it, I think, was
sympathetic to you, which is no, not really, because it’s not part of
the government. It’s a private entity for most purposes. When you
think about the Democratic National Convention, where it’s going
to be located, who’s going to speak at it, that’s a private matter.
It’s a private association.

On the other hand, it struck me that the Supreme Court has said
that political parties are public instrumentalities capable of State
action for certain purposes. So when you go back and look at Smith
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v. Allwright, Terry v. Adams, the white primary line of cases, the
Supreme Court said a political party could not exclude from partici-
pation people based on race. So the Equal Protection Clause ap-
plied directly to political parties, that they were not private entities
for those purposes. They were public instrumentalities.

And in lots of other cases, the Supreme Court has treated polit-
ical parties as public instrumentalities and kind of public carriers
for the purposes of effective action in democracy. And I think if you
look at it from a global perspective, that is the role that political
parties play. The DNC, the RNC, they are organizing political ac-
tivity for tens or hundreds of millions of people. And so if they are
cyber vulnerable, I think it makes the whole country cyber vulner-
able, and then it casts a cloud over democratic government itself.

So that’s why, in the end, I think it is a complicated question you
raise, but I would side with the ranking member and with the
other members who were speaking on this side of it.

Let me pose a question. As a new member of this committee who
was—I was not here for the original OPM breach, and so all of this
is a bit new to me. But I want to ask the question. We know from
the national intelligence community about the fact that they be-
lieved with high confidence that there was an organized campaign
by Russia to subvert the 2016 election and to compromise the 2016
election. I've also heard that there’s certain other countries where
certain kinds of hacking are common or concentrated, like Nigeria,
apparently, is a place where there’s a lot of cyber hacking and
phishing attacks going on.

Do you have a list of the most common enemies or culprits of our
cybersecurity that you use? And I know, Ms. McGettigan, if that’s
something you can answer.

Ms. McGETTIGAN. I'll defer to Mr. DeVries to answer that.

Mr. DEVRIES. Member, if I could

Mr. RASKIN. Please.

Mr. DEVRIES. If I could, I would like to defer to Mr. Chase here
for the expertise on it. We do have the network monitoring, but we
are part of the greater ecosystem of that from DHS.

Mr. RASKIN. All right. Let’s cut to the chase.

Mr. CHASE. Thank you. No pun intended.

So one of the things that I just want to make clear is we're a
customer service oriented agency. And so we rely on our partners
from Department of Homeland Security, FBI, and other compo-
nents within DOD. The potential attribution or the knowing of a
bad actor is not our job. My job is to focus the staff at OPM to pro-
tect the data that resides in there.

Mr. RaskIN. Okay. So I guess—right. You're a customer service
agency and you want to serve the various government agencies
that interact with you. The problem, of course, is now we’ve got
these outside entities that are trying to invade and undermine and
so on. Do we know who those entities are? Is there like an FBI
most wanted list of the cyber saboteurs all over the world or in this
country? I mean, the national intelligence community tells us it’s
Russia, but then we hear from other people, no, it’s a fat guy on
a couch someplace. I don’t know why it’s always a fat guy. Why
couldn’t it be a skinny guy on a couch. But anyway, it might be
a guy on a couch or it might be Russia, but it might be Nigeria.
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Where it is coming from? And does that list exist? And is there any
attempt to really get to the bottom of it?

Mr. CHASE. And, again, I'll try to answer more directly. So DHS
and FBI provide those reports in unclassified and classified for-
mats.

Mr. RASKIN. Okay. Do you believe as experts in the field that
there is going to be a technological answer to this so we can actu-
ally create a secure cyber environment? Or, you know, is this a Sis-
yphean task? We go up two steps and we fall back three steps. I
mean, are we really—is it an uphill fight, I guess is what I'm ask-
ing. Mr. Halvorsen.

Mr. HALVORSEN. Right now it is an uphill fight. I do believe tech-
nology will get us some of the solutions. But I think this is much
like any area in technology. We will make strides forward. The peo-
ple who want to use technology for bad will make strides forward.
And it will be a continuing analysis and engagement that is not
going to end anytime soon.

Mr. RASKIN. Thank you very much, Mr. Chairman. I yield back.

Chairman CHAFFETZ. I thank the gentleman.

We'll now recognize Mr. Comer who’s new to our committee.
We're pleased to have him here. The gentleman from Kentucky.

Mr. COMER. Thank you, Mr. Chairman.

Chairman CHAFFETZ. Sorry. The microphone button there. Talk
button. There we go.

Mr. COMER. Thank you, Mr. Chairman.

My question is for Mr. DeVries. Sir, I would like to follow up
with you on the IT infrastructure project that OPM abandoned last
year. The committee’s understanding is that you are no longer leas-
ing two new data centers for OPM’s new IT environment, but rath-
er, are repurposing the hardware and equipment meant for the IT
environment that the contractor Imperatis built. My question is, is
this accurate?

Mr. DEVRIES. Yes, sir it is.

Mr. CoMER. Okay. How much did OPM pay the contractor for the
new IT infrastructure project before terminating the contract May
20167

Mr. DEVRIES. Sir, I would have to get back to you with the exact
amount that was consumed there. I do not have that number with
me today here.

Mr. COMER. Why was the contract terminated?

Mr. DEVRIES. Sir, as I completed my assessments coming on
board as the CIO, that effort was to build a new infrastructure to
move the legacy stuff into. They went out on the contract. That
contractor went out of business. They did not show up to work in
May, and we terminated the contract after that. We then reposi-
tioned the equipment back in because we had purchased that, as
we had purchased the design and engineering diagrams. We have
what we paid for. Now just turning it back on.

Mr. COMER. It’'s my understanding that the first two phases of
that were completed, and after approximately $45 million of invest-
ment, OPM abandoned the project. But you say that we have what
we paid for or did we lose what we paid for?

Mr. DEVRIES. Sir, we have evolved that, and I'm now building on
that capability that we purchased then. Yes, sir.
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Mr. COMER. So is OPM still operating the legacy IT environ-
ment? Is that correct?

Mr. DEVRIES. Sir, I will say no. We have evolved a lot over the
past year, and that was part of my assessment coming onboard was
to take a look at what the network was, where are our high value
assets, where are our centers of gravity, if you will, and what’s the
protection there. Mr. Chase has talked about some of the defense
and depth that we’ve put in place. So it is not the same legacy in-
frastructure that it was in 2015. Not by a long shot.

Mr. COMER. So are we—can we be assured that this environment
is more secure today than prior to the data breaches?

Mr. DEVRIES. Absolutely. Mr. Chase and I would not be here if
it was not.

Mr. CoMER. Okay. I yield back.

Chairman CHAFFETZ. I thank the gentleman.

We'll now recognize the gentlewoman from the Virgin Islands,
Ms. Plaskett, for 5 minutes.

Ms. PLASKETT. Thank you, Mr. Chairman. And thank you all for
being here this morning to testify.

I wanted to—I appreciated your testimony this morning on all of
the topics. And it seems to be very wide ranging, of the discussion
that we’re having this morning. But we are all here because pro-
tecting our Nation’s security from insider threats and external
threats is of paramount importance, of course, to you all and us as
Members of Congress. So I wanted to discuss the security clearance
process and how individuals are granted access to sensitive infor-
mation.

Director Phalen, for you specifically, how would NBIB handle the
clearance process for someone under active FBI investigation?
What happens with that application?

Mr. PHALEN. When an agency puts an individual in for a clear-
ance, it starts with a determination by that agency that this indi-
vidual needs a clearance for whatever work theyre going to be
doing. The individual’s information is sent to NBIB or to some
other

Ms. PLASKETT. And what if you find out that the person is under
active FBI investigation? What happens at that point?

Mr. PHALEN. If we in the process of conducting the investigation
determine an individual’s under active investigation, we would no-
tify the requester of what we understand to be the investigation,
and we would continue the—our part of the investigation, unless
we were told to stop based on some decision by the requester.

Ms. PLASKETT. Now, in knowing that you're going to continue the
investigation of someone who is under an active FBI investigation,
would that be one of the factors in disqualifying an individual from
a security clearance?

Mr. PHALEN. Not necessarily. And it would not be our determina-
tion. It would be the determination of the requesting agency, who
is either the requesting agent themselves, if they have independent
adjudication authority, or the—in the DOD world, the consolidated
adjudication facility. These are the individuals that make the ulti-
mate determination as to whether an individual is eligible for ac-
cess to
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Ms. PLASKETT. Got you. So you’re processing the application,
you’re giving them the information, and then the agency head then
makes the determination whether or not the person has the secu-
rity clearance?

Mr. PHALEN. Ultimately, yes.

Ms. PLASKETT. So for the ultimate decisionmaker for granting a
security clearance for a senior White House staffer, who would that
person be?

Mr. PHALEN. The chief of the White House Security Office is the
adjudication authority.

Ms. PLASKETT. And so the chief of the security office for the
White House is the determiner for an individual in the senior
White House level having a security clearance.

Mr. PHALEN. Yes.

Ms. PLASKETT. And who places that person in that office? The
chief officer. Is that an independent? Is that appointed by the
President? Is that a career person? Who is that individual?

Mr. PHALEN. I actually don’t know right now. I can find that an-
swer

Ms. PLASKETT. I would really love to know that answer. Because
is it possible for the ultimate decisionmaker to make a decision to
grant an individual a national security clearance if the person is
under an FBI investigation? You're saying yes, that’s possible.

Mr. PHALEN. It is possible.

Ms. PLASKETT. And the reason I'm asking that is because of
course—you know, of course there’s a reason I'm asking. Right?
There would—according to multiple reports, several members of
the Trump campaign and incoming Trump administration may cur-
rently be under FBI investigation for their connections with the
Russians; the very country implicated in the hacking that everyone
seems to be interested in here today.

So President Trump’s National Security Adviser, Michael Flynn,
is reportedly being investigated by the FBI for phone calls with a
Russian diplomat. And the New York Times reported that the
FBI’s investigating communication and financial transactions be-
tween Russia and the former campaign manager, Paul Manafort.

So my question is, if these individuals become now senior White
House staffers who need security clearance as having sit on this
National Security Council, along with Steve Bannon, if those indi-
viduals are under FBI investigation, they may still get a national
security clearance?

Mr. PHALEN. That is certainly possibly. And I would distinguish
between someone who is under investigation and someone who has
been charged or convicted with a crime.

Ms. PLASKETT. Of course. As a lawyer, I know you’re innocent
until proven guilty. But an active FBI investigation would raise
some eyebrows. Would it not? Because the FBI would not begin an
investigation on my, you know, freshman student who has cheated
on a test or something. They usually start FBI investigations for
pretty serious things.

Mr. PHALEN. It would be a noteworthy item on an adjudication,
yes.

Ms. PLASKETT. Okay. Mr. Chairman, I think we need the answer
to some of the questions that we’ve been asking here.
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And so do you know, Director Phalen, which or any of the senior
White House staffers who have access to senior material are under
criminal investigation by the FBI?

Mr. PHALEN. I do not know that, no.

Ms. PLASKETT. Okay. Thank you.

Chairman CHAFFETZ. If the gentlewoman yields back, Ms.
McGettigan, she is the acting director of OPM, if you could get
back to Ms. Plaskett about who specifically is in charge, I think the
gentlewoman asked a reasonable question here, who are the people
that make those determinations, and get back to—will you make
that commitment——

Ms. MCGETTIGAN. Yes, we will.

Chairman CHAFFETZ. —that you’ll get back to her?

Ms. McGETTIGAN. We will get back to you.

Chairman CHAFFETZ. Okay.

Ms. PLASKETT. Thank you. Thank you very much, Mr. Chairman.
As well if you would find out how do we find out

Chairman CHAFFETZ. Ask her.

Ms. PLASKETT. It would be great to know in that process, one,
who the decisionmaker is, and is there a list of individuals who are
under FBI investigation. If the chairman and the ranking member
would receive that, that would be very helpful in making that de-
termination, what are the factors.

Ms. MCcGETTIGAN. Okay.

Ms. PLASKETT. Thank you.

Ms. McGETTIGAN. We will follow up. Thank you.

Chairman CHAFFETZ. And I would open up to any member, if
they have questions for OPM, Ms. McGettigan is the acting direc-
tor.

Mr. CoNnNOLLY. Mr. Chairman, I just—I assume at some point
Ms. McGettigan’s going to actually answer a question as opposed
to always getting back to us.

Chairman CHAFFETZ. Okay. She wasn’t ever even asked a ques-
tion in that series, so I think that’s a little inappropriate. But let
me—and she did make a commitment to get back to the committee.
I think that’s reasonable.

Mr. ConNOLLY. Yes, I heard.

Chairman CHAFFETZ. So I'll now recognize myself for 5 minutes.

And I guess this question will go to Mr. Chase. Tell me about the
authority to operate. There have been some questions about this in
the past. The inspector general found that the authorities to oper-
ate were a material weakness in fiscal year 2016. The IG reported
that 18 major systems still did not have current authorities to op-
erate in place. What is the current state of those ATOs?

Mr. CHASE. So all the ATOs

Chairman CHAFFETZ. If you can move that microphone a little
closer. I apologize, sir.

Mr. CHASE. So all the ATOs are currently compliant.

Chairman CHAFFETZ. Can you put some meat on the bones? De-
fine that for us.

Mr. CHASE. So in fiscal year 2016, again, our strategy was to
identify and understand all the systems. It was identified that
quite a few of them were out of compliance. So we took on two
major initiatives at OPM. One was a sprint in February of 2016 to
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look at all the systems, to include the HVAs, to ensure the best
pathway forward to get them compliant. The next phase of that
was marketing within OPM and the agency heads and the acting
director at the time to ensure that everybody in the agency knew
the importance to get everybody into compliance.

Chairman CHAFFETZ. Would the ATO—you said all of them.
Would that include the PIPs?

Mr. CHASE. That is correct, sir.

Chairman CHAFFETZ. It would. Okay.

Mr. CHASE. That was not reflected in the fiscal year 2016 FISMA
report, and has been recently.

Chairman CHAFFETZ. Everything within the NBIB, do those all
have current valid ATOs?

Mr. CHASE. Yes, sir.

Chairman CHAFFETZ. Okay. Let me switch over here, if we could,
to Ms. McGettigan and—or maybe, Mr. Phalen, you might be the
right person—actually, let me ask you, Mr. Phalen. What is the
current state of the ability to look at the social media? We’ve been
talking in this committee over the last couple of years, actually,
with OPM about during background check investigations looking at
social media. What are you doing or not doing in that process?

Mr. PHALEN. Thank you, Mr. Chairman. Two points to make on
that. Number one, in April of 2016, the security executive agent
sent out a directive that would allow us—allow an investigation to
use social media publicly available on electronic information in
order to inform an investigation. We at NBIB or its predecessor,
the Federal Investigative Service, have been using on a targeted
basis social media inquiries to help resolve issues when they come
up during an investigation. We are in the middle of a short pilot
to understand how we can incorporate it into a formal—into a more
consistent use during an investigation.

In other words, how do we collect the information, get it
disambiguated, and make sure it is accurate and of any value, and
then provide it to an investigator who is in the field conducting an
investigation to help enhance that.

Chairman CHAFFETZ. Can you define “short pilot?” Because I
think we’ve been talking about this for a couple years. And this
doesn’t seem to be very short.

Mr. PHALEN. So a number of pilots have been conducted by a
number of agencies to look at the value of social media. And most
concluded—most have reached the similar conclusion, there can be
valuable information in collecting social media.

Chairman CHAFFETZ. Okay. Can you just hold on here. This is
what drives people crazy about government. You had to conduct a
study to find out if looking at social media would be valuable? And
the conclusion is it might be yes? Come on. Every single time
there’s a terrorist attack, what’s the very first thing the investiga-
tive body does? They go look at their social media. And more often
thaI}l1 not, they say, oh, my goodness. If somebody had just looked
at this.

Why in the world do we need—we’re still doing a pilot? Let me
answer the question for you. Yes. Looking at publicly available so-
cial media should be part of the background check. It’s a joke to
think that you’re not looking at social media. And the idea that we
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even have to think about this, by its very definition, it is social. It
is open. It’s there. Facebook. You can go—come on. Instagram.
Twitter. Every single time we go and do an interview for somebody,
W? g?o check their social media. Why do you have to do another
pilot?

Mr. PHALEN. The pilot was not to determine whether or not
there’s any value in social media. The pilot that we are currently
running is how do we incorporate it into a standard background in-
vestigative process. And the largest pole in this tent here is not can
we collect the information. It is not is there going to be valuable
information in there. It becomes how does it get incorporated in a
manner that is cost effective to our customer base. And—because
the collection is the easy part. The analysis of it becomes harder.
And the more data that’s out there, the more difficult the analysis
becomes.

I believe that this is a relevant data source. We believe it is a
relevant data source. We're going to continue to exploit it. This
pilot was a very short one to determine how we can build it into
an—our current investigative process. And as we move down the
road, how it will become more of a mainstay for this investigative
process.

Chairman CHAFFETZ. Have you considered implementing a policy
to require the disclosure of online user names or social media iden-
tities as part of the clearance process?

Mr. PHALEN. We have not at this point.

Chairman CHAFFETZ. Why not?

Mr. PHALEN. That would be a decision to be made by the security
executive agent to ask for that information.

Chairman CHAFFETZ. Here’s my personal take on this, and then
we’ll go to Mr. Connolly. The United States of America, the people
of the United States of America, are about to entrust somebody
with a security clearance that allows that individual to look at and
understand information that the rest of the public doesn’t get to
look at. Right? That is the very nature of a security clearance.
We'’re doing this, we’re giving this person special privileges because
we trust them.

I would think it would be reasonable that in return for that—you
don’t have to apply or try to get a job with a security clearance.
There’s nobody that forces you to do that. It’s optional. But you
would think in return for that they would say: Yes. Here’s my
Instagram account. And I would go so far to say: Here’s my pass-
word if you want to go look at my private Instagram. That is a rea-
sonable thing to look at when you’re trying to go back and do a
background check.

Some of these background checks are so thorough. You're looking
at bank records. You're looking at education. You’re interviewing
neighbors. You're talking and trying to figure out as much as you
can about this information. A very costly, expensive, laborious proc-
ess. And yet we're not even—we’re so bashful we won’t even say:
We're going to be looking at your Instagram. Is that okay, you
know? And if it’s not, then maybe we shouldn’t be giving them a
security clearance. That’s my take on it.

It’s very frustrating this takes so long. Because every time we
have a problem, what’s the very first thing the FBI and other law
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enforcement want to do? They want to dive into their social media.
That’s the best way for them to figure out what has been going,
what is the attitude, who are they communicating with. And if
we're going to give a security clearance, it seems reasonable.

I'm past my time. I'll now recognize the gentleman from Virginia,
Mr. Connolly.

Mr. ConNOLLY. I thank the chair. I also would say to the chair,
I caution him, I don’t think it’s appropriate for him to characterize
an intervention or a question by a member of this committee. I
don’t do that to him. And I expect him not to do it to me. And if
we're going to get into that, two can play the game.

Ms. McGettigan, a question maybe you can answer. OPM, is it
going to migrate to the required XML format, the transaction sub-
missions and background checks instead of using legacy systems?
I thought I heard Mr. DeVries say we’re pretty much done with the
legacy systems. Have we fully migrated to the required XML sys-
tem?

Ms. McGETTIGAN. I will have to defer that to Mr. DeVries.

Mr. CONNOLLY. You don’t know the answer?

Ms. MCGETTIGAN. I do not.

Mr. CONNOLLY. Mr. DeVries.

Mr. DEVRIES. No, sir, we have not.

Mr. CoNNOLLY. Why not?

Mr. DEVRIES. So the whole legacy system is comprised of eight
different systems which ask questions and interact and portray in
conducting the investigation through them. A lot of the language
on, especially I think it was a member here brought up the word
PIPs, which is the main database system that maintains it there,
that is on—written in language that is no longer supported. And
I'm trying to move it out of there.

It is not just merely a case of just taking something and putting
it out to XML. We have employed XML in terms of the interface
going into the customer. We have put that into all their front-fac-
ing applications there. And in that time, we’ve also put other pro-
tections in there, like masking of the Social Security number and
other techniques. So yes, to the customer facing one, as we have
on other OPM systems, we have put the XML piece into it.

Mr. ConNOLLY. Ms. McGettigan, what is OPM and NBIB doing
to ensure that if data is exfiltrated from the NBIB, NBIS systems,
that the data will be protected and its location and attempted use
not—will not only be prevented but visible to the NBIS for action?
What are you doing to protect that in the exfiltration process?

Ms. MCGETTIGAN. Again, sir, 'll——

Mr. CoNNOLLY. Can’t hear you.

Ms. McGETTIGAN. I apologize. Again, sir, I will have to defer to
Mr. DeVries or Mr. Halvorsen.

Mr. CONNOLLY. So again you can’t answer the question.

Mr. DeVries.

Ms. MCGETTIGAN. I cannot.

Mr. CoNNOLLY. Does the acting director of OPM get involved in
these cyber issues at all?

Ms. MCGETTIGAN. I do get involved somewhat, but not in the de-
tails.
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Mr. CoNNOLLY. Have you had any experience with the breach or
responding to the breach in your period of time under Beth Cobert
or Ms. Archuleta before that?

Ms. MCGETTIGAN. I—when the breach occurred, I was in another
area of the organization. I was in Human Resource Solutions. I was
not the chief management officer at that time, so I was not inti-
mately involved. I was involved from another area of the—I had no
responsibility for that.

Mr. CoNNOLLY. Mr. DeVries, what are we doing about that
exfiltration, protecting that data so it’s not breached?

Mr. DEVRIES. Yes, sir. Sir, on a macro prospective, let’s start
with the worthy employee or the individual who’s going to be inves-
tigated. He enters his records or his information into the e-QIP
through the SF—Standard Form 86. That information is stored se-
curely. It’s on an encrypted database. That is what gets queued up
to go to the investigators once they are awarded that work, if you
will, from the NBIB. With my coming on board in September, we
changed that process.

In the past, when the companies would get their task orders to
do these investigations, and we just talked about the contract that
was awarded out to the four new companies, two of those were ex-
isting ones and there are two new ones in there, the investigators
no longer can download that information to their company informa-
tion stores. It stays as part of the government, and we’ve incor-
porated a new security thing there where when they pull the
records in, it is on a different encrypted system under their hard
drive, and they authenticate themselves with a verification card
that is issued by OPM and NBIB to them.

Mr. CoNNOLLY. I only have 30-something seconds, so let me ask
another question. What are we doing to boost the capacity to de-
crease the enormous backlog on security background checks? Mr.
Phalen.

Mr. PHALEN. Yes, sir. We have done two things of large propor-
tion. Number one, as was referenced earlier, we have started a new
contract period and doubled the number of companies that are
available to provide the contract investigations. And that, we be-
lieve, will have a significant impact on our ability to work off the
backlog. At the same time, in fiscal 2016, we hired 400 new Fed-
eral investigators into the service. And we plan on, in 2017, adding
another 200. And we are already seeing the fruits of that addition
to work off the capacity.

Mr. CoNNOLLY. I think this is on top of many topics we’re talking
about. This is really important. I get complaints all the time, espe-
cially from private sector companies with enormous numbers of
jobs at the ready they cannot fill because of this backlog. And so
the more we can do to streamline, expedite, while making sure it’s
still accurate, I think is really critical moving forward.

Thank you.

Mr. PHALEN. Yes, sir. I agree.

Mr. ConNoOLLY. I yield back.

Chairman CHAFFETZ. I thank the gentleman.

We'll now recognize the gentleman from Alabama, Mr. Palmer.

Mr. PALMER. Thank you, Mr. Chairman.
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I know you’re new on the job, Ms. McGettigan, and if there’s any-
one on the panel who can answer this, I'd appreciate it. Does OPM
allow employees to access personal email accounts, Facebook, do
any other personal business using the Federal server?

Ms. McGETTIGAN. Employees are allowed to do limited access for
personal and business. Access their bank accounts, what have you.
So there’s limited access for personal business. Limited use.

Mr. PALMER. Are you aware that it was reported that the Immi-
gration and Customs Enforcement agency just a couple of years
ago, I think it preceded maybe by a year or so the breach of the
data systems at OPM, they had numerous cases where the
breaches were coming—or the attacks were coming through the use
o}fl pgrsonal email utilizing the Federal server? Are you aware of
that?

Ms. McGETTIGAN. No, sir, I was not.

Mr. PALMER. Well, it’s an area that concerns me where—and em-
ployees, and not only employees, but high ranking officials, and I
don’t know that you could answer this, if there are any OPM direc-
tors or other high-ranking officials using personal email accounts—
or accessing personal accounts using the Federal server or using
personal accounts to do business. We know that’s been a problem
in other agencies, most notably the State Department.

One of the things that concerns me is that it doesn’t appear to
me that we’ve made the maximum effort to protect ourselves from
cyber intrusion. And for the record, I'd like to point out that James
Clapper made the point, the Director of National Intelligence, that
it was the Chinese, not the Russians, that we believe hacked OPM.
But I think this may have been asked earlier.

OPM is still not fully compliant with the requirements for the
use of personally identifiable verification cards, the PIV cards.
Where are we on that?

Mr. DEVRIES. Sir, I'll take that. Sir, we are 100 percent compli-
ant for the PIV cards for the users to access the network.

Mr. PALMER. So is it a chip-based card?

Mr. DEVRIES. Yes, sir, it is.

Mr. PALMER. And multifactor verification?

Mr. DEVRIES. Multifactor verification.

Mr. PALMER. So we've got that across the board?

Mr. DEVRIES. It needs the card and then you need the personal
identification that you put your PIN in for. Correct, sir.

Mr. PALMER. Let me ask you this: In regard to hiring people who
handle your data systems, and particularly to protect against cyber
attacks, how long does it take to process an applicant? For in-
stance, I've got a—there’s a gentleman in—at the University of Ala-
bama, Birmingham, one of the top people in the country on this,
Gary Warner, and he’s turning out some of the best experts in
cybersecurity. And the day they graduate—it’s almost the day they
graduate, they can get a job with Visa, MasterCard. But it seems
to take months to even get in the system for the Federal Govern-
ment. Is that an issue at OPM?

Ms. McGETTIGAN. Well, yes, sir, it is an issue in terms of the
background investigations. We are very much backlogged. We are
committed to reducing that backlog. And we have—to that end, we
have just—we have just awarded contracts to increase our capacity,
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the field contracts to increase our capacity. And we are on a path
to reduce that—to reduce that backlog. But it will take time, and
employees of OPM or prospective employees of OPM are also wait-
ing for background investigations.

Mr. PALMER. Well, I know that—and I wasn’t here for the open-
ing of this hearing—that there seems to be a tendency to try to
make this—politicize this. And if that’s where some members want
to go with it, that’s fine. But I think the seriousness of the breach
at OPM requires that we do our jobs to make sure that our data
systems are secure.

And one of the things that I might suggest and encourage you
to consider is doing the background checks on these top students
while theyre still in school so that when they graduate, we’re not
going to lose them to the private sector. I think that we put our-
selves at great exposure by not having quicker access to the best
people that are available to protect our data systems.

Is that something that OPM might consider? Could we expedite
the process? Because it’s unreasonable to think that someone could
get a really good job somewhere else and then have to wait months
to get an interview.

Ms. MCGETTIGAN. Yes, sir. We do have some programs. We have
a program, Presidential Management Fellow Program, where we
have people apply—recent graduates apply. And they are vetted
and then they become finalists. We do not do—to my knowledge,
background investigations are always done at the—once the person
receives a conditional offer of employment. So it’s the offer of em-
ployment that triggers the background investigation.

Mr. PALMER. Well, I thank you for coming today.

And I just want to make this last point, Mr. Chairman, that I
think the point that needs to be made is that the purpose of this
hearing is to make sure that our data systems are secure. And I
think this committee will do whatever we need to do to make that
possible.

I yield back.

Chairman CHAFFETZ. I thank the gentleman.

We'll now recognize the gentleman from Wisconsin, Mr.
Grothman.

Mr. GROTHMAN. Thank you.

Mr. DeVries, we'll ask you a question again. You know, the GAO
recently found——

Chairman CHAFFETZ. Mr. Grothman, my apologies. My apologies.
We need to go to the Democratic first. Mrs. Lawrence. I failed to
recognize her. The gentlewoman is recognized for 5 minutes.

Mrs. LAWRENCE. I know you would never purposely not recognize
me, Mr. Chairman.

Yesterday, Ranking Member Cummings sent a letter to the De-
fense Secretary about potentially serious violation of the Constitu-
tion by Lieutenant Governor Michael Flynn, the President’s na-
tional security adviser. General Flynn had admitted that he was
paid to attend an event sponsored by the Russian-backed television
network known as RT. And he dined with the Russian President
Putin. RT has been described by the NSA, CIA, and FBI, and I
quote: “The Kremlin’s principal international propaganda outlet. It
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receives funding, staffing, and direction from the Russian Govern-
ment.”

Director Phalen, your staff provided the Standard Form 86 for
security clearance holders. One question on the form, and I quote:
“Have you or any member of your immediate family in the past 7
years had any contact with a foreign government, its establish-
ment, or its representatives, whether inside or outside of the U.S.?”

My question to you, why are these individuals asked this ques-
tion?

Mr. PHALEN. Thank you, Representative, for that question. The
reason these questions are asked is to ensure that the individual
who is making an adjudicative decision understands what relation-
ships an individual may have with a foreign government or foreign
representative. And the nature of that question is to get to the
heart of what that relationship may be. It could be benign, it could
be not benign. But this would be the judgment of the adjudication
organization. Our goal would be, based on the response to that
question, to gather as much information as we can get to

Mrs. LAWRENCE. The form also asks the question, and I quote:
“Have you in the past 7 years provided advice or support to any
indi)}lidual associated with a foreign business or foreign organiza-
tion?”

So my question to you is, do you know if General Flynn has a
clearance?

Mr. PHALEN. I have not checked the record. I believe he does
have a clearance, but I don’t know that authoritatively. And if I
could add, that the investigation of General Flynn, given his role
in the White House, would generally be conducted by the FBI and
not by NBIB.

Mrs. LAWRENCE. So you don’t know if he has a clearance, correct?

Mr. PHALEN. I don’t know authoritatively, but I believe he does.

Mrs. LAWRENCE. Do you know if he ever reported to the appro-
priate authorities?

Mr. PHALEN. I do not know that.

Mrs. LAWRENCE. Do you know if General Flynn ever reported
how much he paid—how much he was paid for his trip?

Mr. PHALEN. I do not know that.

Mrs. LAWRENCE. So you’re stating within the government that
would be the FBI that would answer that question?

Mr. PHALEN. The—his reporting chain, if his clearance was still
through the Department of Defense, would have been back through
a Department of Defense security office, and they would be the or-
ganization that would have that on the record. It would be up to
the FBI, if they were doing the investigation, to go back and reach
out tg the Department of Defense and ask if that had been re-
ported.

Mrs. LAWRENCE. Do you know if that reach-out has happened?

Mr. PHALEN. I do not know.

Mrs. LAWRENCE. Mr. Chairman, we need to get answers to these
basic questions. And I am requesting that the committee send a
letter requesting a copy of General Flynn’s security clearance appli-
cation, as well as any and all updates he may have submitted.

Will the chair agree to that?

Chairman CHAFFETZ. Send me the request.
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Mrs. LAWRENCE. I appreciate it.

Mrs. LAWRENCE. We have a responsibility, and we have been
talking about this. And, Mr. Chairman, you have been a staunch
leader in this, and this is an area I feel that we need questions an-
swered. Thank you so much.

Chairman CHAFFETZ. I now recognize the gentleman from Wis-
consin, Mr. Grothman.

Mr. GROTHMAN. Okay, Mr. DeVries. GAO found that personnel
management had not yet completed and submitted a data center
optimization plan. And, originally, that was supposed to be done in
September of last year. Do you know when that plan will be com-
pleted, or has it been completed?

Mr. DEVRIES. Thank you, sir. I appreciate that question because
that’s one that’s near and dear to my heart.

I came onboard as the CIO in September. We did not publish
that one, because it was not complete. I completed the assessment
on it, and we're finalizing that. And that should be done back up
to OMB by the end of this quarter here.

Mr. GROTHMAN. By the end of?

Mr. DEVRIES. This quarter.

Mr. GROTHMAN. Okay. So the next couple months. Okay. Do you
know what the savings goal you have for a plan like that is?

Mr. DEVRIES. Sir, I do not have the savings goal in terms of the
final numbers yet. That’s part of the assessment that’s still ongoing
right now.

Mr. GROTHMAN. Okay. How many data centers do you own now?

Mr. DEVRIES. Today, sir, I own seven. We closed down two, and
we're about ready to move out of our third one here in the next 2
months.

Mr. GROTHMAN. Oh, that’s good. What do we have left? What are
the ones that are left?

Mr. DEVRIES. And then I have five left. And I'm going down to
two.

Mr. GROTHMAN. Okay. Good.

Let me give you another question. During the data discovery
breach and mitigation process, your relationship with the inspector
general was strained. There was a lack of communication, time—
there wasn’t timely reporting, I think the IG wasn’t informed really
what you would consider on a timely basis. I understand things
have improved since that time. How would you characterize your
relationship with the inspector general today?

Mr. DEVRIES. On behalf of the CIO office, I'll say it’s very good.
I say that because we meet monthly with his staff and my staff to
go through what their concerns are, what their findings are, what
our status is of reporting back to those findings. It’'s a very good
relationship. They hold nothing back.

And I'd like to defer now the final question to my chief informa-
tion security officer, because he deals with them much more fre-
quently.

Mr. GROTHMAN. Okay.

Mr. CHASE. Is that okay, Representative?

Mr. GROTHMAN. Sure. Yeah.

Mr. CHASE. So one of the things when I came onboard was to es-
tablish a good relationship with the inspector general. We meet on
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a weekly basis to talk about all the progress. And so—and I know
I mentioned it earlier, but I'll say it again, is everything from the
compliance efforts that we did to the engineering rollouts, so
there’s a lot of things going on that I wanted to make sure that
the inspector general is abreast of. And so with that, they've given
us guidance on what’s appropriate to align to their FISMA report
metrics and reporting. And it’s been helpful not only for me but my
staff behind me to see why that relationship is one that pays divi-
dends in the long run.

Mr. GROTHMAN. Good. And if there was a breach today, how
quickly would the inspector general know?

Mr. CHASE. As quickly as everybody else.

Mr. GROTHMAN. Okay.

Mr. DEVRIES. Sir, I make that first phone call to the director, the
second one is to the OIG, so it’s realtime——

Mr. GROTHMAN. Okay. Thank you.

I yield the remainder of my time.

Chairman CHAFFETZ. The gentleman yields back.

I now recognize the ranking member, Mr. Cummings.

Mr. CumMINGS. Thank you very much, Mr. Chairman.

Director Phalen, according to the website, the National Back-
ground Investigations Bureau, NBIB, is now responsible for con-
ducting, and I quote: “Approximately 95 percent of the total back-
ground investigations governmentwide.”

Is that right?

Mr. PHALEN. Yes, sir, that is.

Mr. CUMMINGS. Out of the total number of background investiga-
tions that NBIB is responsible for conducting, does that include po-
litical appointees in the Trump administration?

Mr. PHALEN. Generally not.

Mr. CUMMINGS. Not?

Mr. PHALEN. Generally not.

Mr. CuMMINGS. Okay.

Mr. PHALEN. Yes.

Mr. CUMMINGS. And why not?

Mr. PHALEN. By tradition, that work has been given to the FBI
to conduct those investigations by the White House.

Mr. CUMMINGS. And so a—now, guideline A of the adjudicative
guideline states that individuals seeking a security clearance must
have unquestioned allegiance to the United States, and lays out a
series of examples of disqualifying factors that investigators and
adjudicators will use to determine eligibility.

Based on some of the questions on that SF86, I think many peo-
ple often think of association with groups seeking to overthrow the
U.S. Government by violent means, like violent anarchists or ter-
rorist groups. When we think of this guideline, is that fair?

Mr. PHALEN. Yes, that would be a major piece of that category.
Yes, sir.

Mr. CUMMINGS. But the disqualifying factors in the guideline
may include much more than that. Do they not? They include
whether a person associates with or shares the viewpoint of those
who advocate using illegal or unconstitutional means to prevent
government personnel from performing their official duties or oth-
ers from exercising their constitutional rights. Is that correct?
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Mr. PHALEN. Those are—those are questions to be considered in
an adjudication, yes, sir.

Mr. CUMMINGS. And it could—and it could conclude—include per-
sons who associate or share the viewpoint of those who use illegal
or unconstitutional means to, quote, “gain attribution for perceived
wrongs caused by Federal, State, or local government,” end of
quote. Is that correct?

Mr. PHALEN. Those would be adjudicative questions, yes, sir.

Mr. CuMMINGS. If your investigations uncovered negative or de-
rogatory information in any of those areas, I imagine that you
could raise concern with regard to them. Is that correct?

Mr. PHALEN. They would be noted in the investigation, and they
would be forwarded to an adjudicative—adjudication authority to
make a determination as to whether that individual should be
cleared.

Mr. CUMMINGS. So I want to walk you through a few short exam-
ples. If someone said that they were a Boy Scout or Girl Scout,
would that raise a concern under guideline A? Of course not. Is
that right?

Mr. PHALEN. No, sir.

Mr. CUMMINGS. What if someone described themselves as a Len-
inist, which refers to the Russian revolutionary who was not a fan
of our democratic government, should that raise concerns for your
investigators?

Mr. PHALEN. It would, and the investigator should pursue that
avenue of discussion with the subject as to what that means.

Mr. CuMMINGS. What if someone said that his goal was to, quote,
“destroy the State,” unquote, what response would that elicit?

Mr. PHALEN. That would elicit a very strong line of questioning
with that individual and with others to determine what he means
by that, so that we can give a full picture to the adjudicator.

Mr. CuMMINGS. What if somebody said, quote, “I want to bring
everything crashing down and destroy all of today’s establishment,”
end of quote, should that raise a concern?

Mr. PHALEN. That would be noteworthy in an adjudication, yes,
sir.

Mr. CUMMINGS. Chairman, each of these phrases were reportedly
used by Steve Bannon to describe his views and his goals, accord-
ing to Ronald Radosh of The Daily Beast. Mr. Bannon has since re-
portedly denied saying those things, but I imagine an investigator
would still have concerns about them. I imagine that they would
also want to see numerous reports about racism rampant on the
news website Mr. Bannon used to run.

Mr. Chairman, this is—this is a very serious problem. The Presi-
dent has picked Mr. Bannon to be his chief strategist and senior
counselor. Not only that, the President just reorganized the Na-
tional Security Council and gave Mr. Bannon a permanent seat at
the table, while removing the chairman of the Joint Chiefs of Staff
and director of National Intelligence. This is at least—I mean, it
causes us to—we should wonder about this and question it.

Do you—if—you may have answered this earlier. If somebody is
under criminal investigation—and I know that we now have a liai-
son. Tell me how that works, a criminal liaison to try to work
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with—what happens when you find out somebody is under criminal
investigation?

Mr. PHALEN. Depending what the criminal—criminal investiga-
tion is and the immediate seriousness of the nature, we may imme-
diately contact the requesting agency that is asking for the clear-
ance to give them sort of a heads-up that this is out there. And
they may or may not determine at that point they want to termi-
nate the request for a clearance. Otherwise, we’ll continue the in-
vestigation.

The fact that—going further down the road, an adjudicator would
be faced with this question, this is an individual under criminal in-
vestigation, it would be up to them to understand what that inves-
tigation is about and to make a judgment whether or not that in-
vestigation or what is surrounding it would be disqualifying for ac-
cess to classified information, whether—essentially, whether it
shows an inability to be trusted to hold onto classified information.

Mr. CUMMINGS. So, in other words, the person could still get a—
get a clearance?

Mr. PHALEN. Yes.

Mr. CuMMINGS. And I would assume that if that person were
then later on convicted of an offense, then that probably his clear-
ance would be withdrawn. Is that right?

Mr. PHALEN. If—

Mr. CuMMINGS. And who would do that?

Mr. PHALEN. The organization that issued the clearance would be
the organization to rescind the clearance. And—based on what they
see. And they would make—and if it had already been issued, an
individual is convicted, it would be up to that organization to deter-
mine whether or not that conviction has any impact on their ability
to be trusted.

Mr. CUMMINGS. My last question. The—I just gave some quotes
that are attributed to Mr. Bannon. Would—I mean, if they—if you
were to raise—if those questions were raised, would anyone go and
then—and then the—say, Mr. Bannon, or whoever may have said
those kind of things, denied them, would, then, you—would—would
somebody go back to look to see if those statements were made in
other—in the periodicals, whatever? And how might that affect the
security clearance of that person? Do you understand my question?

Mr. PHALEN. I believe I do. We—if—if we—first, if we were faced
with an individual who had made statements that appeared to be
counter to the United States, that would be an issue we would pur-
sue with the subject themselves, to start with. And to use your ex-
ample, if that individual said, no, I never really said that, I don’t
really feel that way, we would use, to the best of our ability, what-
ever sources we can find to get to—to do issues resolution, to deter-
mine whether—what the truth is, to the extent that we can, so that
we can give as full a picture as we can to the official that has to
make that ultimate decision.

Mr. CUMMINGS. And if you discovered that, unequivocally, that
the person had not been honest with you, what might—effect that
have?

Mr. PHALEN. That would, again, be passed on to the adjudication
authority, and they would have to determine whether that makes
a difference or not.
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Mr. CUMMINGS. Mr. Chairman, thank you for your indulgence.

Chairman CHAFFETZ. Thank you.

I'll now recognize the gentlewoman from New York, Mrs.
Maloney.

Mrs. MALONEY. Thank you, very much.

Chairman CHAFFETZ. Your microphone. Microphone.

Mrs. MALONEY. You know, I'm really concerned about
cybersecurity. And if Congress is serious about helping agencies
improve their cybersecurity, it must call on the President to re-
scind, in my opinion, his across-the-board hiring freeze. How in the
world can you move forward if you can’t even hire the people that
can do the job? Such—this freeze that he’s put in place, in my opin-
ion, undermines the Federal Government’s ability to recruit, de-
velop, and maintain a pipeline of cybersecurity talent that’s needed
to strengthen Federal cybersecurity. And if there was a field that
didn’t change every 24 hours, it’s cybersecurity. You have to get the
youngest, brightest, latest people that are involved in it.

So I am concerned about this freeze that he put in place, I think
it was roughly 2 weeks ago. And he’s taken other steps that will
make it more difficult for Federal agencies to improve the area of
cybersecurity. So I—and then he issued this memoranda ordering
across-the-board hiring freeze in the Federal Government. And I
want to quote from it. And I quote: “As part of this freeze, no va-
cant positions existing at noon on January 22, 2017, may be filled,
and no new positions may be created.”

So it seems to me that when it comes to improving cybersecurity,
a hiring freeze is one of the most counterproductive policies that
you could ever put in place.

And after the 2015 cybersecurity at OPM, Federal CIO Tony
Scott and then OMB Director Shaun Donovan put in place a
cybersecurity strategy and implementation plan for the entire gov-
ernment. And I quote: “The vast majority of Federal agencies site
a lack of cyber and IT talent as a major resource constraint that
impacts their ability to protect information and assets.”

And so I’d just like to ask Mr. DeVries, as the CI—CIO of OPM,
can you highlight some of the challenges that OPM has faced when
it comes to recruiting and hiring cybersecurity specialists? And, ob-
viously, you can’t do anything if you can’t hire anybody. So could
you give us some insights there?

Mr. DEVRIES. Thank you very much for that question. That is
a—that is pertained to OPM. It’s pertained to the Federal work-
space and the Federal cybersecurity and IT professionals. That is
a concern to all of us of how do I keep the pipeline coming in there.

I will tell you, from my experience just coming onboard in OPM
in September, we have, for example, five hiring actions out there,
and we had about a 60 percent—we did not get to them fast
enough before they went someplace else. We have completed that.
We have filled those things. But, again, that’s our challenge across
the Federal spaces, how do I recruit and retain these folks.

I will tell you, it comes from the passion of the heart. They come
onboard. If I give them meaningful experiences, training they will
stay. I think we’re also working across the Federal space of how
do I help improve the rotation, if you will, from Federal service
back to industry and then back in again. We need to make—we
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ha\ﬁ} made strides on it. We need to continue to work on that to-
gether.

Mrs. MALONEY. Well, I—I've got to say that cybersecurity is real-
ly tied to the security of the Nation. And I think—I don’t see how
you can do your job if you can’t hire people.

So I would respectfully like to request that the chairman think
about maybe asking for a waiver for the cybersecurity area in hir-
ing. Number one, as Mr. DeVries pointed out, it’s hard to hire
them, because theyre in great demand all over the country right
now, that is a prime focus of the country. And so we need to work
in this for the good of the country.

And I—we’re all individuals. I'm going to write the President my
own letter and request that he waive it for the area of
cybersecurity.

But can you just go over some of the agencies, how does this
hinder your ability and capability to improve when it comes to se-
curing IT systems when you’re not able to hire people? How does
this affect you?

Ms. McGETTIGAN. Congresswoman, it terms of the hiring freeze,
this is a 90-day freeze, and there are many exemptions to that
freeze, primarily in terms of national security, public health, and
public safety.

Mrs. MALONEY. But isn’t this national security, cybersecurity?

Ms. McGETTIGAN. Well, agency heads are able to make that de-
termination and to exempt those positions that are deemed to be
national security.

Mrs. MALONEY. So that’s taken care of?

Ms. McGETTIGAN. If they are not—if they have a position, a
cybersecurity position, that they would not feel was national secu-
rity, they can come to OPM and we will review their request for
an exemption from that.

Mrs. MALONEY. Have any people asked for exemptions?

Ms. McCGETTIGAN. At this point, no. I'm not aware specifically
that anyone has come into OPM. I haven’t seen any requests.

Mrs. MALONEY. Okay. My time has expired. Thank you.

Chairman CHAFFETZ. Thank you.

Just a few wrap-up questions.

Mr. DeVries, could you please provide the committee all the
NCAPs or other pen test reports conducted in the last year? Is that
something you can provide the committee?

Mr. DEVRIES. Yes, sir, we can.

1 Clﬁairman CHAFFETZ. Okay. Thank you. We appreciate it if you'd
o that.

And then, Mr. Phalen, one of the—one of the sad realities of
what happened when Director Archuleta was in place is this hack
had legacy systems online that dated back to 1985. And my under-
standing is, even if you applied for a job and didn’t get a job with
the Federal Government, and you did it after 1985, you might have
been in that system.

What are you doing to take sort of the nonactive records so
they’re not online and, thus, accessible to some hacking? Have you
made any adjustments there?

Mr. PHALEN. To be honest, sir, I don’t know. I know we have
done a tremendous amount, you've heard it earlier today, in secur-
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ing the systems. And I'm very comfortable that we have both the
barriers on the front end and the ability to, my words, fight sort
of an active shooter online on the network, should it appear. I don’t
believe we’ve taken a tremendous amount of this and put it offline,
because it is—it needs to be accessible for any future work that we
do.

Chairman CHAFFETZ. To a degree. I mean, you know, if somebody
retired in 1991 and then all of a sudden we have a hack in 2014,
it does kind of beg the question why is that system—Mr. Halvorsen
looks like he has something.

Mr. HALVORSEN. Yes. The new system will have tiered storage on
it both in terms of what’s live, what goes back, and it will take into
consideration some of the things you said. If you are offline for a
while, that will go into a different storage system, and it will be
much harder to access.

Chairman CHAFFETZ. It just—it seems like one of the lessons we
should have learned for the nonactive employees—again, there may
be a period of time. You all are more experts on it than we are,
but after a certain amount of time, maybe it should be, you know,
more sitting in some mountain somewhere as opposed to online.

Two last questions. Who’s in charge? When there’s conflict, dis-
agreement, when there is an attack, who ultimately is in charge?

Mr. CHASE. So through my program, we actually have a process
that we implemented based on the lessons learned from the 2015
breach, and there is a communication path that routes up into the
director’s office through the CIO with the severity and any data or
details related to that incident.

Chairman CHAFFETZ. So who—who is in charge?

Mr. CHASE. So——

Chairman CHAFFETZ. Who ultimately makes the hard decision if
there’s a disagreement, a question? You've got the DOD. You’ve got
OPM. Something’s not—who is the ultimate decisionmaker?

Mr. DEVRIES. So I'd like to take that on. If it’'s on the current
system that OPM and I, as the CIO, am responsible for, I do that.

Chairman CHAFFETZ. Okay.

Mr. DEVRIES. On the new system, within the NBIS, as we transi-
tion to it, DOD will.

Chairman CHAFFETZ. Okay. So that would be Mr. Halvorsen or
whoever his replacement is?

Mr. DEVRIES. Correct.

Mr. HALVORSEN. That is correct.

Chairman CHAFFETZ. Okay. Last question. Mr. Halvorsen, you
have the freedom of retirement there running around the corner
here. So given that, your years of service, your perspective, your ex-
pertise, summarize for us, what should the Congress understand?
What are your greatest frustrations and concerns and your best
suggestions that you can offer us?

Mr. HALVORSEN. Well, first, Ill thank Congress. As you know,
working through many of the members here, we did get the cyber
accepted service law, which I do think was the first thing that we
needed to get done to recruit and move past some of the things that
were blocking our ability.

I do think we are going to have to reevaluate the pay scale for
cybersecurity personnel and some other key positions. We do rely
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on patriotism. We can recruit people a lot for that, but the pay dis-
parities are getting out of hand. I mean, I will tell you, I have lost
six or seven people this year, very good, basically, because they
could not anymore turn down the offers. And I can’t counsel them
against that after a certain point.

Chairman CHAFFETZ. I'm totally convinced that you’re right. And
I hope that this Congress—I plan on helping to champion some leg-
islation to give more realistic assessment to provide that flexibility,
because I do think you’re right.

Mr. HALVORSEN. And I think the other more most important
thing that we do, and I have said this before, I will keep saying
it, I do think the secret weapon of our country is, to keep our secu-
rity, keep our edge in warfighting is better use of our industry and
commercial mobility and agility.

You have seen—we talk about this in DOD. We are embarking
to bring as much commercial into these activities. We are doing it
with this system as the build of the new. We need to continue that,
and we need to continue that against—across the foreign govern-
ment—I mean, across the Federal Government space. That also
means we will have to work and raise the bar for industry on secu-
rity.

While I'll be the first to say that DOD included, we have to get
better in our security practices. And I am heartened by what I see
in my discussions with the commercial community. They are start-
ing to take that to heed, and we are seeing a rise in their ability
to protect data. We need to encourage that and open up our dia-
logue with the commercial sector on how best to do that and share
more information.

Chairman CHAFFETZ. Thank you, again, Mr. Halvorsen. We
thank you for your service, and we wish you nothing but the best
of luck in whatever your future endeavors take you. And thank you
again for your service.

Let me recognize Mr. Cummings, and we’ll close the meeting.

Mr. CUMMINGS. Thank you. Thank you. I want to thank all of our
witnesses for being here today. You certainly have been extremely
helpful. And I want to—you know, I just hope that the—I want to
express my appreciation to all the people that work with you, be-
cause I know that you all have teams of people who give their
blood, their sweat, their tears, because they want America to re-
main the greatest country in the world.

Mr. Halvorsen, again, I want to join in with the chairman and
thank you for your service.

I have a brother who is a former Air Force officer, who is not a
cyber expert, so he talks to me all the time about the demand for
these folks who are good. I also have sat on the Naval Academy
Board of Visitors for the last 12 years. And one thing that we've
done in the Naval Academy it’s now mandatory that every student
have—I know you probably already know this—have extensive
cyber lessons as part of our curriculum, and so we see the signifi-
cance of it.

I want to ask you this: One of the things that we wrestle with
is Federal employees feel that they are under attack constantly.
We've seen recently where all kinds of measures have been put
forth that really make them feel pretty insecure. And I'm just won-
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dering, how do you—I mean, first of all, talk about, briefly, the peo-
ple that you’ve worked with and what they bring to the table. Be-
cause a lot of people, I think, get the impression sometimes that
the people who work for the Federal Government are not giving a
lot and not giving their best and not feeding their souls, as I often
say.

I just want—you know, you’re on your way out. You've had an
opportunity to work with a lot of people. And I'm sure one of the
saddest parts is probably a bittersweet thing, you created a family.
I always tell my children that whenever you get a job, you also cre-
ate a family of people who are looking out for you and who care
about you and who you—sometimes you’re with more than you’re
with your own family.

So could you just talk about some of the, just generally, the peo-
ple that you've worked with, sir? Because I know that you could
not have done what you've been able to accomplish without a sup-
port system. If you might, just very briefly.

Mr. HALVORSEN. Well, you know, I will tell you, having both been
in the military and in Federal service, highest respect for the Fed-
eral workforce. They do exceptional work. They put in a lot of
hours. They do their best on everything they can do. But I'm also
going to comment, I see that also in the commercial workspace
when I bring the people in. I do think this is a leadership issue.
And if you make your—any of your employees, whether they’re
Federal, military, or commercial, feel a part of the team and you
listen to that team, they will give you everything they’ve got to
get—to get the work done. And that—I have 37 years, that’s what
I have seen in the Federal Government and in that workspace.

Mr. CUMMINGS. And I think when you show people that you truly
care about them—not just about them, but their families and their
welfare—I tell the people that come to work with us on the OGR,
if they are not better when they leave me, then I've failed. In other
words, if they are—their skill level is not higher, if theyre not
more proficient, if they’re not more effective and efficient, then I've
done something wrong. Because I want to invest in them. Because
I want to be a part of their destiny. I want to touch their futures.
Even when I'm dancing with the angels, I want to know that
they’ve gone on to do great things, because our Nation really needs
the very, very best.

And so I can tell you that working with the chairman, we saw
that. We—in working with the—then I'll be finished. I give the
chairman a lot of credit, because when we looked at the Secret
Service, he and I made a concerted effort to say to the Secret Serv-
ice we wanted the elite of the elite. We wanted the very, very best,
and we wanted to create that culture.

And I think we’re moving toward this, Mr. Chairman. I don’t
know that we’ve gotten there yet, but we’re trying to get there.
But—and we’ve done that in a number of agencies in a bipartisan
way.

And, again, I just—you know, the only reason I raise the ques-
tion, Mr. Halvorsen, is because I just want the public to be re-
minded that, you know, there’s a vast array of Federal employees
that keep our country the great country that it is.
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And, again, I want to thank all of you and everybody who back
you all up for doing what you do. And, now, we still have a lot of
work to do, as you’ve all made very, very clear, but I believe that,
you know, we can—we can get it done.

And thank you, Mr. Chairman.

Chairman CHAFFETZ. Thank you. And thank you all. And please
let them know, the men and women who work within your depart-
ments and groups, how much we do appreciate it. It’s a tough job,
but it’s a very important job, and we do appreciate it.

Thank you. The committee stands adjourned.

[Whereupon, at 11:28 a.m., the committee was adjourned.]
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INTRODUCTION

Chairman McCain, Vice Chairman Reed, Members of the Committee, thank you for the invitation to offer
the United States Intelligence Community's 2016 assessment of threats to US national security, My
statement reflects the collective insights of the Intelligence Community’s extraordinary men and women,
whom | am privileged and honored to lead. We in the Intelligence Community are committed every day to
provide the nuanced, multidisciplinary intelligence that policymakers, warfighters, and domestic law
enforcement personnel need to protect American lives and America’s interests anywhere in the world.

The order of the topics presented in this statement does not necessarily indicate the relative importance
or magnitude of the threat in the view of the Intelligence Community.

Information available as of February 3, 2016 was used in the preparation of this assessment.
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GLOBAL THREATS

CYBER AND TECHNOLOGY

Strategic Outiook

The consequences of innovation and increased reliance on information technology in the next few years
on both our society’s way of life in general and how we in the intelligence Community specifically perform
our mission will probably be far greater in scope and impact than ever. Devices, designed and fielded
with minimal security requirements and testing, and an ever-increasing complexity of networks could lead
to widespread vulnerabilities in civilian infrastructures and US Government systems. These
developments will pose challenges to our cyber defenses and operational tradecraft but also create new
opportunities for our own intelligence collectors.

Internet of Things (loT). “Smart” devices incorporated into the electric grid, vehicles—including
autonomous vehicles—and household appliances are improving efficiency, energy conservation, and
convenience. However, security industry analysts have demonstrated that many of these new systems
can threaten data privacy, data integrity, or continuity of services. In the future, intelligence services
might use the loT for identification, surveillance, monitoring, location tracking, and targeting for
recruitment, or to gain access to networks or user credentials.

Artificial Intelligence (Al). Al ranges from “Narrow Al" systems, which seek to execute specialized
tasks, such as speech recognition, to “General Al" systems—perhaps still decades away—which aim to
replicate many aspects of human cognition. Implications of broader Al deployment include increased
vulnerability to cyberattack, difficulty in ascertaining attribution, facilitation of advances in foreign weapon
and intelligence systems, the risk of accidents and related liability issues, and unemployment. Although
the United States leads Al research globally, foreign state research in Al is growing.

The increased reliance on Al for autonomous decisionmaking is creating new vulnerabilities to
cyberattacks and influence operations. As we have already seen, false data and unanticipated algorithm
behaviors have caused significant fluctuations in the stock market because of the reliance on automated
trading of financial instruments. Efficiency and performance benefits can be derived from increased
refiance on Al systems in both civilian industries and national security, as well as potential gains to
cybersecurity from automated computer network defense. However, Al systems are susceptible to a
range of disruptive and deceptive tactics that might be difficult to anticipate or quickly understand. Efforts
to mislead or compromise automated systems might create or enable further opportunities to disrupt or
damage critical infrastructure or national security networks.

Foreign Data Science. This field is becoming increasingly mature. Foreign countries are openly
purchasing access to published US research through aggregated publication indices, and they are
collecting social media and patent data to develop their own indices.
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Augmented Reality (AR) and Virtual Reality (VR). AR and VR systems with three-dimensional imagery
and audio, user-friendly software, and low price points are already on the market; their adoption will
probably accelerate in 2016. AR provides users with additional communications scenarios (e.g. by using
virtual avatars) as well as acquisition of new data (e.g. from facial recognition) overlaid onto reality. VR
gives users experiences in man-made environments wholly separate from reality.

Protecting Information Resources

Integrity. Future cyber operations will almost certainly include an increased emphasis on changing or
manipulating data to compromise its integrity (i.e., accuracy and reliability) to affect decisionmaking,
reduce trust in systems, or cause adverse physical effects. Broader adoption of loT devices and Al—in
settings such as public utilities and health care—will only exacerbate these potential effects. Russian
cyber actors, who post disinformation on commercial websites, might seek to alter online media as a
means to influence public discourse and create confusion. Chinese military doctrine outlines the use of
cyber deception operations to conceal intentions, modify stored data, transmit false data, manipulate the
flow of information, or influence public sentiments—all to induce errors and miscalculation in
decisionmaking.

Infrastructure. Countries are becoming increasingly aware of both their own weaknesses and the
asymmetric offensive opportunities presented by systemic and persistent vulnerabilities in key
infrastructure sectors including health care, energy, finance, telecommunications, transportation, and
water. For example, the US health care sector is rapidly evolving in ways never before imagined, and the
cross-networking of personal data devices, electronic health records, medical devices, and hospital
networks might play unanticipated roles in patient outcomes. Such risks are only heightened by large-
scale theft of health care data and the internationalization of critical US supply chains and service
infrastructure.

A major US network equipment manufacturer acknowledged last December that someone repeatedly
gained access to its network to change source code in order to make its products’ default encryption
breakable. The intruders also introduced a default password fo enable undetected access to some target
networks worldwide.

Interoperability. Most governments are exploting ways to exert sovereign control over information
accessible to and used by their citizens and are placing additional legal requirements on companies as
they seek to balance security, privacy, and economic concerns. We assess that many countries will
implement new laws and technologies to censor information, decrease online anonymity, and localize
data within their national borders. Although these regulations will restrict freedoms online and increase
the operating costs for US companies abroad, they will probably not introduce obstacles that threaten the
functionality of the Internet.

Identity. Advances in the capabilities of many countries to exploit large data sets almost certainly
increase the intelligence value of collecting bulk data and have probably contributed to increased
targeting of personally identifiable information. Commercial vendors, who aggregate the bulk of digitized
information about persons, will increasingly collect, analyze, and sell it to both foreign and domestic
customers. We assess that countries are exploiting personal data to inform a variety of
counterintelligence operations.
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Accountability. Information security professionals will continue to make progress in aftributing cyber
operations and tying events to previously identified infrastructure or tools that might enable rapid
attribution in some cases. However, improving offensive tradecraft, the use of proxies, and the creation
of cover organizations will hinder timely, high-confidence attribution of responsibility for state-sponsored
cyber operations.

Restraint. Many actors remain undeterred from conducting reconnaissance, espionage, and even
attacks in cyberspace because of the relatively low costs of entry, the perceived payoff, and the lack of
significant consequences. Moscow and Beijing, among others, view offensive cyber capabilities as an
important geostrategic tool and will almost certainly continue developing them while simultaneously
discussing normative frameworks to restrict such use. Diplomatic efforts in the past three years have
created the foundation for establishing limits on cyber operations, and the norms articulated in a 2015
report of the UN Group of Governmental Experts suggest that countries are more likely to commit to
limitations on what cyber operations can target than to support bans on the development of offensive
capabilities or on specific means of cyber intervention. For example, in 2015, following a US-Chinese
bilateral agreement, G-20 leaders agreed that that no country should conduct or sponsor cyber
espionage for the purpose of commercial gain.

Leading Threat Actors

Russia. Russia is assuming a more assertive cyber posture based on its willingness to target critical
infrastructure systems and conduct espionage operations even when detected and under increased
public scrutiny. Russian cyber operations are likely fo target US interests to support several strategic
objectives: intelligence gathering to support Russian decisionmaking in the Ukraine and Syrian crises,
influence operations fo support military and political objectives, and continuing preparation of the cyber
enwironment for future contingencies.

China. China continues to have success in cyber espionage against the US Government, our allies, and
US companies. Beijing also selectively uses cyberattacks against targets it believes threaten Chinese
domestic stability or regime legitimacy. We will monitor compliance with China's September 2015
commitment to refrain from conducting or knowingly supporting cyber-enabled theft of intellectual property
with the intent of providing competitive advantage to companies or commercial sectors. Private-sector
security experts have identified limited ongoing cyber activity from China but have not verified state
sponsorship or the use of exfiltrated data for commercial gain.

Iran. ran used cyber espionage, propaganda, and attacks in 2015 to support its security priorities,
influence events, and counter threats—including against US allies in the region.

North Korea. North Korea probably remains capable and willing to launch disruptive or destructive
cyberattacks to support its political objectives. South Korean officials have concluded that North Korea
was probably responsible for the compromise and disclosure of data from a South Korean nuclear plant.

Nonstate Actors. Terrorists continue to use the Internet to organize, recruit, spread propaganda, collect
intelligence, raise funds, and coordinate operations. [n a new tactic, ISIL actors targeted and released
sensitive information about US military personnel in 2015 in an effort to spur “lone-wolf” attacks.
Criminals develop and use sophisticated cyber tools for a variety of purposes such as theft, extortion, and
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facilitation of other criminal activities such as drug trafficking. “Ransomware” designed to block user
access to their own data, sometimes by encrypting it, is becoming a particularly effective and popular tool
for extortion for which few options for recovery are available. Criminal tools and malware are increasingly
being discovered on state and local government networks.

TERRORISM

The United States and its allies are facing a challenging threat environment in 2016. Sunni violent
extremism has been on an upward {rajectory since the late 1970s and has more groups, members, and
safe havens than at any other point in history. At the same time, Shia violent extremists will probably
deepen sectarian tensions in response to real and perceived threats from Sunni violent extremists and to
advance lranian influence. -

The Islamic State of Irag and the Levant (ISIL) has become the preeminent terrorist threat because of its
self-described caliphate in Syria and Iraq, its branches and emerging branches in other countries, and its
increasing ability to direct and inspire attacks against a wide range of targets around the world. ISiL's
narrative supports jihadist recruiting, attracts others to travel to iraq and Syria, draws individuals and
groups to declare allegiance to SiL, and justifies attacks across the globe. The ISiL-directed November
2015 attacks in Paris and ISIL-Sinai's claim of responsibility for the late October downing of a Russian
airliner in the Sinai underscore these dynamics.

Al-Qa'ida's affiliates have proven resilient and are positioned to make gains in 20186, despite
counterterrorism pressure that has largely degraded the network's leadership in Afghanistan and
Pakistan. They will continue 1o pose a threat to local, regional, and even possibly global interests as
demonstrated by the January 2015 attack on French satirical newspaper Charlie Hebdo by individuals
linked to al-Qa'ida in the Arablan Peninsula {AQAP). Other Sunni terrorist groups retain the ability to
attract recruits and resources.

The United States will aimost certainly remain at least a rhetorically important enemy for most violent
extremists in part due to past and ongoing US military, political, and economic engagement overseas.
Sunni violent extremists will probably continually plot against US interests overseas. A smaller number
will attemipt 1o overcome the logistical challenges associated with conducting attacks on the US
homeland. The July 2015 attack against military facilities in Chattanooga and December 2015 attack in
San Bernardino demonstrate the threat that homegrown violent extrernists (HVEs) also pose to the
homeland. in 2014, the FBI arrested approximately one dozen US-based ISIL supporters. In 2015, that
number increased to approximately five dozen arrests. These individuals were arrested for a variety of
reasons, predominantly for attempting to provide material support fo ISIL.

US-based HVEs will probably continue to pose the most significant Sunni terrorist threat to the US
homeland in 2016, The perceived success of attacks by HVEs in Europe and North America, such as
those in Chattanooga and San Bernardino, might motivate others to replicate opportunistic attacks with
little or no warning, diminishing our ability to detect terrorist operational planning and readiness. ISIL
involvement in homeland attack activity will probably continue fo involve those who draw inspiration from



68

the group's highly sophisticated media without direct guidance from ISIL leadership and individuals in the
United States or abroad who receive direct guidance and specific direction from ISIL members or leaders.

ISIL’s global appeal continues to inspire individuals in countries outside iraq and Syria to travel to join the
group. More than 36,500 foreign fighters—including at least 6,600 from Western countries—have
traveled to Syria from more than100 countries since the conflict began in 2012. Foreign fighters who
have trained in Irag and Syria might potentially leverage skills and experience o plan and execute attacks
in the West. Involvement of returned foreign fighters in terrorist plofting increases the effectiveness and
lethality of terrorist attacks, according to academic studies. A prominent example is the November 2015
attacks in Paris in which the plotters included European foreign fighters returning from Syria.

ISIL’s branches continue to build a strong global network that aims to advance the group’s goals and
often works to exacerbate existing sectarian tensions in their focalities. Some of these branches will also
plan to strike at Western targets, such as the downing of a Russian airliner in October by ISiL’s self-
proclaimed province in Egypt. In Libya, the group is entrenched in Surt and along the coastal areas, has
varying degrees of presence across the country, and is well positioned to expand territory under its
control in 2016. ISIL will seek to influence previously established groups, such as Boko Haram in Nigeria,
to emphasize the group’s ISIL identity and fulfill its religious obligations to the ISIL “caliphate.”

Other terrorists and insurgent groups will continue to exploit weak governance, insecurity, and economic
and political fragility in an effort to expand their areas of influence and provide safe havens for violent
extremists, particularly in conflict zones. Sunni violent extremist groups are increasingly joining or
inifiating insurgencies o advance their local and transnational objectives. Many of these groups are
increasingly capable of conducting effective insurgent campaigns, given their membership growth and
accumulation of large financial and materiel caches. This trend increasingly blurs the lines between
insurgent and terrorist groups as both aid local fighters, leverage safe havens, and pursue attacks against
US and other Western interests.

No single paradigm explains how terrorists become involved in insurgencies. Some groups like ISIL in
Syria and al-Qa'ida in the Islamic Maghreb (AQIM) in Mali have worked with local militants to incite
insurgencies. Others, like Boko Haram, are the sole instigators and represent the primary threat to their
respective homeland's security. Still others, including al-Shabaab, are the primary beneficiaries of an
insurgency started by others. Finally, other groups, such as core al-Qa‘ida, have taken advantage of the
relative safe haven in areas controlled by insurgent groups to bulld capabilities and alliances without
taking on a primary leadership role in the local conflict.

Although al-Qa'ida’s presence in Afghanistan and Pakistan has been significantly degraded, it aspires to
attack the US and its allies. In Yemen, the proven capability of AQAP to advance external plots during
periods of instability suggests that leadership losses and challenges from the ranian-backed Huthi
insurgency will not deter its efforts to strike the West. Amid this conflict, AQAP has made territorial gains
in Yemen including the seizure of military bases in the country’s largest province. Al-Qa'ida nodes in
Syria, Pakistan, Afghanistan, and Turkey are also dedicating resources to planning attacks. Al-Shabaab,
al-Qaida's affiliate in East Africa, continues its violent insurgency in southern and central Somalia despite
losses of territory and influence and conflict among senior leaders.
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ran—the foremost state sponsor of terrorism-—continues fo exert its influence in regional crises in the
Middle East through the Islamic Revolutionary Guard Corps—Qods Force (IRGC-QF), its terrorist partner
L.ebanese Hizballah, and proxy groups. It also provides military and economic aid to its allies in the
region. Iran and Hizballah remain a continuing terrorist threat to US interests and partners worldwide.

Terrorists will almost certainly continue to benefit in 2016 from a new generation of recruits proficient in
information technology, social media, and online research. Some terrorists will look to use these
technologies to increase the speed of their communications, the availability of their propaganda, and
ability to collaborate with new partners. They will easily take advantage of widely available, free
encryption technology, mobile-messaging applications, the dark web, and virtual environments to pursue
their objectives.

Long-term economic, political, and social problems, as well as technological changes, will contribute to
the terrorist threat worldwide. A record-setting 60 milfion internally displaced persons (iDPs) and
refugees as of 2014-—one half of whom are children, according to the United Nations—will stress the
capacity of host nations aiready dealing with problems relating to assimilation and possibly make
displaced populations targets for recruifment by violent extremists. Among Sunni violent extremist
groups, ISIL is probably most proficient at harnessing social media to disseminate propaganda and solicit
recruits among a broad audience. It is fikely to continue these activities in 2016 by using videos, photos,
and other propaganda glorifying life under ISIL rule and promoting the group’s military successes. In
addition, violent extremist supporters will probably continue to publicize their use of encrypted messaging
applications on social media to let aspiring violent extremists know that secure avenues are available by
which they can communicate.

The acute and enduring nature of demographic, economic, political, social, and technological factors
contribute fo the motivation of individuals and groups and their participation in violent extremist activities.
These factors ensure that terrorism will remain one of several primary national security challenges for the
United States in 20186.

WEAPONS OF MASS DESTRUCTION AND PROLIFERATION

Nation-state efforts to develop or acquire weapons of mass destruction (WMD), their delivery systems, or
their underlying technologies constitute a major threat to the security of the United States, its deployed
troops, and allies. Use of chemical weapons in Syria by both state and nonstate actors demonstrates that
the threat of WMD is real. Biological and chemical materials and technologies, almost always dual use,
move easily in the globalized economy, as do personnel with the scientific expertise to design and use
them. The latest discoveries in the life sciences also diffuse rapidly around the globe.

North Korea Developing WMD-Applicable Capabilities
North Korea’s nuclear weapons and missile programs will continue to pose a serious threat to US

interests and to the security environment in East Asia in 2016. North Korea's export of ballistic missiles
and associated materials to several countries, including fran and Syria, and its assistance to Syria's



70

construction of a nuclear reactor, destroyed in 2007, illustrate its willingness fo proliferate dangerous
technologies.

We judge that North Korea conducted a nuclear test on 6 January 2016 that it claimed was a successtul
test of a “hydrogen bomb.” Although we are continuing fo evaluate this event, the low yield of the testis
not consistent with a successful test of a thermonuclear device. In 2013, following North Korea's third
nuclear test, Pyongyang announced its intention fo “refurbish and restart” its nuclear facilities, to inciude
the uranium enrichment facility at Yongbyon and its graphite-moderated plutonium production reactor,
which was shut down in 2007, We assess that North Korea has followed through on its announcement by
expanding its Yongbyon enrichment facility and restarting the plutonium production reactor. We further
assess that North Korea has been operating the reactor long enough so that it could begin to recover
plutonium from the reactor's spent fuel within a matter of weeks to months.

North Korea has also expanded the size and sophistication of its ballistic missile forces—from close-
range ballistic missiles to intercontinental ballistic missiles (ICBMs)—and continues o conduct test
faunches. In May 2015, North Korea claimed that it successfully tested a ballistic missile from a
submarine. Pyongyang is also committed to developing a long-range, nuclear-armed missile that is
capable of posing a direct threat to the United States; it has publicly displayed its KNOB road-mobile ICBM
on multiple occasions. We assess that North Korea has already taken initial steps toward fielding this
system, although the system has not been flight-tested.

Although North Korea issues official statements that include its justification for building nuclear weapons
and threats to use them as a defensive or retaliatory measure, we do not know the details of Pyongyang's
nuclear doctrine or employment concepts. We have long assessed that Pyongyang’s nuclear capabilities
are intended for deterrence, international prestige, and coercive diplomacy.

China Modernizing Nuclear Forces

The Chinese People’s Liberation Army's {(PLA’s) has established a Rocket Force—replacing the
longstanding Second Artillery Corps—and continues to modernize its nuclear missile force by adding
rore survivable road-mobile systems and enhancing its sifo-based systems. This new generation of
missiles is intended to ensure the viability of China’s strategic deterrent by providing a second-strike
capabifity. In addition, the PLA Navy continues to develop the JL-2 submarine-launched ballistic missile
{SLBM} and might produce additional JiN-class nuclear-powered ballistic missife submarines. The JIN-
class submarines—armed with JL-2 SLBMs—will give the PLA Navy its first long-range, sea-based
nuclear capability.

Russian Cruise Missile Violates the INF Treaty

Russia has developed a ground-launched cruise missile that the United States has declared is in violation
of the Intermediate-Range Nuclear Forces (INF) Treaty. Russia has denied it is violating the INF Treaty.
In 2013, a senior Russian administration official stated publicly that the world had changed since the INF
Treaty was signed 1987 and noted that Russia was “developing appropriate weapons systems” in light of
the proliferation of intermediate~ and shorter-range ballistic missile technologies around the world, and
Russian officials have made statements in the past regarding the unfairness of a Treaty that prohibits
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Russia, but not some of its neighbors, from developing and processing ground-launched missiles with
ranges between 500 to 5,500 kilometers.

Chemical Weapons in Syria and Irag

We assess that Syria has not deciared all the elements of its chemical weapons program to the Chemical
Weapons Convention (CWC). Despite the creation of a specialized team and months of work by the
Organization for the Prohibition of Chemical Weapons (OPCW) o address gaps and inconsistencies in
Syria’s declaration, numerous issues remain unresolved. Moreover, we continue to judge that the Syrian
regime has used chemicals as a means of warfare since accession to the CWC in 2013. The OPCW
Fact-Finding Mission has concluded that chiorine had been used on Syrian opposition forces in multiple
incidents in 2014 and 2015. Helicopters—which only the Syrian regime possesses—were used In several
of these attacks.

We assess that nonstate actors in the region are also using chemicals as a means of warfare. The
QPCW investigation into an alleged ISl aftack in Syria in August led it to conclude that at least two
people were exposed to sulfur mustard. We continue to frack numerous allegations of ISIL's use of
chemicals in attacks in rag and Syria, suggesting that atlacks might be widespread.

Iran Adhering to Deal To Preserve Capabilities and Gain Sanctions Relief

Iran probably views the Joint Comprehensive Plan of Action (JCPOA) as a means to remove sanctions
while preserving some of its nuclear capabilities, as well as the option to eventually expand its nuclear
infrastructure. We continue to assess that iran’s overarching strategic goals of enhancing its security,
prestige, and regional influence have led it to pursue capabilities to meet its nuclear energy and
technology goals and give it the ability to build missile-deliverable nuclear weapons, If it chooses to do so.
its pursuit of these goals will dictate its level of adherence to the JCPOA over time. We do not know
whether iran will eventually decide to bulld nuclear weapons.

We also continue to assess that Iran does not face any insurmountable technical barriers fo producing a
nuclear weapon, making Iran’s political will the central issue. fran's implementation of the JCPOA,
however, has extended the amount of time tran would need to produce fissile material for a nuclear
weapon from a few months to about a year. The JCPOA has also enhanced the transparency of fran's
nuclear activities, mainly through improved access by the International Atomic Energy Agency (JAEA) and
investigative authorities under the Additional Protocol to its Comprehensive Safeguard Agreement.

As a result, the international community is well postured to quickly detect changes to Iran’s declared
nuclear facifities designed to shorten the time Iran would need to produce fissile material. Further, the
JCPOA provides fools for the IAEA to investigate possible breaches of prohibitions on specific R&D
activities that could contribute to the development of a nuclear weapon.

We judge that Tehran would choose ballistic missiles as its preferred method of delivering nuclear
weapons, if it builds them. fran’s ballistic missiles are inherently capable of delivering WMD, and Tehran
already has the largest inventory of ballistic missiles in the Middle East. iran’s progress on space launch
vehicles—along with its desire to deter the United States and its allies—provides Tehran with the means
and motivation to develop longer-range missiles, inciuding ICBMs.
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Genome Editing

Research in genome editing conducted by countries with different regulatory or ethical standards than
those of Western countries probably increases the risk of the creation of potentially harmfut biological
agents or products. Given the broad distribution, low cost, and accelerated pace of development of this
dual-use technology, its deliberate or unintentional misuse might lead fo far-reaching economic and
national security implications. Advances in genome editing in 2015 have compelled groups of high-profile
US and European biologists to question unregulated editing of the human germiine (cells that are relevant
for reproduction), which might create inheritable genetic changes. Nevertheless, researchers will
probably continue to encounter challenges to achieve the desired outcome of their genome modifications,
in part because of the technical limitations that are inherent in available genome ediling systems.

SPACE AND COUNTERSPACE

Space

Global Trends. Changes in the space sector will evolve more quickly in the next few years as innovation
becomes more ubiquitous, driven primarily by increased availability of technology and growing private
company investment. The number of space actors is proliferating, with 80 countries participating in space
activities and more expected in the next few years. New entrants from the private space seclor—
leveraging lowering costs in aerospace technology and innovations in other technology sectors, such as
big data analytics, social media, automation, and additive manufacturing—will increase global access to
space-enabled applications, such as imaging, maritime automatic identification system (AIS), weather,
Internet, and communications.

Military and intelligence. Foreign governments will expand their use of space services-——to include
reconnaissance, communications, and position, navigation, and timing (PNT)-—for military and
intelligence purposes, beginning to rival the advantages space-enabled services provide the United
States. Russia and China continue to improve the capabilities of their military and intelligence satellites
and grow more sophisticated in their operations. Russian military officials publicly tout their use of
imaging and electronic-reconnaissance satellites to support military operations in Syria—revealing some
of their sophisticated military uses of space services.

Counterspace

Threats to our use of military, civil, and commercial space systems will increase in the next few years as
Russia and China progress in developing counterspace weapon systems to deny, degrade, or disrupt US
space systems. Foreign military leaders understand the unique advantages that space-based systems
provide to the United States. Russia senior leadership probably views countering the US space
advantage as a critical component of warfighting. Its 2014 Military Doctrine highlights at least three
space-enabled capabilities—“global strike,” the “intention to station weapons in space,” and “strategic
non-nuclear precision weapons™—as main external military threats to the Russian Federation. Russia
and China are also employing more sophisticated satellite operations and are probably testing dual-use
technologies in space that could be applied to counterspace missions.
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Deny and Disrupt. We already face a global threat from electronic warfare systems capable of jamming
satellite communications systems and global navigation space systems. We assess that this technology
will continue to proliferate to new actors and that our more advanced adversaries will continue 1o develop
more sophisticated systems in the next few years. Russian defense officials acknowledge that they have
deployed radar-imagery jammers and are developing laser weapons designed to blind US intelligence
and ballistic missile defense satellites.

Destroy. Russia and China continue to pursue weapons systems capable of destroying satellites on
orbit, placing US satellites at greater risk in the next few years. China has probably made progress on
the antisatellite missile system that it tested in July 2014. The Russian Duma officially recommended in
2013 that Russia resume research and development of an airborne antisatellite missile to "be able to
intercept absolutely everything that flies from space.”

COUNTERINTELLIGENCE

The United States will continue to face a complex foreign intelligence threat environment in 2016. We
assess that the leading state intelligence threats to US interests will continue to be Russia and China,
based on their capabilities, intent, and broad operational scope. Other states in South Asia, the Near
East, East Asia, and Latin America will pose local and regional intelligence threats to US interests. For
example, Iranian and Cuban intelligence and security services continue to view the United States as a
primary threat.

Penetrating and influencing the US national decisionmaking apparatus and intefligence Community will
remain primary objectives for numerous foreign intelligence entities. Additionally, the targeting of national
security information and proprietary information from US companies and research institutions involved
with defense, energy, finance, dual-use technology, and other sensitive areas will remain a persistent
threat to US interests.

insiders who disclose sensitive US Government information without authorization will remain a significant
threat in 2016. The sophistication and availabiiity of information technology that can be used for
nefarious purposes exacerbate this threat both in terms of speed and scope of impact.

Nonstate entities, including international terrorist groups and fransnational organized crime organizations,
will continue to employ and potentially improve their intelligence capabilities, which include human, cyber,
and technical means. Like state intelligence services, these nonstate entities recruit hurman sources and
conduct physical and technical surveillance to facilitate their activities and avoid detection and capture.
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TRANSNATIONAL ORGANIZED CRIME

Some US Drug Threats Are Growing

Transnational drug trafficking poses a strong and in many cases growing threat to the United States at
home and to US security interests abroad. Supplies of some foreign-produced drugs in the United States
are rising, and some criminals who market them are growing more sophisticated.

Mexican drug ftraffickers, capitalizing on the strong US demand for heroin, have increased heroin
production significantly since 2007, US border seizures nearly doubled between 2010 and 2014,
Some Mexican trafficking groups—which collectively supply most of the heroin consumed in the
United States—have mastered production of the white heroin preferred in eastern US cities and have
been boosting overall drug potency by adding fentanyl. Fentanyl, which is 30 to 50 times more potent
than heroin, is sometimes used as an adulterant and mixed with lower-grade heroin to increase its
effects or mixed with diluents and sold as “synthetic heroin” with or without the buyers’ knowledge.

Mexican traffickers have probably increased their production of the stimulant methamphetamine for
the US market. US border seizures of the drug rose by nearly half between 2013 and 2014.

Traffickers in the Andean countries have increased their manufacture of cocaine. Producers in
Colombia—ifrom which most US cocaine originates—increased output by nearly a third in 2014 over
the prior year. Cocaine output will probably rise again in 2016 as previously planted coca crops fully
mature.

US availability of some new psychoactive substances—so-called "designer drugs” typically produced
in Asia—has been increasing; UN scientists have identified more than 500 unique substances.

Transnational Organized Crime Groups Target Vulnerable States

Transnational organized crime groups will pose a persistent and at times sophisticated threat to the
wealth, health, and security of people around the globe. Criminal groups’ untaxed and unregulated
enterprises drain state resources, crowd out legitimate commerce, increase official corruption, and
impede economic competitiveness and fair trade. On occasion, transnational organized crime groups
threaten countries’ security, spur increases in social violence, or otherwise reduce governability.

* Profit-minded criminals generally do not seek the reins of political power but rather to suborn, co-opt,

or bully government officials in order to create environments in which criminal enterprise can thrive,
s Foreign-based transnational criminals are increasingly using online information systems to breach
sovereign borders virtuaily, without the need to send criminal operatives abroad to advance illicit

businesses.

+ Organized crime and rebel groups in Africa and elsewhere are likely to increase their involvement in

wildlife trafficking to fund political activities, enhance political influence, and purchase weapons. lllicit

trade in wildlife, timber, and marine resources endangers the environment, threatens good
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governance and border security in fragile regions, and destabilizes communities whose economic
well-being depends on wildlife for biodiversity and ecolourism. Increased demand for ivory and rhino
horn in East Asia has triggered unprecedented increases in poaching in Sub-Saharan Africa.

Human trafficking exploits and abused individuals and challenges international security. Human
traffickers leverage corrupt officials, porous borders, and lax enforcement to orchestrate their illicit trade.
This exploitation of human lives for profit continues to accur in every country in the world—undermining
the rule of law and corroding legitimate institutions of government and commerce. Trafficking in persons
has become a lucrative source of revenue for transnational organized crime groups and terrorist
organizations and is estimated fo produce tens of billions of dollars annually. For example, terrorist or
armed groups—such as ISIL, the Lord's Resistance Army, and Boko Haram-—engage in kidnapping for
the purpose of sexual slavery, sexual exploitation, and forced labor. These activities might also
contribute to the funding and sustainment of such groups.

We assess that the ongoing global migration crises—a post-WWIi record 60 million refugees and
internally displaced persons—will fuel an increase in the global volume of human trafficking victims as
men, women, and children undertake risky migration ventures and fali prey to sex trafficking, forced labor,
debt bondage and other trafficking crimes. This continuing rise in global displacement and dangerous
migration, both forced and opportunistic movements within countries and across national borders, will
probably allow criminal groups and terrorist organizations to exploit vulnerable populations.

ECONOMICS AND NATURAL RESOURCES

Global economic growth will probably remain subdued, in part because of the deceleration of China's
economy. During 2015, preliminary figures indicate that worldwide GDP growth slipped to 3.1 percent,
down from 3.4 percent the previous year, although advanced economies as a group enjoyed their
strongest GDP growth since 2010 at nearly 2 percent. However, developing economies, which were
already dealing with broad and sharp commodity-price declines that began in 2014, saw the first net
capital outflows to developed countries since the late 1980s.

GDP growth for these economies was 4 percent in 2015, the lowest since 2009. The International
Monetary Fund (IMF} is forecasting a slight growth upturn in 2016 but downgraded its forecast in January
for both developed and developing economies, Adverse shocks such as financial instability in emerging
markets, a steeper-than-expected slowdown in China's growth, or renewed uncertainty about Greece's
economic situation, might prevent the predicted gradual increase in global growth.

Macroeconomic Stability

Continued solid performance by the United States and the resumption of growth for many European
states, even as the region continues to wrestle with the Greek debt crisis, will probably help boost growth
rates for developed economies. However, increasing signs of a sustained deceleration of Chinese
economic growth—particularly in sectors that are the most raw-materiai infensive-—contributed to a
continued decline in energy and commaodity prices worldwide in 2015. Emerging markets and developing
countries’ difficulties were compounded by the declines in foreign investment inflows and increasses in
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resident capital outflows. The prospect of higher growth and interest rates in the United States is spurring
net capital outflows from these countries, estimated to be more than $700 billion in 2015, compared to an
average yearly inflow of more than $400 billion from 2009 to 2014. The global slowdown in trade Is also
contributing to a more difficult economic environment for many developing economies and might worsen if
efforts 1o advance trade liberalization through the World Trade Organization (WTO) and regional trade
deals stall,

Energy and Commodities

Weak energy and commodity prices have been particularly hard on key exporters in Latin America;
Argentina and Brazil experienced negative growth and their weakened currencies contributed to domestic
inflation. A steeply declining economy in Venezueta—the result of the oil-price decline and years of poor
economic policy and profligate government spending—will leave Caracas struggling to avoid default in
2016. Similarly, in Africa, declining oil revenues and past mismanagement have contributed to Angolan
and Nigerian fiscal problems, currency strains, and deteriorating external balances. Falling prices have
also forced commodity-dependent exporters, such as Ghana, Liberia, and Zambia, to make sharp budget
cuts to contain deficits. Persian Gulf oil exporters, which generally have more substantial financial
reserves, have nonetheless seen a sharp increase in budget deficits.

Declining energy prices and substantial increases in North American production have also discouraged
initiatives to develop new resources and expand existing projects—including in Brazil, Canada, Irag, and
Saudi Arabia. They typically take years to complete, potentially setting the stage for shortfalis in coming
years when demand recovers.

Arctic

Diminishing sea ice is creating increased economic opportunities in the region and simultaneously raising
Arctic nations’ concerns about safety and the environment. Harsh weather and longer-term economic
stakes have encouraged cooperation among the countries bordering the Arclic. As polar ice recedes and
resource extraction technology improves, however, economic and security concerns will raise the risk of
increased competition between Arctic and non-Arclic nations over access 1o sea routes and resources.
Sustained low ol prices would reduce the attractiveness of potential Arctic energy resources. Russia will
aimost certainly continue to bolster its military presence along its northern coastline to improve its
perimeter defense and conirol aver its exclusive economic zone (EEZ). It will also almost certainly
continue to seek international support for its extended continental shelf claim and its right to manage ship
traffic within its EEZ. Moscow might become more willing to disavow established international processes
or organizations concerning Arctic governance and act unilaterally to protect these interests if Russian-
Western relations deteriorate further.

HUMAN SECURITY

Environmental Risks and Climate Change

Extreme weather, climate change, environmental degradation, related rising demand for food and water,
poor policy responses, and inadequate critical infrastructure will probably exacerbate—and potentially
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spark—political instability, adverse health conditions, and humanitarian crises in 2016. Several of these
developments, especially those in the Middle East, suggest that environmental degradation might
become a more common source for interstate tensions. We assess that almost all of the 194 countries
that adopted the global climate agreement at the UN climaie conference in Paris in December 2015 view
it as an ambitious and long-lasting framework.

« The UN World Meteorological Organization (WMO) report attributes extreme weather events in the
tropics and sub-tropical zones in 2015 to both climate change and an exceptionally strong El Nifio
that will probably persist through spring 2016. An increase in exireme weather events is fikely to
occur throughout this period, based on WMO reporting. Human activities, such as the generation of
greenhouse gas emissions and land use, have contributed to extreme weather events including more
frequent and severe tropical cyciones, heavy rainfall, droughts, and heat waves, according to a
November 2015 academic report with contributions from scientists at the National Oceanic and
Atmospheric Administration (NOAA). Scientists have more robust evidence to identify the influence
of human activity on temperature extremes than on precipitation extremes.

» The Paris climate change agreement establishes a political expectation for the first time that all
countries will address climate change. The response to the deal has been largely positive among
government officials and nongovernmental groups, probably because the agreement acknowledges
the need for universal action fo combat climate change along with the development needs of lower-
income countries. However, an independent team of climate analysts and the Executive Secretary of
the UN climate forum have stated that countries’ existing national plans to address climate change
will only limit temperature rise to 2.7 degrees Celsius by 2100.

Health

Infectious diseases and vuinerabilities in the global supply chain for medical countermeasures will
continue to pose a danger to US national security in 2016, Land-use changes will increase animal-to-
human interactions and globalization will raise the potential for rapid cross-regional spread of disease,
while the international community remains ill prepared to collectively coordinate and respond to disease
threats. Influenza viruses, coronaviruses such as the one causing Middie Eastern Respiratory Syndrome
(MERS), and hemorrhagic fever viruses such as Ebola are examples of infectious disease agents that are
passed from animals to humans and can quickly pose regional or global threats. Zika virus, an emerging
infectious disease threat first detected in the Western Hemisphere in 2014, is projected to cause up to 4
miflion cases in 2016, it will probably spread to virtually every country in the hemisphere. Aithough the
virus is predorinantly a mild iliness, and no vaccine or treatment is available, the Zika virus might be
linked to devastating birth defects in children whose mothers were infected during pregnancy. Many
developed and developing nations remain unable to implement coordinated plans of action to prevent
infectious disease outbreaks, strengthen global disease surveillance and response, rapidly share
information, develop diagnostic tools and countermeasures, or maintain the safe transit of personnel and
materials.

« Human encroachment into animal habitats, including clearing land for farm use and urbanization, is

recognized as a contributing factor in the emergence of new infectious diseases. The populations of
Asia and Africa are urbanizing and growing faster than those of any other region, according o the
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UN. Emerging diseases against which humans have no preexisting immunity or effective therapies
pose significant risks of becoming pandemics.

Atrocities and Instability

Risks of atrocities, large-scale violence, and regime-threatening instability will remain elevated in 2016. A
vicious cycle of conflict resulting from weak governance, the rise of viclent non-state actors, insufficient
international capacity to respond to these complex chalienges, and an increase in global migration all
contribute to global security risks. Weak global growth, particularly resulting from the cascading effect of
slower Chinese growth that will hurt commodity exporiers, will also exacerbate risk.

« Regional spillover will probably spread. For example, the long-term impact of civil war in Syria is
reinforcing sectarian differences in Iraq, and the flight of Syrians to Turkey, Jordan, and Lebanon, and
then onward to Europe is sowing regional tensions and straining national governments.

* As of 2015, the central govermnments of seven states are unable to project authority and provide
goods and services throughout at least 50 percent of their respective territory; this number is the
largest at any point in the past 60 years.

+ The risk of waning support for universal human rights norms is increasing as authoritarian regimes
push back against human rights in practice and in principle.

Global Displacement

Europe will almost certainly continue to face record levels of arriving refugees and other migrants in 2016
unless the drivers causing this historic movement toward the continent change significantly in 2016, which
we judge is unlikely., Migration and displacement will also probably be an issue within Asia and Africa as
well as the Americas. In total, about 80 million people are displaced worldwide, according to the UN High
Commissioner for Refugees (UNHCR). These 80 million consist of approximately 20 million refugees, 38
million internally displaced persons (IDPs), and approximately 2 million stateless persons, also according
to UNHCR statistics.

» Wars, weak border controls, and relatively easy and affordable access to routes and information are
driving this historic increase in mobility and displacement.

The growing scope and scale of human displacement will probably continue to strain the response
capacity of the international community and drive a record Jevel of humanitarian requests. At the same
time, host and transit countries will struggle to develop effective responses and, in some cases, manage
domestic fears of terrorists exploiting migrant flows after the Paris attacks in November 2015,

* In 2015, the UN received less than half of its requested funding for global assistance, suggesting that
the UN's 2016 request is aiso likely to be underfunded.
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REGIONAL THREATS

Emerging trends suggest that geopolitical competition among the major powers is increasing in ways that
challenge infernational norms and institutions. Russia, in particular, but also China seek greater influence
over their respective neighboring regions and want the United States to refrain from actions they perceive
as interfering with their interests—which will perpetuate the ongoing geopolitical and security competition
around the peripheries of Russia and China, to include the major sea lanes. They will almost certainly
eschew direct military conflict with the United States in favor of contests at lower levels of competition—to
include the use of diplomatic and economic coercion, propaganda, cyber intrusions, proxies, and other
indirect applications of military power—that infentionally blur the distinction between peace and wartime
operations.

Although major power competition is increasing, the geopolitical environment continues to offer
opportunities for US cooperation. In addition, despite the prospect for increased competition, the major
powers, including Russia and China, will have incentives to continue to cooperate with the United States
on issues of shared interest that cannot be solved unilaterally. A future international environment defined
by a mix of competition and cooperation among major powers, however, will probably encourage ad-hoc
approaches to giobal challenges that undermine existing international institutions.

EAST ASIA

China

China will continue to pursue an active foreign policy—especially within the Asia Pacific—highlighted by a
firm stance on competing territorial claims in the East and South China Seas, relations with Taiwan, and
its pursuit of economic engagement across East Asia. Regional tension will continue as China pursues
construction at its expanded outposts in the South China Sea and because competing claimants might
pursue actions that others perceive as infringing on their sovereignty. Despite the meeting between
China’s and Taiwan’s Presidents in November 2015, Chinese leaders will deal with a new president from
a different party in Taiwan following elections in January. China will also pursue efforts aimed at fulfilling
its “One Belt, One Road” initiative to expand China’s economic role and outreach across Asia.

China will continue to incrementally increase its global presence. Mileposts have included symbolic and
substantive developments, such as the IMF's decision in November 2016 to incorporate the renminbi into
its Special Drawing Rights currency basket and China's opening of the Asian Infrastructure Investment
Bank in early 2016. China will increasingly be a factor in global responses to emerging problems, as
illustrated by China's participation in UN peacekeeping operations, WHO's Ebola response, and
infrastructure construction in Africa and Pakistan.

Amid new economic challenges, Chinese leaders are pursuing an ambitious agenda of economic, legal,
and military reforms aimed at bolstering the country’s long-term economic growth potential, improving
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government efficiency and accountability, and strengthening the control of the Communist Party, The
scope and scale of the reform agenda—coupled with an ongoing anti-corruption campaign—might
increase the potential for internal friction within China's ruling Communist Party. Additionally, China’s
leaders, who have declared slower economic growth to be the "new normal,” will nonetheless face
pressure to stabilize growth at levels that still support strong job creation.

Southeast Asia

Regional integration via the Association of Southeast Asian Nations (ASEAN) made gains in 2015 with
the establishment of the ASEAN Community. However, ASEAN cohesion on economic and security
issues will continue fo face challenges stemming from differing development levels among ASEAN
members and their varying threat perceptions of China’s regional ambitions and assertiveness in the
South China Sea.

Democracy in many Southeast Asian nations remains fragile. Elites—rather than the populace—retain a
significant level of control and often shape governance reforms to benefit their individual interests rather
than to promote democratic values. Corruption and cronyism continue to be rampant in the region, and
the rising threat of I1SIL might provide some governments with a new rationale to not only address the
terrorist threat but also curb opposition movements, like some leaders in the region did in the post 9/11
environment. The new National League for Democracy-led government in Burma is poised to continue
the country’s democratic transition process, but given its lack of governing experience, the learning curve
will be steep. The Burmese constitution also ensures that the military will retain a significant level of
power in the government, hampering the NLD to put its own stamp on the ongoing peace process. In
Thailand, the military-led regime is positioned to remain in power through 2017.

North Korea

Since taking the helm of North Korea in December 2011, Kim Jong Un has further solidified his position
as the unitary leader and final decision authority through purges, executions, and ieadership shuffies.
Kim and the regime have publicly emphasized—and codified—North Korea’s focus on advancing its
nuclear weapohs program, developing the country’s troubled economy, and improving the livelihood of
the Notth Korean people, while maintaining the tenets of a command economy. Despite efforis at
diplomatic outreach, Kim continues to challenge the international community with provocative and
threatening behavior in pursuit of his goals, as prominently demonstrated in the November 2014
cyberattack on Sony, the August 2015 inter-Korean confrontation spurred by the North’s placement of
landmines that injured two South Korean soldiers, and the fourth nuclear test in January 2016.

RUSSIA AND EURASIA

Russia

Moscow’s more assertive foreign policy approach, evident in Ukraine and Syria, will have far-reaching
effects on Russla’s domestic politics, economic development, and military modernization efforts.
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President Viadimir Putin has sustained his popular approval at or near record highs for nearly two years
after illegally annexing Crimea. Nevertheless, the Kremlin's fears of mass demonstration remain high,
and the government will continue to rely on repressive tactics to defuse what it sees as potential catalysts
for protests in Russia. The Kremlin’s fear of instability and its efforts to contain it will probably be
especially acute before the September 2016 Duma election.

The Russian economy will continue to shrink as a resuilt of longstanding structural problems—made
worse by low energy prices and economic sanctions—and entered into recession in 2015. A consensus
forecast projects that GDP will contract by 3.8 percent in 2015 and will probably decline between 2-3
percent in 20186 if oil prices remain around $40 per barrei or only 0.6 percent if oil returns to $50 per
barrel. Real wages declined throughout most of 2015 and the poverty rate and inflation have also
worsened.

We assess that Putin will continue to try fo use the Syrian conflict and calls for cooperation against ISIL to
promote Russia's Great Power status and end its international isolation. Moscow's growing concern
about ISIL and other exiremists has led to direct intervention on the side of Bashar al-Asad’s regime and
efforts to achieve a political resolution to the Syrian conflict on Russia's terms. Since the terrorist attacks
in Paris and over the Sinai, Russia has redoubled its calls for a broader anti-terrorism coalition.
Meanwhile, growing Turkish-Russian tensions since Turkey's shootdown of a Russian jet in November
2015 raise the specter of miscalculation and escalation.

Despite Russia’s economic slowdown, the Kremlin remains intent on pursuing an assertive foreign policy
in 2016. Russia’s willingness to covertly use military and paramilitary forces in a neighboring state
continues to cause anxieties in states along Russia's periphery, to include NATO allies. Levels of
violence in eastern Ukraine have decreased, but Moscow’s objectives in Ukraine——maintaining long-term
influence over Kyiv and frustrating Ukraine’s attempts to integrate into Western institutions—wili probably
remain unchanged in 2016.

Since the crisis began in Ukraine in 2014, Moscow has redoubled its efforts to reinforce its influence in
Eurasia. Events in Ukraine raised Moscow's perceived stakes for increasing its presence in the region to
prevent future regime change in the former Soviet republics and for accelerating a shift to a mulitpolar
world in which Russia is the uncontested regional hegemon in Eurasia. Moscow will therefore continue to
push for greater regional integration, raising pressure on neighboring states to follow the example of
Armenia, Belarus, Kazakhstan, and Kyrgyzstan and join the Moscow-led Eurasian Economic Union.

Moscow’s military foray into Syria marks its first use of significant expeditionary combat power outside the
post-Soviet space in decades. Its intervention underscores both the ongoing and substantial
improvements in Russian military capabilities and the Kremlin's confidence in using them as a tool to
advance foreign policy goals. Despite its economic difficulties, Moscow remains committed to
modernizing its military.

Russia continues to take information warfare to a new level, working to fan anti-US and anti-Western
sentiment both within Russia and globally. Moscow will continue to publish false and misleading
information in an effort to discredit the West, confuse or distort events that threaten Russia’s image,
undercut consensus on Russia, and defend Russia’s role as a responsible and indispensable global
power.
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Ukraine, Belarus, and Moldova

The implementation timeline for the Minsk agreements has been exiended through 20186, although
opposition from Ukraine, Russia, and the separatists on key remaining Minsk obligations might make
progress slow and difficult in 2016, Sustained violence along the Line of Contact delineating the
separatist-held areas will probably continue to complicate a political settlement, and the potentiaf for
escalation remains.

Ukraine has made progress in its reform efforts and its moves to bolster ties to Western institutions.
Ukraine will continue to face serious challenges, however, including sustaining progress on key reforms
and passing constitutional amendments—required under the Minsk agreements to devolve political power
and fiscal authority to the regions.

Belarus continues its geopolitical balancing act, attempting to curry favor with the West without
antagonizing Russia. President Lukashenko released several high-profile political prisoners in August
2015 and secured reelection to a fifth term in October 2015 without cracking down on the opposition as
he has in previous elections. These developments prompted the EU and the Uinited States to implement
temporary sanctions relief, providing a boost to a Belarusian economy.

Moldova faces a turbulent year in 2016. Popular discontent over government corruption and misrule
continues fo reverberate after a banking scandal sparked large public protests, and political infighting
brought down a government coalition of pro-European parties in October 2015. Continued unrest is
likely. The breakaway pro-Russian region is also struggling economically and will remain dependent on
Russian support.

The Caucasus and Central Asia

Even as Georgia progresses with reforms, Georgian politics will almost certainly be volatile as political
competition increases. Economic challenges are also likely to become a key political vulnerability for the
government before the 2016 elections. Rising frustration among Georgia's elites and the public with the
slow pace of Western integration and increasingly effective Russian propaganda raise the prospect that
Thilisi might slow or suspend efforts toward greater Euro-Atlantic integration. Tensions with Russia will
remain high, and we assess that Moscow will raise the pressure on Thilisi to abandon closer EU and
NATO ties.

Tensions between Armenia and Azerbaijan over the separatist region of Nagorno-Karabakh remained
high in 2015. Baku's sustained military buildup coupled with declining economic conditions in Azerbaijan
are raising the potential that the conflict will escalate in 2016. Azerbaijan's aversion to publicly
relinquishing its claim to Nagomo-Karabakh proper and Armenia’s reluctance to give up territory it
controis will continue to complicate a peaceful resolution.

Central Aslan states remain concerned about the rising threat of extremism to the stability of their
countries, particularly in fight of a reduced Coalition presence in Afghanistan. Russia shares these
concerns and is ikely to use the threat of instability in Afghanistan to increase its involvement in Central
Asian security affairs. However, economic challenges stemming from official mismanagement, low
commodity prices, declining trade and remittances associated with Russia's weakening economy, and
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ethnic tensions and political repression, are likely to present the most significant instability threat to these
countries.

EUROPE

Key Partners

European govermments will face continued political, economic, and security challenges deriving from
mass migration to Europe, terrorist threats, a more assertive Russia, and slow economic

recovery. Differences among national leaders over how best to confront the challenges are eroding
support for deeper EU integration and will bolster backing for populist leaders who favor national
prerogatives over EU-wide remedial strategies.

The European Commission expects 1.5 million migrants to arrive in Europe in 2016—an influx that is
prompting European officials to focus on improving border security, particularly at the Schengen Zone's
external borders, and putting the free movement of people within the EU at risk. Several European
governments are using military forces in domestic security roles.

The European Commission has warned against drawing a link between terrorists and refugees, but
populist and far-right leaders throughout Europe are preying on voters’ security fears by highlighting the
potential dangers of accepting migrants fleeing war and poverly. Some EU leaders are citing the
November 2015 terrorist attacks in Paris fo justify erecting fences to stem the flow of people.

European countries will remain active and steadfast allies on the range of national security threats that
face both the United States and Europe——from energy and climate change to countering violent
extremism and promoting democracy. Although the majority of NATO allies have successfully halted
further declines in defense spending, European military modernization efforts will take several years
before marked improvement begins to show.

Europe also continues to insist on full implementation of the Minsk agreement to stop violence in Ukraine.
However, European governments differ on the proper extent of engagement with Moscow.

Europe's economic growth, which the EU projects will be moderate, could falter if emerging market
economies slow further, which would decrease the demand for European exports. The EU continues to
struggle to shake off the extended effects of its economic recession, with lingering worries over high
unemployment, weak demand, and iagging productivity. Greece also remains a concern for the EU. The
agreement between Greece and its creditors is an important step forward for restoring trust among the
parties and creating the conditions for a path forward for Greece within the Eurozone. Developing the
details of the agreement and its full implementation remain challenges.

The Balkans

Ethnic nationalism and weak institutions in the Balkans remain enduring threats to stability. Twenty years
after the end of the Bosnian War and the signing of the Dayton Agreement, Bosnia and Herzegovina
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remains culturally and administratively divided, weighed down by a barely functional and inefficient
bureaucracy. The country, one of Europe’s poorest, has endured negative GDP growth since the 2008
internationat financial crisis and is reliant on the support of international institutions including the IMF.
Youth unemployment, estimated at 60 percent, is the world's highest.

Kosovo has made progress toward full, multiethnic democracy, although tensions between Kosovo
Albanians and Kosovo Serbs remain. In Macedonia, an ongoing political ctisis and concerns about
radicalization among ethnic Albanian Muslims threatens to aggravate already-tense relations between
ethnic majority Macedonians and the country’s minority Albanians, fifteen years after a violent interethnic
conflict between the two groups ended. Social tensions in the region might also be exacerbated if the
Western Balkans becomes an unwilling host to significant migrant populations.

Turkey

Turkey remains a partner in countering 1SIL and minimizing foreign fighter flows. Ankara will continue to
see the Kurdistan Workers’ Party (PKK) as its number one security threat and will maintain military and
political pressure on the PKK, as weli as on the Democratic Union Party (PYD) and its armed affiliate
People’s Protection Units (YPG), which Turkey equates with the PKK. Turkey is extremely concerned
about the increasing influence of the PYD and the YPG along its borders, seeing them as a threat to its
territorial security and its efforts fo control Kurdish separatism within its borders.

Turkey is concerned about Russia’s involvement in the reglion in support of Asad, the removal of whom
Turkey sees as essential to any peace settlement. Turkey is also wary of increased Russian cooperation
with the Kurds and greater Russian influence in the region that could counter Turkey's leadership role.
The Russian-lranian partnership and Iran’s attempts to expand Shiite influence in the region are also
security concermns for Turkey.

The refugee flow puts significant strain on Turkey’s economy, which has amounted to $9 billion according
1o a statement by Turkish President Recep Tayyip Erdogan. Refugees have also created infrastructure
and soclal strains, particularly regarding access to education and employment. Turkey tightened its
borders in 2015 and is working to stanch the flow of migrants to Europe and address refugee needs.

MIDDLE EAST AND NORTH AFRICA

Irag

In Iraq, anti-ISIL forces will probably make incremental battlefield gains through spring 2016. Shia militias
and Kurdish forces in northern lraq have recaptured Bayji and Sinjar, respectively, from the Islamic State
of Iraq and the Levant (ISIL). In western Iraq, the Iragi Security Forces (ISF) have retaken most of the
greater Ramadi area from ISIL and will probably clear ISIL fighters from the city’s urban core in the
coming month.

1SIL's governance of areas it controls is probably faltering as airstrikes take a toll on the group’s sources
of income, hurting 1SIL’s ability to provide services, and causing economic opportunities for the population
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to dwindle. Even so, the ragi Sunni population remains fearful of the Shia-dominated government in
Baghdad. This fear has been heightened as lranian-backed Shia militias play a lead role in retaking
Sunni-majority areas, suggesting Iraq’s Sunnis will remain willing to endure some deprivation under ISIL
rule.

Prime Minister Haydar al-Abadi will probably continue to struggle to advance his reforms—which aim to
combat corruption and streamline government—because of resistance from Iraqi elites who view the
reforms as threatening to their entrenched political interests. Meanwhile, the drop in oil prices is placing
strain on both Baghdad's and Irbil's budgets, constraining their ability to finance counter-I1SiL. operations
and limiting options to address potential economically driven unrest.

Syria

We assess that foreign support will allow Damascus fo make gains in some key areas against the
opposition and avoid further losses, but it will be unable to fundamentally alter the battlespace. Increased
Russian involvement, particularly airstrikes, will probably help the regime regain key terrain in high priority
areas in western Syria, such as Aleppo and near the coast, where it suffered losses to the opposition in
summer 2015, ISIL is under threat on several fronts in Syria and irag from increased Coalition and
government operations.

Manpower shortages will continue to undermine the Syrian regime’s ability to accomplish strategic
battiefield objectives. The regime still lacks the personnel needed to capture and hold key areas and
strategically defeat the opposition or ISIL. Damascus increasingly relies on militias, reservists, and
foreign supporters—such as iran and Lebanese Hizballah--to generate manpower, according to press
reporting.

The Syrian regime and most of the opposition are participating in UN-mediated talks that started in early
February in Geneva. Both sides probably have low expectations for the negotiations, with the opposition
calling for ceasefires and humanitarian assistance as a precondition. The negotiations, without a
ceasefire agreement, will not alter the battiefield situation.

The humanitarian situation in Syria continues to deteriorate. In December 2015 and January 2016, the
number of Syrian refugees registered or in the process of registering in the Middle East and North Africa
rose by nearly 102,000 from 4.3 million to 4.4 million, according to UN data. The refugees are putting
significant strain on countries surrounding Syria as well as on Europe. Turkey hosts more than 2.2 million
refugees; Lebanon has about 1.1 million; Jordan has more than 630,000; raq has 245,000.
Approximately 500,000 have fled fo Europe, according to the UN. The more than 4 million refugees and
6.5 million estimated internally displaced persons (IDPs) account for 49 percent of Syria’s preconflict
population.

« Estimates of fatalities in Syria since the start of the civil war vary, but most observers calculate that at
least 250,000 men, women, and children on all sides of the conflict have lost their lives since 2011.

¢ On 22 December, the UN Security Council unanimously adopted resolution 2258, which renews the
UN’s authority to utilize cross-border deliveries for humanitarian assistance to Syria through 10
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January 2017. Since July 2014, the UN has provided food to 2.4 million people, water and sanitation
to 1.3 million people, and medical supplies to 4.1 million people through its cross-border deliveries.

s Separately, the Syrian Government began requiring in mid-November that aid agencies get
hurnanitarian assistance notarized by the Syrian embassies in the country of product origin. This
requirement previously applied only to commercial goods and might delay future UN food deliveries
within Syria, according to the UN.

Libya

We assess that insecurity and conflict in Libya will persist in 2016, posing a continuing threat to regional
stability. The country has been locked in civil war between two rival governments and affiliated armed
groups. The 17 December signing of a UN-brokered agreement to form a Government of National Accord
(GNA) resulted from a year-long political dialogue that sought to end the ongoing civil war and reconcile
Libya's rival governments. However, the GNA will face a number of obstacles in establishing its authority
and security across the country. The GNA still faces the difficult task of forming a capable, centralized
security force. It will also be challenged to confront terrorist groups such as ISIL, which has exploited the
conflict and political instability in the country to expand its presence.

« The rival governments-the internationally recognized Tobruk-based House of Representatives
(House) and the Tripoli-based General National Congress (GNC) have participated in UN-brokered
peace taks since fall 2014, Reaction to the deal and the proposed GNA has been mixed, and
hardliners on both sides have opposed the agreement.

e (U) On 25 January, the House voted to approve the UN-brokered deal with conditions but rejected a
controversial article granting the GNA’s Presidency Council interim control of the military. The House
also rejected the GNA’s proposed cabinet and demanded a smaller ministerial siate.

+ Libya's economy has deteriorated because of the conflict. Oil exports—the primary source of
government revenue—have fallen significantly from the pre-revolution level of 1.6 billion barrels per
day. Libya’s oil sector also faces continued threats from terrorist groups; ISIL attacked oil production
and export facilities in February 2015, September 2015, and January 2016.

Meanwhile, extremists and terrorists have exploited the security vacuum to plan and launch attacks in
Libya and throughout the region. The permissive security environment has enabled ISIL to estabiish one
of its most developed branches outside of Syria and Irag. As of late 2015, ISIL’s branch in Libya
maintained a presence in Surt, Benghazi, Tripoli, Ajdabiya, and other areas of the country, according to
press reports. Members of ISIL in Libya continue to stage attacks throughout the country.

Yemen

The Yemen conflict will probably remain in a strategic stalemate through mid-2016. Negotiations between
the Saudi-led coalition and the Huthi-aligned forces remain stalled, but neither side is able to achieve
decisive results through military force, Huthi-aligned forces almost certainly remain committed to fighting
{following battlefield setbacks in the Aden and Marib Governorates in 2015 and probably intend to retake
lost territory in those areas.
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Nonetheless, regional stakeholders on both sides of Yemen's conflict, including fran, which continues to
back the Huthis, are signaling willingness to participate in peace talks. Even a cease-fire of a few days or
weeks would facilitate the entry and distribution of commercial and humanitarian goods inside Yemen,
where at least 21 million people—80 percent of the population—require assistance, according to the UN.

AQAP and ISIL's affiliates in Yemen have exploited the conflict and the collapse of government authority
to gain new recruits and allies and expand their territorial control. In December, AQAP seized the
southern city of Zinjibar, adding to its capture of the coastal city of Mukalia to the east.

fran

Since January, Tehran met the demands for implementation of the Joint Comprehensive Plan of Action
{(JCPOA), exchanged detainees, and released 10 US sailors. Despite these developments, the Islamic
Republic of iran presents an enduring threat to US national interests because of its support to regional
terrorist and militant groups and the Asad regime, as well as its development of advanced military
capabiliies. Tehran views itself as leading the “axis of resistance”—which includes the Asad regime and
subnational groups aligned with Iran, especially Lebanese Hizballah and Iragi Shia militants. Their intent
is to thwart US, Saudi, and Israeli influence, bolster its allies, and fight ISIL’s expansion. Tehran might
even use American citizens detained when entering Iranian territories as bargaining pieces to achieve
financial or political concessions in line with their strategic intentions.

fran’s involvement in the Syrian, Iraqi, and Yemeni conflicts deepened in 2015. In Syria, Iran more openly
acknowledged the deaths of Iranian “martyrs,” increased Iranian troop levels, and took more of a frontline
role against “terrorists.” In Irag, lranian combat forces employed rockets, artillery, and drones against
ISIL. Iran also supported Huthi rebels in Yemen by attempting to ship lethal aid to the Huthis. Tehran will
almost certainly remain active throughout the Persian Gulf and broader Middle East in 2016 to support its
regional partners and extend its regional influence. Iranian officials believe that engaging adversaries
away from its borders will help prevent instability from spilling into Iran and reduce ISIL’s threat to fran
and its regional partners. Iran has also increased cooperation with Russia in the region,

Supreme Leader Khamenei continues to view the United States as a major threat to Iran, and we assess
that his views will not change, despite implementation of the JCPOA deal. In October 2015, Khamenei
publicly claimed the United States was using the JCPOA to “infiltrate and penetrate” Iran. His statement
prompted the Iranian hardliner-dominated security services to crack down on journalists and
businessmen with suspected ties to the West. The crackdown was intended by hardliners to demonstrate
to President Ruhani and to Washington that a broader opening to the West following JCPOA would not
be tolerated. Iran released several US citizens in January 2016 who were being held in Iran; however, it
might attempt to use any additional US citizens as bargaining chips for US concessions.

Iran’s military and security services are keen to demonstrate that their regionai power ambitions have not
been altered by the JCPOA deal. One week prior to JCPOA Adoption Day, Iran publicized the launch of
its new “long-range” and more accurate ballistic missile called the "Emad.” Iran also publicizes
development of its domestically produced weapons systems, submarines and surface combatants,
artillery, and UAVs to deter potential adversaries and strengthen its regional influence and prestige.
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Iran's involvement in the Syrian and Iragi conflicts has enabled its forces to gain valuable on-the-ground
experience in counterinsurgency operations.

Lebanon

tebanon will continue to struggle with the fallout from the civil war in neighboring Syria and faces a range
of interlocking political, security, humanitarian, and economic challenges. The spillover from the Syrian
conflict has had negative consequences on almost all aspects of life in Lebanon, from rising sectarianism
to major strains on infrastructure and public services, further straining the country’s delicate political
balance.

* Lebanon's most immediate security threat is from Syrian-based extremists on its northeastern border.
The Lebanese army has carried out multiple operations against Nusrah Front and {SIL to secure the
border and prevent against the flow of terrorists into the country. Beirut also faces threats from Sunni
extremists in the country who are retaliating against Lebanese Hizballah’s military involvement in the
Syrian civil war.

* The influx of about 1.1 million Sunni Syrian refugees to Lebanon has altered the country’s sectarian
demographics and is badly straining public services and burdening the economy. The Lebanese
economy will probably remain stagnant throughout 20186, as protracted regional instability and
political gridiock at home continue to erode the country’s competitiveness.

Egypt

Egypt faces a persistent threat of terrorist and militant activity directed primarily at state security forces in
both the Sinai Peninsula and in mainiand Egypt. The security services have initiated a counterterrorism
campaign to disrupt and detain Sinai-based militants; however, terrorist groups still retain the ability to
conduct attacks.

* ISIL's branch in Sinai (ISIL-Sinai) has conducted dozens of lethal attacks on military and security
personnel, some of which suggest sophisticated and coordinated attack planning, according to press
reports.

« ISIL-Sinai claimed responsibility for the downing of a Russian aircraft in the Sinai in October 2015,
which, if true, would demonstrate the expanding threat from ISIL and its regional branches.

» The continued threat of terrorism places further strain on Egypt's economy by harming Egypt's
tourism industry, a key source of revenue. The country is also grappling with high poverty and
unemployment rates.

Tunisia
Tunisia’s first post-transitional democratic government since the 2011 Arab Spring revolution is marking

its first year in office. Since the revolution, the country has overcome deep political divisions to reach
consensus on key political issues, develop a new constitution, and elect a new government, according to
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press and academic reports. Despite the government's significant strides in its democratic transition,
Tunisia faces challenges in consolidating these achievements.

e Tunisia is confronting a threat from terrorist groups exploiting Libya's permissive environment to plan
and launch attacks, as well as from groups operating within Tunisia's borders, according to press
reports. The perpetrators of the terrorist attack on the Bardo Museum in Tunis in March 2015 and
hotels in Sousse in June—both claimed by ISIL—trained at a terrorist camp in Libya, according to
press reports.

+ The government inherited high unempioyment, particularly among youth, and a high budget deficit
according to press reports. The Bardo and Sousse lerrorist attacks have disrupted tourism, a critical
source of revenues and jobs.

SOUTH ASIA

Afghanistan

The Kabul Government will continue to face persistent hurdles to political stability in 2016, including
eroding political cohesion, assertions of authority by local powerbrokers, recurring financial shortfalls, and
countrywide, sustained attacks by the Taliban. Political cohesion will remain a challenge for Kabul as the
National Unity Government will confront larger and more divisive issues later in 2018, including the
implementation of election reforms, long-delayed parliamentary elections, and a potential change by a
Loya Jirga that might fundamentally aiter Afghanistan’s constitutional order. Kabul will be unable to
effectively address its dire economic situation or begin to curb its dependence on foreign aid until it first
contains the insurgency, which is steadily chipping away at Afghanistan's security. In this environment,
international financial aid will remain the most important external determinant of the Kabul government's
strength. We assess that fighting in 2016 will be more intense than 2015, continuing a decade-long trend
of deteriorating security that will compound these challenges. The fighting will continue to threaten US
personnel, our Allies, and international partners—including Afghans——particularly in Kabul and other
urban population centers, The Afghan National Security Forces (ANSF), with the help of anti-Taliban
powerbrokers and international funding, will probably maintain control of most major population centers,
However, the forces wili very likely cede control of some rural areas. Without international funding, the
ANSF will probably not remain a cohesive or viable force.

The Taliban has largely coalesced and is relatively cohesive under the leadership of new Taliban Senior
Leader Mullah Akhtar Mohammad Mansur despite some early opposition. The Taliban's two-week
seizure of the provincial capital of Kunduz provided an important boost to Mansur's leadership. The
Taliban will continue to test the overstretched ANSF faced with problematic logistics, low morale, and
weak leadership.

The Islamic State of Iraq and the Levant (ISIL) announced in January 2015 the formation of its Khorasan

pranch in South Asia, an amalgamation of primarily disaffected and rebranded former Afghan Taliban and
Tehrik-e Taliban Pakistan (TTP) members. Despite quick early growth in 2015, ISIL's Khorasan branch
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will probably remain a low-level threat to Afghan stability as well as to US and Western interests in the
region in 2016.

Bangladesh

Prime Minister Sheikh Hasina's continuing efforts to undermine the political opposition in Bangladesh will
probably provide openings for fransnational terrorist groups to expand their presence in the country.
Hasina and other government officials have insisted publically that the killings of foreigners are the work
of the Bangladesh Nationalist Party and the Bangladesh Jamaat-e Islami political parties and are
intended to discredit the government. However, ISIL claimed responsibility for 11 high-profile attacks on
foreigners and religious minorities. Other extremists in Bangladesh—including Ansarullah Bangla Team
and al-Qa’ida in the Indian Subcontinent {(AQIS}—have claimed responsibility for killing at least 11
progressive writers and bloggers in Bangladesh since 2013,

Pakistan and India

Relations between Pakistan and India remain tense despite the resumption of a bilateral dialogue in
December. Following a terrorist attack in early January on Pathankot Air Force base in India, which New
Delhi blames on a Pakistani-based group, India's engagement with Pakistan will probably hinge in 2016
on Islamabad’s willingness to take action against those in Pakistan linked to the attack.

SUB-SAHARAN AFRICA

Central Africa

Prospects for delayed elections in the Democratic Republic of the Congo, originally scheduled for
20186, increase the risk of political tensions and perhaps violence. Violence might also break out in the
Republic of Congo where a controversial October 2015 constitutional referendum paved the way for
long-serving President Denis Sassou-Nguesso to run for a new term in 2016 elections. Both
governmentis have resorted to heavy-handed tactics to stifle opposition and subdue or prevent election-
related protests.

In Burundi, violence related to President Pierre Nkurunziza's controversial reelection in July 2015 will
almost certainly continue as a simmering crisis. The conflict might expand and intensify if increased
attacks between the government and armed opposition provoke a magnified response from either side or
if the security services fracture into divided loyalties.

The Central African Republic held peaceful presidential and parliamentary elections in late December,
although they were marred by logistical issues. A run-off will probably take place in mid-February
between the two top candidates, and we do not know how the armed spoilers and losing candidates will
react. The risk of continued ethno-religious clashes between Christians and Muslims throughout the
country remains high despite the presence of international peacekeeping forces, which are increasingly
targets of violence.
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Somalia

The Somali Federal Government's authority will probably remain largely confined to the capital in 2016,
and Mogadishu will continue fo rely on the African Union Mission in Somalia (AMISOMj) as a security
guarantor against al-Shabaab as it prepares for elections in 2016.

South Sudan

implementation of the peace agreement between Juba and opposition elements will be slow as spoilers
from both sides seek to stall progress. The return of former opposition members o Juba will almost
certainly cause jockeying for positions of power. Localized fighting will continue and probably spread to
previously unaffected areas, causing the humanitarian situation to worsen Economic conditions will
probably deteriorate further as inflation remains high and prices for staple goods rise, fueling
dissatisfaction with the government.

Sudan

President Bashir consolidated power following his reelection in April 2015, but the regime will continue
attempts at a national dialogue, which will probably not placate a divided political opposition. The regime
will almost certainly confront a range of challenges, including public dissatisfaction over a weakened
economy. Divisions among armed opponents will aimost certainly inhibit their abilfity to make significant
gains against Khartoum. However, elements of the opposition will continue to wage insurgencies in the
Southern Kordofan and Biue Nile states and Darfur. Sudan, listed as a state sponsor of terror since
1993, cut diplomatic ties with Iran in January following an attack on the Saudi Embassy in Tehran. Since
2014, Sudan's relations with Iran have cooled as Khartoum has grown closer to Riyadh.

Nigeria

President Muhammadu Buhari and the Nigerian government will confront a wide range of challenges in
2016, many of which are deeply rooted and have no “quick fixes.” His tasks include reviving a struggling
economy — Africa’s largest — diversifying sources of government revenue beyond oil, reining in corruption,
addressing mounting state debts, reforming redundant parastatal organizations, and developing the
power, agriculture, and transportation sectors. Nigeria will continue to face internal threats from Boko
Haram, which pledged loyalty to the Islamic State in Iraq and the Levant (iSIL) in March 2015. Despite
losing territory in 2015, Boko Haram will probably remain a threat to Nigeria throughout 2016 and will
continue its terror campaign within the country and in neighboring Cameroon, Niger, and Chad.

LATIN AMERICA AND CARIBBEAN

Central America
Strong family ties to the United States-—as well as gang violence, a lack of jobs, and a worsening drought

in Central America’s northern tier—will sustain high rates of migration to the United States in 2016. Weak
institutions, divided legislatures, low levels of tax collection, and high debts will constrain efforts to
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improve rule of law, tackie corruption, and alleviate poverty. Homicide rates in the region remain among
the highest in the world and spiked in El S8alvador to levels not seen since the country's civil war from
1979 to 1992. The people hardest hit by the drought include most of the region’s subsistence farmers,
who constitute 25 to 40 percent of the population in Guatemala and Honduras. The prolonged drought
will probably affect 3.5 million people in the region in 2016.

Cuba

Cuban leaders will remain focused on preserving political control as they prepare for a probable
presidential transition in 2018. Economic reforms to reduce the state role in the economy and promote
private economic activity will continue at a slow pace, in part because of probable resistance from senior
leaders and government officlals concerned that rapid changes might provoke popular unrest. Living
standards will remain poor. Along with fears among the Cuban population that the United States will
repeal the 1966 Cuban Adjustment Act, the statute allowing Cuban nationals to apply to become lawful
permanent US residents, these frends sustain the increasing migration of undocumented Cubans.
Migration is particularly acute across the US southwest border where 31,000 Cubans crossed in FY2015,
a 76-percent increase over the prior year.

Venezuela

The opposition alliance won a much-coveted majority in the December 2015 national assembly elections,
setting the stage for a political showdown in 2016 betwesen the legisiative and executive branches. The
opposition will seek to implement its policy agenda, which might include pursuing a presidential recall
referendum. Economic issues will also figure prominently on the domestic agenda for 2016. Caracas will
probably encounter fiscal pressures as it seeks to avoid a default on its sovereign debt in 2016; the
economy is suffering from a severe recession that the IMF projects will cause it fo contract by at least 8
percent in 2018. Venezuela's government has declined to release complete official figures on
macroeconomic indicators, such as inflation and growth,

Brazil

Brazil's investigation into corruption at state-controlled oil company Petrobras will probably continue
through 2016. Scores of Petrobras officials, construction firm executives, and politicians have been jailed
since the probe was launched in March 2014. Brazil lost its investment-grade rating in December 2015
after the second credit agency in three months downgraded the country’s debt to junk status. Further
damaging revelations from the probe might prolong political gridiock in Brazil. Meanwhile, preparations
are underway in Brazil to address infrastructure, logistics, and security issues involved in hosting the
2016 Summer Olympics in Rio. Organizers are using past Olympics as models, cooperating with foreign
governments, and building upon Brazil's experience organizing a large and sustained security posture
such as when it hosted the World Cup in 2014,
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UNITED STATES OFFICE OF PERSONNEL MANAGEMENT

Questions for Ms. Kathleen McGettigan
Acting Director
U.S. Office of Personnel Management
Questions from Representative Stacey E. Plaskett
Committee on Oversight and Government Reform
February 2, 2017, Hearing: “Improving Security and Efficiency at OPM and the National
Background Investigations Bureau”

1. At the hearing, T asked “which or any of the senior White House staffers who have
access to [classified] materials are under criminal investigation by the FBI?" In
response to that question, you stated, “We will get back to you.” As a follow-up to
my question, please answer the following:

a. Are there currently any senior officials working in the Trump Administration who
are being afforded access to sensitive or classified information and are under
investigation by the FBI? If so, how many individuals, and who are they?

Response: Requests for background investigations for presidential appointees under the
purview of the Executive Office of the President (EOP) are generally submitted to the
Federal Bureau of Investigation (FBI), which is EOP’s cognizant investigative service
provider (ISP), not to OPM. Thus, OPM is not aware whether senior officials working in the
Administration who have been afforded access to sensitive or classified information are
under investigation by the FBL.

b. Have any former senior officials within the Trump Administration been provided
access to sensitive or classified information while under investigation by the FBI?
If so, how many individuals, and who are they?

Response: Requests for background investigations for presidential appointees under the
purview of the Executive Office of the President (EOP) are generally submitted to the FBI,
which is EOP’s cognizant investigative service provider (ISP), not to OPM. Thus, OPM is
not aware whether former senior officials within the Administration who had been afforded
access to sensitive or classified information were under investigation by the FBIL

¢. Do any current White House staff have previous criminal convictions? If so, how
many staffers? Please provide the names of the staffers, their titles, and what the
previous criminal conviction was for.
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Response: Requests for background investigations for White House employees under the
purview of the Executive Office of the President (EOP) are generally submitted to the FBI,
which is EOP’s cognizant investigative service provider (ISP), not to OPM.

d. Are any White House staff under active investigation by the FBI or other law
enforcement authorities? If so, how many staffers? Please provide the names of
the staffers and their titles.

Response: Requests for background investigations for White House employees under the

purview of the Executive Office of the President (EOP) are generally submitted to the FBI,
which is EOP’s cognizant investigative service provider (ISP), not to OPM.
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UNITED STATES OFFICE OF PERSONNEL MANAGEMENT

Questions for Mr. David DeVries
Chief Information Officer
U.S. Office of Personnel Management
Questions from Chairman Jason Chaffetz
Committee on Oversight and Government Reform
February 2, 2017, Hearing: “Improving Security and Efficiency at OPM and the National
Background Investigations Bureau”

1. What kind of notifications is the IT security team required to make before deploying
security tools onto the network?

a. If so, what is the purpose of these notifications?

Response: Based on the wording of these questions, as a whole, we are interpreting the
phrase “notifications” in this question to mean notifications to employees and employee
representatives (unions).

We consider the legal question of whether an agency is required to notify and bargain with
union representatives prior to making changes in the area of information security to be
unsettled. So far, this has not affected OPM’s timely deployment of security tools.

2. Have you seen the deployment of such tools delayed because of the need to notify
union representatives?

Response: Not at this point in time.

3. What kind of barriers or challenges have you seen in trying to timely deploy security
tools?

Respense: As yet, none.

4. Are there any other administrative or regulatory or bureaucratic barriers at OPM that
prevent or delay your work the timely deployment of such tools?

Response: A 2014 administrative decision (U.S. DHS, U.S. ICE, 67 FLRA 501) of the quasi-
judicial, three-member, presidentially appointed and Senate-confirmed Federal Labor
Relations Authority may have created potential obstacles to delay timely deployment at
agencies. So far, this has not affected OPM’s timely deployment of security tools.
Additionally, the need for resources may, at times, cause an increase in the time for
deployment of security tools, however these have not been significant delays and often the

Page 3 0f 32



UNITED STATES OFFICE OF PERSONNEL MANAGEMENT

reallocation and prioritization of resources within the Office of the Chief Information Officer
can resolve the issue.
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Questions for Mr. David DeVries
Chief Information Officer
U.S. Office of Personnel Management
Questions from Chairman Will Hurd
Subcommittee on Information Technology
Committee on Oversight and Government Reform
February 2, 2017, Hearing: “Improving Security and Efficiency at OPM and the National

Background Investigations Bureau”

Series I

1. What is OPM’s plan to boost capacity in order to decrease the growing backlog of
background investigations (and subsequently decrease average investigation time)
and how quickly will this plan be implemented?

Response: Capacity to conduct investigations is not restricted by IT. As for the National
Background Investigation Bureau’s (NBIB) efforts to boost its capacity to decrease the
backlog of investigations, it is my understanding that Director Phalen has provided answers
in response to Chairman Chaffetz in his Questions for the Record outlining in detail NBIB’s
efforts to grow their capacity. I defer to Director Phalen to speak for NBIB in this respect.

2. What are the top impediments to achieving this plan and being successful?

Response: I agree with Director Phalen’s response to Question 11 from Chairman Will Hurd
in the Questions for the Record Director Phalen has submitted in connection with this
hearing.

3. ‘What could be done to considerably accelerate the implementation of this plan?

Response: Each aspect noted in Director Phalen’s responses is a continuous and ongoing
effort for NBIB to meet agencies’ needs. NBIB has met with its contractors to receive their
plans on increasing their staff to apply to this work and will continue to encourage new
capacity growth. Additionally, NBIB has implemented initiatives to reduce the time needed
to onboard these vital resources and will continue to look for additional efficiencies.
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Series 11
1. Who do you report to at the agency?
a. Who does your performance review?

Response: The OPM Director.

b. How often do you meet with the head of the agency?

Response: I report directly to the OPM Director (currently Acting Director) with whom I
meet individually at least once a week. I also meet with her in a larger forum at least three
times per week during meetings with Office of the Director leadership and the direct report
Agency leaders.

2. Do you currently have authority in practice to review and manage the IT portfolio for
the entire agency? Why/not?

Response: As the co-chair of the Investment Review Board (IRB), which is one of OPM’s
governance boards, I review and provide recommendations for the approval of IT
investments. The IRB was re-constituted in August 2016 and is now actively reviewing IT
investments above $250,000. As a voting member of the OPM Capital Investment
Committee board, I review and approve acquisition requests in excess of $250,000, and 1
specifically flag those involving procurements for IT services or capabilities. Since my
arrival at OPM in September 2016, my visibility has grown over the OPM IT portfolio. This
has been fostered by the implementation of an IT Acquisition Review Checklist. This review
encompasses IT spending by the agency in amounts over $250,000. Additionally, the CIO
office has initiated IT portfolio reviews of all recorded IT investments, both major and non-
major.

a. What are the challenges?

Response: There are a variety of challenges that may impact my ability to review and
manage the OPM IT portfolio. Already, I have incorporated best practices to review the large
value procurements — which have added a level of formality and a degree of rigor that is
more effective. Currently, OPM Leadership is working through organizational structures, the
variety of funding mechanisms, and the nature of procurement reviews to better align
contract vehicles and improve agile development and delivery of effective and secure
capability.
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3. Have you completed an annual IT investment portfolio review?

a. Could you provide examples of where you identified opportunities to reduce
waste and duplication - or create efficiencies as a result of this review?

Response: Since arriving at OPM in September 2016, I have begun to execute IT portfolio
reviews. To date, we have executed comprehensive reviews for the NBIB IT Programs, and
initial reviews of financial management systems and retirement services systems. The
reviews for the NBIB systems resulted in agreed upon priorities and work required for FY
2017, and additional efforts that will be executed by the Department of Defense on the
National Background Investigation Services (NBIS) effort in concert with OPM maintaining
and operating the legacy capability for the foreseeable future.

OPM will complete a full review of its IT portfolio in 2017, which we anticipate will better
position us to identify opportunities to reduce waste/duplication and create efficiencies. I
reviewed all major IT investments for FY17 and FY18 and posted these to the IT Dash Board
in May 2017 as part of the annual budget submission to OMB.

4. Do you approve the I'T budget request of your agency?

a. How does this review process work?
b. Describe how the CIO and the CFO manage IT budget coordination.

Response: The Chief Financial Officer (CFO) and I work in close coordination on the initial
IT budget requirements planning and IT budget formulation, and we also approve the Agency
IT Budget request. The process is as follows: the CFO and I review the IT Portfolio
Summary, which includes, what was previously known as the Office of Management and
Budget (OMB) Exhibit 53 and the IT Business Cases, before submission to OMB around
September of each year. Then, the CFO and I again review the IT budget in conjunction with
OMB.

5. Are you certifying that IT investments are delivering functionality on an incremental
basis (within six months)? Please provide an example.

Response: I oversee the certification of incremental development through an integrated IT
Program Manager and business function team. OPM uses the stage gate review process to
evaluate the Major IT Business Cases for compliance with this requirement. As an example,
during FY 2016 a major undertaking was the USAJOBS investment and incremental
development. This project delivered incremental functionality every two to six months,
resulting in a significantly more user-friendly capability and wider customer acceptance. This
is a nascent capability and is being applied as contracts are initiated or renewed.
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6. Do you review and approve IT contracts on a Department-wide basis?

a. Have you recently terminated any IT contracts due to cost growth, schedule
delays or other factors?

Response: The Office of Procurement Operations (OPO) executes contract pre-award,
award, and post award activities; it is the office with procurement authority within OPM. As
CIO, 1 utilize a process to review and approve IT Acquisition Checklist requests for contract
actions over $250,000 prior to acquisition, with the goal to increase visibility into IT related
contract actions. OPO requires an approved IT Checklist signed by the CIO before it will
execute contract activities.

Since arriving at OPM in September 2016, T have not recommended that OPO terminate any
IT contracts. I have consolidated duplicative contract requirements.

7. Are you familiar with the term TechStat? Have you conducted any TechStat reviews
since you’ve been at the agency?

Response: I am familiar with the term TechStat; I have conducted several Quarterly Program
Reviews (QPRs) on programs at OPM, which are analogous to TechStat reviews.

8. What is your role in the hiring and performance reviews for other agency IT
employees?

a. Do you approve the appointment of other agency IT employees?

Response: I conduct the performance reviews for my direct reports, and I approve the hiring
selections of CIO employees.

9. What plan or strategy does your agency have in place to recruit and retain IT talent?

Response: OPM’s Office of the Chief Information Officer (OCIO) actively participates in IT
forums and speaking engagements across the Federal workspace and participates in various
government-wide programs that kicked off in FY 2016 to recruit and retain IT talent. To
further our retention efforts, OCIO held cyber workforce orientation training for the program.
Additionally, the OCIO provided training opportunities in Agile and Information Technology
Infrastructure Library Certifications to attract and retain IT and Cyber professionals. Our
goal is to enhance training and certifications for our technical workforce. This includes
providing a minimum number of hours of training for each employee each year.
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10.  Does your agency have a human capital plan for address supporting timely and
effective IT acquisition?

Response: OPM prepares an acquisition human capital plan which includes an IT
Supplement. This plan is submitted annually to OMB, in accordance with OMB

requirements.
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Questions for Mr. Charles S. Phalen, Jr.
Director
National Background Investigations Bureau
U.S. Office of Personne! Management
Questions from Chairman Jason Chaffetz
February 2, 2017, Hearing: “Improving Security and Efficiency at OPM and the National
Background Investigations Bureau”

1. As of February 1, 2017, what is NBIB’s current backlog of Initial and Periodic
Reinvestigation background investigations and adjudications?

Response: As the primary Investigative Service Provider for the government, the National
Background Investigations Bureau (NBIB) provides investigations to Federal agencies,
which, in turn render adjudicative decisions based upon the investigation, any other pertinent
information (such as polygraphs when applicable), and the adjudicative criteria for the
particular type of decision rendered (e.g., eligibility for access to classified information,
suitability for Federal employment, etc.). Because NBIB does not conduct adjudications, they
are not considered to be part of NBIB’s processes and/or the current inventory referenced in
the chart below.

As of February 1, 2017, there were 554,437 cases in our current inventory. What follows is a
breakdown of the case types by category.
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Pending Current Inventory*
AS of: 2/1/2017

187,41
Initial 352,047 Reinvestigation 8 Other
National Security 244,530 National Security 173,333
SSBI 70,206 SSBI-PR 9,089 ASI 13
Tiers 17,458 Phase PR 36,772 MFI 3
ANACI 402 Tier5R 30,516 NAC 6,685
NACLC 2,005 Tier3R 66,956 RSt 4497
Tier3 154,458 SAC 3,772
SACI 2
Suitability/Fitness
I Suitability/Fitness/
Credentialing 107,517 Credentialing 14,085
NACI 1,516 Tier2RS 6,172
Tiert 35,718 PRI 5,061
MBI 11,909 TierdR 2,862
Tier2S 38,563
Bl 14,959
Tierd 4,852

*Note: Volumes provided are simply the pending case volume (inventory on-hand). Not
all these cases should be considered “backlog” as it is normal to have some cases
pending at any given point in time. NBIB's long-term goal is to reduce pending inventory
to 160k to 180k cases at any time, a level that can be processed with current workforce
capacity.

2. Regarding the backlog, how are you prioritizing the case types which are addressed
first?

Response: As a general rule, NBIB assigns cases based on the oldest case due date, with
initial cases being the primary focus.

NBIB works with customer agencies, however, to identify high risk populations, or
individuals with special circumstances, which require expedited service. NBIB staff meets
with customer agencies routinely to understand their needs and, in some instances, creates
special processes to flag cases for prioritization.
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NBIB is committed to working with our customers to address their needs and investigations
as quickly as possible.

3. How old is the oldest pending case?

Response: There are currently 21 cases that are greater than 1,000 days old, with the oldest
being 1,300 days old. Cases falling into this category are generally awaiting a response from
a third party record provider, preventing the case from closing. In most of these situations,
the third party record provider has a separate pending/ongoing investigation (e.g., potentially
criminal) on the subject of the NBIB investigation. In an effort to avoid jeopardizing the
ongoing investigation, the third party record provider will not release a final result to NBIB
until the investigation is complete. Occasionally, the cases are pending a subject interview
which cannot be completed due to the extenuating circumstance of the subject being out of
the country for extended periods of time in a location that is not conducive to interview. In
cases like these, NBIB makes customer agencies aware of the pending investigative lead and
these agencies have the ability to view or request a copy of the partially completed
investigation. The customer agency can use the partially completed investigation to inform
an adjudicative decision or to discontinue the investigation if it is no longer needed.

4, In January 2017, NBIB increased the interval of security clearance reinvestigations
from 5 years to 6 years in an effort to reduce the backlog of pending open cases.

a. Is this really the right way to reduce the backlog?

Response: NBIB does not have the authority to amend the interval for security clearance
reinvestigations and did not take this action. The Director of National Intelligence, in his role
as the Security Executive Agent, is responsible for developing uniform and consistent
policies and procedures to ensure the effective, efficient, and timely completion of
investigations and adjudications relating to the determinations by agencies of eligibility for
access to classified information or eligibility to hold a sensitive position. For additional
information pertaining to the periodicity of reinvestigations, NBIB defers to the Office of the
Director of National Intelligence (ODNI) for current policy and guidance issued to agencies.

b. Doesn’t this potentially create a security vulnerability?

Response: The Director of National Intelligence, in his role as the Security Executive Agent,
is responsible for developing uniform and consistent policies and procedures to ensure the
effective, efficient, and timely completion of investigations and adjudications relating to the
determinations by agencies of eligibility for access to classified information or eligibility to
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hold a sensitive position. For additional information pertaining to security vulnerabilities
associated with such policy changes, NBIB defers to ODNI.

5. What other alternatives have you considered to reduce the backlog for
reinvestigations?

Response: Since 2016, NBIB has been growing capacity in order to apply more resources
and productive hours to the workload. The investigative workforce of Federal employees has
grown from 1,300 investigators in 2014 to over 1,500 today, with a target level of
approximately 2,000 Federal investigators by FY18. Further, NBIB continues to shift
resources and apply overtime where applicable to combat growing workload bubbles by
locality and identify efficiencies where applicable. For example, since April 2016, 311
Federal investigators have traveled outside their permanent duty stations in support of
localized surges.

In addition, we have worked with our vendors to grow new capacity to approximately 4000
contractor field investigative staff to devote to this workload. The contract vendors are also
recruiting new staff and have many new investigators in their hiring and training pipeline.

However, the ramp up time for new investigators can be extensive, because these
investigators must themselves undergo rigorous vetting and must complete a training
program under national investigative training standards, through an accredited training
course and on-the-job training.

We have also implemented a number of efforts to thoughtfully reduce the level of effort
required to complete investigations and increase our efficiency, ultimately increasing the
production from our investigative resources. For example, NBIB has:

¢ Implemented a new writing style, Focused Report Writing, to reduce the amount
of time spent writing reports. The initiative reduces typing time by focusing the
writing on adjudicative material and eliminating unnecessary information. It
redirects time to active investigation, thereby improving efficiency.

e Revised telephonic interview guidance to allow more flexibility without
impacting quality.

e Worked closely with its customer agencies to enable greater scheduling of
geographically-centralized interviews to reduce travel time as much as possible,
and to expand interviews via video teleconference (VTC) where no known
derogatory information exists.
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¢ Implemented all five tiers of the 2012 Federal Investigative Standards, in
accordance with the Initial Operating Capability (10C) jointly issued by the
ODNI (as Security Executive Agent) and OPM (as Suitability Executive Agent),
and is currently working to convert certain legacy case types in our inventory to
the new standards as directed by the Director of National Intelligence to refine the
level of effort.

6. ‘What percentage of the 569,000 backlogged cases do you expect to have completed
by FY 2018?

Response: As of February 1, 2017, NBIB’s current inventory is 554k investigations. After
climbing throughout FY 2015-16, this inventory level has remained relatively stable since Q1
FY 2017. From the start of FY 2017 (October 1, 2016) through February 1, 2017, NBIB has
closed 808k investigations. This would put NBIB on pace to complete approximately 2.4M
investigations by the end of FY 2017.

At the same time, new case requests continue to come in at a steady pace, roughly equal to
our completion rate, which will therefore still leave NBIB with a significant inventory as we
enter FY 2018. We continue to increase capacity by applying more resources and productive
hours to the workload, in an effort to reduce the open inventory to a long-term target level of
160k to 180k cases.

7. Will you have one or two of the vendors starting with the oldest cases and moving
forward?

a. How are you going to spread out the work to ensure the backlog is drawn down
efficiently?

Response: The incumbent contractors, CACI and KeyPoint, received their initial case load
under the new contracts on February 1, 2017. CSRA received its initial cases on February 16,
2017. Securitas is expected to begin taking cases after completion of the System Security
Authorization and Accreditation process, which is anticipated to be completed by May 1,
2017.

As new capacity is added to the program, the workload is analyzed in a manner to determine
the most effective and efficient way to utilize the available capacity to complete the cases
based on the priorities. Further, in accordance with NBIB’s prioritization strategy addressed
in an earlier question, the oldest workload is generally being assigned first with a focus on
initial cases.
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8. How many field investigators over the four vendors, and including NBIB staff
investigators, does NBIB have available to address the outstanding number of
investigations?

Response: As of March 27, 2017, NBIB has a Federal investigative workforce of 1514 full-
time equivalents (FTE). In addition, 118 individuals are in training class or in on-the-job
training. NBIB is in the process of hiring additional investigators over the next several
months, with a target of 1975 total Federal investigators.

As of March 27, 2017, NBIB’s contractor field investigative staff, as reported by the contract
vendors, consists of approximately 4058 FTE. The contract vendors are also recruiting new
staff and have many new investigators in their hiring and training pipeline.

9. It has been reported that each vendor is guaranteed $1M under the existing contracts.
Are there award fees associated with these contracts?

Response: The fieldwork contracts are structured as indefinite delivery indefinite quantity
contracts as defined in the Federal Acquisition Regulation. The contracts do not contain an
award fee.

10. By the terms of the contracts, how many cases is each vendor expected to complete
per month?

Response: The contract is structured to require quality cases to be delivered within specific
timeliness standards for each case type. Each company’s performance under the contract is
based upon how many cases meet those standards and not based upon the number of cases
produced. However, the contract sets a maximum ceiling of “units of work” (UOW) that can
be ordered monthly from each vendor. Each case type ordered requires a different amount of
UOW to complete, so the maximum UOW under the contracts does not specifically correlate
to a set number of cases to be completed each month.

11.  Has NBIB implemented all of the tiers of the 2012 Federal Investigative Standards
when conducting background investigations?

Response: Yes, NBIB has implemented tiered investigations under the implementation plan
developed by the Director of National Intelligence as the Security Executive Agent and the
Director of OPM as the Suitability Executive Agent for the 2012 Federal Investigative
Standards. While all of the tiers have been implemented, the phased implementation plan
specifically calls for IOC, to be followed by Full Operating Capability (FOC). The 10C date
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for Tiers 1 and 2 was October 1, 2014; for Tier 3, the IOC date was October 1, 2015; and
Tiers 4 and 5, the IOC date was October 1, 2016. FOC is scheduled for October 2017.

a. Ifno, why not?
Response: Not applicable.

12.  Has there been an increase or decrease in the number of days to complete an
investigation since the implementation of the final tiers of the 2012 Federal
Investigative Standards on 1 October 20167

Response: Although our overall timeline numbers have increased slightly, we do not believe
this is a direct result of the new tiered structure. The increase in time is largely affected by
older cases being worked out of the inventory and not necessarily a result of a processing
time increase related to the tiered structure.

Note - Implementation of the FOC of the Federal Investigative Standards is scheduled for
October 2017.

13.  Has NBIB implemented a Continuous Evaluation solution for clearance holders under
its jurisdiction?

Response: Yes, NBIB is able to offer customer agencies today a continuous evaluation (CE)
product that satisfies the guidance issued by the Director of National Intelligence in his role
as the Security Executive agent. In this role, the Director of National Intelligence established
a phased implementation approach for CE. NBIB will continue to expand coverage to fulfill
future requirements and guidance issued by ODNL

a. If no, why, and when do you expect to implement?
Response: Not applicable.

b. If yes, what databases are being checked in the continuous evaluation, and are the
checks automated?

Response: NBIB’s CE information collection product is fully automated. The databases to be

checked for the initial phase of CE are not identified in the Federal Investigations Notice
(FIN) 17-03, and this information has not been made available for public release. NBIB
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defers to ODNI for any further response relating to the information regarding database
checks.

14,  Will the implementation of Continuous Evaluation reduce the volume of Periodic
Reinvestigations?

Response: The Director of National Intelligence, in his role as the Security Executive Agent,
has not issued a policy allowing agencies to reduce requests for periodic reinvestigations
(PR) or to change the frequency of PR based on their implementation of CE. Additionally,
current statutes and presidential executive orders treat PRs and CEs as distinct, yet
complementary, requirements. See 5 U.S.C. 11001(c)(6) (enhanced personnel security
programs, including automated record checks of covered persons, are to be “in addition to”
the periodic reinvestigations described in the Intelligence Reform and Terrorism Prevention
Act of 2004, 50 U.S.C. 3341); E.O. 12968, as amended, sections 3.4 and 3.5 (separately
requiring periodic reinvestigations and continuous evaluations); see also E.O. 13467, as
amended, section 1.3(q).

15. If Continuous Evaluation is to be an automated process, wouldn't there still be a need
for human analysis of the “hit”?

Response: As noted above, NBIB does not render the adjudications that result from
investigative inquiries. Thus, although NBIB’s CE information collection product is fully
automated, agencies receiving the results are still required to adjudicate the information.
Information received from record searches will be reviewed by customer agencies to
determine if any additional investigative work (e.g., automated record checks or interviews)
is warranted prior to the agency adjudicating the investigation. During the adjudication
process, human analysis is required to render a determination for continued eligibility for
access to classified information or continued eligibility to hold a sensitive position.

a. What will be the required response time for adjudicating a hit?
Response: The adjudication of a hit is the responsibility of the requesting agency. In

accordance with E.O. 13467, as amended, ODNI is responsible for issuing guidelines and
instructions to Federal agencies for effective, efficient, and timely adjudications.
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16. Under Continuous Evaluation, what is the anticipated amount of hits per day or week,
and have policies been established to address how to respond?

Response: Since the CE is a recent offering and not all agencies are yet utilizing this
capability, it is too early to anticipate the amount of hits. As part of the CE, policies have
been established to provide requesting agencies with results of any hits.

17.  Have there been any clearance holders identified during Continuous Evaluation that
posed physical danger to the workforce?

Response: NBIB’s product was recently offered to customer agencies to satisfy ODNI’s CE
(Phase 1) requirement by September 2017. NBIB has received limited requests as of this
time, and, therefore, has not yet identified individuals posing a threat to the workforce. We
defer to agencies on the outcome of their adjudications.

a. If yes, please provide a summary of what issue was discovered and the action
taken.

Response: Not applicable.

18.  Does NBIB have a process or procedure to verify that clearance seekers and holders
are in compliance with filing federal income tax returns?

Response: Yes, NBIB does have a procedure in place with the Internal Revenue Service
(IRS), which is both labor intensive and manual, that we perform on cases where a tax
concern is raised during the course of an investigation. However, a process that would enable
the ability to conduct searches on all clearance seekers, as defined by the 2012 Federal
Investigative Standards, is not yet in place. The requirement is identified as a deliverable for
FOC. NBIB, in coordination with the Performance Accountability Council, the Suitability
Executive Agent and the Security Executive Agent, is currently working with the Internal
Revenue Service to satisfy this new requirement. In the interim, NBIB will continue to
conduct credit record searches in accordance with both legacy and new Federal Investigative
Standards, which is an additional way that information about tax compliance can arise.

19.  How is security clearance reciprocity accomplished?
Response: The Director of National Intelligence, in his role as the Security Executive Agent,
is responsible for the issuance of policies, development of metrics and conduct of oversight

regarding reciprocity processes for security clearances. Current polices provide that
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background investigations and adjudications for security clearances shall be mutually and
reciprocally accepted by all agencies (see e.g., 50 U.S.C. 3341(d), Executive Order 13467, as
amended, and the 2012 Federal Investigative Standards), unless otherwise authorized by law.
Prior to submitting an investigation to NBIB, agencies are required to validate the need for
the investigation, reciprocally accept another agency's investigation, if one exists within
scope; and reciprocally accept the security clearance determination, unless there is an
exception code associated with the adjudication or the agency is aware of new information
that has not yet been adjudicated. NBIB defers to ODNI for additional guidance pertaining to
the reciprocity policies for security clearances. In contrast, OPM, as Suitability and
Credentialing Executive Agent, prescribes reciprocity policy for suitability and identity
credentialing.

20.  How long does a reciprocity request take to process for each level of clearance?

Response: The Director of National Intelligence, in his role as the Security Executive Agent,
is responsible for the issuance of policies, development of metrics and conduct of oversight
regarding reciprocity processes for security clearances. NBIB’s customer agencies are
responsible for determining whether their applicants may access classified information or
hold a sensitive position, based on investigations provided by NBIB. NBIB defers to ODNI
for additional information pertaining to reciprocity-related measures and metrics for security
clearances.

21, Isthere an executive branch time requirement for how long these requests should
take?

a. [Isit hours, days, weeks?

Response: NBIB defers to ODNI for additional information pertaining to reciprocity policies
for security clearances.

22.  The ODNI published a document entitled, “Strategy and Schedule for Security
Clearance Reciprocity” in April 2014. Among other actions, a reciprocity policy was
supposed to be issued in FY 2015. Did this occur?

Response: NBIB defers to ODNI for additional information regarding this policy.

a. What guidance does NBIB utilize in order to comply with reciprocity

requirements?
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Response: NBIB utilizes policies and guidance issued by ODNI. Prior to submitting a
request for an investigation to NBIB, agencies are required to check all three clearance
repositories to determine if an investigation already exists. If there is an existing in-scope
investigation and adjudication on file, agencies are required to reciprocally accept the
determination, allowing it is not flagged with an exception code. If NBIB learns there is an
existing investigation or adjudication on file and eligible for reciprocity, NBIB will bring this
to the customer agency’s attention so that the custorner agency can comply with ODNI’s
current reciprocity policies and guidelines.
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Questions for Mr. Charles S. Phalen, Jr.
Director
National Background Investigations Bureau
U.S. Office of Personnel Management
Questions from Ranking Member Elijah E. Cummings
Committee on Oversight and Government Reform
February 2, 2017, Hearing: “Improving Security and Efficiency at OPM and the National
Background Investigations Bureau”

1. What types of security risks are posed when classified information or government
business is conducted over an unsecured electronic network or device?

Response: The use of unsecured communication systems to transmit classified information
would present a risk of adversary collection or unauthorized disclosure of classified
information, and is prohibited by Executive Order 13526: Classified National Security
Information.

2. If the National Background Investigations Bureau (NBIB) discovered that an
individual with a security clearance was using an unsecured electronic network or
device, what would it do?

Response: If it were determined during the course of the investigation that an individual with
a security clearance or an individual for whom a sponsoring agency is considering for the
new security clearance used an unsecured electronic network or device to transmit classified
or sensitive information, either intentionally or unintentionally, the investigator would gather
information to identify the extent of possible unauthorized disclosure, circumstances
involved, individuals involved, and other information needed. This information would be
provided to the customer agency as part of the completed investigation to inform the
agency’s determination whether or not the individual should obtain or retain a security
clearance. In the event the individual is currently engaging in such behaviors, or if NBIB
discovered past events that raised serious concerns, NBIB would immediately notify the
sponsoring agency so that necessary actions could be taken, which could include removing
the individual from access pending completion of the investigation.

3. Please provide copies of any policies or regulations related to the use of unsecured
networks or devices to transmit classified information or conduct general government
business. ’

Respense: OPM is aware of regulations at 32 C.F.R. Part 2001 - Classified National
Security Information — that address transmission of classified documents, and to which OPM
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adheres. OPM also adheres to Executive Order 13526: Classified National Security
Information, prohibiting the transmission of classified information on systems that are not
designated national security systems or approved to process and store information at the
appropriate level of classification.

For the systems conducting unclassified general government business, OPM follows the
Federal Information Security Modernization Act (FISMA) and National Institute of
Standards and Technology (NIST) standards and guidelines for protection of information and
information systems.
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Questions for Mr. Charles S. Phalen, Jr.
Director
National Background Investigations Bureau
U.S. Office of Personnel Management
Questions from Chairman Will Hurd
Subcommittee on Information Technology
February 2, 2017, Hearing: “Improving Security and Efficiency at OPM and the National
Background Investigations Bureau”

Issne: Contractor Capacity

At the end of fiscal year 2016, there were 569,000 cases backlogged at OPM. In September
2016, OPM awarded contracts to four contractors to conduct background investigations. OPM
awarded background investigation contracts to four contractors (two incumbents and two new
contractors)- reportedly in an effort to increase capacity and address the backlog. OPM said in
the September 2016 contract announcement that the new contractors were expected to be
operational by December 1, 2016.

1. What is the base period and what are the option periods for this contract?

Response: The contracts are structured with a base and three option periods, which represent
ordering periods in which NBIB can issue task orders. NBIB assigns cases under the terms of
those task orders. The following are the base and optional ordering periods:

Base Period: December 1, 2016 through September 30, 2018

Option 1: October 1, 2018 through September 30, 2019.
Option 2: October 1, 2019 through September 30, 2020
Option 3: October 1, 2020 through September 30, 2021

2, When did the contract period begin?

Response: The contract period began December 1, 2016. NBIB issued the first task orders to
CACI, KeyPoint, and CSRA on January 30, 2017, and assigned the initial case load to CACI
and KeyPoint on February 1, 2017, NBIB assigned the initial case load to CSRA on February
16, 2017. NBIB extended the first task orders with CACI, KeyPoint, and CSRA, and issued
the first task order to Securitas, on March 30, 2017. NBIB assigned the initial case load to
Securitas on April 21, 2017, after Securitas secured an authorization to operate on April 18,
2017.
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3. Were the new contractors operational and working cases on December 1st?
Response: No.

a. If not, why not?

Response: In an effort to enhance the protection of the government investigative data, the
OPM Chief Information Officer directed contract IT security requirements which were fully
vetted and finalized by December 22, 2016. This resulted in the contractors delaying the
purchasing of their laptops and finalizing the security protocols for their contractor systems.
Once the revised process and requirements were finalized, the contractors quickly moved to
purchase hardware and proceed forward with their contractor systems.

b. Who has the final authority to authorize these contractors to begin operations?
Response: The Contracting Officer, based, in part, on the input from the OPM Office of the
Chief Information Officer and the NBIB program office, has the authority to permit the
contractors to begin operations.

¢. When will these two new contractors to be operational?

Response: CSRA is operational and began taking case assignments on February 16, 2017.
Securitas reccived their System Security Authorization and Accreditation on April 18, 2017,

and received their first case assignments on April 21, 2017,

4. How many cases have the incumbent contractors received and processed each month
since the beginning of this new contract?

Response: From February 1, 2017 to April 30, 2017, the incumbent contractors have
received the following number of cases:

KeyPoint - 25,141 (6,303 in February; 7,840 in March; 10,998 in April) cases
CACI - 17,352 (5,255 in February; 5,543 in March; 6,554 in April) cases
During that same period, the incumbent contracts submitted the following cases:

KeyPoint - 36,187 (10,543 in February; 12,492 in March; 13,152 in April)
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CACI - 27,124 (8,092 in February; 9,811 in March; 9,221 in April)

5. How many cases have the new contractors received and processed each month since
becoming operational?

Response: CSRA is still in the midst of on-boarding into the program but has received 2,286
cases and completed 1,461 as of April 27, 2017. Securitas received their first load of 235
cases on April 21, 2017, after achieving ATO on April 18, 2017.

6. Under the terms of the contract how many cases are contractors expected to receive
and process each month?

Response: The contract is structured to require quality cases to be delivered within specific
timeliness standards for each case type. Each company’s performance under the contract is
based upon how many cases meet those standards and not based upon the number of cases
produced. However, the contract sets a maximum ceiling of “units of work” (UOW) that can
be ordered monthly from each vendor. Each case type ordered requires a different amount of
UOW to complete, so the maximum UOW under the contracts does not specifically correlate
to a set number of cases to be completed each month.

7. How many field investigators does OPM have available to address the outstanding
number of investigations? Please provide the number of field investigators by
contractor and Federal employees.

Response: As of March 27, 2017, NBIB has a federal investigative workforce of 1514 full-
time equivalents (FTE). In addition, 118 individuals are in training class or on-the-job
training. NBIB is in the process of hiring additional investigators over the next several
months, with a target of 1975 total federal investigators.

As of March 27, 2017, NBIB’s contractor field investigative staff, as reported by the contract
vendors, consists of approximately 4058 FTE. The contract vendors are also recruiting new
staff and have many new investigators in their hiring and training pipeline.

8. Given the currently available contract and federal resources, by when do you expect
to have made progress in addressing the current backlog?

Response: As of February 1, 2017, NBIB’s current inventory is 554k investigations. After
climbing throughout FY 2015-16, this inventory level has remained relatively stable since Q1
FY 2017. From the start of FY 2017 (October 1, 2016) through February 1, 2017, NBIB has
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closed 808k investigations. This would put NBIB on pace to complete approximately 2.4M
investigations by the end of FY 2017. Given this statistic, there is a high likelihood that all
backlogged cases from the beginning of FY 2017 will be completed by FY 2018.

At the same time, new case requests continue to come in at a steady pace, roughly equal to
our completion rate, which will therefore still leave NBIB with a significant inventory. We
continue to increase capacity by applying more resources and productive hours to the
workload, in an effort to reduce the open inventory to a long-term target level of 160k to
180k cases.

9. What is OPM’s plan for prioritizing the processing the backlog of cases?

Response: As a general rule, NBIB assigns cases based on the oldest case due date, with
initial cases being the primary focus.

NBIB works with customer agencies, however, to identify high risk populations, or
individuals with special circumstances that require expedited service. NBIB staff meets with
customer agencies routinely to understand their needs and in some instances, creates
processes to flag cases for prioritization.

NBIB is committed to working with our customers to address their needs and investigations
as quickly as possible.

10.  How long will each aspect of the plan take to be implemented?

Response: Each aspect noted above is a continuous and ongoing effort for NBIB to meet our
customers’ needs. We have met with our contractors to receive their plans on increasing their
staff to apply to this work and will continue to encourage new capacity growth. Additionally,
we have implemented initiatives to reduce the time needed to onboard these vital resources
and will continue to look for additional efficiencies. Every aspect noted above has already
been implemented and work is being performed to expand each one of those efforts to gain
the most benefit across the entire program.

11, What are the top potential impediments to the successful implementation of the
backlog reduction plan?

Response: The largest challenge to NBIB in implementing a succesful backlog reduction
plan is increasing the field investigative capacity. As noted in previous responses, we have
hired approximately 500 federal investigators over the last 18 months and will continue to
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hire throughout FY 2017. In addition, we are working with our contract vendors to increase
their fieldwork capacity. While not an impediment, a key factor to NBIB’s success in
reducing the backlog will be the development of a more efficient techinical capability to
support the background investigation lifecycle. Pursuant to Executive Order 13467, as
amended, we are working with Department of Defense (DoD) to build the National
Background Investigations Services (NBIS), a whole government approach and capability to
managing the background investigation lifecycle.
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Questions for Mr. Charles S. Phalen, Jr.
Director
National Background Investigations Bureau
U.S. Office of Personnel Management
Questions from Representative Stacey E. Plaskett

February 2, 2017, Hearing: “Improving Security and Efficiency at OPM and the National

Background Investigations Bureau”

At the hearing, you testified that “the chief of the security office for the White House
is the determiner for an individual and the senior White House level having a security
clearance.” When I asked who is responsible for selecting the White House’s chief
security officer, as well as the identity of the chief security officer and whether that
position is a political appointment, you replied, “I actually don't know right now. 1
can find that answer.” Please answer the following questions:

a. What is the name of the White House security chief tasked with approving
security clearances for White House officials?

b. Please explain the process for hiring and approving the White House security
chief.

c. Please explain whether the White House security chief is an independent position,
career civil service appointment, or a political appointment.

d. When did the current White House security chief assume the position?

Response: The Executive Office of the President (EOP) is responsible for processing
national security clearances for White House personnel. Accordingly, EOP is best suited to
answer these questions, and NBIB defers to EOP for further response.

2.

At the hearing, you were asked about reports that President Trump met with foreign
officials in the presence of family members that did not have security clearances. You
testified: “The President has the ability to grant a clearance or grant access to
classified information to anyone who they please.” Please answer the following
questions:

a. What security risks are presented by having individuals without the appropriate
security clearances present for classified meetings or briefings?

Response: The President of the United States manages the system of classifying information
by executive order (EO 13526). EO 13526 generally describes the potential damage to the
national security associated with an unauthorized disclosure of classified national security
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information at three specified levels (Confidential, Secret, and Top Secret). OPM would
defer to the Office of the Director of National Intelligence for questions about the
adjudicative requirements for eligibility for access to classified information, and to the
Justice Department for questions about the legal consequences of unauthorized disclosures of
classified information.

b. If an applicant for a security clearance disclosed during a background check that
he or she had previously shared information with family members who did not
have similar clearances, please explain the steps the NBIB would take with regard
to that security clearance applicant.

Response: Following such a disclosure, the investigator would work to identify the extent of
the possible unauthorized disclosure, circumstances involved, individuals involved, and other
information needed to support the final adjudication. Results of the investigations would be
provided to the agency requesting the investigation in connection with the subject’s
cligibility for access to classified information.

¢. How many people working in the White House had their background
investigations conducted by the National Background Investigations Bureau
(NBIB)?

Response: Background investigations for White House employees under the purview of the
EOP are generally submitted to the Federal Bureau of Investigation (FBI), which is EOP’s
cognizant investigative service provider (ISP), not to OPM.

d. As part of the background check process, does the NBIB check whether an
applicant for a security clearance has been charged or convicted of any criminal
laws?

Response: Yes, part of the background investigation process includes conducting FBI and
Local Law Enforcement Agency checks. The scope of these checks will depend on the level
of investigation.

e. Is the NBIB aware of any individuals working in the Trump Administration who
were found to have had a prior criminal history and were nevertheless still
approved for a background check or a security clearance? If so, please provide the
number of individuals, the names of those individuals with their titles, and the
name of each individual responsible for approving the background check or
security clearance.
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Response: Background investigations for White House employees under the purview of the
EOP are generally submitted to the Federal Bureau of Investigation (FBI), which is EOP’s
cognizant investigative service provider (ISP), not to OPM.

f. Ininstances in which the NBIB learns that a White House staff applicant has been
convicted of a criminal violation, what does it do with that information?

Response: As noted above, background investigations for White House employees under the
purview of the EOP are generally submitted to the FBI which is EOP’s cognizant ISP, not to
OPM. NBIB background investigations are conducted in accordance with established
investigative policies. Issues are investigated to obtain information such as recency of the
event, surrounding circumstances, rehabilitation efforts, and other background information
needed to support the final adjudication. Information is documented in the report of
investigation and submitted to the adjudicative entity.

g. Who is that information reported to within the Trump Administration?

Response: NBIB is not the ISP for White House employees. This question is better
addressed to the FBL
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Questions for Mr. Cord Chase
Chief Information Security Officer
U.S. Office of Personnel Management
Questions from Chairman Jason Chaffetz
Committee on Oversight and Government Reform
February 2, 2017, Hearing: “Improving Security and Efficiency at OPM and the National
Background Investigations Bureau”

1. What kind of notifications is the IT security team required to make before deploying
security tools onto the network?

a. If so, what is the purpose of these notifications?

Response: Based on the wording of these questions, as a whole, we are interpreting the
phrase “notifications” in this question to mean notifications to employees and employee
representatives (unions).

We consider the legal question of whether an agency is required to notify and bargain
with union representatives prior to making changes in the area of information security to
be unsettled. So far, this has not affected OPM’s timely deployment of security tools.

2. Have you seen the deployment of such tools delayed because of the need to notify
union representatives?

Response: Not at this point in time.

3. What kind of barriers or challenges have you seen in trying to timely deploy security
tools?

Response: As yet, none.

4. Are there any other administrative or regulatory or bureaucratic barriers at OPM that
prevent or delay your work the timely deployment of such tools?

Response: A 2014 administrative decision (U.S. DHS, U.S. ICE, 67 FLRA 501) of the
quasi-judicial, three-member, presidentially appointed and Senate-confirmed Federal
Labor Relations Authority may have created potential obstacles to delay timely
deployment at agencies. So far, this has not affected OPM’s timely deployment of
security tools. Additionally, the need for resources may, at times, cause an increase in the
time for deployment of security tools, however these have not been significant delays and
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often the reallocation and prioritization of resources within the Office of the Chief
Information Officer can resolve the issue.
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