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(1)

A REVIEW OF FEDERAL BIOTERRORISM PRE-
PAREDNESS PROGRAMS: BUILDING AN 
EARLY WARNING PUBLIC HEALTH SURVEIL-
LANCE SYSTEM 

THURSDAY, NOVEMBER 1, 2001

HOUSE OF REPRESENTATIVES, 
COMMITTEE ON ENERGY AND COMMERCE, 

SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS, 
Washington, DC. 

The subcommittee met, pursuant to notice, at 9:40 a.m., in room 
2322, Rayburn House Office Building, Hon. James C. Greenwood 
(chairman) presiding. 

Members present: Representatives Greenwood, Stearns, Burr, 
Whitfield, Bass, Tauzin (ex officio), Deutsch, Stupak, Strickland, 
DeGette, Rush, and Dingell (ex officio). 

Also present: Representative Harman. 
Staff present: Tom Dilenge, majority counsel; and Edith 

Holleman, minority counsel. 
Mr. GREENWOOD. Good morning. This hearing of the Oversight 

and Investigations Subcommittee of the House Energy and Com-
merce Committee will come to order, and the Chair recognizes him-
self for 5 minutes for an opening statement. 

Three weeks ago, this subcommittee held a hearing to evaluate 
the effectiveness of Federal programs designed to bolster the pre-
paredness of States and local communities to deal with bioterrorist 
attacks. At that time the second and third cases of anthrax infec-
tion in Florida had just been discovered. 

Several hundred people who worked with those individuals were 
being tested and put on Cipro as a precautionary measure. It was 
still unclear at that time whether the Florida situation was an iso-
lated incident or part of some broader criminal or terrorist enter-
prise. 

Since that hearing the anthrax scare has spread and the death 
toll has increased. The numbers infected seem to increase daily, as 
do the number of locations with anthrax detected in them. 

An anxious Nation is left to wonder if in Emerson’s words, 
‘‘Things are in the saddle and ride mankind.’’ People are afraid and 
some with good reason. Unlike the 1930’s, we have more to fear 
than fear itself. An unscrupulous enemy, with access to the most 
insidious means of human destruction, and a demonstrated willing-
ness to use them, is in fact a fearful thing. 

But what is truly worrying about the recent outbreak is the pos-
sibility that this is a prelude to a worse attack, and that this effort 
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was designed more to test our capabilities and probe our weak-
nesses than to cause sustained damage. 

Surely there can be little doubt that this mail borne anthrax at-
tack was well coordinated and is in fact this Nation’s first real ex-
ample of bioterrorism at work. All the more reason that this Nation 
must promptly improve its public health surveillance activities, 
which is the focus of today’s hearing. 

Sadly for thousands of Americans, the 1993 attack on the World 
Trade Center did not serve as a wakeup call on the need to better 
protect our critical physical infrastructure. We cannot afford to let 
this happen to our critical public health system. 

In this new kind of war where terror is the enemy’s chief aim, 
the most potent weapons may very well be biological agents, and 
increasingly the battlefront will not be in some far off land, but 
here at home. The anthrax outbreak is our fire bell in the night, 
and we may not get another warning. 

And a very real fear we now confront is the one H.G. Wells wrote 
of in 1920 when he observed that human history becomes more and 
more a race between education and catastrophe. 

This is a race that we cannot afford to lose, nor will we. America 
has always risen to meet the challenge, and our public health sys-
tem, while in need of repair, has more than an adequate foundation 
to begin to wage a successful war at home against our enemies, 
and the diseases that they may seek to inflict on us. 

But to do that more of our Nation’s leadership, and the Presi-
dent, and Congress, must be galvanized by the dangers we face and 
must commit themselves to leading the effort to fight this new kind 
of war in a new kind of way. 

This is about much more than appropriating new money, though 
money is needed. To be successful, we must harness the creative 
genius of the American people in the public sector, and in the pri-
vate sector, and in academia. 

Our traditional public health surveillance system, which in many 
parts of this country still relies on doctors mailing in post cards to 
their local public health departments is too limited with regard to 
what is reported, and too slow to be effective, to late in the patient 
evaluation process, and too incomplete to meet our country’s 
emerging needs in this area. 

It is the equivalent of relying on the pony express in the age of 
the worldwide web. Some bioterrorist attacks, like sending anthrax 
powder in the mail, tend to be readily apparent, at least to those 
who open the laced mail. 

Other attacks, such as pumping bacteria or viruses through ven-
tilation systems, are more covert, and may not be detected until ex-
posed individuals get sick and go to their doctors or local hospitals. 

The goal must be to detect these covert releases as soon as prac-
ticable. The successful early detection regime will enable us to 
identify the exposed population sooner, and get those individuals 
treatment faster. 

Early detection will also allow us to contain the spread of dis-
ease, which while less important with non-contagious diseases, 
such as anthrax, will prove critical if a terrorist’s agents were a 
highly contagious disease, such as smallpox. 
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And even after initial detection, a good surveillance system will 
enable our public health officials to more effectively manage such 
outbreaks and quickly intervene with appropriate care and guid-
ance. 

While astute and well-trained clinicians will always be the bed-
rock of our health care surveillance system, we need to ensure that 
recent advances in medical infomatics and improved health care 
technology supplement our human intelligence system. 

As we will learn in today’s hearing, our public institutions and 
our private sector have already begun to make substantial progress 
in developing early warning systems to detect outbreaks of bioter-
rorism, and in developing rapid responses to outbreaks. 

This is essential if we are going to protect our Nation and our 
people. We will also hear today about the Federal Government’s 
promising, but so far quite limited, efforts to improve both the tra-
ditional surveillance system and to fund pilot projects at the State 
and local levels to develop and test more advanced, more proactive, 
and decidedly more unconventional surveillance systems. 

I have been concerned, however, that our Federal health officials 
have done little to oversee and to better direct such activities. In 
particular, it seems like we lack a national strategic plan to test 
and evaluate these advanced systems, and are presently unable to 
provide clear guidance to State and local public health officials as 
to what we believe a good surveillance system would look like. 

The Director of the Federal Centers for Disease Control and Pre-
vention recently initiated a working group to review the potential 
of some of the new surveillance techniques that are being or al-
ready have been developed, and I welcome that initiative. 

I look forward to the testimony of all of our witnesses today, and 
I will now recognize the ranking member, Mr. Deutsch, for 5 min-
utes for his opening statement. 

Mr. DEUTSCH. Thank you, Mr. Chairman. Thank you for having 
this hearing. As I recall this was a hearing that was interestingly 
scheduled before the events of September 11, and the work of this 
subcommittee on this issue has been something within our jurisdic-
tion literally from the creation of the CDC. 

I think though since September 11, not has just the work of this 
committee changed, but obviously the work of the Congress, and 
obviously the work of the country has changed. 

And my hope is that as we have talked outside of the hearing 
room, my hope is that we really broaden what we are doing, be-
cause I think that our jurisdiction is as critical as any jurisdiction 
in the Congress right now. 

I mean, we have the legal responsibility to work on public health 
issues, and work on our jurisdiction regarding the CDC, and HHS 
has responsibility for public health, and I think we need to take 
that job very seriously as we are. 

But I think some of the focus needs to be ongoing in real time, 
and the real time issues that I would focus on as we have discussed 
is right now the HHS is working on trying to develop 250 million 
additional smallpox vaccines. 

That is an issue which I don’t believe there is a more critical 
issue that the Federal Government is working on today. And I 
know that everyone involved at HHS is incredibly sincere and in-
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credibly bright, and incredibly hardworking in the efforts to suc-
cessfully complete that endeavor. 

But I think it is critical that we engage our resources working 
with them toward the same goal of trying to acquire those vaccines 
in as quick a real time basis as possible. And we can talk, and we 
will have some testimony about the ability of preparing the sys-
tems, in terms of what they can do down the road, and what they 
might be able to more. 

But I think there are some potentially cataclysmic events that I 
will work and help prevent, and I think that is really the focus, not 
just of the subcommittee, but I see the chairman of our full com-
mittee here as well, and I know that next week we have a briefing 
that both of our staffs are working on together toward that goal. 

So I welcome the testimony that we are expecting to have today, 
but I urge us, and I am going to focus even some of those questions 
regarding some of the more immediate potentially relevant issues, 
and again not just smallpox, which I think is in fact the more rel-
evant, but as they also relate to real time issues on anthrax, and 
real time potential issues on the plague. So I look forward to your 
testimony. Thank you. 

Mr. GREENWOOD. The Chair thanks the gentlemen from Florida, 
and looks forward to his specific recommendations in those regards. 
The Chair recognizes the chairman of the full committee, Mr. Tau-
zin, for an opening statement. 

Chairman TAUZIN. Thank you, Mr. Chairman, not only for to-
day’s hearing, but for having the foresight even before September 
11 to schedule this hearing, and to continue the work of our com-
mittee in this important area of bioterrorism. 

And I want to particularly thank you because today’s hearing, as 
Mr. Deutsch points out, is just the beginning of a process, in which 
our full committee has been now recently charged by the leadership 
to produce a major terrorism/bioterrorism package for the U.S. 
Congress to consider before we leave here this November, perhaps 
December. 

The Health Department has already sent to us a food safety 
package that we are now working with Mr. Dingell and his own 
version of food safety, to see if we can come up with a common 
ground document that will enhance dramatically the inspection of 
food at America’s borders as part of our oncoming efforts, but nev-
ertheless now an emergency need of this Congress and of this Na-
tion. 

It is contemplated that now with the events of this anthrax at-
tack on American citizens, and we have just seen the fourth victim 
in New York die, that while human toll so far has been limited, the 
havoc brought by these attacks has been rather broad. 

And the damage done to public confidence in the mail, and to the 
capacity of the CDC, and our health response systems to deal with 
these, is seriously in question. The bioterrorism package that we 
will design will hopefully answer those questions, and begin to 
move the CDC and the health department—and by the way, the 
EPA, which is now in charge of the cleanup of these buildings here 
in the Nation’s capital—into a position where all of those agencies 
working in conjunction with State and local government agencies, 
including the National Guard, the Veterans Hospitals, and other 
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great institutions of that nature, will be more thoroughly coordi-
nated. 

Today we will focus on how technology can help us identify and 
react quickly to the evidence of an epidemic or bioterrorism attack, 
and in the process this committee will engage in next week, we will 
look at the CDC more precisely and at the Health Department’s ca-
pacity to respond more precisely. 

We will be looking at such questions as how much and how ex-
tensive should be our drug stockpile to react to attacks, or to the 
spread of infectious or biological diseases. We will be looking at 
how well we currently incentivize vaccine research, and whether or 
not we ought to do more to encourage not only the production, but 
the research and development of new vaccines to protect our coun-
try against these new forms of attack. 

We will be looking at whether or not the infrastructure of the 
CDC is sound, or whether or not some of the systems of commu-
nications within the CDC are adequate. We know that one-third of 
all the labs and medical facilities in this country are not on the 
emergency alert system of the CDC. They need to be connected. 

And every lab, and every medical facility, needs to be part of a 
medical alert when it goes out. We want to look at how well we 
are currently educating hospitals, doctors, and nurses, in the spe-
cial needs of bioterrorism attacks and infectious disease spread. 

We are going to look at whether we are doing a good enough job 
in public education to make sure that its citizens understand and 
can deal with some of these threats and understand the nature of 
these threats so that they don’t have to be afraid. They can deal 
with them without fear. 

We are going to be looking as I said at EPA and its authority 
to respond quickly and to clean up properly when buildings or sys-
tems like our mail systems become contaminated. 

We were very blessed to have the Marine Corps response team 
available to us here in Washington when our own buildings were 
contaminated, but we need to make sure that all of that is orga-
nized and we have proper lines of authority, and proper funding for 
these agencies when they are called upon to act. 

We know that we have four major medical response teams in this 
country established in the four district regions of our country. How 
well are they organized, and how well are they prepared to respond 
if in fact a medical alert goes out to our country. 

We are going to be looking at all of that next week and through 
the next 8 to 10 days, and under the instructions of the leadership 
our Energy and Commerce Committee will be producing the major 
package on bioterrorism for the House to consider. 

So, Mr. Chairman, the work that you do today examining how 
technology and how improved communications infrastructures can 
assist in our Nation dealing with these problems is a critical step. 

And most importantly, I want to thank you for being awake at 
the switch when so many others were asleep, and working on this 
problem even before September 11. Our work now is urgent. Our 
work now is extraordinarily important and the responsibilities of 
our committee are deeply felt. 

Mr. Deutsch, I want to assure you, and I see that Mr. Dingell 
has arrived, and all the members on the other side, that in the 
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next 8 or 10 days we are going to have to all be working in locked 
step, and we are going to work as we always do in a close bipar-
tisan fashion for a good piece of legislation for the floor. This is the 
first step, Mr. Chairman, and I thank you for it. 

Mr. GREENWOOD. The Chair thanks the chairman of the full com-
mittee, and notes the diligence with which he attends all of our 
hearings, as well as the other five; I don’t know how you manage 
to do it. The Chair recognizes the ranking member of the full com-
mittee, the gentleman from Michigan, Mr. Dingell, for 5 minutes 
for an opening statement. 

Mr. DINGELL. Mr. Chairman, thank you for your courtesy, and 
thank you for holding this very important and informative hearing. 
Effective disease surveillance is an essential part of the successful 
operation to protect the public health system at the local, State and 
national levels, whether we are talking about disease control or 
bioterrorism attacks. 

The public health system, which has been functioning for more 
than a century in this country, is grounded in the skills and dedi-
cated skills of medical personnel who identify unusual symptoms 
and diseases and then alert the public health departments of the 
Federal, State, and local units of government. 

Their information allows the public health system to identify and 
deal with outbreaks of things like salmonella, E. coli, food poi-
soning, flu, HIV, hepatitis, and tuberculosis epidemics. 

Just like politics, however, disease surveillance is local. Sick peo-
ple go to doctors or an emergency room and not to the Centers for 
Disease Control and Prevention, or government contractors. Doc-
tors go to their local health departments for help, and not the Fed-
eral Government. 

And that is where the emphasis of our effort must be. Many peo-
ple, especially those who stand to benefit from lucrative govern-
ment projects, say this old system no longer works. A Florida State 
epidemiologist, who talked to our staff, but who was not able to be 
here, vehemently denies that position. 

The traditional system has functioned exactly as it should have 
when anthrax appeared in Florida last month, and an alert doctor 
saw something in Mr. Stevens that looked like anthrax. He imme-
diately alerted the State health department. 

The State lab identified anthrax from a blood sample, and this 
became the indicator case that alerted the entire national public 
health system. Fancy syndromic surveillance systems would never 
have alerted the health department to anthrax because there was 
only one case there at that time. 

Hospitals also do not need computers to tell them that something 
unusual is going on if a thousand people show up in the emergency 
room with plague-like symptoms. So we must be very careful about 
developing high-powered surveillance systems that provide daily 
reams of information that cannot be analyzed, are not useful, and 
in the words of one public health official, ‘‘wear people out.’’

They will likely cost much, and probably confer little benefit. A 
good public health disease surveillance system is not one that sits 
on the shelf sprewing out endless reams of useless information 
while we wait for another bioterrorism attack. 
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It is one that is an integral part of a health department’s day to 
day operations tracking communicable diseases and outbreaks of 
other diseases, and educating the medical establishment and the 
public as to health risks. 

A good system puts most of the investment into State and local 
systems, and not into inside the Beltway projects that do not meet 
the needs or realities of existing structures. 

That said, however, there are many improvements that can be 
made to our long-neglected public health system to make it more 
effective and timely. It needs quicker electronic reporting that link 
laboratories, hospitals, and medical providers to the Public Health 
Department. 

It needs interactive systems so that alerts and treatment infor-
mation can be sent from the health department back to the pro-
viders. It needs better trained medical providers and lab personnel, 
and it needs more epidemiologists. 

It needs more staff so that the public health departments can be 
staffed 24 hours a day for a quick response. It needs money to up-
grade laboratory facilities and to train lab personnel. 

This morning, we will hear from public health officials who have 
taken relatively small amounts of money and are using them to es-
tablish electronic systems to speed up disease surveillance, to re-
build their labs, and to train medical personnel. 

This is to be commended. Mr. Chairman, we in the Congress 
need to encourage these kinds of efforts and to fund them at a 
higher level than we do today. We can also no longer put off re-
building our public health system. It has fallen into sad states of 
disarray because of neglect by the Congress and other agencies re-
sponsible for that kind of undertaking. 

This is the first and best defense we could have against bioter-
rorism. I heard the comments of our Chairman just a minute or 2 
ago, and I am pleased to hear his comments and to know that we 
on this side will be very happy to work with him and with the lead-
ership to come up with a meaningful, effective, useful, and intel-
ligent program, legislative in character, to deal with the problems 
of bioterrorism. I thank you for your courtesy, Mr. Chairman. 

Mr. GREENWOOD. The Chair thanks the gentleman and recog-
nizes the gentleman from Florida, Mr. Stearns, for 5 minutes for 
his opening statement. 

Mr. STEARNS. Good morning, and thank you, Mr. Chairman. 
Again, like my colleagues, we appreciate holding this hearing and 
the fact that you were going to have this hearing well before Sep-
tember 11 is a commendation to you and to your staff. 

And I believe that while it is essential and worthwhile to hear 
from the public health department officials, it is also a great oppor-
tunity for all of us to hear from those in the private sector, in aca-
demic health, and in the Department of Energy contracted labora-
tories. 

My colleagues, these witnesses have valuable real world experi-
ences in disease surveillance, and now more than ever is the time 
to learn from them. I am particularly interested to hear how we 
might employ data base systems to report outbreaks, thereby in-
jecting automation in a system that now is manual, voluntary, and 
not highly complied with. 
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As the chairman has mentioned there is a problem that the ter-
ribly low compliance rate with reporting some diseases. We have 
got to correct that. The system which relies on ‘‘passive surveil-
lance’’ by doctors often has been criticized as too slow, and has 
been plagued by poor compliance from overworked health care per-
sonnel. 

And as the chairman of our committee has mentioned, we need 
to correct that. I also read in the Washington Post this morning 
that Dr. Zelicoff, who is one of our witnesses, a senior scientist 
with the Center for National Security and Arms Control, Sandia 
National Laboratories, in Albuquerque, New Mexico, he said, Mr. 
Chairman, ‘‘Investigators need to begin to focus less on the microbi-
ology than the physics which is impressive.’’

He goes on to say that ‘‘We didn’t think that anybody could come 
up with the appropriate coatings for anthrax spores to make them 
float through the air with the greatest of ease. Exposing 28 people 
with a single opened envelope is no mean trick.’’ 

So I think he has pointed out and pointed to all of us a nuance 
of this debate that we have to understand as to how this could be 
accomplished. The tentacles of this anthrax menace are spreading 
from the Postal Service and locations in the Federal Government, 
to Indiana, Kansas City, Missouri, a hospital in Manhattan, and 
the British Embassy in Beijing, recently. 

What more devastation might lurk from anthrax or other biologi-
cal agents. Who knows. These are very chilling fears that Ameri-
cans have. We must be prepared and so I think this hearing is cru-
cial and timely. 

And I would be anxious to hear from the other witnesses how we 
can get higher compliance and so we can improve the system so 
that it is faster and more automated, and more universal, and I 
thank you, Mr. Chairman. 

Mr. GREENWOOD. The Chair thanks the gentleman from Florida 
for his opening statement, and recognizes the gentleman from 
Michigan, Mr. Stupak, for his opening statement. 

Mr. STUPAK. Thank you, Mr. Chairman, and thank you for hold-
ing this timely and important hearing on Federal bioterrorism. As 
we sit here today the reality of bioterrorism has hit home for many 
Americans and us here on Capitol Hill. 

And the reality is that we are not prepared. Today’s hearing fo-
cuses on how best to prepare our local communities to monitor and 
integrate a public health surveillance system. 

The logistical elements of coordinating our efforts are staggering 
to say the least, but necessary because local monitoring is where 
the epidemics and major health problems first get noticed. 

Effective communications, means establishing links among law 
enforcement, local health departments, clinics, and hospitals, so 
that the critical data in the emergency situation can identify, con-
tain, and respond to an emergency efficiently. 

However, we lack the personnel and the resources to do this. I 
remain highly interested in just how we aim to have a completely 
integrated public health system in this country. The systems that 
we will discuss today seem like good ideas, but again good ideas 
are not necessarily a mark of success. 
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We need a proactive health surveillance system, and not systems 
where data and information lie untouched. I look forward to the 
testimony of today’s witnesses to see how we can best accomplish 
these goals without unnecessarily burdening the front lines of our 
health care system; that is, our providers and our doctors. 

Thank you, Mr. Chairman, and I will yield back the balance of 
my time as I look forward to hearing from our witnesses. 

Mr. GREENWOOD. The Chair thanks the gentleman, and recog-
nizes the gentleman from Kentucky, Mr. Whitfield, for 5 minutes 
for his opening statement. 

Mr. WHITFIELD. Mr. Chairman, thank you very much. This obvi-
ously is a timely hearing, and I am not going to make a long state-
ment, except to say that I am looking forward to the testimony on 
the electronic surveillance information system. 

I know that there have been pilot projects in some States with 
a desire to expand that, and I do look forward to that testimony, 
particularly on that issue as well as others. 

Mr. GREENWOOD. The Chair thanks the gentleman, and recog-
nizes the gentlelady from Colorado, Ms. DeGette, for her opening 
statement for 3 minutes. 

Ms. DEGETTE. Thank you, Mr. Chairman, and I would particu-
larly like to welcome Dr. Davidson, who is with us here today, and 
who I only found out was appearing here last night. 

And so I would particularly like to welcome him. I met with Dr. 
Davidson and a number of representatives of the Denver Health 
Departments team that is charged with some kind of early re-
sponse to bioterrorism. 

And I must say, and not to be a local bragger, but we have a fan-
tastic program in Denver and Colorado designed to coordinate 
agency responses with physician responses, and I know that the 
committee will love hearing about it today. 

I am very proud of it, but I also know that to have any kind of 
effective network that it has to be a national network, and I know 
that we are looking forward to hearing about that today. 

We had a hearing on October 10 in this subcommittee about the 
threat of a biological or chemical attack, and at that time Ameri-
cans feared that post-September 11 that a biological or chemical as-
sault was imminent. Well, guess what. Here we are today. 

At the time of October 10, bioterrorism experts pointed out the 
difficulties of pulling off such an attack. They said that the No. 1 
obstacle is disseminating the agent, and pointed to the attempts 
and relative failures made by terrorists across the world as an il-
lustration of the difficulty. 

Unfortunately, what most Americans feared back then has now 
come to pass. The attack that we are in the midst of appears to 
be small in scale, but it is clear that we must be better prepared 
in the event of a larger, more widespread assault. 

Issues surrounding biological weaponry, and how various agents 
can be spread, and their effect on the human anatomy, for exam-
ple, need greater understanding and clarity. We had an exercise 
about a year ago. 

Some of you have probably seen Dr. Davidson and Dr. Steve 
Cantrell from the Denver Health Department talking about Oper-
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ation Top Off, where we actually had an exercise involving the 
plague. 

And what was really disturbing in that exercise is how many 
thousands of people were affected by it, and equally disturbing is 
because of the movements in our society today, how almost imme-
diately the plague in this exercise was spread throughout the 
United States and even around the world. 

And so early response and coordination is clearly the key, and is 
what we need to work at. There are gaps at the State and local 
level because of a lack of coordination at the Federal level. 

For example, the September 2001 General Accounting Office re-
port on bioterrorism, Federal research and preparedness activities, 
points out that at the Federal level alone several agencies share re-
sponsibility for coordinating various functions, which limits ac-
countability and hinders unity of effort. 

What is even more amazing to me is some of these agencies that 
are dealing with emergency preparedness don’t even have e-mail 
capability, and so they cannot coordinate with their fellow agencies. 

I look forward to hearing from each of the panelists. I think that 
this is an urgent need that we need to address before we see wide-
spread bioterrorism or chemical terrorism, and not after, and I 
know that everybody can contribute to this effort, and I yield back. 

Mr. GREENWOOD. The Chair thanks the gentlelady, and with 
unanimous consent, would recognize the gentlelady, Ms. Harman, 
from California, who while not a member of this subcommittee, is 
a member of the full committee, and a very active participant as 
a member of the Intelligence Committee in all of these issues, and 
she is recognized for 3 minutes for an opening statement. 

Ms. HARMAN. Thank you, Mr. Chairman, and I appreciate the op-
portunity to attend this meeting and participate even as an out-
sider in what I think are the most important issues that our coun-
try faces. 

This hearing, as I understand it, will highlight the most impor-
tant functions of our public health system in confronting and com-
bating terrorism. Disease surveillance, and outbreak detection, as 
we are now learning are the greatest challenges of our terrorism 
response. This is the foundation of all other health consequence 
management actions by doctors and government officials. 

Much of the language that we use in discussing health security 
is the same as in discussing national security. Syndromic surveil-
lance, epidemiological intelligence. This link just highlights what 
more and more people are coming to realize—that our public health 
system is an essential part of our homeland defense strategy. 

I am particularly glad that we will hear from infomatics experts 
on how to upgrade our surveillance system. I have long advocated 
the need to eliminate barriers of communication between our intel-
ligence and defense agencies, and for upgrading our intelligence 
technologies for the digital era. In fact, I often say that we have 
analog capacity to confront a digital threat. Our public health sys-
tem must have integrated, advanced, digital communications sys-
tems so it can respond quickly and effectively to the bioterrorist 
threat and disease outbreaks. 

Only yesterday, Mr. Chairman, some of us who visited the Cen-
ter for Disease Control last week introduced a bill to accelerate 
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$300 million in infrastructure investments in a new infectious dis-
ease building at the CDC. 

This new facility is critical to our surveillance effort, and I would 
hope that all members of the subcommittee, and in fact the full 
Commerce Committee, will get behind the Lender-Harman bill. 

I also hope, Mr. Chairman, that as we develop the bioterrorism 
package that you and Chairman Tauzin talked about, we might 
consider this bill as part of the package. It may seem strange to 
think that a building is a critical part of a bioterrorism effort. But 
this building will conduct the critical cutting edge research and de-
sign the strategies to confront the threat, and as we think about 
moving forward as you say in real time to our ability to respond, 
I think it relies on three things. 

One, talented people; two, technology that integrates all aspects 
of the response, starting with understanding what is going on out 
there, and who is coming to our hospitals; and, three, having the 
infrastructure to house the people in that technology in a safe and 
secure fashion. 

So I thank you for letting me participate, and I am very eager 
to hear these witnesses. I yield back. 

Mr. GREENWOOD. The Chair thanks the gentlelady, and notes or 
appreciates the reference with regard to the CDC infrastructure. In 
fact, if the schedule permits, some of the members of this com-
mittee will be flying to Atlanta tomorrow to visit the CDC. 

Without objection, the opening statements of any other members 
not present will be entered into the record. 

[Additional statement submitted for the record follows:]

PREPARED STATEMENT OF HON. MICHAEL BILIRAKIS, A REPRESENTATIVE IN 
CONGRESS FROM THE STATE OF FLORIDA 

Thank you, Chairman Greenwood, for holding this important hearing today. The 
Oversight and Investigation Subcommittee’s hearings on bioterrorism have been in-
strumental in assessing the needs of our nation in the event of a bioterrorist attack. 
In particular, these hearings have informed the bipartisan process that Chairman 
Tauzin, Ranking Member Dingell, Representative Brown and myself have been en-
gaged in to develop new comprehensive and appropriate legislative authorities that 
will protect us from a bioterrorist event. 

Since the horrific events of September 11th, the United States has been engaged 
in a war on terrorists who threaten our way of life. Our thoughts and prayers are 
with those whose lives have been forever altered by the evilness of terrorism. Unfor-
tunately, the weapons of terrorism are not limited to hijacked airplanes and bombs, 
but also biological agents. Through these hearings and our legislation the Energy 
and Commerce Committee is taking the lead to ensure that our nation can tackle 
this very difficult issue. 

I share the concerns of many Americans who are worried about possible bioter-
rorism attacks such as anthrax exposure and outbreaks of smallpox. There recently 
have been several cases of anthrax exposure through the postal mail which have not 
only complicated the mail delivery process, but have caused all Americans to fear 
for the health and well-being of their families. 

An outbreak of smallpox is another potential threat. The United States currently 
maintains national smallpox vaccine stocks sufficient to immunize 6 to 7 million 
people. Efforts are being undertaken to expand this reserve so that more Americans 
can be protected from the threat of smallpox. 

Cases of anthrax exposure can be treated and infection can be prevented through 
antibiotics. Great quantities of antibiotics for anthrax and smallpox vaccines are 
being stockpiled by the Centers for Disease Control and Prevention (CDC) in the 
event of additional biological attacks. We must ensure that the United States has 
a sufficient stockpile of vaccines and antibiotics, and that these medications are se-
curely protected. We must also make certain that our public health infrastructure 
can detect disease outbreaks that may represent a bioterrorism attack. 
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This is a time for all of us to pull together as Americans. I personally thank and 
honor those who are on the front lines fighting this war. The United States is a 
great country, and we are all blessed to enjoy our freedoms. 

Again, thank you Chairman for holding this important hearing.

Mr. GREENWOOD. And with that, the Chair welcomes the first 
panel of witnesses. And they are Dr. Claire Broome, who is the 
Senior Advisor of Integrated Health Information Systems, Office of 
the Director, Centers for Disease Control and Prevention, in At-
lanta. 

And Dr. Anita Barry, Director, Communicable Disease Control, of 
the Boston Public Health Service; and Dr. Arthur J. Davidson, Di-
rector, Public Health Informatics, Denver Public Health Depart-
ment. 

I assume that each of you have been advised that this is an in-
vestigative hearing and it is the practice of this committee to take 
testimony under oath. And so I should ask if any of you have any 
objections to offering your testimony under oath. 

[No response.] 
Mr. GREENWOOD. Seeing no such objections, I would advise you 

that under the rules of the House and the rules of the committee 
that you are entitled to be advised by counsel. Do any of you care 
to be advised by counsel today? 

[No response.] 
Mr. GREENWOOD. In that case, if you would please rise and raise 

your right hand, I will swear you in. 
[Witnesses sworn.] 
Mr. GREENWOOD. You are now under oath, and we will turn to 

Dr. Broome first, and you are recognized for 5 minutes for your tes-
timony. Thank you for being with us. 

TESTIMONY OF CLAIRE BROOME, SENIOR ADVISOR, INTE-
GRATED HEALTH INFORMATION SYSTEMS, OFFICE OF THE 
DIRECTOR, CENTERS FOR DISEASE CONTROL AND PREVEN-
TION; ANITA BARRY, DIRECTOR, COMMUNICABLE DISEASE 
CONTROL, BOSTON PUBLIC HEALTH SERVICE; AND ARTHUR 
J. DAVIDSON, DIRECTOR, PUBLIC HEALTH INFORMATICS, 
DENVER PUBLIC HEALTH DEPARTMENT 

Ms. BROOME. Good morning, Mr. Chairman, and members of the 
subcommittee. Thank you for the invitation to discuss CDC’s public 
health surveillance activities. As the events of the last month have 
shown, and as the subcommittee has so eloquently described, public 
health surveillance is a crucial monitoring function for CDC, its 
partners, and the country. 

Ongoing data collection activities help us detect threats to the 
health of the public in time to prevent the further spread of dis-
ease. Usually the original source of information is the health care 
provider. 

For example, the Florida physician’s ability to recognize a sus-
pected case of anthrax and his role in rapidly reporting it to the 
local health department, was critical to our original recognition of 
the current bioterrorist events. 

There is no substitute for this heightened awareness for diag-
nosis of conditions of public health importance by doctors. They are 
the front lines, and they need to be aware, and they need to know 
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who to notify in the local health department, the State health de-
partment, and the CDC. 

We work with our public health partners to define conditions 
that should be reported to public health departments. Health De-
partments then work with their local partners in the health care 
system to be sure that they have the information needed. 

You have received copies of an October 19, 2001 issue of our 
MMWR, recognition of illness associated with the intentional re-
lease of a biologic agent. I think this is a concrete example of the 
kind of information that we are constantly distributing to our part-
ners to ensure that they have the latest information. 

Of course, this information also goes out electronically. If a case 
of illness is particularly unusual or severe, such as a case of an-
thrax or rabies, the provider will call the local health department 
immediately. 

However, routine public health surveillance, the reporting is still 
done largely by paper or fax. This largely paper based system is 
burdensome both to providers and health departments, and there-
fore reports are often incomplete and not timely. 

I have discussed the role that surveillance plays in early detec-
tion, but surveillance data are also crucial for the public health re-
sponse. Surveillance data helps us to determine where cases are oc-
curring, and where they are not occurring, so we can target the re-
sponse appropriately. 

It tells us when cases are occurring. Are they increasing, or are 
they decreasing. It also helps us to take our laboratory test results 
and match them with the case information so that we can track 
down the source and define areas at risk. 

Such information is vital to directing our investigation and con-
trol efforts, but it requires a well designed system to rapidly input 
and analyze the voluminous data required, such as the thousands 
of swabs tested for anthrax in the current investigations. 

We also recognize the need to take advantage of recent informa-
tion technology advances to bring our surveillance systems into the 
21st century, and I would like to describe a little bit about our new 
system that has been developed based on infomatics principles. 

Several years ago we initiated the development of the national 
electronic disease surveillance system, NEDSS, a web-based sur-
veillance system for use at State and local levels. The goal of 
NEDSS is electronic real time reporting of information for public 
health action. 

NEDSS includes direct electronic linkages with the health care 
system. For example, information about relevant diagnostic tests 
can be shared electronically with public health as soon as a clinical 
laboratory receives a specimen. 

For example, requesting testing for anthrax. 
NEDSS emphasizes national standards, and using national 

standards for data content, security, and information technology ar-
chitecture. As we build NEDSS, we are ensuring that the data 
standards we use are compatible with the leading standards for 
health care systems, so the public health can receive data electroni-
cally from the health care delivery systems with less burden on 
data providers. 
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The reliance on de facto industry standards for information tech-
nology means that NEDSS can incorporate sophisticated commer-
cial products for security, for analysis, for mapping. This is particu-
larly critical for guiding the public health response to an epidemic. 

Standards also mean that systems can inter-operate between 
States so we can detect problems occurring in multiple locations. 
The CDC has worked with our State and local partners on the de-
velopment of NEDSS. We have provided funding and support to all 
50 States for activities related to NEDSS planning and develop-
ment. 

A NEDSS based system that incorporates the standards and 
functions mentioned will be deployed in at least 20 States during 
2002. This project is critical for ensuring our ability to capture data 
efficiently, electronically, and to use it effectively for public health 
response. 

And a public health surveillance system that spans the Nation 
will be essential to detect threats to the public, wherever they 
might occur and whatever they might be. Recognizing the need for 
immediately increased capacity while NEDSS is implemented, CDC 
and its public health partners initiated various activities to im-
prove their ability to detect events of importance. 

For example, with the first CDC funding for countering bioter-
rorist activities, many State health departments were able to pur-
chase the most advanced pattern recognition analytic capacity 
available today, a trained human being. 

We funded States to hire epidemiologists, whose duties included 
coordinating bioterrorism surveillance, informing health care pro-
viders of what to look for, and who to contact if something sus-
picious turned up. 

CDC also funded eight States for special surveillance projects, 
and projects looked at the utility of possible early warning systems, 
such as emergency medical systems, 911 calls, hospital emissions, 
emergency department visits, absenteeism rates, pharmacy data. 

After September 11, these systems were explicitly called on to 
provide heightened surveillance information. CDC is undertaking a 
critical review of these activities to identify the most useful and 
practical approaches that may be implemented on a national basis. 

Key questions to address include how rapidly are data available 
for analysis; can the systems identify true outbreaks in the noise 
of ongoing illness; what effort to enter data is required from al-
ready busy health providers; can the systems be used in geographic 
areas beyond those where they were developed. 

In addition, CDC has established networks of clinicians, infec-
tious disease specialists, travel medicine specialists, emergency de-
partment physicians, whose functions are to serve as early warning 
systems for public health by providing information about unusual 
cases encountered in the clinical practice of their members. 

In conclusion, our public health surveillance systems provide a 
critical piece of the public health infrastructure for recognizing and 
controlling deliberate bioterrorist threats, as well as naturally oc-
curring new or re-emerging infectious diseases. 

We have made substantial progress to date in enhancing the Na-
tion’s capability to detect and respond to problems that threaten 
the public’s health. These cross-cutting efforts to build the surveil-
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lance infrastructure will be useful to detect any problem, and not 
just potential bioterrorist events. 

The ongoing use of this surveillance capacity will assure that it 
is familiar and functional should bioterrorist events continue to 
occur. A strong and flexible public health infrastructure is the best 
defense against any disease outbreak. Thank you very much for 
your attention. I will be happy to answer any questions you may 
have. 

[The prepared statement of Claire Broome follows:]

PREPARED STATEMENT OF CLAIRE BROOME, SENIOR ADVISOR TO THE DIRECTOR, CEN-
TERS FOR DISEASE CONTROL AND PREVENTION, DEPARTMENT OF HEALTH AND 
HUMAN SERVICES 

Good morning, Mr. Chairman and Members of the Subcommittee. I am Dr. Claire 
Broome, Senior Advisor to the Director for Integrated Health Information Systems 
at the Centers for Disease Control and Prevention (CDC). Thank you for the invita-
tion to update you on CDC’s public health surveillance activities. I will describe the 
function of our current surveillance systems, update you on recent efforts to build 
surveillance capacity in state and local health departments, and discuss the status 
of the National Electronic Disease Surveillance System. 

As the nation’s disease prevention and control agency, CDC has the responsibility 
on behalf of the Department of Health and Human Services (HHS) to provide na-
tional leadership in the public health and medical communities to detect, diagnose, 
respond to, and prevent illnesses, including those that occur as a result of a delib-
erate release of biological agents. This task is an integral part of CDC’s overall mis-
sion to monitor and protect the health of the U.S. population. 

Much has been in the news lately about the disease detective function of CDC and 
its epidemiologists, including Epidemic Intelligence Service Officers. What has not 
been often emphasized is the need for continued watchfulness to first detect prob-
lems that our disease detectives then investigate. We refer to this function—this 
constant state of alert—as public health surveillance. 

Public health surveillance is a crucial monitoring function for CDC and its part-
ners. It is these ongoing data collection activities that help us detect threats to the 
health of the public. Without our public health surveillance systems, we might not 
identify outbreaks or other important problems in time to prevent the further 
spread of disease. We cannot investigate problems, identify their causes, and imple-
ment control measures if we have not detected them. Recent events have under-
scored this essential role of public health surveillance, as well as the integral role 
of health care providers in the overall public health system. For most of our surveil-
lance data, the original source of information is the health care provider; the Florida 
physician’s ability to recognize a suspected case of anthrax and his awareness of his 
role in reporting it to the local health department was critical to our initial recogni-
tion of the current bioterrorist events. Indeed, identification of subsequent anthrax 
cases has also relied on heightened awareness among health care professionals that 
the wounds and respiratory syndromes they were seeing were actually cutaneous 
and inhalation anthrax, not merely spider bites and pneumonia. 

CURRENT SURVEILLANCE SYSTEMS 

The best initial defense against any threats to the health of the public, whether 
naturally occurring or deliberately caused, continues to be accurate, timely recogni-
tion of a problem. Key elements of our current surveillance systems include aware-
ness and diagnosis of a condition of public health importance, whether by a clinician 
or laboratory, with subsequent notification of the local health department, which in 
turn reports to the state health department, which shares information with CDC. 
We work with our public health partners to define conditions that should be re-
ported to public health departments; health departments share these definitions and 
guidelines with health care providers, infection control practitioners, emergency de-
partment physicians, laboratorians, and other members of the health care system. 
A timely example of such guidelines was included in the October 19, 2001, issue of 
the Morbidity and Mortality Weekly Report (MMWR), in the report that dealt with 
‘‘Recognition of Illness Associated with the Intentional Release of a Biologic Agent.’’ 
Copies of the MMWR have been provided to the Subcommittee. 

The traditional operation of our surveillance systems generally consists of paper 
or facsimile reporting by providers to health departments. If a case of illness is par-
ticularly unusual or severe (such as a case of anthrax or rabies), the provider will 
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call the local health department immediately. As mentioned, health care provider 
recognition of the illness and awareness that certain health events require imme-
diate notification of public health authorities, is critical to our ability to detect prob-
lems and mount a public health response. It was another alert clinician in 1993, 
a pediatric gastroenterologist, who provided the early warning about a potential di-
arrheal disease outbreak to the Washington State Department of Health. Within 
one week, the Health Department identified hamburgers from Jack-in-the-Box as 
the cause of the outbreak, and the fast-food chain voluntarily recalled all hamburger 
meat from their restaurants in the state. However, for routine public health surveil-
lance, this largely paper-based system is burdensome both to providers and health 
departments, and therefore reports are often incomplete and not timely. In addition, 
the volume of paper reports and the need to enter the information collected into var-
ious information systems leads to errors and duplication of efforts. 

These shortfalls influence more than our ability to detect an event; surveillance 
also plays a pivotal role in event management. Surveillance data help us to deter-
mine where cases are occurring and who is affected (e.g., particular age groups or 
occupations such as children or postal workers), when cases are occurring (i.e., are 
cases still occurring; are the numbers increasing or decreasing with time?), and 
matching such information to the laboratory data about the particular agent, to 
trace its origin as well as to identify whether cases in different geographic locations 
might have resulted from the same source. Such information is vital to directing our 
investigation and control efforts, but it requires a well-designed system to input and 
analyze the voluminous data required, such as the thousands of swabs tested for 
anthrax. 

Given the crucial function of public health surveillance, we have recognized the 
need to take advantage of recent information technology advances to bring our sur-
veillance systems into the 21st century. First I will describe the overall direction 
that we are headed to transform our public health surveillance systems, and then 
I will describe some of our short-term efforts to enhance current surveillance sys-
tems in the aftermath of September 11, as described in the MMWR report men-
tioned previously. 

INTEGRATED, ELECTRONIC SURVEILLANCE INFORMATION SYSTEMS 

CDC and its partners have recognized the need to build more timely, comprehen-
sive surveillance information systems that are less burdensome to data providers. 
Several years ago, we initiated the development of the National Electronic Disease 
Surveillance System (NEDSS). The ultimate goal of NEDSS is the electronic, real-
time reporting of information for public health action. NEDSS will include direct 
electronic linkages with the health care system; for example, medical information 
about important diagnostic tests can be shared electronically with public health as 
soon as a clinical laboratory receives a specimen, or makes a diagnosis. In the fu-
ture, NEDSS coupled with a computer-based vital statistics system and computer-
ized medical records, not only in hospitals but also in ambulatory care offices, could 
facilitate immediate awareness of unusual illnesses such as anthrax or smallpox, as 
well as our ability to detect more subtle problems that may be dispersed across the 
country. 

NEDSS emphasizes a standards-based approach, relying on the use of standards 
for data, information architecture, security, and information technology (de facto in-
dustry standards). This reliance on standards will ensure that data need only be 
entered once, at the point of care for a patient, without a need for re-entry of data 
by our local and state partners. Use of standards is critical to ensure that our public 
health partners can use technology more effectively and collaboratively. As we build 
NEDSS we are ensuring that the data standards we use are compatible with those 
used in health care systems, so that we can make sense of health-related data and 
therefore detect potentially related cases across the country. In addition, a standard 
information architecture and appropriate, high level security will enable public 
health partners to share data in a secure fashion, which is critical for identifying 
problems that cross jurisdictional boundaries. And finally, the reliance on de facto 
industry standards for information technology ensures the availability of multiple 
commercial products to meet the needs of our public health partners, including 
state-of-the-art analytic tools and geographic information system capacity. 

CDC has worked with our state and local partners on the development of NEDSS. 
We have provided funding and support to all 50 states for activities related to 
NEDSS planning and development. NEDSS is an ambitious project; defining appro-
priate standards and ensuring appropriate data sharing among the myriad health 
care systems, over 2000 local health departments, 50 state health departments, and 
numerous federal public health agencies is a complex process. As a start, a NEDSS 
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Base System that incorporates the standards and functions mentioned will be de-
ployed in at least 20 states during 2002. This project will ensure our ability to cap-
ture data efficiently, electronically, and to use it effectively for public health re-
sponse. And a public health surveillance system that spans the nation will help de-
tect threats to the public, wherever they might occur. 

Indeed, 2 related projects also provide a key part of the effort to ensure the devel-
opment of the public health communications infrastructure. Health Alert Network 
(HAN) is a nationwide program, the goals of which include provision of Internet 
connectivity and rapid communications capability among local and state health de-
partments, which will also facilitate linkage of local health departments and health 
care providers. This connectivity will be crucial for rapid sharing of surveillance 
data among public health agencies. In addition, the Epidemic Information Ex-
change, or Epi-X, provides secure, high-speed, Web-based communication about out-
breaks and other acute or emerging health events among public health officials from 
CDC, state and local health departments and the military. One of the unique fea-
tures of Epi-X is the ability to provide a forum for secure communications for state 
epidemiologists to post information on surveillance and response activities for ap-
proximately 500 public health officials around the country, including the U.S. mili-
tary. Another unique feature of Epi-X is emergency notification by telephone and/
or pager to defined groups of public health officials. 

Support to date for these important national projects has strengthened our public 
health infrastructure for detection of events of concern and subsequent communica-
tion to ensure appropriate public health response. 

NEAR TERM SURVEILLANCE EFFORTS 

Recognizing the need for near term increased capacity while NEDSS is imple-
mented, CDC and its public health partners initiated various activities to improve 
their ability to detect events of importance to the health of the public. For example, 
with the first CDC funding for countering bioterrorist activities, in Fiscal Year 1999, 
many state health departments were able to purchase the most advanced pattern 
recognition analytic capacity available today—a trained human being: an epi-
demiologist whose duties included coordinating bioterrorism surveillance and rapid 
response activities. The activities range from enhancing communications (between 
state and local health departments and between public health agencies and health-
care providers) to conducting special surveillance projects. These special projects 
have included active surveillance for changes in the number of emergency medical 
system/911 calls, hospital admissions, emergency department visits, and occurrence 
of specific syndromes. After September 11, these systems were explicitly called on 
to provide heightened surveillance information. CDC is undertaking a critical review 
of these activities to identify the most useful and practical approaches that may be 
implemented on a national basis. One key question to address is the feasibility of 
capturing medically relevant data in a timely and appropriately representative fash-
ion, since we do not know when or where the next event might occur. Furthermore, 
what effort do proposed systems require from health care providers to report, or 
enter data in the systems? Can the systems be used in geographic areas beyond 
those where they were developed? In addition, given the substantial burden of in-
vestigating potentially concerning events, we are evaluating mechanisms for mini-
mizing the proportion of alerts generated by the system that are false alarms. 

Other related activities useful for early detection of emerging infections or other 
critical biological agents include CDC’s Emerging Infections Programs (EIP). CDC 
funds EIP cooperative agreements with state and local health departments to con-
duct population-based surveillance and research that goes beyond the routine func-
tions of health departments, and often involve partnerships among public health 
agencies and academic medical centers. In addition, CDC has established other net-
works of clinicians—whether infectious disease or travel medicine specialists, or 
emergency department physicians—whose functions are to serve as ‘‘early warning 
systems’’ for public health by providing information about unusual cases encoun-
tered in the clinical practices of its members. The guidance provided in the October 
19 MMWR is intended to heighten awareness among these clinical partners about 
what to watch for, and what to report to public health. It is important to note that 
these relationships, particularly between health care providers and local health de-
partments, are the foundation on which our surveillance systems operate. The local 
health department is the front-line of defense for the public health system. Many 
other projects and proposals for rapid surveillance omit the vital connection to pub-
lic health, especially the local public health agency, which is responsible for the ini-
tial public health response. 
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CONCLUSION 

In conclusion, CDC is committed to working with other federal agencies and part-
ners as well as state and local public health departments to ensure the health and 
medical care of our citizens. The best public health strategy to protect the health 
of civilians against illness, regardless of cause, is the development, organization, 
and enhancement of public health prevention systems and tools. 

Our public health surveillance systems provide a critical piece of the public health 
infrastructure for recognizing and controlling deliberate bioterrorist threats as well 
as naturally occurring new or re-emerging infectious diseases. We have made sub-
stantial progress to date in enhancing the nation’s capability to detect and respond 
to problems that threaten the public’s health. Recognizing that there is no simple 
solution for our surveillance needs, we have supported augmenting the staff in state 
and local health departments, as well as special projects to explore the usefulness 
of various clinical data sources. We are undertaking a critical review of current ef-
forts to determine what would be feasible and useful to implement more broadly in 
coming weeks. We are implementing the National Electronic Disease Surveillance 
System, which will provide direct linkages with the health care system in 2002, im-
proving the timeliness, efficiency, and usefulness of our surveillance efforts. These 
cross-cutting efforts to build the surveillance infrastructure will be useful to detect 
any problem, not just potential bioterrorist events; the ongoing use of this surveil-
lance infrastructure will assure that it is familiar and functional should bioterrorist 
events continue to occur. A strong and flexible public health infrastructure is the 
best defense against any disease outbreak. 

Thank you very much for your attention. I will be happy to answer any questions 
you may have.

Mr. GREENWOOD. Thank you, Dr. Broome. I appreciate your testi-
mony. 

Dr. Barry, you are recognized for 5 minutes for your testimony. 

TESTIMONY OF ANITA BARRY 

Ms. BARRY. Chairman Greenwood and honorable committee 
members, thank you for inviting me here to speak with you today 
about public health surveillance. My name is Dr. Anita Barry, and 
I am the Director of Communicable Disease Control for the Boston 
Public Health Commission, which is the local health authority for 
the city of Boston under the leadership of our mayor, Tom Menino. 

In 1999, the Boston Public Health Commission participated in a 
city-wide disaster tabletop exercise that simulated an outbreak of 
pneumonic plague. Through this exercise, we realized that in a 
medical or public health crisis, health care providers must have 
timely and accurate information, including clinical guidelines. 

Boston’s disease monitoring system at that time relied primarily 
upon local hospitals, health care providers, or laboratories, to call 
when they diagnosed a reportable disease or identified a cluster of 
unusual illness. 

Unfortunately, this method often provides late and incomplete in-
formation, especially in an emergency. It became clear that we 
needed an active system to let us know about problems early on. 

Thanks to the Federal Centers for Disease Control and Preven-
tion, Boston received a grant for $1 million over 5 years to develop 
and implement an early warning system to detect bioterrorism or 
any other infectious disease mass casualty event. 

For the last 2 years, we designed and set up this system, which 
has now been operational for 6 months. Additional components of 
the system, including daily information from the Poison Control 
Center located in Boston, Boston Emergency Medical Services, and 
death certificates, will be on-line in the next few months to supple-
ment the already incoming health care site data. 
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One of the first things we did to create our surveillance system 
was to convene a task force of key stakeholders to develop a work-
able system. We invited representatives from emergency depart-
ments, acute care sites, infectious disease departments, the State 
Health Department, and our local zoo, among others, to help us de-
velop this system. 

As a group, we designed the Boston system to minimize the effort 
on the part of emergency department personnel and other hospital 
based personnel. We heard very clearly from the emergency depart-
ment directors that drop in surveillance systems, in which a sepa-
rate additional sheet of information for each patient is required to 
be filled out by their personnel, is completely unworkable. 

The Boston system works as follows. Each night the medical in-
formation system at each facility automatically sends our secure 
web-based server the number of persons seen in that emergency 
department or other acute care site. 

This figure is automatically compared to the expected number of 
visits for that site, adjusted for season of the year and day of the 
week. If it is higher than expected, a one page follow-up form is 
automatically sent to a pre-identified contact at that hospital. 

This form asks more detailed questions about the nature of cases 
seen in the acute care site to determine if anything unusual is 
going on. This follow-up information determines whether or not 
further investigation is required. 

Hospital staff appreciate the fact that they are asked to take 
time to provide detailed information only when the system indi-
cates that something may be going on. While this volume based 
system will not identify an isolated case like the anthrax cases in 
other cities, the constant reminders that we send to health care 
providers through this system increases the chances of timely re-
porting. 

Our experience in the past 6 weeks has also highlighted how this 
system provides important public health data, whether or not there 
is a mass incident. Although we have had no bioterrorist events in 
Boston, during the first week of reports of anthrax cases, we ob-
served a surge in patient volume at several hospital sites. 

Follow-up investigation revealed that this was not due to any un-
usual clusters of symptoms, but rather to an influx of frightened 
people requesting nasal swabs and cipro prescriptions, despite the 
absence of any confirmed or suspected anthrax exposures in Massa-
chusetts. 

At the local health department, we used this information as an 
indicator of the need for increased public education and increased 
public timely information release. One of the most important pur-
poses of the system is to create a flow of information between that 
local health department and local health care providers. 

The Boston Public Health Commission, with our surveillance 
task force, also developed a provider education initiative on bioter-
rorism. This program, which began about 11⁄2 years ago, uses a 
train-the-trainer model to teach physicians and nurses to educate 
their peers. 

This training has been much in demand of late. Additionally, we 
use this electronic surveillance system to post and send regular 
clinical advisories and updates out to the surveillance task force 
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members and others, including the city’s 25 community health cen-
ters, the college health centers, Boston Emergency Medical Serv-
ices, and others. 

These guidelines have served as the foundation for protocols de-
veloped by local hospitals regarding the medical management of 
people being seen with possible anthrax exposure. 

I believe that the Boston system is replicable with modifications 
in other cities and regions, as well as on state-wide levels. Our ex-
perience has also implications regarding what is needed for local 
health departments to maintain an effective early warning system, 
as well as the ability to respond to public health events detected 
by these systems. 

First, key stakeholders must be at the table to design the system. 
Second, the system should serve as a communication network, as 
well as a surveillance system. Third, the system should be simple 
and as automated as possible so it is doable by busy health care 
systems. 

And finally at the same time, it should account for the human 
factor, which is essential both to maintain the system, and to ob-
tain the data if the electronic system is delayed or temporarily not 
functioning. 

I also would like to share some thoughts about the broader impli-
cations of Boston’s experience. Last week, Boston Mayor Menino 
and City Public Health and Safety Officials joined mayors from 
across the country at the U.S. Conference of Mayors’ Emergency, 
Safety, and Security Summit. 

The following suggestions combined public health action steps 
recommended by the Boston Public Health Commission, and the 
U.S. Conference of Mayors. First, the technical capabilities in com-
munication infrastructure of local health departments must be im-
proved. 

Our ability to create this surveillance system was the result of 
a CDC grant. Without Federal funding, we could never have de-
signed this system. Second, all local health departments should 
have direct access to communications systems like CEC’s Epi-X to 
receive ongoing timely updates. 

Such a system is key to having accurate and timely information 
from local public health officials, and so we strongly support full 
funding and expansion of the health alert network. 

Third, we need to think regionally about surveillance and com-
munications systems, and we need Federal support to implement 
such regional systems. Boston is currently in discussion with sur-
rounding communities about sharing and expanding our surveil-
lance system, because the impact of an infectious disease or bioter-
rorist events will not end at the Boston city borders. 

Fourth, Federal Agencies should direct more funding directly to 
local communities. National public health organizations recommend 
that at least $835 million of the Emergency Bioterrorism Funding 
Request go directly to local and State health departments. 

Local communities must receive a significant portion of that 
funding. Too often local health departments are left out of the 
equation, and we bear the major burden of the day to day response. 

For example, in Boston alone, the health department anticipates 
spending $700,000 by the end of this fiscal year on bioterrorism-
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related emergency medical service response, and a surveillance, ep-
idemiology, communication, and coordination of activities within 
the communicable disease control program. 

Federal funding should be flexible. We need to track and respond 
to a range of public health concerns, including not only bioterrorist 
agents, but also influenza and other emerging problems. 

And finally local public health departments should be rep-
resented at the table in national emergency planning. A permanent 
commission, including mayors, local public health officials, and 
local public safety officials, should immediately be established by 
the Director of Homeland Security. 

Local officials are on the front lines of homeland security, and it 
is essential to forge direct lines of communication among the Office 
of Homeland Security, Federal Agencies, and local governments. 

In closing, I thank Chairman Greenwood and the committee for 
inviting me to speak today on behalf of local health departments, 
and I would be pleased to provide any further information you 
would like. 

[The prepared statement of Anita Barry follows:]

PREPARED STATEMENT OF ANITA BARRY, DIRECTOR, COMMUNICABLE DISEASE 
CONTROL, THE BOSTON PUBLIC HEALTH COMMISSION 

Chairman Greenwood, Honorable Committee Members, thank you for inviting me 
here to speak to you today about public health surveillance. My name is Dr. Anita 
Barry. I am the Director of Communicable Disease Control for the Boston Public 
Health Commission, the health department for the City of Boston, under the leader-
ship of Mayor Thomas Menino. 

In 1999, the Boston Public Health Commission participated in a citywide disaster 
tabletop exercise that simulated an outbreak of pneumonic plague. Among the par-
ticipants were representatives from all the major Boston hospitals. Through this ex-
ercise, we realized that in a medical or public health crisis, health care providers 
must have timely and accurate information, including clinical guidelines. At that 
time, Boston had only what most local health departments have: a passive surveil-
lance system. We waited for local hospitals, health care providers, or laboratories 
to call us when they diagnosed a reportable disease or identified an unusual cluster 
of illness. Unfortunately, this method can provide late and incomplete information, 
especially in an emergency. For example, influenza—one of the diseases we are most 
interested in identifying early—is not required to be reported in Massachusetts. In-
fluenza outbreaks tended to be reported late—or not at all, making it impossible to 
introduce timely measures to contain the spread of disease. It became clear that we 
needed a system to let us know about problems early on. 

Thanks to the federal Centers for Disease Control and Prevention, Boston re-
ceived a $1 million five-year grant to develop and implement an early warning sys-
tem to detect a bioterrorist or other infectious disease mass casualty event. We were 
one of about seven localities in the country to be awarded such a grant, and the 
only city to monitor volume in emergency room and acute care facilities through an 
automated, electronic, real time system. 

For the last two years, we designed and set up the system, which has now been 
operational for about six months. Additional system components, including daily in-
formation from the Poison Control Center in Boston, Boston Emergency Medical 
Service, and death certificates will be on line in the next few months to supplement 
the health care site data. I will give you a brief overview of how the hospital-based 
system works and then share what we have learned that is relevant to other local-
ities, as well as federal bioterrorism preparedness planning and funding. 

One of the first things we did to create our surveillance system was to convene 
a task force of key stakeholders to help develop a workable system. We invited rep-
resentatives from emergency departments, acute care sites, hospital infectious dis-
ease specialists, state health department infectious disease specialists, representa-
tives from Zoo New England, Emergency Medical Services, the Poison Control Cen-
ter, the Chief Medical Examiner, and others. 

As a group, we designed the Boston system to minimize the effort on the part of 
emergency department and other hospital-based personnel. We heard very clearly 
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from emergency department directors that drop-in surveillance systems in which a 
separate additional sheet of information on each patient is required to be filled out 
by ED personnel are unworkable. The system works as follows. Each night the Med-
ical Information Systems at each facility send to our secure web-based server by 
FTP the number of persons seen in their Emergency Department or other acute care 
site. This figure is automatically compared to the expected number of visits for that 
site, adjusted for season of the year and day of the week. If it is higher than ex-
pected, a one page follow-up form is automatically sent to a pre-identified contact 
at the hospital. 

This form asks more detailed questions about the nature of the cases seen in the 
acute care site to determine if anything unusual is going on. We usually receive 
these completed forms back from hospitals within 1-2 hours. If a form is not re-
turned from a site, the system automatically pages a contact at that site to obtain 
further information. This follow-up information determines whether or not further 
investigation is required. Hospital staff appreciate the fact that they are asked to 
take the time to provide detailed information only when the system indicates that 
something may be going on. 

In order to determine the normal volume thresholds as well as what is a statis-
tically significant increase in volume for each site, we obtained retrospective data 
from all of the sites and analyzed it. To validate the system’s ability to detect clus-
ters of illness, we retrospectively compared volume spikes above threshold at sites 
with the first confirmed presence of influenza in Boston in 1999. Changes in volume 
detected using the system correlated well with the first laboratory confirmed case 
of influenza. We believe the system will give us early warning of other public health 
concerns, including a range of infectious diseases. 

While this volume-based system will not identify an isolated case, like the an-
thrax cases in other cities, the constant reminders that the system allows us to send 
health care providers increases the chances of timely reporting. 

Our experience in the last 6 weeks has also highlighted how this system provides 
important public health data. Although we have had no bioterrorist events in Bos-
ton, during the first week of reports of anthrax cases, we observed a surge in patient 
volume at several hospital sites. Follow-up investigation revealed that this was not 
due to any unusual clusters of symptoms, but rather to an influx of frightened peo-
ple requesting nasal swabs and Cipro prescriptions, despite the absence of any con-
firmed or suspected anthrax exposure in Massachusetts. At the local health depart-
ment, we used this information as an indicator of the need for increased public edu-
cation and increased public information efforts. 

Because one of the most important purposes of the system is to create a flow of 
information between the health department and local health care providers, the 
Boston Public Health Commission, with the Surveillance Task Force, also developed 
a curriculum on bioterrorism for physicians and nurses. This educational initiative 
which began about a year and a half ago, uses a ‘‘train the trainer’’ model. The 
health department provides a CD containing slides as well as handouts to these 
trainers, who are physicians and nurses, to educate their peers. This training has 
been much in demand of late. 

Additionally, we use our electronic surveillance system to post and send regular 
clinical advisories and updates out to surveillance task force members and others, 
such as community health centers, college health centers, and Boston Emergency 
Medical Services. These guidelines have served as the foundation for protocols de-
veloped by local hospitals regarding medical management of patients with possible 
anthrax exposure. 

I believe Boston’s system is replicable, with modifications, in other cities and re-
gions, as well as on a statewide level. Our experience also has implications regard-
ing what is needed for local health departments to maintain effective early warning 
systems as well as the ability to respond to public health events detected by surveil-
lance systems.
1. Key stakeholders must be at the table to design the system. 
2. The system should serve as a communication network as well as a surveillance 

system. 
3. The system should be simple, and as automatic as possible, so it is ‘‘doable’’ for 

busy health care systems. 
4. At the same time, it should account for the ‘‘human factor,’’ which is essential 

both to maintain the system and to obtain the data if the electronic system is 
delayed or temporarily not functioning. 

I’d also like to share some thoughts about the broader implications of Boston’s ex-
perience. Last week, Boston Mayor Menino and City public health and safety offi-
cials joined mayors from across the country at the U.S. Conference of Mayors Emer-
gency, Safety, and Security Summit. The following suggestions combine public 
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health recommendations from the Boston Public Health Commission and the U.S. 
Conference of Mayors National Action Plan for Safety and Security in America’s Cit-
ies:
• The technical capabilities and communication infrastructure of local health de-

partments need to be improved. Our ability to create this surveillance system 
was the result of a CDC grant. Without federal funding, we could not have de-
signed this system. 

• All local health departments should have access to communications systems like 
Epi-X to receive ongoing timely updates. Such a system is key to having accu-
rate and timely information from local public health officials, so we strongly 
support full funding and expansion of the Health Alert Network. 

• We need to think regionally about surveillance and communication systems, and 
we need federal support to implement such regional systems. Boston is cur-
rently in discussion with surrounding communities about sharing and expand-
ing our surveillance system because the impact of an infectious disease or bio-
terrorist incident will not end at city borders. 

• Federal agencies should direct more funding to local communities. National public 
health organizations recommend that at least $835 million of the emergency 
bioterrorism funding request go directly to local and state health departments. 
Local communities must receive a significant portion of that funding. Too often, 
local health departments are left out of the equation, and we bear the major 
burden of day-to-day response. For example, in Boston alone, the health depart-
ment anticipates spending $700,000 by the end of this fiscal year on bioter-
rorism-related emergency medical service response and the surveillance, epide-
miology, communication, and coordination activities of the communicable dis-
ease program. 

• Federal funding should be flexible—we need to track and respond to a range of 
public health concerns, including bioterrorist agents as well as influenza and 
other emerging problems. 

• And local public health departments should be represented at the table in na-
tional emergency planning. A permanent commission including mayors, local 
public health officials, and local public safety officials should be immediately es-
tablished by the Director of Homeland Security. Local official are on the 
frontlines of homeland security, and it is essential to forge direct lines of com-
munication among the Office of Homeland Security, federal agencies, and local 
governments. 

In closing, I again thank Chairman Greenwood and the Committee for inviting 
me to speak on behalf of local health departments, and I would be pleased to pro-
vide any further information in the future.

Mr. GREENWOOD. Thank you, Dr. Barry. I appreciate your testi-
mony as well, and coming here, and Dr. Davidson, you are recog-
nized for 5 minutes for your testimony. Thank you for being with 
us as well. 

TESTIMONY OF ARTHUR J. DAVIDSON 

Mr. DAVIDSON. Thank you. Mr. Chairman, and members of the 
committee, I am Arthur J. Davidson, a family physician, epi-
demiologist, and the Director of the Denver Public Health 
Informatics at Denver Health. 

I consider it a privilege to testify before the committee, providing 
a local perspective about our public health surveillance system. I 
guide Denver’s public health surveillance activities, and am the 
principal investigator of the Denver Center for Public Health Pre-
paredness, where I have been involved in the preparation and 
training from weapons of mass destruction over the past 2 years, 
including the planning and execution of Operation Top-Off. 

What I would like to do today is describe Denver Health as an 
example of how an integrated safety net system may play a role 
in public health surveillance, and then discuss linkages and poten-
tial barriers with other critical health care entities, including State 
and Federal systems. 
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Denver Health is a highly integrated safety net institution, serv-
ing a quarter of Denver’s half-million residents. Some of its compo-
nents include Denver’s emergency response system, an acute care 
hospital, neighborhood and school based health clinics, the public 
health department, and a regional poisonous center. 

Each of these entry points has capacity to contribute to surveil-
lance activities. Linked by a unique patient identifier, an inte-
grated electronic medical record includes patient demographics, 
image medical records, laboratory, radiology, pharmacy, and ancil-
lary systems. 

Denver Health information technology investments have exceed-
ed $100 million in the past 5 years. From an infomatics perspec-
tive, data achieves value through conversion to information that 
guides action. 

Examples of such action within Denver Health include electronic 
reporting of laboratory data to nurse epidemiologists for commu-
nicable disease surveillance and control; or patient-specific phar-
macy adherence measures for tailored HIV outreach worker inter-
ventions. 

While these customized applications have value, our vision is to 
achieve even greater yield through building around industry stand-
ards. Denver Health, in collaboration with the Agency for Health 
Care Research and Quality, our information systems vendor, Sie-
mens, and the CDC, are developing a real time method to identify 
patients at risk for tuberculosis, and then alert providers of screen-
ing guidelines using a standardized rules language. 

These partnerships seek to use our information infrastructure to 
enhance our return on investment by industry standard messaging. 
The ultimate goal is appropriate and timely surveillance data with 
less expended effort. 

Physician identification of disease remains a critical component 
of surveillance. Physicians must be informed to fill this role. CDC’s 
health alert network, HAN, has been a wise investment, rapidly 
bringing the latest anthrax information to 3,000 local health de-
partments and beyond. 

In Denver, I personally disseminate these alerts to all health 
care providers, enabling heightened awareness. While disease sur-
veillance is a time honored public health skill, the concept of 
syndromic surveillance is new. 

In Denver, we are testing this concept using an existing emer-
gency department electronic data base, and with asthma as a dis-
ease model, we found symptoms surveillance to be less sensitive 
than diagnosis surveillance, but then more timely. 

While we found spikes and seasonal patterns, thresholds still 
need to be established to assist in interpretation. I believe the jury 
is still out on this one. Although an integrated health care delivery 
system with advanced information technology has much potential, 
these data must be integrated with other local, State, and Federal 
health care institutions for a truly robust surveillance system. 

Through preliminary discussions with local health maintenance 
organizations regarding electronic sharing of symptom and diag-
nosis data, issues of patient confidentiality have arisen to detect 
disease and guide local response to intentional biologic releases. 
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We need laws that protect individual confidentiality, but do not 
inhibit information flow to protect the larger population. Your com-
mittee may wish to review HIPAA legislation toward modifying 
laws that excessively regulate information sharing for public health 
surveillance activities. 

Regarding Federal and State data linkages, CDC’s national elec-
tronic disease surveillance system, NEDSS, provides a coordinated 
surveillance framework, developing standards and conceptual mod-
els that maximize information technology. 

Accepting health information industry standards will enhance 
electronic information transfer and capacity for automated elec-
tronic surveillance. In Colorado, NEDSS, HAN, and our center’s 
preparedness funds, are coordinated to help build an integrated 
data repository, support direct laboratory transfer of data to the 
Colorado Electronic Disease Reporting System, or CEDRS, develop 
hand-held devices as surveillance tools, establish secure wireless 
CEDRS access, add geographic information functionality, and as-
sure an informed Colorado public health work force. 

These are new and exciting challenges for a public health infra-
structure that has been significantly under-funded in information 
technology for so long. While an effective early warning surveil-
lance system is desirable, a major preparedness concern persists, 
insufficient surge capacity within the entire public health core sys-
tem. 

Today, in the absence of a bioterrorist event, most Denver hos-
pitals are at capacity, and often cannot receive ambulances. Denver 
Health typifies safety net health care systems with extremely tight 
financial status and no additional support to build capacity to re-
spond after a terrorist attack. 

Given these comments, I want to thank Congress and the leader-
ship of this committee for the efforts already accomplished. Exer-
cises such as Operation Top-Off have proven invaluable to stimu-
late interest and planning for the unthinkable. 

CDC’s efforts to build and utilize HAN, develop and disseminate 
NEDSS, and focus on work force development, are bright spots 
with real potential to improve operational readiness and surveil-
lance capacity. 

However, as shown in numerous other industries information can 
drive feedback, quality control, and triggers for intervention. Such 
an integrated health data environment, with proper protection of 
individual confidentiality, should accelerate outbreak investigation, 
enhancing our public health response. 

Your committee has the opportunity to promote and encourage 
this data integration. You should build on these initial positive 
steps and expand capacity to achieve early warning systems in 
every community. 

In closing, I want to thank you, Mr. Chairman, and the com-
mittee, for this opportunity to discuss some issues of concern re-
garding early decisions detection and response to terrorist events 
at the local level. 

Mr. Chairman, this concludes my testimony, and I am pleased to 
answer any questions that you or the committee might have. 

[The prepared statement of Arthur J. Davidson follows:]
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PREPARED STATEMENT OF ARTHUR J. DAVIDSON, DIRECTOR, PUBLIC HEALTH 
INFORMATICS, DENVER PUBLIC HEALTH DEPARTMENT 

Mr. Chairman and members of the Committee, I am Arthur J. Davidson, a family 
physician, epidemiologist and Director of Public Health Informatics at Denver 
Health. I consider it a privilege to testify today before the Committee to provide a 
local perspective and concern about our public health system surveillance system 
and its role in our preparedness for bioterrorism. One of my roles is to guide Den-
ver’s public health surveillance activities and I am the principal investigator for one 
of three CDC-funded local health department projects, the Denver Center for Public 
Health Preparedness. For the last two years, I have been involved in the local prep-
aration and training for weapons of mass destruction and was a participant in the 
planning and execution of Operation TopOff. 

What I would like to do is describe Denver Health’s system as an example of how 
an integrated safety net system may play a role in public health surveillance, dis-
cuss linkages with other critical health care entities, the state and federal systems, 
and the barriers existing at each of these levels. 

Denver Health is a highly integrated safety net institution serving Denver, the 
state of Colorado and the Rocky Mountain Region. Some of its components (see at-
tachment 1), which are relevant to today’s discussion, include the 911 medical re-
sponse system for the City and County, an acute care hospital with a regional trau-
ma center, 10 neighborhood health clinics, 13 school based clinics, the public health 
department and a regional poison center. This system has multiple entry points, 
each with capacity to contribute to surveillance initiatives. In addition, the system 
served more than one in four people in Denver last year and thus provides an abil-
ity to sample a large segment of the population at any given time. Care is provided 
by one group of employed academic physicians, enabling standardized approaches to 
monitoring, reporting and care. The system is linked by a single patient identifier 
and an electronic integrated medical record. The electronic record includes patient 
demographics, imaged medical records, laboratory data, radiology, pharmacy and 
ancillary systems. A picture of the information system is include with my remarks 
(see attachment 2). Denver Health’s information technology investments have ex-
ceeded $100 million dollars in the last 5 years. 

We have begun to use and assess the ability of this system to serve as a public 
health and disease surveillance system and to improve health care delivery. From 
an informatics perspective, the true value of data can only be achieved through con-
version to information that guides action. A few examples of such action within Den-
ver Health include electronic reporting of laboratory data to Denver Public Health 
nurse epidemiologists for use in communicable disease surveillance and control. Pa-
tient-specific pharmacy adherence measures for prophylaxis and treatment regi-
mens, are provided to HIV outreach workers to target interventions. Feedback to 
providers, using an immunization registry and administrative data, enhance efforts 
to keep children up to date with immunizations. While these customized applica-
tions have value, our vision is to achieve even greater yield through building around 
industry standards. 

In that regard, Denver Health has a task order from the Agency for Health Re-
search and Quality to work with our information systems vendor, Siemens and the 
CDC to develop a methodology to identify patients at risk for tuberculosis and alert 
the providers of the need for tuberculosis screening. Preliminary data suggest that 
we may have as many as 12,000 at risk patients in our system. We are collabo-
ratively developing a real-time system to alert care providers of needed action for 
tuberculosis screening using a standardized rules language. Appropriately applied 
rules can be powerful tools to change provider behavior or improve surveillance ef-
forts. This rules-based surveillance approach has the potential to dramatically re-
duce the incidence of this important infectious disease. Our goal, and that of Sie-
mens and CDC, is to seek ways to take advantage of our information infrastructure 
capabilities and enhance our return on investment. These partnerships can improve 
electronic communication and provide models for using industry standard Health 
Level 7 messaging and extensible markup language. The ultimate goal is appro-
priate and timely surveillance data with less expended effort. 

Currently and into the foreseeable future, physician identification of disease re-
mains a critical component of surveillance. The two most recent nationally recog-
nized emerging infections, West Nile Fever and anthrax were identified by astute 
clinicians. But physicians must be informed to fulfill this role. The Health Alert 
Network (HAN) exemplifies how we can wisely invest in infrastructure to quickly 
bring the latest information to the front lines. Now in it’s third and final year, CDC 
continues to use the HAN daily, to inform and advise nearly 3000 local health de-
partments of the latest and rapidly changing developments since identifying an-
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thrax released through the mail. In Denver, I personally disseminate these alerts 
to all health care providers enabling heightened awareness. 

While disease surveillance is a time-honored public health skill, the concept of 
syndromic surveillance is new and one worth a few specific comments. As part of 
our CDC-funded Center for Public Health Preparedness, we are still early in testing 
this concept. The goal would be to identify patterns of patient symptoms to alert 
public health care providers of potential illness. Using the chief complaint, recorded 
in an existing emergency department electronic database, we tested asthma as a 
model disease for our syndromic surveillance. We found symptom surveillance to be 
less sensitive than diagnosis surveillance but more timely. While we found spikes 
and seasonal patterns in asthma diagnosis, we need to establish thresholds to ap-
propriately interpret the output from any symptom-based surveillance systems. 
Symptom data were easily collected as part of routine patient care in our integrated 
information systems, but a more structured format (rather than free text fields) 
would improve their surveillance utility. To date, we are just entering the evalua-
tion stage. The jury is still out on this one. 

Although this integrated health care delivery system and its linked information 
technology has much potential, data from such a system must be integrated with 
that of other local, state and federal health care institutions for a truly robust sur-
veillance system. A local public health system needs to share information across all 
local health care institutions for early recognition and ongoing monitoring of an epi-
demic. We have had preliminary discussions with some local health maintenance or-
ganizations regarding electronic sharing of symptom and diagnosis data. There no 
doubt will be hurdles regarding confidentiality before this is achieved. To detect dis-
ease, assess threat and guide local response to intentional biologic releases, we need 
laws that protect individual confidentiality but do not inhibit information flow to 
protect the larger population. Since September 11th, with our national emergency, 
Congress and the President have modified laws that determine how information is 
shared between financial institutions and law enforcement and even diminished 
some civil liberties for the purpose of surveillance and national security. Given our 
recent tragedies, this seems reasonable and prudent. Similarly, your committee may 
wish to review HIPAA legislation toward modifying laws that excessively regulate 
information sharing for public health surveillance activities. 

Regarding federal and state data linkages, CDC is in the early phases of building 
the National Electronic Disease Surveillance System (NEDSS) to provide a coordi-
nated surveillance framework. Bringing local, state and national health depart-
ments to the table, NEDSS has worked to acknowledge and accommodate our 
unique data needs while developing standards and conceptual models that maximize 
information technology. Defining common information system architectures im-
proves our return on investment with decreased maintenance costs. Accepting 
standards, like those within the health information industry, enhances our capacity 
for electronic information transfer, whether that be laboratory data or other health-
related data such as symptoms or diagnoses. If public health surveillance ascribes 
to these industry standards, health care information systems may be better inter-
faced for automated, electronic surveillance seeking syndrome patterns and/or diag-
nostic trends for earlier alerts of potential biologic or chemical releases. 

NEDSS within Colorado has permitted us to define a statewide, integrated data 
repository that becomes the hub for information organization. Our goal of direct lab-
oratory transfer of data to the Colorado Electronic Disease Reporting Systems 
(CEDRS) is anticipated during this NEDSS funding cycle ending June 30, 2002. Di-
rect laboratory reporting would improve surveillance completeness as busy clinicians 
are less likely to contact their local or state health department for a reportable dis-
ease. This should enhance early warning systems given improved reporting accu-
racy. However, laboratory reporting does not solve all surveillance needs as some 
demographic information (e.g., address of patient) would not be provided. With com-
bined NEDSS/HAN funds, we are developing CEDRS geographic information system 
capacity to report visually based on space and time. Before achieving visual presen-
tations of laboratory data, linkage with administrative databases for patient address 
would be necessary. This is a non-trivial task given issues of patient confidentiality. 

To improve the timeliness of reporting, we are working to develop and test alter-
native data entry mechanisms. Using Health Alert Network and Denver Center for 
Public Health Preparedness funds, efforts are under way to build applications on 
hand-held devices as surveillance data collection tools. Training and testing public 
health employee skills in adapting to these devices is in progress. We have plans 
to develop secure wireless access for rapid data entry into CEDRS from multiple 
surveillance sites (e.g., hospitals). The pilot projects, using readily available tech-
nology already incorporated in other industries are new and exciting challenges for 
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a public health infrastructure that has been significantly under funded in informa-
tion technology for so long. 

Making sure that the personal and public health care workforces are adequately 
informed and trained in these new technologies is essential. In many rural and 
smaller urban communities in my state, public health workers need training on how 
to best use the surveillance measures that they collect or receive. Even if we had 
perfect information systems, the poorly skilled public health worker may lack the 
knowledge to put that information to good use. Similarly, medical and public health 
sectors that address medical aspects of a biological or chemical terrorist attack, sore-
ly lack knowledge and planning to deal with such an incident. Enhancement of 
CDC- and HRSA-funded programs to create a knowledgeable and prepared public 
health system workforce is now of central importance to our national security. Co-
ordinated public health systems will require additional funding to support planning, 
readiness training and an equipped infrastructure to deal with medical con-
sequences of weapons of mass destruction. 

While an effective early warning surveillance system is desirable, there remains 
a major preparedness concern regarding adequate resources or ‘‘surge capacity’’ 
within the entire public health core system. From Operation TopOff, our local hos-
pital system quickly overloaded with patients infected with pneumonic plague. In 
Denver, over the last decade, cost-reduction and a competitive health care market 
have resulted in the loss of over 1000 hospital beds. Thus, at baseline even without 
a bioterrorist event, most Denver hospitals are at capacity and cannot receive ambu-
lances on a normal day. Given recent events, we work to enhance our local readi-
ness but Denver Health typifies safety-net health care systems with extremely tight 
financial status. Without additional support, public safety net hospitals, needed in 
a terrorist attack, will not have the necessary capacity to respond. 

Given these comments, I want to thank Congress and the leadership of this com-
mittee for the efforts already accomplished. The federal government’s investment in 
local training and planning for a potential WMD event have in my opinion made 
significant strides in our awareness and preparedness. Exercises such as Operation 
TopOff have proven invaluable to stimulate interest and planning for the unthink-
able. Efforts to build and utilize the Health Alert Network and disseminate National 
Electronic Disease Surveillance System plans from the CDC as well as workforce 
development by CDC and HRSA are bright spots with real potential to improve our 
operational readiness and surveillance capacity. Public health surveillance however 
can benefit even more from information technology. As has been shown in numerous 
other industries, information can drive feedback, quality control and triggers for 
intervention. That same technology, in an integrated health data environment, with 
proper protection of individual confidentiality, should accelerate outbreak identifica-
tion enhancing our public health response. Your committee has the opportunity to 
promote and encourage that data integration. We should build on these initial posi-
tive steps and expand capacity to achieve early warning surveillance systems in 
every community. 

In closing, I would like to thank you, Mr. Chairman, and the Committee, for this 
opportunity to discuss some issues of concern to medical and public health commu-
nities in our preparedness for early detection and response to terrorist events at the 
local level. Mr. Chairman, this concludes my testimony. I am pleased to address any 
questions that you or the Committee might have.
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Mr. GREENWOOD. Thank you for your testimony, Doctor David-
son, and the Chair recognizes himself for 5 minutes for inquiry. Dr. 
Davidson, in your testimony, you said that while disease surveil-
lance is a time honored public health skill, the concept of 
syndromic surveillance is new. 

The hypothesis that I think this hearing is meant to test is this 
one. It is that by it is possible to create, using state-of-the-art infor-
mation systems, a nationwide early surveillance system that would 
by means of identifying spikes in early symptomatology for dis-
eases that would result from a bioterrorist event, to get a head 
start and to move more quickly to deploy into that geographical lo-
cation, or those geographical locations, and thereby diminish the 
infectious—the rate of infection and save lives. 

And so that is the question that we are asking here, Dr. David-
son, and you also talked about a truly robust surveillance system, 
and I think that is what we are thinking about. 

So the question that I would like to pose to each of you is do you 
believe that that hypothesis is a valid one, and therefore would you 
in fact recommend to the Congress that what we do is as quickly 
as is practicable, without throwing money at the wall, but to do it 
as quickly as it is possible, build such an early surveillance system 
nationwide that would obviously have great value for health care 
in general, and for such diseases in general, but would be of par-
ticularly acute value in protecting our country from a bioterrorist 
event, and I will start with Dr. Broome. 

Mr. DAVIDSON. Thank you, Mr. Chairman. I think your question 
is an excellent one, but I think the answer is not either/or. I do not 
think there is a single magic bullet which will address all surveil-
lance issues. 

I think the critical issue is to be prepared to detect and respond 
to whatever may come along. If it is isolated single cases, as I have 
indicated, physician awareness, health care provider awareness, 
and contact with a strengthened local health department, and a 
public health infrastructure, is critical. 

If it is routine—for example, a low level contamination across a 
commercial food product—and let’s go away from bioterrorism for 
a minute and just consider something that does happen, the kind 
of systematic information about specific cases—you are looking for 
the proverbial needle in a haystack, and the best way to do that 
is to be able to define the needle. 

It may not cause a big bump in disease. It may just cause a 
bump in a particular organism, and then finally you have the—and 
that is the kind of effort that NEDSS is designed to address, 
among others. 

Then finally you have the potential that some of these supple-
mentary surveillance systems might provide early warning infor-
mation that would be more timely. But I agree with the other pan-
elists that we need to look critically at what kinds of supple-
mentary information would actually improve our ability to detect 
certain kinds of scenarios. 

Mr. GREENWOOD. Let me see if I understand what you said. I 
gather from what you are saying that it may—would I be para-
phrasing you correctly if you said that it is necessary, but not a 
sufficient response? 
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In other words, that it is worth doing this as long as we don’t 
consider it to be sufficient, but rather a part of a broader approach 
to surveillance? 

Mr. DAVIDSON. I think the critical elements of a surveillance sys-
tem we know, and those are the first two points that I made; that 
we need to have educated capacity and information communication. 

And then second, we need to have a systematic collection of what 
you might call traditional surveillance information, but in a far 
more timely, less burdensome, and more precise, way. 

Then the final or third leg of the stool if you will is are there 
additional tools out there where we can benefit from syndrome sur-
veillance technology and innovative approaches, and we are very 
interested in looking at those. But we think they need critical eval-
uation. 

Mr. GREENWOOD. Okay. Dr. Broome, would you respond to the 
same question, please? 

Ms. BROOME. Yes. I think the timely identification of clusters of 
infectious disease is critical, and I think it is possible. The way our 
system works, all our 11 sites close their books at midnight essen-
tially, and their MIS system beams one number to ours at the 
health department. 

We know by 1 a.m. if a site is over-threshold, and frankly, we 
can automatically page out to our onsite contact, but they would 
stop working with us if we made their beepers go off at 1 a.m. all 
the time. 

So, typically at about 8 a.m., if a site has exceeded, they get a 
one page telling us so they can report to us if they have seen any 
type of syndromes. So I think it is helpful for us to identify changes 
in uses of health care very, very quickly in the city of Boston. 

And as I mentioned, we did pick that up with the influx of people 
looking for cipro and nasal swabs. One thing that you should be 
aware of is that once we believe there is a cluster, the story doesn’t 
stop there. 

So we send out a one pager and Mass General, or whomever, re-
ports back to us that we are seeing a cluster of febrile respiratory 
illness. That is one of our boxes that they could check on the one 
pager. I then need to have a public health nurse from the local 
health department then do more investigation. 

We think that something is going on now, and she or he needs 
to get a line listing on those cases, and find out what was common 
about those cases so we can start to take appropriate control meas-
ures and move along with diagnostics. 

I agree that the individual provider reporting is key in surveil-
lance. You can’t ever lose that. You have to have those providers. 
But I think that the cluster based systems, at least in my experi-
ence, can also do that. 

We are constantly on the incoming side hearing about excedences 
and threshold, and we also are feeding back to people: here are the 
symptoms of cutaneous anthrax, folks—post it in your emergency 
department, and here is who you call if you think that is what you 
have. 

So I think that we need to merge many of these components. Our 
system has been validated to date and we clearly need to more 
work in this area. But we have looked at patterns of influenza ill-
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ness in the city of Boston using retrospective data from our surveil-
lance system. 

And it turns out that what our system detected very well cor-
related with the first isolytes of influenza in the city of Boston in 
1999. I think that there needs to be much more emphasis on data 
mining. 

You know, health care providers aren’t going to fill out that extra 
sheet in the ED. We need to figure out how to suck out pieces from 
the medical record and have that make sense. 

And some of the folks in Boston have tried to do that or we are 
currently doing it. Once instance is that one of the fellows at a 
major hospital tried to electronically pull out RESP, standing for 
respiratory illness, electronically from records to see if that would 
help give us more information. 

And I think a lot more work in that area will provide us very 
useful information. We are also looking in some of our sites at the 
use of laboratory data, because hospital labs can tell you in a mat-
ter of hours how many of certain lab tests are being requested. 

So we are analyzing data from a few sites to say, well, they have 
ordered a lot more complete blood counts, and what is that telling 
us. So we think that he base for one of these systems, I feel pretty 
comfortable with what we have built, and if our funding doesn’t 
drop out after these few years, I think we can use it to mine a lot 
more information. 

Mr. GREENWOOD. Thank you. Dr. Davidson. 
Mr. DAVIDSON. Yes. I think I agree with the other panelists that 

our current systems for disease surveillance, where we are depend-
ent on physicians, have been serving us fairly well throughout 
the—at least in the last years, the incident of anthrax was identi-
fied by an astute physician. 

And Westnow fever as well by astute physicians, and who have 
provided that front line for us. 

I have reservations still about the value of a syndromic surveil-
lance system only because we have not tested it enough. We know 
that the systems that have been available for a long time are a way 
that our society has dealt with diseases for centuries. 

But for us to say that mining the data at this point has Dr. 
Barry mentions will definitely yield a benefit? I am uncertain. I 
think we still need to study this. I think that living in Denver, and 
working in a busy public care health system, physicians are over-
burdened with paperwork and activities just to get through their 
day. 

And to put another computer that will be collecting additional in-
formation in an emergency room is just untenable to my colleagues; 
to Dr. Cantrell, who Ms. DeGette mentioned earlier. 

I think that in terms of syndromic surveillance that we need to 
work to identify what are thresholds. Can we even establish a 
threshold. As we enter the influenza season, how does that thresh-
old change if we are trying to look for symptoms consistent with 
inhalational anthrax. 

How will we respond. At present, Dr. Barry mentions using her 
system to inform and have the nurse epidemiologist conduct some 
surveillance activity. I wonder how that may change as we get fur-
ther into the influenza epidemic. 
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What will happen. How will the worried well be appearing and 
how will that impact on our need to act on syndromic surveillance 
monitoring. 

Mr. GREENWOOD. Thank you, Dr. Davidson. Dr. Broome, if you 
can be very brief, we have a vote on, and so we are going to try 
and work the time out here. 

Ms. BROOME. Just very briefly. I was trying to also reframe it not 
as syndromic surveillance versus routine. You have to define what 
you are trying to find. We have a very interesting system which 
has automatically detected outbreaks, but it is based on detailed 
information about salmonella, a food borne disease. 

We picked up an outbreak in 13 States that nobody was aware 
of, but we needed to have not syndromic information, but detailed 
information about the pattern of isolation of that kind of sal-
monella. So it is complicated. 

Mr. GREENWOOD. Thank you. The Chair recognizes the gen-
tleman from Florida, Mr. Deutsch, for 5 minutes for questions. 

Mr. DEUTSCH. Thank you. Dr. Broome, just to follow up, but I 
guess in a different capacity, what would you need to implement 
the national electronic disease surveillance system across all 50 
States today? 

Ms. BROOME. The implementation of this across all 50 States is 
partly a matter of the resources. That includes trained personnel 
and it includes being sure that information security is at a level 
that can handle this sensitive information. 

So there is certainly a monetary figure, but there is also a huge 
active role for our State and local partners in either working with 
the NEDSS bay system that I described, which is an option that 
the States can choose, or some States have developed their own so-
lutions using the standards. 

Mr. DEUTSCH. So at this point, you are really just saying that it 
is a resource decision for us to make really. The bottom line is that 
based upon the positive effect you have seen in your test sites, it 
would appear as if there is almost no reason not to fully implement 
this system? 

Ms. BROOME. We feel that this is a critical part of the public 
health infrastructure that it will support our local and State part-
ners in detecting and responding to disease. 

Mr. DEUTSCH. Let me jump to some of the issues that I men-
tioned in my introduction, and really ask very specifically if there 
were cases of smallpox in American today, I that all of us under-
stand at this point that if someone had a full case of smallpox that 
they would look very obvious, assuming they didn’t wear makeup 
of some sort. 

Would it be possible to pick up a precursory of that a week be-
fore, 10 days before, 5 days before, because of a respiratory in-
crease in hospitals in a certain location in America? 

Ms. BROOME. As you are indicating, we have to be prepared for 
whatever might appear, and smallpox is very high on the list of 
syndromes. In the information that I mentioned, we do include in-
formation about early diagnosis of smallpox to our partners and to 
help care providers. 

The most—really, the only way to identify that smallpox is occur-
ring is to pick up the very earliest stages of the rash. 

VerDate 0ct 09 2002 10:24 Oct 28, 2002 Jkt 077351 PO 00000 Frm 00037 Fmt 6633 Sfmt 6602 W:\DISC\76304 76304



34

Mr. DEUTSCH. So the actual rash, as opposed to any other symp-
toms, would be the indicator? 

Ms. BROOME. Essentially, yes. 
Mr. DEUTSCH. All right. So, Dr. Barry, you are shaking your 

head, and so basically the system doesn’t really help with smallpox 
because we are back to a clinician basically picking up a phone and 
saying that I have got a patient with smallpox? 

Ms. BARRY. Well, I think I have a patient with smallpox. I guess 
the point that I was trying to make earlier is that there are a lot 
of different scenarios for different diseases, and it is not going to 
be a one size fits all. 

Mr. DEUTSCH. And actually, Dr. Barry, do you want to respond 
to that, specifically the smallpox? 

Ms. BARRY. Sure. I think it depends on how the smallpox expo-
sure occurred. I think if someone did widespread dissemination of 
smallpox, you are going to have a whole cluster of people coming 
in to hospitals, and it is going to set off our threshold. 

But more importantly, I think because of the system, because of 
the surveillance system feeding back and forth to these health care 
providers, they are going to know who to call and say I have all 
these adults with what looks like chicken pox, but you know what, 
and that is how we are going to pick that up. So it could be an iso-
lated case, but it could be quite a number of cases. 

Mr. DEUTSCH. Right. But I guess that the value of the system, 
in terms of basically bioterrorism, and it is not an unlimited num-
ber of agents that we are talking about, but for those particular 
agents I am trying to get a sense of—and as we are sort of in a 
funding mode, and let’s just talk about bioterrorism. 

And not to say that the work that we are doing in all these other 
areas are not very significant; such as with influenza, and in terms 
of food poisoning, et cetera, but I am trying to get a sense of the 
value added in any of these other types of—well, the plague. 

If there was an instance of plague in America, would we pick 
that up through this system. And related to that, I guess it is sort 
of a contrast between just a traditional clinical approach. 

I mean, one of the questions that I have, which is sort of a re-
lated question, is how much are we doing that on the public health 
side, and there are no physicians in America, I assume, who have 
seen the plague, because it has not existed, although we know that 
it exists in a sort of—in a bioterrorist world, but not in terms of 
the clinical world. 

Now, I assume that there is probably still some clinicians out 
there who have seen smallpox, but the percentage has to be ex-
traordinarily low at this point in time. So I am trying to get a 
sense from the system that we have in place how does it help us 
from a bioterrorism perspective? 

Ms. BROOME. But I think even though not all physicians have 
seen it personally, the whole point of some of the training mate-
rials is to make available, for example, descriptions of the rash 
form smallpox, and descriptions of typical x-rays for anthrax, and 
making physicians aware to look for hemostasis with plague. 

There are both pictorial and teaching aids which help us get from 
line physicians up to speed in both considering the diagnosis and 
then in being comfortable in making it. So that is a very explicit 
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part of the material that has been developed with the support for 
bioterrorism preparedness. 

Mr. DEUTSCH. Dr. Davidson or Dr. Barry, did either one of you 
want to add to that? I know that my time is up as well, and this 
will be my last question. 

Mr. DAVIDSON. In Denver, we are trying to inform our physi-
cians, and we are working based on the CDC advice that we receive 
almost daily on the health alert network to build an algorithm that 
is useful within our own environment. 

Something that tells people exactly what to do, and who to call, 
and how do you evaluate if someone had a known exposure to an-
thrax spores, versus someone who is not. One of the clinical signs 
and symptoms that we would expect on how to evaluate a patient 
who comes in with concern, and whether they are symptomatic or 
not, and whether they need to get prophylactics or not. 

I think all of this information, even though I have not seen a 
case of anthrax, and I doubt that my colleagues have seen a case 
of anthrax, we now know how to deal with this. We are distributing 
that information. That sort of information provided to the front line 
is key. 

And that comes from a disease surveillance system that says we 
found cases, and now we need to act and give the information to 
our front lines. 

Ms. BARRY. One thing that I wanted to add is that with our cur-
rent surveillance system that we have a secure website, and so if 
Hospital A thinks they have seen a case of bubonic plague, I post 
an alert that says Hospital A has a 45 year old man who they sus-
pect has plague, and do any of the other nine acute care hospitals 
in the city of Boston seen anything like this, and that goes up right 
away on our website. 

Mr. GREENWOOD. Thank you. The gentleman, Mr. Whitfield, is 
recognized for 5 minutes of inquiry. 

Mr. WHITFIELD. Mr. Chairman, I know that we have a vote pend-
ing, and so I won’t take too long, but it is my understanding, of 
course, that smallpox is quite contagious, and would spread rap-
idly. And I suppose that the bubonic plague would be the same. 

And on the anthrax, it is my understanding that there is an 
abundant supply of drugs to deal with anthrax, but it is my under-
standing that there is a significant shortage to deal with smallpox; 
is that correct, if there was a mass outbreak of smallpox? 

Ms. BROOME. For smallpox, the issue is the availability of vac-
cine. 

Mr. WHITFIELD. Right. 
Ms. BROOME. And it is very complex assessing what the likely 

scenario is and using the available vaccine effectively, and being 
sure that we have sufficient quantities being produced. 

Mr. WHITFIELD. And we are making efforts to do that at this 
time? 

Ms. BROOME. Yes. 
Mr. WHITFIELD. Okay. How would you compare our reporting 

system with, say, the reporting system in Europe? 
Ms. BROOME. Well, maybe I am—well, anyway, I think the U.S. 

actually has invested in a reporting system which in many ways 
is a leader in terms of approaches from the public health side. 
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I do think—and this was alluded to by Dr. Davidson—our ability 
to work with our health care colleagues to get information is a crit-
ical part of that. So we train providers, but to the extent that our 
health care information systems are more difficult to interface 
with, that does make life more difficult. So certain countries in Eu-
rope may have an easier time of getting that information. 

Mr. WHITFIELD. Dr. Davidson, you had touched on briefly the pa-
tient’s right of privacy, versus the right to dispense information 
necessary to protect the public health. Do you consider there to be 
a significant problem in that area? 

Mr. DAVIDSON. Well, as I mentioned, the local health mainte-
nance organizations with whom we would like to collaborate on col-
lecting symptom information and diagnosis information, they want 
to collaborate with us, but they are concerned about the HIPAA 
regulations. 

Mr. WHITFIELD. And do you feel that way, too, Dr. Barry and Dr. 
Broome? 

Ms. BARRY. Well, our system to identify clusters, which the hos-
pital MIS system, and not a health care provider, has to push to 
us is a number. It does not include names. 

We only get into looking for names once we have reason to be-
lieve that there is an outbreak, and then as we would do with an 
outbreak of anything, we have access to names as needed. 

Ms. BROOME. I think also one of the things that the CDC is try-
ing to do is be sure that people have accurate information about 
the HIPAA privacy regulation. In fact, the regulation permits the 
continued sharing of identifiable information needed for public 
health activities. 

There is certainly a level of concern and need for information in 
clarifying how that applies with some of these novel systems. So it 
is a very important issue, but the reg, per se, does permit legally 
authorized public health authorities to collect individually identifi-
able health information. 

Mr. WHITFIELD. So it is not a major concern from your perspec-
tive? 

Mr. DAVIDSON. Let me just explain a little bit more because this 
gets back to the issue of syndromic surveillance. I agree with Dr. 
Broome that we can collect that information for reportable commu-
nicable diseases. There is no question about that. We have the 
right to do that. 

The question is around these syndromes or symptoms that we 
are looking for. Those are not required reportable diseases. How we 
use that when we want to figure out how many people does this 
really represent, and did someone call the nurse advice line more 
than once for the same patient. 

Did the person who presented to the nurse advice line then go 
to the emergency room and that is still the same patient. So we are 
looking for unduplicated counts, and not just numbers of people 
who may be in duplicate when we use multiple different surveil-
lance pathways to collect and create this picture of syndromes or 
symptoms in the population. That is my concern. 

Ms. BARRY. Just one thing. I think that the reporting require-
ments and the ability to follow up probably vary by State, and 
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Massachusetts clusters, even without an identified agent or out-
breaks, are reportable to the local health department. 

And we have the authority to follow up, even if there is not a 
specific agent, and even if there is just a cluster or outbreak of dis-
ease. 

Mr. WHITFIELD. Thank you very much. I see that my time has 
expired. 

Mr. BURR [presiding]. The gentleman’s time has expired, and the 
Chair would recognize, if the gentlelady is ready. 

Ms. DEGETTE. One moment, please. 
Mr. BURR. I would be happy to go and let the gentlelady take a 

few minutes. 
Ms. DEGETTE. Okay. Well, that is what happens when you do 

tag-team questioning, you miss the answers. 
Mr. BURR. The gentlelady is recognized. 
Ms. DEGETTE. So I apologize if I re-ask some of the questions 

that have just been asked, but I am getting the sense, particularly 
from Dr. Barry and Dr. Davidson, that these syndromic surveil-
lance systems are not really what you think is needed right now 
in local health departments. 

And I am wondering if you can talk specifically about why you 
think that might be the case. Dr. Barry. 

Ms. BARRY. Well, I think that syndromic surveillance gives us an 
opportunity to identify many problems early on. However, in some 
sites, syndromic surveillance has been carried out by having people 
in the emergency department fill out a separate sheet on every pa-
tient that comes in and that is never going to fly, and certainly not 
in Boston. 

Ms. DEGETTE. Do you think it gives you any better diagnostic 
tools than the coordinated approach that you are using now, which 
by the way sounds very similar to what we are doing in Denver. 

Ms. BARRY. I don’t think it gives us enough of an advantage to 
try to put the burden on health care providers. I believe that the 
future here lies in mining data in already existing records that are 
coming in, and not in current syndromic surveillance. 

Ms. DEGETTE. Dr. Davidson. I would agree with Dr. Barry that 
we need to find systems that use already existing datasets to iden-
tify these clusters or symptom patterns. A concern of ours is that 
the infrastructure for routine disease surveillance using systems 
such as NEDSS needs to be expanded. 

We need to make sure that that is solid, and the syndromic sur-
veillance system may assist, and I can’t say whether it will or will 
not, but at this point I want to be sure that the fundamental sur-
veillance systems that we have used for decades are improved and 
move into this 21st Century. 

Ms. DEGETTE. Well, I know that we have two of the shining stars 
here with Boston and Denver. Do you know—and perhaps, Dr. 
Broome, you can speak to this, but are there other health systems 
whose traditional methods of surveillance could be improved as Dr. 
Davidson suggests? 

Ms. BROOME. Well, to me, I think it is extremely valuable to hear 
what is happening in Boston and in Denver, and to me this shows 
what can be done with resources and smart people, and a commit-
ment. 
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I wish that were true of every local health department in the 
country, and I hope that it will be true. 

Ms. DEGETTE. But do you think that the way to go to improve 
the coordinated responses in these other communities is through 
the techniques that Dr. Barry and Dr. Davidson talked about, or 
this syndromic surveillance system, or some other method? 

Ms. BROOME. I think the two critical pieces are that there are re-
sources to hire trained staff. The trained recognition capacity of a 
human being is still what I am counting on. 

Ms. DEGETTE. That is how we found the anthrax in Florida. 
Ms. BROOME. The second is the kind of system that NEDSS rep-

resents is an automation, and it does have the electronic—what Dr. 
Barry is calling data mining capacity built in, but it goes way be-
yond detecting flu like illness. It lets you find out if there is an in-
crease in lab tests submitted for Anthrax testing. 

Ms. DEGETTE. Right. 
Ms. BROOME. So it does have some of those capabilities, but in 

addition it supports the standard surveillance functions. 
Ms. DEGETTE. So it would seem to me that that would be a place 

where we should put our resources to helping the other municipal 
systems like that. 

Ms. BROOME. We think that this will make a huge difference in 
capacity. 

Ms. DEGETTE. Okay. Thank you. Dr. Davidson—oh, you wanted 
to add something? 

Mr. DAVIDSON. So that I think if we had a perfect robust infor-
mation system is not enough. We need to have trained individuals 
who are able to use the data that come out of those systems or to 
look at those systems and say here is a pattern. I think we need 
to underscore training here, because in all of the health depart-
ments of the country there are insufficiently trained staff. 

We know that from within my own State that we have people for 
whom I can give information about surveillance activities that we 
have conducted, and they look at it as if it doesn’t make sense. I 
think that is something that we need to focus on as well. 

Ms. DEGETTE. Thank you. Just one last question, although it is 
kind of a big question. Dr. Davidson, as I mentioned in my opening 
statement, when I visited—and I guess it was just last week, and 
it seems like about a month ago—with you and the rest of your 
crew over at Denver Health, what struck me was the highly inte-
grated public health system you have put into place with your 
closed electronic system. 

And as a result the reporting of data is made easier. I wonder 
if you can let me know what challenges Denver Health encountered 
in establishing that system, and what lessons other systems who 
are less integrated can learn. If you can—I know that I spent 11⁄2 
hours, and maybe you can tell me just in a brief moment. 

Mr. DAVIDSON. There are 50 years of history in making Denver 
Health what it is today. It started back in the late 1940’s when 
Florence Hayden decided to put the public health department in-
side of a personal health care agency, and we spanned from per-
sonal health care all the way to population bays for public health. 

The coming of the community health clinics in the 1960’s then 
contributed an outpatient focus. I don’t think that there is another 
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institution in the country similar to Denver Health. I feel privi-
leged to work there in an integrated system like that, but I think 
there is some lessons that can be learned. 

Keeping turfs separate makes for less integration. Finding stand-
ards to make better integration is very, very important. Making 
each information system adhere and ascribe to those standards is 
essential if we are ever going to be able to mine the data from each 
of these separate turfs that exist in most other cities. 

Ms. DEGETTE. And just for one example, the 911 reporting sys-
tem goes into Denver Health, and not into the fire departments? 

Mr. DAVIDSON. That’s correct. 
Ms. DEGETTE. And so that helps you find early reporting on 

issues like this. 
Mr. DAVIDSON. That’s correct. 
Ms. DEGETTE. Thank you. Thank you very much for your indul-

gence, Mr. Chairman. 
Mr. BURR. The gentlelady’s time has expired. The Chair would 

recognize himself for questions. Let me take this opportunity to 
welcome this panel since I chose to forego an opening statement so 
that we could get into the questions. So, Dr. Broome, welcome, and 
like Ms. Harman, we had an opportunity several weeks ago to visit 
you at the CDC in Atlanta from another committee. 

You mentioned the Florida detection, and how it was important 
it was that a health provider identified the problem and that that 
was certainly a key. If you will comment very briefly on the inabil-
ity in Washington, DC, though health care providers treated two 
individuals, one of which I think has passed away, and tell us 
where the breakdown was there. 

Ms. BROOME. I am afraid that the current events are under in-
tense investigation, and it really would not be appropriate for me 
to comment on the details. 

Mr. BURR. Well, let me ask it in a different fashion if I can. Was 
there a city in America where more education was done on the risk 
that existed, and the symptoms that went along, the profile of 
where one worked, that we would have felt confident that every 
health provider would have seen this matrix that we were looking 
at, and if anybody was close to the line would have said this is one 
that we need to look at. Clearly that was not done. 

Ms. BROOME. It is an ongoing challenge. I mean, education is not 
something that happens once, and people are perfectly informed 
and clearly we are trying to reach every deliverer of health care in 
the country. That is an enormous task that we are continually try-
ing to look at better ways to do. 

I think that it is also important to point out that the kind of ini-
tial symptoms can be non-specific and can vary. So we do not mini-
mize the challenge of doing this. I have enormous respect for the 
folks who are on the front lines and who are trying to do an incred-
ibly difficult job. 

Mr. BURR. As I do, and this is not a shot at any attending physi-
cian that saw these individuals, but I think you made my point for 
me, is that we can’t rely just on the provider network to identify 
something that we feel we have successfully communicated to a 
health delivery network. 
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And if it just happens to be a bad day and somebody misses 
something, or there was an individual that was not included in the 
dissemination of the information that you distributed or that the 
public health distributed, then we have a potential problem. 

And were this a contagious pathogen that we dealt with, that 
problem would be magnified greatly. Therefore, there are a lot of 
tools out there that we not only can use, we should use, and we 
should find a fast way to incorporate them. 

I am a little curious on NEDSS, because this is a program that 
the CDC has been focused on since 1999, I think, when it was first 
talked about or initiated, and our goal was 20 States. I think 
everybody’s goal is probably 50 States now, or I hope it is. 

Ms. BROOME. Well, we received Congressional funding in 2000 to 
move ahead with NEDSS, and we actually have funded all 50 
States, six cities, and one territory, for at least planning functions. 

Mr. BURR. But the connectivity of these States is the crucial 
thing. I mean, we still haves a third of public health in America 
not technologically connected to CDC. So, two-thirds are covered 
and for a third, we have to rely on another means other than your 
internal tools to disseminate information or warnings. 

Ms. BROOME. Well, I think it is important to also focus on the 
systems that Dr. Davidson and Dr. Barry have mentioned, in terms 
of the urgent communications, and building the connectivity with 
the local health departments. 

The health alert network support from Congress, and the Epi-X 
secure communications systems, are also critical parts of getting 
this information out. 

NEDSS is—and forgive me if I get too much into the jargon, but 
NEDSS is a tougher job. It is basically using standards to actually 
collect the raw data that will help inform the decisions, and that 
will give us what we want to communicate to our partners. 

Mr. BURR. The real capabilities that we have is data. I mean, 
that really is a key to our ability to understand what is going on 
isn’t it? 

Ms. BROOME. Well, I think it is, because it also can take informa-
tion, and not just from providers, but it also can take information 
from laboratories, and it can take information about what is going 
on. 

So we do see this as a critical part, but it takes more time to get 
that kind of complex system to functionality. 

Mr. BURR. HHS has received $1.5 billion out of the $20 billion 
emergency bioterrorism money. Of that, my understanding is that 
$40 million by CDC is directed toward preparedness, NEDSS, 
health alert network, and other things. 

Now, of the money that is left over after the stockpile, which is 
$1.1 billion, there is $400 million. So, less than 10 percent of the 
bioterrorism emergency money is directed to the thing that all of 
you, and I think all of us, would agree is the most crucial challenge 
that we have today to put in place. 

Why only 10 percent of over and above the stockpile money is de-
voted to this crucial effort? 

Ms. BROOME. I think that is a good question. 
Mr. BURR. And I don’t want to put you on the spot if the question 

is something that needs to be answered by somebody else, and I 
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assure you that the Secretary will be in next week, and I am sure 
that he will get this question. 

But if it is important that 50 States be connected, and we see 
that as a first step to our ability to rebuild our public health infra-
structure, and to make sure that the dissemination of information 
about potential biologic attacks in fact is transmitted, then it seems 
like the single greatest thing that this Congress and the CDC can 
do is to take enough money and devote it to connectivity of public 
health with our Federal entities. 

And to make sure that at least we can get this information, or 
in the reverse, at least they can access the data that they need to 
successfully monitor public health in their communities and local-
ities that they live in. 

So I am a little bit troubled in the fact that maybe in your testi-
mony or in CDC’s public statements you should be out there de-
manding to extend this to 50 States today. You can take that back 
in whatever form you would like to Jeff, and to the rest of them, 
and I will certainly take it to the Secretary. 

My time has expired, and the Chair would recognize Mr. Stupak 
for questions. 

Mr. STUPAK. Thank you. You know, as I sat here and listened to 
the testimony, and looked forward to the testimony, especially from 
Dr. Barry and Dr. Davidson, I got the impression that we don’t 
really need NEDSS. 

And that there is a system in place now that works that the 
money should really go toward providing stuff at the local level, 
and not another federally developed system, and with it, Federal 
regulations, and with it more reporting on doctors and health care 
professionals. 

And, of course, the money never really gets back to the local peo-
ple. Is that a fair summation? 

Mr. DAVIDSON. I would say not. I think from a local public health 
perspective as a Director of Public Health Informatics, NEDSS is 
my hope for the future. The current systems that we have are prob-
ably—I think a dozen, that are CDC developed systems that re-
quire intensive maintenance on a daily basis in a local health de-
partment. 

Having 12 systems built with different standards and in different 
languages is very labor intensive at a local health department. 
Having a system that is common across all the surveillance activi-
ties that we do is important for us not to expend effort when we 
don’t need to. 

Making everything come together with a standard language on 
operating assumptions, and all the necessary requirements for a in-
formation system is important at a local level. 

So from my perspective, NEDSS brings an integration. It reduces 
the burden locally, and I feel that while we certainly do need local 
public health infrastructure support, we need guidance to make 
that happen not only in a local area, but with our State partner 
and our Federal partners as well. 

Mr. STUPAK. Dr. Barry, did you want to comment? 
Ms. BARRY. I certainly am in favor of data consistency among 

systems, and from my perspective I really haven’t as a local health 
department been involved in NEDSS at all, and what I think what 
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we need right now in the city of Boston is the ability to expand and 
keep building our local surveillance system, which I would be very 
happy to connect to NEDSS, or whatever other consistent system 
will provide the most data for us nationally. 

Mr. STUPAK. I went back before the hearing and checked with my 
local folks, and I have got a very rural area. My biggest city is 
20,000 and I am rural. They just saw this as another Federal pro-
gram that would do nothing for them. 

They need quarantine rooms, and they need supplies, and they 
need things like that at the local level so that if an epidemic does 
start, there is something there. We had testimony here about 3 
weeks ago from an expert who testified before us, a Dr. Smithson, 
and basically they said, look, last year you appropriated $8.7 billion 
in your terrorism appropriations, but only 300 ever made it past 
the Beltway in Washington, $300 million out of $8.7 billion. 

So, $8.4 billion stayed here in Washington, and I am real skep-
tical. Are we building another system where all the money is going 
to go to a few places, and cost us hundreds of millions of dollars, 
and nothing gets to local people where they really need it. 

Ms. BROOME. We also think that local health departments are 
where the action is, and 75 percent of NEDSS funding has gone to 
State and local partners because we think they are the folks who 
need systems. 

Some of those State health departments are building their own 
systems, but as Dr. Davidson has pointed out, NEDSS provides 
standards for them to use in building those systems so that they 
can connect with the health care sector, and so they can do the 
data mining that Dr. Barry was mentioning. 

However, some States don’t feel that they have the resources or 
the capacity to build their own systems. So they explicitly asked 
CDC to create an option that they could use. But I think it is very 
important that this is not building another Federal stove pipe of 
the kind that Dr. Davidson described. 

That is sort of past history of these categorical systems. It is 
based on modern infomatics standards, and it uses state-of-the-art 
commercial software packages. You can drop in the leading map-
ping software so that that local health department will be able to 
take the data and actually use it to see where things are occurring 
in their district. 

And that also lets them hire people and use them for intelligent 
activities rather than data entry. 

Mr. STUPAK. So that 75 percent you said that went to locals, was 
that just to set up the system, or are you paying the salary of these 
local people? And Dr. Davidson said this would be very labor inten-
sive, and you need people there. 

In small areas like mine, if you want to hire one person and 
dedicate it to it, that is something out of our budget. 

Ms. BROOME. Well, in fact, the NEDSS’ awards include funding 
for skilled information technology personnel, because that capacity 
has not been available at State health departments in a number 
of the smaller States. 

Mr. STUPAK. And how long is that for, just to set up the pro-
gram? 

Ms. BROOME. Pardon? 
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Mr. STUPAK. How long is that for, that contracting of personnel? 
Ms. BROOME. It is built into the NEDSS awards, and it will de-

pend on the duration of Congressional support. But we also see in 
many settings as people realize the value of these information sys-
tems very—it has made a change in local and State investment in 
this infrastructure. 

So, for example, the State of Missouri has invested major State 
funding in their information system because they see the value of 
it. So I see the Federal funds as providing real benefit, but also 
providing and leveraging additional resources for this critical func-
tion. 

Mr. GREENWOOD. The gentleman’s time has expired, and the 
Chair recognizes the gentleman from Florida, for 5 minutes of in-
quiry. 

Mr. STEARNS. Mr. Chairman, thank you. Dr. Broome, the initial 
version of NEDSS that will be implemented next year in 20 States 
as I understand it will not contain what you described as aberra-
tion software, which is the ability to automatically sort and review 
the data for unusual activity, considering where we are at, why 
not? As I understand it this software is commercially available, and 
is already in use in some parts of this country. 

Ms. BROOME. I would like to clarify that the 20 States are the 
States that have requested and have been funded for the NEDSS 
base system, which is this NEDSS compatible platform that we are 
developing. An additional 16 States have received funding to de-
velop NEDSS compatible systems or to modify existing systems. 

So there are actually 36 States in the development phase. I am 
sorry that was not clear. In terms of the aberration detection soft-
ware, this is a target for inclusion in NEDSS, and we will be look-
ing at a range of commercially available tools, tools developed by 
a range of entities, such as the Department of Defense, to see 
which ones are appropriate. 

Because of the standards based approach to developing NEDSS, 
it is very feasible to drop in software which has been developed ac-
cording to industry standards for interoperability. Now, your ques-
tion is, okay, why isn’t it done now, and that is——

Mr. STEARNS. Well, just a sense of urgency in when are you going 
to do this. I mean, you can drop it in, but the question is when is 
this going to occur. 

Ms. BROOME. We do think that the first absolute priority is get-
ting basic capacity out to all 50 States. At the same time, we——

Mr. STEARNS. And when would that be, that all 50 States would 
have the basic capacity? 

Ms. BROOME. Well, with the resources that we have, we will be 
deploying in 20 States in 2002. We would certainly—we have cer-
tainly proposed ways to accelerate that. 

Mr. STEARNS. And so you are saying today that you will accel-
erate it? 

Ms. BROOME. With the resources, yes, we will accelerate it. 
Mr. STEARNS. Dr. Broome, NEDSS, even when implemented, will 

only be as good as the data input into it by local health care practi-
tioners and health departments. In this vein, you discuss CDC’s 
funding of special surveillance systems at the State and local level, 
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and how these systems have actually been put into place since Sep-
tember 11. 

Can you discuss in more detail what the benefits and short-
comings of these systems have been in this real world test, and 
what advantages they offer beyond NEDSS? And I would like the 
other witnesses to respond as well. 

Ms. BROOME. First of all, I would like to clarify. NEDSS does 
permit inputting by practitioners over the web, but it also permits 
electronic input. Data from a clinical laboratory can be sent elec-
tronically without having to have a person think, oh, here is a re-
portable disease. 

We can automatically get all appropriate information about 
specimens or conditions. So it actually represents a real step for-
ward in one of the big problems——

Mr. STEARNS. So a clinical laboratory could input it through the 
web? 

Ms. BROOME. No, they don’t have to do anything. 
Mr. STEARNS. They just are going to do it through the telephone? 
Ms. BROOME. No, no. This is basically—well, we are working 

with the multi-jurisdictional laboratories which cover basically all 
the States, and for them to send out an automatic electronic mes-
sage over the Internet, appropriately encrypted and secure, that 
would be routed to the State health departments basically as soon 
as that laboratory result, or even a specimen, is submitted. 

So this means that it is just a huge step forward in the speed 
and completeness, and accuracy, and the ease with which relevant 
information can get to the people who need it at State and local 
health departments. 

So there is a real difference. It’s not just counting on that over-
burdened physician to actually report a case. Your question then 
was what about NEDSS and what about these other alternate ap-
proaches to surveillance. 

Mr. STEARNS. Particularly in light of what happened in Sep-
tember. 

Ms. BROOME. First of all, we did support these pilots with the 
very first bioterrorism—with these surveillance grants. So those 
have been undertaken by States since late 1999/2000. There has 
been a range of sources looked at, and I think the kind of experi-
ence that you are hearing from Dr. Barry is really very useful in 
looking at how they might be useful. 

We have had other folks discover that some of the information 
that they were getting from their heightened surveillance was not 
timely. Some of the sources they thought might be promising either 
were not feasible or not timely. 

What we are doing is collecting systematic information on these 
pilots to try to provide some broader guidance about what worked 
and what didn’t work. 

Mr. STEARNS. Dr. Barry. 
Ms. BARRY. Yes. I would like to comment that we were one of 

those special surveillance sites that was funded with the initial 
CDC funding in 1999, and have really tried to look locally in very 
creative ways to build a system that is not going to burden people. 
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In our current system the ED people don’t have to do anything. 
The MIS just sends us that data. So there are some aspects of the 
system that I think might be useful to other localities. 

Mr. STEARNS. Dr. Davidson. 
Mr. DAVIDSON. Since September 11, there have been relatively 

few changes in terms of NEDSS activities within the State. We still 
are targeting completion of laboratory reporting from the State labs 
into our version of NEDSS, called Colorado Electronic Disease Re-
porting System, by the end of this fiscal year, and that would be 
June 30, 2002. 

So our goal is still to achieve that, but we have not been able to 
accelerate that in the last 6 weeks. That is a difficult project. It is 
not easy to make these systems talk to one another. 

Mr. GREENWOOD. The gentleman from Florida’s time has expired, 
and the Chair recognizes the gentleman from Illinois, Mr. Rush, for 
5 minutes of inquiry. 

Mr. RUSH. Thank you, Mr. Chairman. I want to commend not 
only you, but also the witnesses, for this hearing and for the testi-
mony that they have provided so far. I have a couple of questions 
that I would like to ask both Dr. Davidson and Dr. Barry. 

You have stated, and I guess everyone can agree, that the ability 
to identify a bioterrorist attack depends on the ability to diagnose 
medical conditions. And we have also further agreed that this re-
quires a laboratory test at the local level spanning the entire Na-
tion. 

My question is do local health departments have access to the 
modern up-to-date labs, and if they don’t, what resources do the 
local health departments need in order to make sure that they are 
up to speed, and that they can provide the most accurate and up-
to-date laboratory tests that is possible? 

Ms. BARRY. I think for many conditions a laboratory diagnosis is 
not going to be the most important feature. It is going to be the 
number of people with a clinical syndrome. But with regard to lab-
oratory——

Mr. RUSH. A clinical syndrome? 
Ms. BARRY. A clinical syndrome. So, even if we don’t know what 

is causing all those people to have fever and pneumonia, we realize 
that we have a problem. With regard to laboratories, we are very 
fortunate to have the Massachusetts State Laboratory Institute, 
which has also received funding from CDC, to be in the network 
to be able to identify for us very quickly agents of concern for bio-
terrorism. It works very well, that system. 

Mr. DAVIDSON. Within Colorado, we have an excellent laboratory 
as well, and the State lab has been the recipient of Federal funds. 
The epidemiologic laboratory capacity program, I think it is, that 
you have supported in the past, and currently through the larger 
bioterrorism preparedness grant, there is support for the laboratory 
as well. 

We are using NEDSS funds to support development of a labora-
tory information system. I think that the capacity to do the diag-
nostic testing is there, at least in Colorado. 

Mr. RUSH. Dr. Broome. 
Ms. BROOME. I am really delighted that you asked this question, 

because the laboratory really is a critical partner in this. I agree 
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with Dr. Barry that sometimes you would love to do it before the 
laboratory makes the diagnosis, but that is the backup, and it also 
gives you specific information. 

So I consider it a critical part of the system, and it is one which 
requires particular attention. In addition to the funding and pro-
grams that Dr. Davidson mentioned, we also have made available 
on the web information that laboratories can use about what proce-
dures to use. 

They can order reagents so that they can diagnose these condi-
tions, and there is a network set up so that there is a way for a 
State to decide how they want to organize their laboratory system 
and get the information, and testing materials that they need. 

And then finally this information is most valuable if it can get 
into the surveillance information systems that we are talking 
about. So again this is a place where we need to be integrated, and 
where we have to be able to take the results of testing and be sure 
it gets to the people who need to use those results. 

Mr. RUSH. And can we assume that if we have an adequate lab 
system that we can assume that there would be an adequate num-
ber of trained lab technicians, or is that too much of an assump-
tion? 

Ms. BROOME. I think as with all of these that you have areas 
that are very well equipped and staffed. But we are talking about 
the country, and a country-wide system, and that is where you 
really have to be thoughtful about the resources that are needed 
so that there are the trained personnel, and so that they have the 
laboratories, and they have the biosafety capacity, and they have 
the information systems to participate in a national network. 

Mr. RUSH. If one thing that has come out of our tragedy of Sep-
tember 11, or one good thing, is the focus on the local public health 
system. And I think that we need to take this opportunity to 
strengthen our public health system for the long term. 

And I wanted to ask you what long term changes should we 
make to our surveillance system, particularly at the local level, but 
also where they want us to focus on, and the two-tiered health sys-
tem in this country. 

And whereby—and maybe you could tell me the impact, the pos-
sible impact that you can envision, because there is a significant 
population segment in our Nation that is not really adequately 
tuned into the public health system or to the private health sys-
tem. 

And I will just give you an example. Maybe it is not congruent, 
but about 6 years ago in my city, there was a heat epidemic. And 
700 people died from heat stroke. I mean, something that could be 
readily identifiable, but yet still it took my city at least—well, 
longer than necessary—a week or 2 weeks, to really get in front of 
the issue and respond. 

And I am trying—I believe that this kind of example will be du-
plicated many times if in fact a bioterrorist attack or a natural 
tragedy will occur. And I just want you to respond to what can we 
do to buttress the public health system in order to make it touch 
as many Americans, or more Americans than it currently touches? 

Ms. BARRY. Well, I think you have touched on a critical char-
acteristic of the public health system, and that is that it has to 
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cover the whole population. It has to be able to detect health prob-
lems wherever they may occur, and it has to be able to respond to 
protect the health of the entire population. 

I do think that there are ways in which the kind of information 
systems that we have been talking about, and the kind of response 
systems, are truly population based. The challenge really is to be 
sure that all local health departments and that the medical care 
delivery system is there to participate. 

Mr. RUSH. Dr. Broome, would you care to respond? 
Ms. BROOME. Yes. What I would say is please give us some fund-

ing at the local level so that we can hire nurses, so we can hire 
outreach workers. You know, if we have an event in the city of Bos-
ton, we have a very large Haitian community. 

Somebody has got to be able to speak to that community, and go 
out to that neighborhood, and speak to those folks, and help them 
out. Right now I am the only infectious disease physician in the 
City Health Department in Boston. 

And it is a resource issue. We need direct funding to the local 
health department to take care of those very people that you are 
talking about. 

Mr. RUSH. Dr. Davidson. 
Mr. DAVIDSON. I agree with my colleagues. We definitely need 

more support at the local health department level, but I think to 
answer some of the questions that you asked earlier, you need to 
support the safety net institutions. 

You can’t expect people to show up at an emergency room and 
wait a dozen hours, and then say, well, you have to wait another 
10 hours because there is just too many people in front of me. 

I think we need to have institutions that can be responsive to 
those patients who were suffering from heat stroke, and I am sure 
that the emergency rooms were overwhelmed, and the community 
health centers were overwhelmed, and the hospitals had insuffi-
cient beds. 

So if we are talking about dealing with a large issue in the public 
health infrastructure, it spans all the way from the local health de-
partment as Dr. Barry just mentioned, all the way to those safety 
net institutions. 

Mr. GREENWOOD. The gentleman’s time has expired, and all the 
questioning for this panel has expired. So we thank you again, each 
of you, for coming, and for helping us to understand this complex 
issue, and you are excused. 

We will now call up the second panel, and it will take a couple 
of minutes for the second panel to set up some of their equipment 
for demonstrations. 

[Brief recess.] 
Mr. GREENWOOD. While we are waiting for Dr. Wagner to arrive, 

I will introduce the witnesses for our second panel. They are Dr. 
Alan P. Zelicoff, who is the senior scientist at the Center for Na-
tional Security and Arms Control, at Sandia National Laboratories. 

And, Mr. Zelicoff, let me tell you that Congresswoman Heather 
Wilson had hoped to be here to introduce you, and have some ques-
tions for you, but she is tied up at the White House. 

Also, we are pleased to have Dr. Michael Wagner, Director of the 
RODS Laboratory, Center for Biomedical Informatics, from the 
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University of Pittsburgh; and Mr. John S. Russell, Executive Vice 
President and General Counsel of Quintiles Transnational, which 
is from North Carolina. 

And we thank each of you for coming. I think that you have been 
informed that this is an investigative hearing, and it is our custom 
to hold to ask the witnesses to provide their testimony under oath. 
Do any of you have an objection to offering your testimony under 
oath? 

[No response.] 
Mr. GREENWOOD. You should then be advised that under the 

rules of this committee and the rules of the House, you have the 
right to be represented by counsel. Do any of you choose to be rep-
resented by counsel? 

[No response.] 
Mr. GREENWOOD. Seeing no such desire, then I would ask you to 

rise and I will administer the oath. 
[Witnesses sworn.] 
Mr. GREENWOOD. Okay. So saying, you are now under oath, and 

you may give your testimony, and I will start with you, Dr. Wag-
ner. You are recognized for 5 minutes for your testimony. Thank 
you for being here. 

TESTIMONY OF MICHAEL M. WAGNER, DIRECTOR, RODS LAB-
ORATORY, CENTER FOR BIOMEDICAL INFORMATICS, UNI-
VERSITY OF PITTSBURGH; ALAN P. ZELICOFF, SENIOR SCI-
ENTIST, CENTER FOR NATIONAL SECURITY AND ARMS CON-
TROL, SANDIA NATIONAL LABORATORIES; AND JOHN S. RUS-
SELL, EXECUTIVE VICE PRESIDENT AND GENERAL COUN-
SEL, QUINTILES TRANSNATIONAL 

Mr. WAGNER. Good morning, Mr. Chairman, and members of the 
subcommittee. My name is Michael Wagner, and I am a Physician 
and Assistant Professor of Medicine at the University of Pitts-
burgh. 

My training is in the fields of internal medicine and medical 
infomatics and artificial intelligence, and for the 2 years my re-
search has been focused exclusively on the building of an early 
warning system for detection of outbreaks of disease. 

I wish to thank the subcommittee for this opportunity to share 
information with you. The research that I am going to describe has 
been funded by the National Laboratory of Medicine, and the Agen-
cy for Health Care Research and Quality, and the Centers for Dis-
ease Control and Prevention, and the Defense Advanced Research 
Projects Agency. 

Please note that the views that I express today are my own, and 
not necessarily those of the agencies. In our research on early 
warning systems, we have been concerned about early detection of 
disease outbreaks caused by medium-to-large scale bioaerosol re-
leases of anthrax, smallpox, plague, or any other aerosolizable 
agent. 

With this type of outbreak, early notice of detection is of para-
mount importance, and our improvement in early notice can trans-
late into scores of lives saved. A product of this research is a sys-
tem named RODS, which stands for real time outbreak and disease 
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surveillance. It is an early warning system that has been deployed 
in Western Pennsylvania for 2 years. 

The key feature of RODS is that it receives data directly and 
without delay from computers in emergency departments and hos-
pitals. This anonymous data includes patient’s symptoms, age, gen-
der, address information, and results of tests. 

The data are transferred directly computer to computer, which 
means that seconds after a patient registers in an emergency de-
partment complaining of a cough, this fact is pooled with data from 
other patients in the region at a central location, and is available 
for automatic analysis. 

At present, RODS emphasizes data collection from emergency 
rooms and hospitals monitoring 800 visits per day for like symp-
toms of diarrhea, rash, and other key symptoms, and all the ap-
proach is general, and it can include data collection from other 
computer sources, such as direct entry of case reports by clinicians. 

The earliest of detections approach is achieved first by identi-
fying as many people in the region as early as possible in their dis-
ease process while they have non-specific symptoms, such as cough 
or diarrhea, and then by using brute force computer power to find 
any interesting patterns among the sick individuals that would 
suggest an unusual outbreak is occurring. 

An interesting pattern, for example, might be an unusually high 
number of sick people in the past 24 hours who happen to live in 
the same zip code area. Our design for the RODS system was heav-
ily influenced by prior work in the field of medical infomatics. 

From this experience, we knew that the most important ingre-
dient for success would be obtaining the right data electronically in 
real time and without asking doctors to fill out forms or enter data 
into computers. 

We knew that computers in emergency rooms and hospitals 
would be able to provide useful data through standard computer-
to-computer interfaces. We also knew the importance of standards 
in building early warning systems, especially those having regional, 
State, and national coverage. 

We ascribe to the standards now recommended by the National 
Electronic Disease Surveillance System project, and we think that 
those standards are excellent. One new lesson that we have 
learned from the research is that health departments may have 
limited resources to do this kind of work due to their front line re-
sponsibilities. 

And that this problem in our case can be addressed by the cre-
ation of a trusted broker, which is an administrative entity created 
by a memorandum of understanding with the health department 
that allows pooling of data regionally for mutual defense. 

Another lesson from the research is the central importance of ob-
taining data about patient’s symptoms even earlier than at present, 
even before they seek emergency care. 

Other lessons include the importance of large interdisciplinary 
research groups with experience in medical infomatics, public 
health, computer science, statistics, emergency response, and to 
conduct the research in as big a region as possible so that there 
is sufficient data available about naturally occurring outbreaks for 
system validation. 
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So as a result of my basic and implied research on early warning 
systems for public health surveillance, I would like to offer the fol-
lowing recommendations to the subcommittee. 

First, Congress should provide funding directly to ongoing re-
gional efforts to build early warning systems, and not necessarily 
limit it to those that are affiliated with health departments, and 
not necessarily funding all the money through State and local 
health departments, although that basically is a very sound ap-
proach. 

And stipulate that every funded project adhere to the National 
Electronic Disease Surveillance System standards. The rationale 
for this recommendation is that the regional efforts will be most ef-
fective in obtaining access to the data needed for early detection. 

And additionally the reality is that right now that many of these 
research projects are being called on to rapidly deploy and provide 
reliable 7-by-24 services in defense of the community without suffi-
cient resources to take on the task. 

My second recommendation is that in the near term the greatest 
improvement in capability will depend on obtaining information 
from or about sick individuals as early as possible in their illness. 

There are many potential ways to do this, and therefore the Na-
tion’s health systems need to conduct research to find workable so-
lutions. The Congress should fund centers of excellence to do this 
research, and these centers need to be interdisciplinary and need 
to have multiple year funding. 

And Congress may need to prove incentives for specific industries 
with needed data to construct real time privacy protected data 
feeds. Congress may need to also enact legislation to facilitate data 
collection that balances the needs of the community for defense, 
with the rights of individuals to confidentiality. 

My last recommendation is that Congress should encourage 
through Federal funding several regions to participate in an inten-
sive level in early warning research. The reason is that the field 
of bio-defense is a lot like the field of particle physics, by which I 
mean that a large particle accelerator is necessary to answer cer-
tain questions in particle physics and in the field of bio-defense, a 
very large region with rich, multi-year datasets, are needed to per-
sist in validation and hypothesis testing. 

In closing, I would suggest that Congress note that developing 
very early detection of major public health threats is an ambitious 
scientific undertaking that resembles in both urgency and techno-
logical breathe the space race in the 1960’s and the Manhattan 
Project in the 1940’s. 

And that there are lessons to be learned from those projects, 
such as the value of having clear goal statements, such as short 
term objectives to reduce detection time by 2 days over current lev-
els, and stretch goals of being able to reduce detection time within 
1 day of release for any biological agent that threatens the health 
of our citizens. 

And I thank you very much for the opportunity to speak here 
today. 

[The prepared statement of Michael M. Wagner follows:]
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PREPARED STATEMENT OF MICHAEL M. WAGNER, ASSISTANT PROFESSOR OF MEDICINE 
AND INTELLIGENT SYSTEMS, UNIVERSITY OF PITTSBURGH 

Good afternoon, Mr. Chairman and Members of the Oversight and Investigations 
Subcommittee. My name is Dr. Michael Wagner. I am a physician and an assistant 
professor of Medicine and Intelligent Systems at the University of Pittsburgh. I am 
also co-scientific director of an institute in Pittsburgh that focuses on bioterrorism 
research. 

My training is in the fields of biology, internal medicine, medical informatics, and 
more recently I received a PhD in artificial intelligence. Over the past decade, I 
have been building computer systems that detect cases of disease and potential 
medical errors. For the past two years, my work has been focused exclusively on 
the building of early warning systems for outbreaks of disease. 

I wish to thank the Subcommittee for this opportunity to share information with 
you about this research and to offer my observations and recommendations to the 
Subcommittee in its deliberations on public health early warning systems. 

My research has been funded by four federal agencies—the National Library of 
Medicine, the Agency for Healthcare Research and Quality, the Centers for Disease 
Control and Prevention, and the Defense Advanced Research Projects Agency, but 
the views I express today are my own and not necessarily those of the agencies. 

THE REAL-TIME OUTBREAK AND DISEASE SURVEILLANCE (RODS) SYSTEM 

Why are we doing the research? 
A scenario we have been most concerned about is early detection of disease out-

breaks caused by large-scale aerosol release of Anthrax. Without very early detec-
tion of this type of outbreak, it has been estimated that there will be mortality rates 
of hundreds per hour within 4 or 5 days of release. In this kind of outbreak, hours 
count, and detection needs to occur very early to allow time for response and treat-
ment to occur. 
What is RODS? 

A product of this research is RODS, an early warning system that has been de-
ployed in Western Pennsylvania for two years. The acronym RODS stands for Real-
time Outbreak and Disease Surveillance. The purpose of RODS is to provide early 
warning of infectious disease outbreaks, possibly caused by acts of terrorism using 
biological weapons, so that treatment and control measures can be begun, to protect 
and save larger numbers of people. 

A key feature of RODS is that it receives data directly and without delay from 
computers in emergency departments and hospitals. The data include patient symp-
toms, age, gender, address, and results of tests. The data are transferred directly 
computer-to-computer and without delay, which means that seconds after a patient 
registers in an emergency department complaining of cough, this fact is pooled with 
data from other patients in the region at a central location and is available for auto-
matic analysis. At present, RODS emphasizes data collection from emergency rooms 
and hospitals—monitoring 800 visits per day for flu-like symptoms, diarrhea, rash 
and other key symptoms—although our approach is general and includes data col-
lection from other computer sources as well as direct entry of case reports by clini-
cians. 
How is early detection achieved? 

Early detection is achieved in this approach by identifying as many patients as 
possible early in the disease process when they have nonspecific symptoms such as 
cough or diarrhea, and then using brute-force computer power to find any inter-
esting patterns among the sick individuals that would suggest that an unusual out-
break is occurring. An interesting pattern, for example, might be an unusually high 
number of sick people showing up at emergency departments in the past 24 hours 
who happen to live in the same zip code area. 
Why did we take this approach, and what have we learned? 

Our design for RODS was heavily influenced by prior work in the field of medical 
informatics. From this experience, we knew that the most important ingredient for 
success would be obtaining the right data electronically, in real time, and without 
asking doctors to fill out forms or to enter data into computers; so, we spent a great 
deal of time being clever about this. The approach builds on electronic medical 
records and other existing computer systems. These elements are widely available 
in the country and represent an enormous resource. We knew that computers in 
hospitals and emergency departments contained relevant data, and we knew that 
they would be able to provide the data through standard computer-to-computer 
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interfaces, in fact, from the beginning we used many of the standards now being 
recommended by the National Electronic Disease Surveillance System (NEDSS) 
project, and we think those standards are excellent. 

We have learned that health departments have limited resources for any kind of 
participation in this kind of project due to their front-line responsibilities. Therefore, 
we developed the concept of a trusted broker, which is an administrative entity that 
allows pooling of data. The trusted broker is created by formal memoranda of under-
standing between the health department, data providers, and an outside technical 
group. This organizational model has proven effective, especially with the facilita-
tion of a highly respected local foundation with contacts in the community. 

We also understand that although the approach taken in RODS can significantly 
reduce the time delay to detection, it is not a complete solution to the country’s 
needs. As you know, the earliest possible detection will eventually be accomplished 
by biosensors that detect bacteria and viruses when they first appear in our envi-
ronment, but before they infect us. However, such technology is a ways off especially 
in a sufficiently cheap form that every person can carry a personal monitor, or every 
building and open space can be monitored continuously. In the meantime, early de-
tection of a surreptitious release will depend on monitoring people and animals for 
the early effects of that release, and through detailed analysis of the epidemiological 
characteristics of sick individuals. 

From the research, we know that the earliness of detection in RODS can be im-
proved further if we can obtain data about patient symptoms even earlier than at 
present, even before they seek emergency care. This latter point is the subject of 
a specific recommendation. 

RECOMMENDATIONS 

I would like to use the remaining time available to me to offer my recommenda-
tions to the subcommittee for rapid improvement in detection capabilities. 

1. Congress should provide funding directly to all ongoing metropolitan and re-
gional efforts to build early warning capability, provided they adhere to National 
Electronic Disease Surveillance System standards. Early warning can be imple-
mented most quickly by regional efforts, with federal coordination. Some of these 
efforts are research projects that are becoming regional or national resources for 
early warning, and they are not currently staffed or funded for rapid deployment 
or for the provision of 7x24 services. 

2. The earliness of outbreak detection depends fundamentally on obtaining data 
about early symptoms of disease. In the near-term, the greatest improvements in 
capability will depend on improving the earliness with which such data—-and 
epidemiologically relevant information such as work location—are collected. There 
are many potential ways to do this, and the nation and its health systems need to 
find workable solutions. This goal may require legislation to facilitate such data col-
lection. Congress may need to provide incentives to specific industries that have 
needed data to develop real-time, privacy-protected data feeds for public health 
early warning systems. 

3. There is a need for basic and applied research in early warning systems for 
biological threats. Congress should provide funding through the National Library of 
Medicine and the Agency for Healthcare Research and Quality to support several 
interdisciplinary Centers of Excellence. The National Library of Medicine is the 
principal federal funding source for research and training in the field of medical 
informatics, a field that has and can continue to provide tools and expertise needed 
to accomplish these objectives. The Agency for Healthcare Research and Quality has 
extensive experience in medical process improvement and change management. The 
centers of excellent must be large and interdisciplinary, comprising teams of public 
health physicians, epidemiologists, contractors, medical informatics researchers, 
mathematicians, and computer scientists, and they need to have multi-year funding 
to attract and maintain highly qualified individuals. 

4. Congress should encourage, through federal funding, several cities and regions 
to participate in early warning research. The field of biodefense is like the field of 
particle physics: a large particle accelerator is necessary to answer certain ques-
tions, and in general the bigger the accelerator the better. In the field of biodefense, 
the equivalent of a large particle accelerator is a large geographic region for which 
rich, multiple-year data sets are available for research and system validation. 

In closing, I would suggest that the Congress note that early detection of major 
public health threats is an ambitious undertaking that resembles in both urgency 
and technological breadth the Space Race in the 60’s and the Manhattan Project in 
the 40’s. Those projects had clear goal statements that facilitated the work of mul-
tiple teams located in different regions of the country that were necessary to accom-
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plish the mission. The DARPA Biosurveillance Program is an example of a program 
with a clear short-term objective to reduce detection time by two days over current 
levels and a stretch goal of being able to detect within a day of release, biological 
or toxicological agents that threatens the health of its citizens. 

Thank you very much for the opportunity to speak here today. 

INFORMATION ABOUT FEDERALLY FUNDED RESEARCH 

National Library of Medicine 
The initial funding for this research into early warning systems began in fall 

1999, and came from the National Library of Medicine. The agency approved a re-
quest to redirect an ongoing project (to develop capability to detect rare health 
events automatically using health system data) to the problem of early detection of 
bioterrorism. In the ensuring two years, NLM has provided direct grant support of 
$200,000. 

The National Library of Medicine has also supported this work by funding train-
ees in medical informatics and infrastructure development under grants for training 
in Medical Informatics and the Integrated Academic Information Management Sys-
tems program. 
Agency for Healthcare Research and Quality 

In September 2000, the Biomedical Security Institute received a $1,020,000, 1.5-
year contract from the Agency for Healthcare Research and Quality (AHRQ) to 
study basic questions including (1) What is the capacity of existing information sys-
tems to detect outbreaks of disease? (2) How can existing systems can be adapted 
to enhance early detection of a bioterrorist release? (3) What data elements are 
needed for early detection of a bioterrorist event? (4) What are the performance 
characteristics (including sensitivity, specificity, and timeliness) of different ap-
proaches to early detection of a bioterrorist threat? And (5) How can computerized 
clinical decision support be linked to early detection strategies? 

Results of the AHRQ contract are described in two reports. The first is entitled 
The Nation’s Current Capacity for the Early Detection of Public Health Threats in-
cluding Bioterrorism, and the second is a report due in late November entitled The 
Availability and Comparative Value of Data Elements Required for an Effective Bio-
terrorism Detection System. We have published additional results in papers titled 
Modeling the Effects of Epidemics on Routinely Collected Data, and The Emerging 
Science of Very Early Detection of Disease Outbreaks. The references are listed for 
your convenient use in the next section. 
Centers for Disease Control and Prevention 

Also in September 2000, the Biomedical Security Institute entered into a coopera-
tive agreement with the Centers for Disease Control and Prevention. In the first 
year of this agreement (’01), approximately $540,000 (of $920,000) was provided for 
research on early detection. The results of this research are described in five tech-
nical papers that are also listed in Appendix II. The papers describe data modeling 
for the National Electronic Disease Surveillance System, evaluation of an electronic 
laboratory reporting system for notifiable diseases, the use of routinely collected 
emergency department data for early detection of respiratory outbreaks, and the use 
over-the-counter sales of cough syrup and other products for early detection. 

In the current fiscal year (’02), the Centers for Disease Control and Prevention 
is providing an additional $400,000 (of $720,000) for a number of projects including 
development of a health-system-resident component for RODS, development of a 
trusted broker, analysis of how a ‘‘zebra chip’’ could optimally be deployed in a de-
tection scheme, and further support of ongoing work in natural language processing 
of chest radiographs to identify patients with inhalational anthrax. 
Defense Advanced Research Projects Agency (DARPA) Biosurveillance Program 

Recently (August 2001), we were awarded a contract by the Air Force providing 
$1.6 M over 1.5-years to participate in the Defense Advanced Research Projects 
Agency (DARPA) Biosurveillance Program. The program’s goal is to develop and 
validate city-scale prototypes of early warning systems. The emphasis of the pro-
gram is on the use of nontraditional data. Our specific tasks include development 
of automatic detection algorithms, computer-based simulations of epidemics for 
‘‘what-if’’ analyses, and computer models of early response decision-making under 
uncertainty.

Mr. GREENWOOD. Well, we thank you, Dr. Wagner, and thank 
you for joining us this afternoon. I believe we are going to go to 
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Dr. Zelicoff next. You are recognized for 5 minutes for your testi-
mony. 

TESTIMONY OF ALAN P. ZELICOFF 
Mr. ZELICOFF. Thank you, Mr. Chairman. I am going to be de-

parting from my prepared remarks. I would ask that if it is pos-
sible and proper that my prepared remarks be entered into the 
record. 

Mr. GREENWOOD. Without objection, your remarks will be part of 
the record. 

Mr. ZELICOFF. I will spend just a few moments introducing my-
self. My name is Al Zelicoff, and as you heard, I am a senior sci-
entist at the Center for National Security and Arms Control at 
Sandia National Laboratories, which is a Department of Energy 
government owned laboratory. 

I am a physician and physicist, and our center develops tech-
nologies for counter-proliferation of weapons of mass destruction, 
and for verification of the entire panoply of arms control agree-
ments of which the United States is a party. 

I was in medical practice for about a decade, but my area of in-
terest since joining Sandia has been in non-proliferation of biologi-
cal weapons, and specifically in coming up with clinical tools that 
could be of use for people who are actually at the front lines of 
medicine. 

There were a number of things that my colleagues in the pre-
vious panel testified to with which I agree, and there were a num-
ber with which I profoundly disagree, and I hope that I will have 
a chance to flush some of those out in the question period. 

But let me tell you where I certainly do agree with some of the 
generic and not so generic statements that were made previously. 
Any system that we use for early surveillance has to have a couple 
of characteristics that are pretty obvious. 

You can’t wear people out, and it should be local, and I will be 
coming back to that point in a moment. It has to maintain patient 
confidentiality. Obviously, the key stakeholders who will be using 
the system should be involved in its design. 

It has got to be simple, and it has to serve as a communication 
tool between physicians and public health officials. I think all of 
those things are very obvious. Let me lay a couple of other items 
on the table and then show you at Sandia how we believe we have 
achieved at least an 80 percent solution for all of those exacting re-
quirements. 

The information has to be accessible to other agencies and deci-
sionmakers on a need to know basis and that will vary from agency 
to agency. The system has to be cheap, fast, and most importantly 
of all, it has to be sustainable on its own merits. 

If the system doesn’t work because it helps physicians in their 
daily practice, it is not going to survive, no matter what. It does 
no good to send CDC officials, however well trained they are, to sit 
in emergency rooms around the country when we all know that 
there aren’t nearly enough CDC officials to go around. It is far too 
expensive, and therefore, not sustainable. 

Remember that we have a private health care system in this 
country, and I don’t know if that is going to change in the future, 
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but for the foreseeable future I expect it is going to be private and 
it is fractionated. 

Now, if I can call your attention to the screen, and if I could ask 
that some of the lights go out. Let me tell you a little bit about the 
Rapid Syndrome Validation Projection, or RSVP for short. 

This is a syndrome-based disease surveillance system that has 
been developed with the help of the New Mexico Department of 
Health in Albuquerque, and in my view some of the best disease 
sleuths that the country has to offer. 

As has been indicated earlier, we have broken all of the rules of 
epidemiology. We are not using disease based or laboratory based 
diagnosis. We are looking at syndromes which are listed here, and 
I will have more to say about those in a moment. 

We do, however, permit the physician to enter reportable dis-
eases, and just to show you how awful that is in the real world, 
let me indicate to you that the reportable diseases that physicians 
are actually supposed to be aware of in the community. 

And let me tell you that the rapid syndrome validation project 
is designed to be used by primary care physicians in their offices 
and clinics, and the human in the loop is the local public health 
official, the local epidemiologist who unquestionably is the most 
knowledgeable person in the community about diseases. 

And the reason that I emphasized local a little bit earlier is that 
disease patterns in communities vary from place to place, and here 
is no one who knows the disease patterns in their community or 
to borrow a phrase I think from Dr. Barry earlier, who has the 
highly trained sophisticated genetically engineered neuro network 
algorithm called the Mark One Eyeball that can recognize disease 
patterns as they come and go through a community, and determine 
simply by extent of experience what is normal and what simply is 
not normal. 

So, if you will give me 1 more minute, I will bring up the soft-
ware again. By the way this is not a canned presentation. This is 
actually on-line and is precisely what physicians see when they are 
using it in the community. And we have had this on-line now for 
about 9 months in New Mexico. 

And you will see in a moment that the only software that is re-
quired for the person to use it is any available web browse, which 
are all free, and so the barriers to entry here are extremely small, 
and I believe that the cost, which I can provide to you in some de-
tail if you would like during the questioning period, are also very 
small as well. 

All right. So the physician logs in by choosing their user name, 
and what we have put in in the local emergency rooms and pri-
mary care clinics is a touch screen, because it is much, much faster 
than using a mouse. 

We were after about 45 seconds of the physician’s time, which 
most of you will recognize is about the attention span of the aver-
age clinical physician today. Demographics are the first part of epi-
demiology, and it answers three questions; what, where, and when. 

In the early disease investigation what you are trying to deter-
mine if you are a local public health official is whether or not to 
worry, and then begin a disease investigation as I think has been 
indicated earlier. 
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So I will enter a zip code of work, and notice that the system 
asks for additional information if you happen to hit yes on travel, 
for example, and it asks if you traveled internationally. 

We have certain high risk occupations, like a postal worker, for 
example; and I am going to pick one of the syndromes, which is in-
fluenza like and that is the one that you hear so much about. 

This is a term of art in medicine. It is not a head cold. It is se-
vere illness, with fever, myalgia, muscle aches and headache, gen-
erally accompanied by respiratory symptoms. 

What we are after here to try to get the noise down and get the 
information content up is the clinical judgment of the physician. 
And I disagree with one of the previous testifiers who stated that 
physicians aren’t going to welcome one more computer screen into 
their clinic. 

Indeed, I have many people asking me for this system, simply be-
cause as you will see, it gives something back to the physician, as 
well as giving something to the epidemiologist. 

All the other screens look pretty much the same, and symptoms 
are at the top, and so I am going to enter somebody who has a pro-
ductive cough here, with severe muscle aches, and I am going to 
allow this physician to say that they got a chest x-ray and it was 
abnormal. 

And the system actually prompts the doctor to look for certain 
signs and symptoms that are actually classically associated with 
terrorism diseases or diseases of public health importance. 

Not that the average doctor would know that. They don’t. But 
the system does. So in this case wide media stannum is a par-
ticular finding on the chest x-ray, and almost always associated 
with anthrax in the setting of an acute respiratory illness. 

In fact, it is anthrax until proven otherwise, although the vast 
majority of physicians won’t recognize that. We are done. In prac-
tice, that takes about 30 seconds for the average physician to do, 
and when we are done, three things happen. 

The data goes off to the local server, which is sitting in the local 
public health department. Second, that data that I just entered got 
screened for combinations of signs and symptoms that the local 
public health authority once again, and besides local, are strongly 
correlated either with diseases of public health importance—mea-
sles, for example—or are associated with bioterrorism related ill-
nesses. 

If that combination of signs and symptoms happens to be picked, 
the system automatically e-mails, faxes, and pages the local epi-
demiologist who is on-call—there is almost always one in every ju-
risdiction in the country—with all of the information that I just en-
tered, including the name of the physician who logged in and their 
phone number. 

That happens within 30 seconds, and so the State epidemiologist, 
and in our case in New Mexico, can get on the phone and call Dr. 
Zelicoff at UM Hospital, and remind him that he might be seeing 
a case of anthrax, and would you please hold that patient there. 

And we will start the case investigation 2 days before that per-
son pops into the hospital, or at worst, 3 days when they are hav-
ing their autopsy done. But the most important thing of all is what 
comes back to the physicians. 
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In all cases, this screen comes back and in the lower left-hand 
corner what you see is the results of all culture data, of all major 
respiratory passages, and it varies from syndrome to syndrome. 

And from the entire State, going all the way back to March, and 
it would be foolish for a physician in October in New Mexico to 
make a diagnosis of flu, for example, because there is no flu in the 
communities at that time. 

There is a temporal plot that shows similar cases, and most im-
portant of all, there is an advisory message which is controlled by 
the local public health authority that I like to refer to as medical 
intelligence. 

I think one of the committee members referred to the links be-
tween epidemiology and intelligence, and indeed the advisory mes-
sage is the sum total knowledge of all information of local public 
health officials have with reference to that particular State, and it 
varies from syndrome to syndrome. 

And finally the physician also gets a map, and this map is 
zoomable to any portion of the United States, down to zip code 
level, and it shows you that the epi-center right now of respiratory 
disease in the Albuquerque area is in fact in Albuquerque and it 
is coded. 

And then it is color coded and then indeed other maps can be 
laid on top of that for analysis. I will wrap up now, Mr. Chairman, 
by making one final point. I served for 9 years on the U.S. Delega-
tion to the Biological Weapons Convention. It is the only treaty 
that regulates or in fact bans the ownership of biological weapons. 

As a participant in that process, I believe that the current ad-
ministration was correct to reject the protocol to straighten the bio-
logical weapons convention. I believe that that protocol was not 
nearly worthless, but was actually quite a bit worse than that. 

In fact, it was worse than worthless. This is not merely an opin-
ion. My conclusions are backed up by the only scientifically cogent, 
technically meaningful, mock inspections done by any of the State’s 
parties to the convention, which were done here in the United 
States, yet actively ignored by the decisionmakers during the time 
of the negotiation. 

Let me be clear that the failure of that protocol lies squarely at 
the feet of the previous Administration. The delegation and the 
inter-agency working group suffered enormously from a near total 
lack of leadership and a complete absence of vision, which is a 
great tragedy. 

Despite protestations to the contrary, there was no thoughtful 
senior level involvement in the U.S. negotiating strategy beyond a 
single tired phrase that appeared yearly in the State of the Union 
address. 

Because of the events of the last several weeks, I am very sympa-
thetic to the argument that for the short term and at the moment, 
there is little time for policymakers to rethink our approach to fu-
ture protocol negotiations. 

But when management of the current price no longer dominates 
all the attention of the decisionmakers, I would urge the U.S. Gov-
ernment to appoint a seasoned negotiator with one key goal in 
mind; to establish an international system of disease monitoring 
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that is electronically based and a value to clinicians, veterinarians, 
and their patients. 

So in summary I believe we have identified a set of electronic 
tools for both epidemiologists and clinicians in New Mexico that 
meet the very exacting requirements that you heard about from the 
previous speakers, and I would be very, very grateful if you will 
take time to ask me more questions about it, and I will be happy 
to entertain any other questions the committee might have. 

[The prepared statement of Alan P. Zelicoff follows:]

PREPARED STATEMENT OF ALAN P. ZELICOFF, SENIOR SCIENTIST, SANDIA NATIONAL 
LABORATORIES 

Mr. Chairman and distinguished members of the Committee, thank you for the 
opportunity to testify today. My name is Alan Zelicoff, and I am a senior scientist 
at Sandia National Laboratories in Albuquerque, New Mexico. Sandia is a multipro-
gram laboratory of the National Nuclear Security Administration (NNSA) of the 
United States Department of Energy. 

I am a physician and physicist at Sandia’s Center for National Security and Arms 
Control. Our center develops technologies for counter-proliferation of weapons of 
mass destruction, and for verification of the entire spectrum of arms control treaties 
to which the United States is a party. I practiced internal medicine for about a dec-
ade. My area of interest since joining Sandia twelve years ago has been in biological 
weapons nonproliferation. I have pursued technical work in the laboratory, as well 
as in my capacity as an Advisor for nine years on the U.S. Delegation to the Biologi-
cal Weapons Convention. 

These activities have repeatedly demonstrated to me that we, as a country, have 
not taken the biological weapons proliferation problem seriously, and we have 
squandered important opportunities in the international arena to strengthen norms 
against the acquisition and use of biological materials as weapons. But more impor-
tant, Mr. Chairman, is that our public health systems and traditional medical care 
delivery systems are minimally prepared to detect the early manifestations of dis-
ease that is intentionally introduced into a community. 

In any biological weapons attack, large or small, hours matter. I hope to make 
this particularly important point vivid for the Committee, and to make a suggestion 
for a simple measure that we can implement immediately, not merely to plug the 
obvious gaps, but as a step toward a systematic solution that will be of day-to-day 
benefit in the diagnosis and treatment of all infectious diseases of public health im-
portance. 

There are many dirty little secrets in medicine. One of them is this: Practicing 
physicians don’t report unusual diseases to local public health officials (including 
signs and symptoms that could be due to bioterrorism), and public health officials 
don’t have the ability to provide timely disease information to physicians working 
in clinics and hospitals. In my ten years of medical practice, I never—not once—
saw a physician or physician assistant pick up the phone to report a so-called ‘‘re-
portable’’ disease. Even in areas of the country where reporting of a small set of 
key infectious diseases is a legal requirement, physicians rarely comply. Why? The 
process is burdensome, inefficient, and most importantly, almost never gives any-
thing back to the physician that is of relevance to the patient she is caring for. 

The reporting network—and I use this term loosely—relies on physicians first to 
recognize that they are dealing with an unusual disease; second, to know the phone 
number of whom to call; third, to be willing to wait for a public health officer to 
be available; and fourth, to field follow-up phone calls and answer what seems to 
be a never ending stream of questions. The first three are unlikely to come to pass, 
and the fourth is a powerful disincentive against accomplishing the first three. 

Busy doctors—and they are busier, though not necessarily more productive, than 
ever before—don’t have time for this. Yet, they are desperately in need of informa-
tion about even common diseases circulating in the community. As but one example, 
we know that 60 percent—yes, 60 percent—of antibiotics prescribed in the primary 
care setting are unnecessary or inappropriate. During flu season when viruses are 
causing disease, physicians routinely reach for the prescription pad and write orders 
for antibacterial antibiotics. Part of this is due to ignorance, and the other part is 
due to pressure from patients who are themselves ill informed about the diseases 
that are prevalent in their community. A system that provided physicians with this 
knowledge alone, and the means with which to show their patients what is going 
on in the disease mix at any given time would, in and of itself, greatly improve the 

VerDate 0ct 09 2002 10:24 Oct 28, 2002 Jkt 077351 PO 00000 Frm 00062 Fmt 6633 Sfmt 6621 W:\DISC\76304 76304



59

quality of medical care in the United States and substantially reduce costs and the 
emergence of antibiotic resistance. 

You may be surprised to learn that the repository of knowledge regarding infec-
tious diseases resides not with the primary care physician but in local (and I em-
phasize local) public health officials. These highly trained specialists—physicians 
with specialties in disease outbreak investigation (epidemiologists), veterinarians, 
and nurses—know by dint of their long experience, the pattern diseases in their 
area—which viruses are normal, what microbes are unusual, what seasonal course 
diseases take, all of which varies tremendously from place to place in the United 
States. Further, while public health officials rarely see patients in the clinical set-
ting, they are well bearded in the truly novel diseases that primary care physicians 
and community veterinarians see once in a lifetime if at all: plague, anthrax, foot-
and-mouth disease, and other potential bioterrorism related diseases. It is perhaps 
best to think of epidemiologists as disease hunters with the wits and senses of fine 
detectives, reinforced by strong backgrounds in medicine and statistics. They are 
much more than the usual doctor or veterinarian. 

What is required immediately (actually, it has been required for a long time) is 
an inexpensive tool that will establish and maintain communication between over-
worked clinicians and out-of-reach public health officers. The tool must be easy and 
intuitive to use, ubiquitous, very fast, and sustainable on its own merits. It does lit-
tle, if any, longterm good to assign CDC epidemiologists to a few hospitals in New 
York City only during a crisis, when we all know that the costs involved are prohibi-
tive and that there are far too few CDC personnel to be in even the fifty largest 
metropolitan areas, let alone everywhere. 

But physicians and patients are everywhere; so are veterinarians and the animals 
they care for. The challenge I have faced in my work is figuring out a way to help 
these earliest-possible ‘‘sensors’’ of disease report accurately to public health officials 
and meet all of the demanding requirements I have just outlined. I think we have 
a solution. It is not a ‘‘complete’’ solution, but it is an essential part of a systematic 
solution. At Sandia, we have developed an Internet-based, secure, inexpensive, sim-
ple reporting system that we call the Rapid Syndrome Validation Project (RSVP). 
The Department of Energy’s Chemical and Biological Non-Proliferation Program—
a small, forward-looking, and creative bunch of planners—has funded this work. 

What they realized about two years ago is that good health surveillance (of ani-
mals and humans) is also good counter-terrorism against biological weapons. Auto-
mated sensors are still a little way off, and more to the point, will never be as ubiq-
uitous as people. But with some straightforward modeling, we at Sandia were able 
to show that if public health authorities can be apprised of the earliest cluster of 
illness that occurs a few days after a large scale bioterror attack (rather than at 
the time of first death or even the time of first positive laboratory test result), the 
vast majority of people exposed—even to anthrax and smallpox—can be saved. This 
is because, by definition, there will always be a few percent of the exposed popu-
lation who will show symptoms first. This will occur because some people receive 
a larger dose of the biological agent, or because some people are more susceptible 
to disease, biological variability being what it is. 

Equally important—and I can not emphasize this enough in light of our recent 
experience in Florida and in the Washington area—is that the system can show 
whether there is widespread exposure, or instead, that it is likely to have been more 
localized. This is critical information for decision makers. It goes directly to the 
question of how many people need to be tested, how many people need prophylaxis, 
and how many people should be followed-up. Mark Twain had it about right when 
he said, ‘‘It ain’t so much knowing about that what is, but not knowing about that 
what ain’t.’’ Reassuring the public with substantive knowledge of the limits of expo-
sure will make all the difference in the use of resources should there be a large scale 
dissemination, and all the difference in degree of disruption of our lives should the 
use of decidedly low-tech but nonetheless terror-inducing dissemination of anthrax 
by mail be repeated in other cities. 

Let me show you briefly, how the system works. 
I don’t purport that syndrome-based surveillance is the complete answer to our 

bioterrorism problem, nor that it is the salvation of the decaying public health infra-
structure in the United States. What it does do, however, is provide an easy, inex-
pensive way to get the real experts (public health officials) the data they need to 
decide whether or not a disease outbreak investigation is warranted, at the earliest 
possible time, well before our laboratory-based surveillance system would alert them 
to serious disease in the community. It also gives back to physicians something use-
ful in the bargain. 

We need a decision at the highest levels to begin with a system like RSVP that 
is built with a view toward add-ons and augmentation for various potential users, 
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from local authorities (such as public health officials and local governments) to na-
tional-level decision makers and those who allocate precious remedial resources 
(such as FEMA and the CDC). 

One final thought: for the past nine years or so, the United States has partici-
pated in negotiations in Geneva to implement measures to strengthen compliance 
with the Biological Weapons Convention. As a participant in Geneva and in the 
interagency work in Washington, I believe that the current Administration was cor-
rect to reject the draft Protocol. As I have testified and written previously, the Pro-
tocol is not merely worthless; it is worse than worthless, as it would provide easy 
refuge for cheaters and place unacceptable burdens on U.S. industrial and military 
facilities. This is not merely an opinion. My conclusion is backed up by the only sci-
entifically cogent, technically meaningful mock inspections conducted by any States 
Party to the Convention—done here in the United States and actively ignored by 
the low-level staffers who pretended or presumed to direct the formation of our pol-
icy on the Protocol at the time. Let me be clear: The failure of the Protocol lies, in 
my view, at the feet of the previous Administration. The delegation and interagency 
working group suffered enormously from a near total lack of leadership and a com-
plete absence of vision. Despite protestations to the contrary, there was no thought-
ful senior level involvement in the U.S. negotiating strategy beyond a single tired 
phrase repeated yearly in the State of the Union address. 

Because of the events of the last several weeks, I am sympathetic to the argument 
that for the short term, and at the moment, there is little time for policy makers 
to re-think our approach to future Protocol negotiations. But when the management 
of the current crisis no longer dominates all of the attention of decision makers, I 
would urge the United States government to appoint a seasoned negotiator with one 
key goal in mind: to establish an international system of disease monitoring that 
is electronically based and of value to clinicians and veterinarians and their pa-
tients. 

Ladies and gentlemen of the Committee, we have dawdled far too long in address-
ing the collapse of the public health system. We have always had, and will continue 
to have, a mostly non-government, private health care system. Yet, the expertise for 
population health lies not in individual practitioners but with the oft-forgotten state 
and county public health epidemiologists who work with a dearth of data but a 
plethora of expectation. We can and must do better than this. A simple, Internet-
based, syndrome-based reporting system is the key component of a renewed, effec-
tive surveillance network that will serve us during this critical hour, as well as after 
we have resolved this most acute crisis, as we surely will. The questions are: How 
many lives will be lost in the process, and how quickly can we restore a sense of 
confidence to the American people? With inexpensive, readily available tools, the 
medical and public health communities will be among your chief agents and allies 
in relieving uncertainty and restoring faith, which are so essential to getting people 
back to living their lives and fulfilling their hopes. 

Thank you Mr. Chairman.

Mr. GREENWOOD. Thank you, Dr. Zelicoff, and we certainly will 
ask you questions. Mr. Russell, you are recognized for 5 minutes 
to provide your testimony, please. 

TESTIMONY OF JOHN S. RUSSELL 

Mr. RUSSELL. Thank you, Mr. Chairman. Perhaps I should pause 
and see if I am hooked up here to the system. 

Mr. BURR. Mr. Chairman, while he is hooking up to that, could 
I just take the opportunity to introduce John. 

Mr. GREENWOOD. I wish you would, please. 
Mr. BURR. He is from North Carolina, and he is the Executive 

Vice President and General Counsel of Quintiles. Quintiles is one 
of the largest data warehouses of medical data in the United 
States, and it collects identified data from hundreds of insurance 
companies, pharmacy benefit managers, hospitals, and physicians. 

They also conduct numerous clinical trials. Quintiles has over 
18,000 employees located in 38 countries, and they have some of 
the most state-of-the-art de-identification software in the private or 
public sector. 

VerDate 0ct 09 2002 10:24 Oct 28, 2002 Jkt 077351 PO 00000 Frm 00064 Fmt 6633 Sfmt 6602 W:\DISC\76304 76304



61

John, let me take this opportunity to welcome you since I didn’t 
earlier, and I certainly encourage my colleagues to pay special at-
tention to the resources that they have at their fingertips today, 
and how that might be able to help us. 

Mr. RUSSELL. Thank you very much, Congressman Burr, for that 
gracious introduction. Chairman Greenwood, Congressman 
Deutsch, members of the subcommittee, my name is John Russell, 
and I am the Executive Vice President of Quintiles Transnational, 
which is the world’s largest manager of clinical trials for the phar-
maceutical and bio-tech industries. 

And, Mr. Chairman, while my comments will be brief, I ask that 
my written statement be made part of the record. 

Mr. GREENWOOD. And it will. 
Mr. RUSSELL. Thank you, sir. 
What I want to speak to you this morning about is one of our 

areas of expertise, which is health care and infomatics. We have 
developed for commercial purposes a national system to register on 
a daily basis prescription use and diagnostic trends. 

This system draws on a de-identified data base that consists of 
pharmacy claims and medical claims posted for insurance payment. 
The data base contains currently over 2.4 billion transactions, and 
is refreshed by 3 million claims per day, representing health care 
experiences for more than 100 million anonymous persons in the 
United States. 

It is also longitudinal. It has a 3-year life to it. Through match-
ing these medical claims with pharmacy prescriptions, we can track 
disease trends and patterns. For example, we can track the pre-
scription of a certain drug in any city of the United States. 

In fact, in any zip code, and for the country as a whole. We can 
by matching the prescriptions to the medical claims see a disease 
pattern as it develops nationally overnight. The system is auto-
matic. It is fast, with reports that can be delivered daily. 

It is based on a pioneer technology that we developed in the late 
1990’s. The technology is proven and in use. Now, let me say why 
I think briefly how this system can begin to be part of the solution. 

We believe that this system can provide a complimentary solu-
tion to a problem that we are all addressing today. It is not—this 
system does not in any way substitute for the absolutely indispen-
sable work of local intelligence. 

The problem as we see it is that the detection of a disease out-
break is episodic, relying primarily on reports from the field. If I 
may use a battlefield analogy, I would call this—and I believe the 
chairman himself used this term, but I would call this human intel-
ligence. 

It is indispensable, but incomplete. What is also needed is an 
electronic national early warning system that we would charac-
terize as satellite intelligence to compliment this human intel-
ligence. 

I am reminded of how perhaps we follow a storm, even on the 
nightly news. I mean, we have a weatherman or a weatherwoman 
who just reports from the field. And then we have a weather sat-
ellite that tells us how the storm is approaching, and what the 
speed and direction of it is. 
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And with these two things put together, we are better informed, 
and I think we can have that system. Now, how does our system 
work? The system as I said matches medical and pharmacy claims 
to anonymous patients over the whole country. 

It is both historical and current. That is, it tells a story now and 
over time, and has the ability to benchmark normal trends and 
spot the unusual, which is key to this exercise; benchmarking and 
spotting anomalies. 

It can be in its current state readily adapted with disease mark-
ers, and what we would call sentinels. Also, intelligence software 
in the form of neural networks that would actually spot these 
anomalies and also throw out false positive indicators. 

And also with a communications capability that we have already 
developed which would make this system send messages out 
through E-mail and voice mail either to public health officials or 
to doctors in the field, or to both, because it would be adaptable in 
that way to both a national and a local form of communication. 

So equipped, let me give you an example of how it might work 
and what it might do. Imagine five cities in five different States, 
all located on a different reservoir. Suppose in an overnight reading 
we saw that each of those cities showed an increase against a 
benchmark of gastrointestinal symptoms which we had previously 
marked for surveillance. 

Our system would light up like a Christmas tree. It would signal 
out to the health authorities. It would allow perhaps precious 
hours, and maybe even a day, so that these symptoms could be 
readily diagnosed by the expert doctors in the field. 

Now, perhaps I could pause and show you some real examples 
of how our current data base works. Let me refer you up to the 
screen. This is a slide that represents a study that we initiated im-
mediately after the September 11 attacks, where we decided to fol-
low cipro use in New York City. 

This is from our prescription data base. You see interestingly an 
uptick on the actual day of September 11. That might be because 
of the anticipation of casualties, because cipro has many uses other 
than for anthrax. 

Or also it could be for some preliminary stockpiling. But then 
you see actually interestingly a large spike up, reaching its apogee 
at October 12 when we had begun to hear warnings of bioterrorist 
attacks, indeed first reports. 

Now if I could show you this slide. As my diagnoses increase in 
New York City after the terrorist attack, this is from the medical 
side of the data base, also matched against prescription claims. 

And what we can infer is that after the September 11 attacks 
there is something of an uptick that you can notice in asthma and 
upper-respiratory type ailments along the ICD-9 or medical diag-
nosis patterns that we would see. 

This could be because of air quality or because of stress. It is an 
interesting piece of data, and it can be produced on an overnight 
basis. Let me go to something else which shows you a bit of 
benchmarking. 

This is a lime disease study, and this was provided to CDC as 
a means of tracking lyme disease in the year 2000. What you see 
is that our automatic reporting system picked up over 27,000 cases 
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to follow, and you can see that the spread of those cases is some-
what beyond the traditional northeastern United States locations. 

Now, this is what the CDC reported, a little over 13,000 cases 
through the voluntary system. If you recall the slide before, the 
spread is greater, and the concentration is very similar, but again 
an interesting piece of complimentary data to the local reporting 
system, that we would refer for further analysis. 

Now, to stress the point that this is both local and national, I 
showed you a New York City slide about cipro use. Now, this is the 
same slide on a national basis which actually does show if you re-
call the New York City slide the bump up on the week of October 
12. 

But that would be normalized on a national trend, and so both 
local and national. Mr. Chairman, let me sum up by saying that 
there are many things that I could say in summary, but let me 
leave you with these thoughts. 

The system in the data base necessary for real time bioterrorism 
surveillance system exists today. It works nationally and locally. It 
is a proven technology and it operates on agreed reporting stand-
ards. This automated surveillance system will operate without any 
additional reporting by health professionals. 

All the reporting is already done in order to affect payment 
through the national payment system that you in your wisdom so 
regularized through the HIPAA legislation and its attendant regu-
lations. 

This system can be quickly adapted to use as a national elec-
tronic early warning system to provide that satellite intelligence 
that I was talking about. Mr. Chairman, with a system like this, 
we can deliver more information faster. We can inform those doc-
tors in the field so that they can make those ready diagnoses that 
we all talked about today. 

We can get ahead of the threats that lie before us, and we can 
play offense rather than defense. I thank the committee for hearing 
our presentation today, and I would be glad to answer any ques-
tions that you may have. 

[The prepared statement of John S. Russell follows:]

PREPARED STATEMENT OF JOHN RUSSELL, EXECUTIVE VICE PRESIDENT, QUINTILES 
TRANSNATIONAL CORP. 

Introduction 
Chairman Greenwood, Congressman Deutsch, members of the Subcommittee: My 

name is John Russell. I am Executive Vice President of Quintiles Transnational 
Corp., the world’s largest clinical research organization and also the leader in moni-
toring medical and pharmaceutical data to improve drug development and 
healthcare. 

Thank you for the opportunity to participate in this critical discussion about im-
proving our nation’s ability to detect and respond to bioterrorism. 
The Challenge 

The key to our preparedness for biological attack is rapid detection, determination 
of the source, and response. Every minute that we can speed up that process can 
reduce the number of individuals infected, and provide better odds for recovery for 
those who are. The intentional release of a biological agent may not be recognized 
for several days or more, during which time a biological agent can spread to others 
who were not initially exposed. Some biological agents produce symptoms that can 
be easily confused with influenza or other, less virulent illnesses, leading to a delay 
in diagnosis or identification. 
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Over the past few weeks, we have seen how our nation’s current disease surveil-
lance system works. It relies primarily on reports from the field. Health care profes-
sionals contact local, state or national public health officials to report unusual diag-
noses, reportable diseases, or odd disease patterns, often prompted by specific alerts. 
Analysis and response follows from this survey process. 

This process is rightfully being improved to real-time standards; but bringing an 
electronic environment to this network is deliberate and fragmented work. Even as 
improvements take hold, for the foreseeable future large segments of the public 
health surveillance system will remain local, voluntary and people-intensive. While 
it compiles critical information and provides definitive analysis of confounding 
events, this ‘‘human intelligence’’ system—if I may borrow a military term—should 
not stand alone in the current crisis. 

The fact is that the technology exists today to deploy a parallel system—a na-
tional early warning system—that could quickly signal bioterrorist events directly 
to CDC and to any state and local public health office online. The system works by 
collecting pharmacy and medical data and relating it to de-identified patients to cre-
ate inferences of disease patterns. It is built on the national health insurance pay-
ment system that exists now. This system would not replace current reporting; rath-
er, it would augment and complement local level data with a near real-time national 
picture. In effect, it would give local, state and national public health authorities 
a big-picture perspective, a kind of ‘‘satellite intelligence’’—if I may continue the 
military analogy—that complements ‘‘human intelligence.’’ 

The effect of running these systems in parallel is to permit public health officials 
to react quickly to the truly surprising fact—flu-like symptoms in West Coast port 
cities or gastrointestinal symptoms near five scattered reservoirs—which can give 
the opportunity to respond proactively. The advantages of this approach can be stat-
ed succinctly. This electronic system is automatic, not voluntary. It never gets tired. 
It covers the whole country, or any part, down to a zip code. It operates daily. It 
is a proven technology. With a national early warning system built on this founda-
tion at their disposal, public health officials at all levels could be deployed in ad-
vance, to play offense rather than defense. 
National Early Warning System: How It Works 

The electronic early warning system we will describe will be built on a system 
we currently use to generate weekly statistical analyses of disease trends and treat-
ment patterns across hundreds of conditions and over 8,000 prescription drugs, 
which can be enhanced as needed. In effect, this national early warning system 
could produce a virtual, daily snapshot of disease trends and treatment patterns 
across the United States. Its reach is both broad and specific in that it can survey 
the whole country, or any Metropolitan Statistical Area (MSA), or even any zip code. 
The data driving this system is de-identified health data. Over 100 million patients 
are assigned a unique code that attracts diagnostic and prescription events from in-
surance claims. The results are both rapid and historical; in other words the story 
is told in near real time and longitudinally over time. 

Our health monitoring system analyzes the largest, integrated warehouse of cur-
rent medical and pharmaceutical data in the world—a database that contains infor-
mation derived from more than 2.4 billion de-identified hospital, medical and phar-
maceutical transactions. The system is refreshed with about 3—million new trans-
actions per day. These include claims from thousands of pharmacies, hospitals and 
physicians, and more than 680,000 total providers of pharmacy, medical and dental 
services. [See Exhibit 1] This longitudinal data, linked for each patient through a 
unique encryption engine, can provide, with adaptation, a powerful tool for our na-
tional security. 

To support this national early warning system, we will install neural networks—
software programs that ‘‘learn’’ and become increasingly accurate over time in pat-
tern identification and trend prediction, that can distinguish, for example, between 
seasonal variations in flu cases and real anomalies. 

To give you an example of what this electronic early warning system captures, 
if there is an outbreak of flu-like symptoms, the trend can show up locally in our 
database as early reports begin to come into the CDC and other public health au-
thorities, often within a day. Similarly, if there is a significant increase in antibiotic 
use, asthma diagnoses, or anxiety disorders—all of which we have recorded in the 
New York area since September 11 [Exhibits 2, 3, and 4]—the system can track the 
progression of those events through the health system in something close to real 
time, and we can analyze the data by age group, or zip code, or date. To illustrate 
the sensitivity of the current data sample, in the year 2000 we recorded a little 
more than 27,000 cases of Lyme disease in the United States [Exhibit 8], while the 
CDC case count projected about 13,000 cases. [Exhibit 9] 
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This system could be used to scan millions of patient medical and pharmacy en-
counters per day, and—with the application of appropriate analytics—provide U.S. 
public health officials with a near real-time picture of disease patterns and treat-
ment trends. 

Let me stress further that deploying this system to monitor indicators of potential 
bioterrorist events will not require any new reporting mechanisms; that is, we don’t 
need to ask doctors or hospitals or pharmacies to do anything they don’t already 
do today. As suggested by our Lyme disease findings, the electronic claims payment 
system—the mechanisms by which health care providers get compensated for pro-
viding services—is likely to capture more and broader data than a voluntary or spe-
cial reporting system. Today, most pharmacy claims and payments are submitted 
electronically and paid before the patient leaves the store. Similarly, many hospitals 
and large provider groups electronically transmit key health care data—the diag-
nosis and the care rendered—daily. Certainly, while we wish to see more data—such 
as claims from small general medical practices—submitted just as quickly, a critical 
mass of health care encounter information flows electronically today, and a national 
model that can take immediate advantage of this fact can be built rapidly. 

This system would allow for significantly faster and more accurate detection of 
possible bioterrorist events than currently possible. In a matter of weeks, we can 
demonstrate a prototype system to provide critical bioterrorism tracking data to des-
ignated public health officials at the local, state and national level. Moreover, the 
system can be programmed to trigger electronic or voice-mail alerts to designated 
federal and state government officials when anything out of the ordinary is detected. 
This could provide significant benefits in mitigating injuries or deaths from bioter-
rorism and tracking points of origin of bioterrorist events, and for ongoing use in 
improving effectiveness and efficiency of public health delivery by physicians on the 
front line. 

Prior Public Health Uses 
Using this patient-level database and Web-based analytical tools, we have per-

formed several discrete projects in health care monitoring and analysis, including 
vaccination monitoring (e.g., hepatitis), public health screening (e.g., peptic ulcer 
disease), disease prevalence trends (e.g., respiratory conditions), preventive health 
(e.g., hormone replacement therapy), safety surveillance and risk monitoring of 
drugs, and medical treatment patterns (e.g., surgical techniques). The results of 
some of these projects have been provided to federal agencies such as CDC and 
FDA. Indeed, CDC, while it had the funding, used our database as part of a pilot 
project on anti-bioterrorism. Speaking of our system, a former CDC official stated, 
‘‘In addition to their public health role, . . . information products . . . promote an impor-
tant national security interest—the detection and prevention of biological ter-
rorism . . . the breadth, reliability and timeliness of . . . healthcare data are critical to 
this effort . . . CDC can use this data for early detection of unusual prescription pat-
terns that could be evidence of an intentionally introduced disease . . . such as small-
pox . . . [which] would be a national and global calamity if the earliest possible detec-
tion of the first wave of ill person is delayed . . . [T]he saving of even a single day 
in detection and response time can translate into the saving of hundreds or thou-
sands of lives and the prevention of a global pandemic.’’—Sworn testimony of Joel 
Greenspan, M.D., M.P.H., former CDC commissioned officer and medical epidemiolo-
gist. 

This capability is the result of developments in the commercial sector and govern-
ment regulations during the 1990s. By mid-decade the private health insurance in-
dustry introduced a nationwide electronic data interchange—or EDI—network that 
processed in real-time pharmaceutical and medical insurance claims that were in 
electronic form. The purpose was to route claims immediately from providers for the 
proper payment sources for reimbursement. Congress encouraged this development 
through the passage of the Health Insurance Portability and Accountability Act 
(HIPAA) in 1996, and the Department of Health and Human Services issued a se-
ries of regulations to provide oversight to this national EDI system. 

As this payment system developed, the aggregation of data from these claims for 
analytical purposes to improve public health became a possibility. By late decade, 
longitudinal databases were in use, and the marriage of developing technology to 
healthcare improvement began to show results. The latest HIPAA regulations gen-
erally encourage the use of aggregated healthcare data, explicitly recognizing the 
benefits of these data sets in improving healthcare quality and efficiency. 

The pharmaceutical industry has been an initial user of the system’s capabilities. 
Now the national public health surveillance system stands to benefit greatly. 
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Technological and Regulatory Origins of the System 
The current monitoring system was created for commercial purposes, following the 

confidentiality standards established by the HIPAA privacy rule, and, consequently, 
registers particularity of zip codes to the two or three-digit level. See, e.g., 45 CFR 
§ 164.514. However, I would note that several exceptions to the HIPAA privacy rule 
are permitted for activities in the public interest, such as: for public health activities 
(e.g., CDC), for health oversight activities (e.g., FDA), for law enforcement, to avert 
serious threat to health or safety, for national security and intelligence activities, 
and for protective services for the President and others. See, e.g., 45 CFR § 164.512. 
Therefore, in accordance with HIPAA provisions and the government’s specifica-
tions, the database could be enhanced to include additional data fields and zip-code 
particularity to refine and augment the accurate tracking and location of infectious 
disease patterns of bioterrorism agents, such as smallpox and anthrax. 
Benefits to Entire Public Health System 

The usefulness of this system would extend considerably beyond detection of pos-
sible bioterrorist events. Once in place, it could be used by federal and state public 
health officials to analyze disease patterns and treatment trends, aid vaccination 
monitoring and public health screening, conduct cost-benefit analyses of alternative 
treatments, enhance safety and risk monitoring of drugs, and improve allocation of 
disease prevention resources. 

To demonstrate the current effectiveness of this system, we have attached several 
exhibits of particular research projects, some of which we alluded to briefly above. 

Exhibits 2, 5, 6, and 7 demonstrates the use of Cipro—the powerful antibiotic 
typically prescribed for treatment (or prevention) of serious bacterial infections, in-
cluding gastrointestinal ailments, pneumonia, bronchitis, and for conditions result-
ing from burns and compound fractures, but also for anthrax—before and after the 
tragic day of September 11—normalized for the day of the week and seasonal vari-
ations. On September 12, our prescription database detected [Exhibit 2] a small 
(∼ 35%), though significant, increase in Cipro use in New York City on September 
11. This may be attributed to prophylactic treatment against infections of the vic-
tims of the terrorist attack and possibly some early stockpiling of Cipro. Then, there 
was a rapid decrease, which was followed by a gradual, then dramatic ∼ 500% in-
crease on October 12th in Cipro prescriptions in a 60 mile-radius of the World Trade 
Centers. This increase is likely due to stockpiling of the drug from fears of bioter-
rorism attack with anthrax. For the same time period, Exhibits 3 and 4 demonstrate 
an increase in New York City of asthma symptoms and anti-anxiety drug prescrip-
tion, respectively, after September 11. These findings have been provided to the 
CDC. 

In a 60-mile radius of the Pentagon, Cipro use increased by ∼ 100% immediately 
following President Bush’s warning on October 12th of increased risk of terrorist at-
tacks. [Exhibit 5] Moreover, our system shows that Cipro utilization increased by 
more than ∼ 200% in Miami-Dade County on October 9th, which aligns with the first 
reported anthrax case in that area. [Exhibit 6] Note, too, that on a national level, 
Cipro use also increased after October 12th, but to a lesser extent (∼ 50%). [Exhibit 
7] 

In Exhibit 8, we showed to the CDC tracking of the spread of Lyme disease in 
the year 2000 from actual cases reported in our system. Compare this to the data 
shown in Exhibit 9 of the accumulated cases of Lyme disease reported to CDC from 
State Health Departments. Note that the claim-based database detected approxi-
mately twice as many Lyme disease cases than did the physician-reporting system 
for the same period. The spread of cases is also greater in the claims-based data, 
although the areas of highest concentration remain constant. 

In Exhibit 10, using the medical diagnosis database, we presented to the CDC the 
detection of an E.coli outbreak in a county fair in Washington County in New York 
State in 1999. Note the concomitant increase in diagnosis of E.coli in fair attendees 
from the surrounding counties. 

Hard-to-find patients diagnosed with rare diseases also can be tracked with this 
system. Exhibit 11 demonstrates the detection of 85 Brucellosis patients nationally 
in the year 2000 compared with 63 cases reported to the CDC for the same period. 
We provided our results to the CDC. Note that Brucellosis has been identified as 
a possible biological agent for bioterrorism. 
Summary 

We urge the government to deploy an electronic national early warning system 
as a 21st century tool in its defense arsenal against 21st century warfare—bioter-
rorism. 
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The database, infrastructure and statistical tools needed to build and operate a 
national early warning system are already in place. Upon commencing the project, 
experienced statisticians and healthcare analysts could be turned to the bioter-
rorism challenge. In a matter of weeks, modifications could be made to the basic 
infrastructure to create a prototype system that detects a range of events and en-
hances public health response. 

First, we should determine, in consultation with public health authorities, the 
‘‘marker’’ or ‘‘sentinel’’ symptoms of a possible bioterrorist event, such as flu-like 
symptoms and upper respiratory and gastrointestinal distress, which are likely to 
be seen in hospital emergency rooms and pharmacies, and which should be screened 
for continuously. 

Additionally, with neural network enhancements, we can deploy increasingly sen-
sitive modeling; that is, truly intelligent software that can detect spikes such as 
those detected in Florida, or unusual patterns in the data in order to alert public 
health officials, and at the same time minimize false alarms. Our neural networks 
can ‘‘learn’’ and become increasingly accurate over time—distinguishing, for in-
stance, between seasonal variations in disease reports and real anomalies. Finally, 
we can increase cooperation with local and state public health networks that are 
striving themselves to migrate to near real-time electronic data interchange. For 
public health purposes, the government can encourage the use of patient health in-
formation reported through Medicare, Medicaid, public hospitals, and U.S. Public 
Health Service facilities to enhance the de-identified patient database. 

Our existing electronic system can be configured to allow queries by local, state 
or national public health officials who want information specific to a given geo-
graphic area or a particular symptom cluster, and it can be pre-set to send out e-
mail or voice mail alerts to those officials when certain patterns are recognized. Fu-
ture modifications could add even more communication capability for public health 
officials across the national system. 

Conclusion 
History offers us many examples in which seemingly disparate, and sometimes 

tragic, events converge to produce profound change for the good. I believe we are 
at one of those moments in history. 

This body had the foresight in 1996 to pass legislation regulating healthcare elec-
tronic data interchange processes and technology. This technology—created at first 
to improve the efficiency and speed of medical and pharmacy reimbursements—now 
offers us a platform for a greater good. Good intelligence from several sources and 
levels is absolutely key to our fight against terrorism. This especially applies to our 
fight against bioterrorism. We have already seen the sad results of bioterrorism in 
our country. We need to bring every tool to bear for the challenges ahead. We have 
an excellent system of human intelligence that is even now improving. We need to 
complement this system with healthcare’s version of an electronic national early 
warning system. 

Technology and the public health can be joined at this historic moment. The re-
sult could be, and I believe it should be, a national early warning system that can 
be employed in the fight against bioterrorism—and used every day by public health 
officials seeking to halt the spread of disease and save lives. 

Thank you.
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Mr. GREENWOOD. Thank you, Mr. Russell. I appreciate your testi-
mony as well. The Chair recognizes himself for 5 minutes for in-
quiry. Let me pose to each of you the question that I posed to the 
first panel, and that is this. 

This hearing is really designed to test a hypothesis, and the hy-
pothesis is that using the state-of-the-art information technology, 
some of which we have just seen displayed, we could in fact build 
a national and robust system that—and I will add a little bit to the 
question, that does in fact not intrude unnecessarily into the health 
care profession, but that can by identifying abnormal increases in 
symptomatology anywhere in the country give us the opportunity 
not only to do a better job with infectious diseases in general, but 
to get a head start on a potential outbreak caused by a bioterrorist 
attack. 

And let me add to that, that if you believe that that is the case, 
I would like to know your opinion as to what it might take us in 
order to have that system ready as soon as possible. We will start 
with you, Dr. Wagner. 

Mr. WAGNER. Well, the direct answer to your question is that I 
believe that the hypothesis has already been partly tested. We do 
know, for example, that epidemics leave footprints in routinely col-
lected data, and you just saw some examples. 

And we know that for quite a number of epidemics, and different 
types of diseases, including water borne, food borne, influenza, con-
tagious diseases, like rubella and measles. And we know it for 
quite a number of data sources, including health services research 
data, which I guess is a broad category that would include the data 
that we just saw on the screen. 

We know it for grocery data; sales of tylenol, cough syrups. We 
know it for clinical data, data being collected by clinicians. And we 
also know that there are quite a number of automatic methods for 
analyzing the data to actually detect epidemics. 

And we feel that the way in which we have partly answered the 
hypothesis is through all the years in medical infomatics research 
which have identified ways to integrate these data at a national 
scale. 

And we have also seen examples, and so that is my reason for 
believing that the hypothesis is half-answered or two-thirds of the 
way answered. I think it is probably answered sufficiently well that 
we are sort of at the same point of the Manhattan project and the 
space race of the 1960’s, where at the beginning—namely that the 
scientists and engineers—that they were pretty confident that the 
job could be done, and a decision was made to do the job. 

They weren’t certain, but the collective opinion was that given 
the circumstances that it was worth making a try for it. What 
steps would be needed to go from here to there? I think 
incentivizing industries, like Mr. Russell, that have access to cer-
tain types of data that are known to show early evidence of 
epidemics is one step. 

I think incentivizing regions and other data providers that are 
outside the scope of fortuitous national data collection schemes 
such as this one is another step that we would have to take on that 
path. 
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We have to do it at a regional level because the number of sci-
entists and the number of engineers that are going to be required, 
the talent is out there, but it is going to take a concerted effort by 
all the talent to build that kind of a system. 

I think that actually the analytic part that sits on top of this 
rocket if you will is made dependent upon that infrastructure, but 
also an important piece, but not actually the most critical piece. I 
think we pretty much know how to do the analytics, but getting the 
data is going to be the critical piece. 

Mr. GREENWOOD. Thank you. Mr. Russell. 
Mr. RUSSELL. Mr. Chairman, I agree with a lot of what Dr. Wag-

ner said, but in particular the good news is that we are probably 
further along than we think as far as being able to put together 
the national system that you are talking about. 

I mean, I can speak for what I just showed and what our com-
pany’s capabilities are. We have to start from somewhere, and we 
could start right now. I mean, our system would answer queries on 
a near real time basis and does. 

We have worked with CDC on a bioterrorism pilot project in the 
year 2000 and where some of these issues were explored. I think 
to get a national system that works on the automatic reporting 
that is already done through the health insurance network, you are 
talking about a matter of weeks. 

I mean, you are talking about putting or taking a system that 
I showed you and putting together surveillance indicators that we 
call the sentinels. You are talking about neuro networks which 
would then begin to intelligently sort the data and normalize it 
against baselines. 

You are talking also about a communications system coming out 
that would allow alerts to go out. That type of thing is not far 
away. I mean, as I said, it is a matter of weeks that we could adapt 
the system that I showed you to that particular specification. 

Mr. GREENWOOD. Dr. Zelicoff, and if you would also in your re-
sponse just make a note about with regard to the cyber-security of 
the system, because obviously if we had a national system, we 
would want it to be quite tamper proof. 

Mr. ZELICOFF. Okay. I will pick up on the positive points with 
Dr. Wagner and Mr. Russell. I do think that we are a lot closer. 
Understand that in order to have a so-called national surveillance 
system that you do not have to have the system everywhere. 

Fortunately, statistics help us out a great deal. By my calcula-
tions, they show that if we can survey 5 percent of the clinics, and 
I would choose the 5 percent of doctors that are most flexible in 
doing reporting, and believe it or not there is such a 5-percent. 

Then you have indeed covered the country with a high level of 
confidence and you have minimized the amount of noise. What does 
that mean? 2,500 clinics around the country, and it is a few thou-
sand dollars per site to buy a computer, and another few hundred 
dollars a month to have an Internet connection, and poof, you are 
done. 

I would agree also with Mr. Russell that there are automatic 
analysis tools out there that are in development, and having writ-
ten several papers on neuro networks myself, let me warn you a 
little bit about the mystery of neuro networks. 
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They require an extensive training set against which they can 
compare the data that is coming in. That means that you have to 
have a lot of data already, and you have to know what it is that 
you are looking for. 

Having so done that, it is possible, and in fact automatically 
train computers to do that. But I personally believe that we are a 
long way away from that. That is why we have put the human in 
the loop, which is the local public health official, because they are 
the best neuro network that we know of, and as was correctly stat-
ed earlier. 

But having said that, we also do have a neuro network model 
working in the background all the time, and that has nowhere near 
enough data to actually make a call itself, but local public health 
officials do. 

With regard to security, our fundamental—and I think the fun-
damental issue that confronts anybody who engages in a system 
like this is protecting patient confidentiality. And the we do that 
is three-fold. 

There are no names, and we can smear out identifiers that are 
not necessary. For example, the precise age. We smear it out be-
cause it doesn’t matter for an epidemiologist to someone who is 18 
or 19 years old in an epidemic, and if they are 75 versus 30, it 
speaks volumes. 

And then finally all of our data is encrypted, going in both direc-
tions, and authenticated; by which I mean that the only people who 
can do data submission are people who have recognized hardware 
addresses on their computer. 

Anybody can go to the demo site and check it out, but it would 
take quite a hacker to—it is not impossible, but it would take quite 
a hatchet to break the authentication system that we have. 

So I believe that we have again the 90 percent solution as far 
as security is concerned, and our most important concern, if only 
to get this through institutional review boards, is protecting patient 
confidentiality. 

Mr. GREENWOOD. Thank you, Dr. Zelicoff. The Chair would an-
nounce that we have a series of votes—we have three votes now—
and it will be at least 15 to 20 minutes until we can complete that 
process. 

So with your indulgence, we will recess until one o’clock and if 
you ask around, you can find out where the Rayburn places to eat 
are, and maybe you can grab yourself a bite in the meantime. We 
will recess until one o’clock. 

[Whereupon, at 12:33 p.m., the subcommittee recessed, to recon-
vene at 1:15 p.m., the same day.] 

Mr. GREENWOOD. If the witnesses will resume their stations, we 
will resume the questioning, and the Chair recognizes the ranking 
member, Mr. Deutsch, for 5 minutes to inquire. 

Mr. DEUTSCH. For the three of you, are you suggesting that basi-
cally we junk the NEDSS system? Is that your recommendations? 
Are you suggesting that we basically get rid of the present system, 
the NEDSS system, assuming that we adopted NEDSS? 

Mr. ZELICOFF. I think you may be a little bit confused about 
something. NEDSS is intended for epidemiologists, and not doctors, 
to do reporting to the CDC. No clinician that I know has or ever 
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would entertain NEDSS in their office. I am sure that there is 
some rare exceptions to this, because it is a big on-line reporting 
form that gives nothing back. 

As a tool between laboratories, or epidemiologists, and the CDC, 
yes, it is just fine. But it is really bolstering the laboratory side of 
surveillance, and I think the point that you are missing, or maybe 
I have not made it clear, is that there are two types of surveillance. 

There is the laboratory type and there is the clinical type, mean-
ing what the doctor sees in the office or in the clinic. The impor-
tance of that is two-fold, as I think Dr. Bloom mentioned earlier. 

You need the clinical information for knowing when to trigger 
your laboratory system, and that is surveillance; and then you need 
the clinical reporting system to know how many people to test. 

If we were faced with a large scale exposure and not necessarily 
infection, but exposure, to anthrax spores in Washington, we will 
never be able to test a million clinical samples in a reasonable pe-
riod of time. 

What you need to be able to do is to decide where you are going 
to apply your laboratory resources, and that is what the clinical 
surveillance will do as Dr. Bloome correctly pointed out. So, 
NEDSS is between the local public health authority or laboratory 
and the CDC, and not from the clinician’s office. 

Mr. DEUTSCH. Do you want to respond? 
Mr. RUSSELL. Yes, I would like to respond. I think that these sys-

tems are complimentary. I don’t believe that the NEDSS system as 
I understand it, and as it relates to our system at least, is in any 
way in conflict. 

What our system does is that it takes a very, very large sample, 
one out of every three people in the United States, over a couple 
of billion data points, and shows disease trends that can be na-
tional or completely local on a near real time basis. 

And I do think that the NEDSS question though brings up some-
thing that I have noted in this discussion this morning, which is 
that there seems to be a false conflict between the local and the 
national here. 

I mean, I really don’t see that. The system that we have, for ex-
ample, really acts at a State level, at the local level, and at the na-
tional level. You can make it very specific for certain indicators in 
any city, in any State, in any zip code, and then across the whole 
country. 

So that kind of dichotomy between should we fund local efforts 
and knit them together nationally, or do we have a national sys-
tem, and is it inside the Beltway or outside the Beltway. I think 
the technology exists here not to have that even be a debate, and 
that is the way that I would look at it. 

Mr. DEUTSCH. Dr. Wagner. 
Mr. WAGNER. I have some experience with NEDSS because I 

helped write the Pennsylvania successful NEDSS proposal about a 
year ago, and I have participated, and I think NEDSS is an excel-
lent project that has no shortcomings, and it is very complimentary 
with everything that everyone else is trying to accomplish. 

And what it is really providing is a set of specifications for infra-
structure. This is the data base model that every system that does 
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public health surveillance in each State should adhere to so that 
the data can be merged to form a national picture. 

The NEDSS project does not limit what kind of data is used in 
public health surveillance. So in addition to the laboratory data, 
the main stay of public health surveillance for the past few dec-
ades, and reportable diseases, the NEDSS project is going to incor-
porate all of these unusual types of data that we have been talking 
about. 

Mr. DEUTSCH. Let me at least give the opportunity to Dr. David-
son and Dr. Barry, who are still here, to try to respond to that. 
Would you like to respond to that and to my question? My question 
is whether this is a complimentary system, or is this an alternative 
system? 

Mr. GREENWOOD. If either of you would care to comment or re-
sponse, please take one of the available chairs at the table and use 
the microphones. 

Ms. BARRY. Thank you very much. I think technology has a lot 
to offer, but I have some very specific concerns. For example, in the 
system that the Quantiles has developed, I am sure that they can 
pick up aberrations in data, but who is going to follow up on those 
aberrations in data at the local health department. It is me and my 
five nurses. 

Where are we going to get the resources to follow up on whatever 
signal that might or might not be detecting. And the other concern 
that I have is timeliness of data. I see denying data, which is a dis-
ease coding process, typically takes some time. 

We tried to get this into our Boston system, but we don’t know 
diagnosis until 30 to 60 days after the person leaves the emergency 
department, and that is too late. We have got to know within 24 
hours if something is going on. 

So I think technology is the answer, and we should use it, and 
we should try to work to resolve some of these issues, but I have 
some concerns both about timeliness and for resources for follow-
up with signal detection systems, which I think some of these are. 

With regard to the New Mexico system, the touch screen tech-
nology is really quite nice, but there is no way in the city of Bos-
ton—and I think I have excellent relationships with the health care 
providers in the hospitals, but there is no way that they are going 
to fill in a separate extra data screen to try to give us data. We 
have got to mine what is there. 

Mr. RUSSELL. I would like to clarify one thing, because this is 
complicated and I wanted to respond to what Dr. Barry said. If you 
took the city of Boston and you were trying to get daily reads on 
a disease trend, then what you would have in our system would be 
all the private doctors offices. 

You would have all the drug stores, and you would have the en-
tire panoply of what the providers are, both on the pharmaceutical 
and the medical sides. So you would not be relying entirely on 
what the hospital said and how they filed their ICD-9 forms. 

The ICD-9 forms are actually filed promptly by a lot of doctors’ 
offices and not as promptly by others. But you would have a sam-
ple so large that you would have a trend line developing. So it is 
complicated, and I take what you say that it is hard to get the hos-
pital themselves to process the ICD-9 forms. 
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Mr. GREENWOOD. Dr. Davidson, did you want to respond? 
Mr. DAVIDSON. Yes. I think one of the things that we need to 

work toward—and this was brought up by one of the members of 
the committee earlier, was establishing criteria for surveillance 
systems. 

There are some criteria for surveillance systems that have been 
promulgated by CDC. And most recently about 4 months ago there 
was a publication. We need to put those criteria out there and see 
how they work with both of these systems. See whether they meet 
the appropriate criteria for a surveillance system. 

In terms of timeliness, our experience is that the ICD-9 codes are 
coming in later than the syndrome-based systems. That we found 
in our analysis, and that there is a delay, and typically in our sys-
tem—and that may not be typical of all systems, especially in the 
private sector where they may be getting these bills in quicker 
than we do in the public sector. 

But we found that it could be a 10 to 20 day delay even in a good 
clinic. So I think that is a concern for us. That is the timeliness 
factor, and one of the criteria. The issues of specificity and sensi-
tivity are discussed in that document, and I think those are some 
things that need to be addressed as well, in terms of both of the 
systems that have been presented. 

Let me get back to one point that Dr. Zelicoff mentioned earlier 
about my comment, stating that this would not work in some emer-
gency rooms. I think I agree with Dr. Barry that many physicians 
would not want that there. 

I want to specifically speak about Denver Health, and where we 
have this integrated electronic medical record. Here we are trying 
to create a computer on every physician’s desk, to enter data into 
an organized data system to allow us to collect all the information 
you need. 

That system is built by our vendor. Now we have another system 
that may be able to collect important public health information. 
But we don’t want to have to put that one on top of the one that 
we are already entering data into. 

So there may be a place for us—and once again using those in-
dustry standards—to take what our vendor is building, and put it 
through a process such as this. I don’t know whether that is pos-
sible. I think once again working toward standards is the most im-
portant thing, and NEDSS pushes us toward that. 

Mr. Russell earlier mentioned about a false conflict between na-
tional and local efforts. I don’t see this as a conflict at all when we 
talk about NEDSS. They are methods to integrate data across all 
jurisdictions. There is no conflict here. 

Mr. GREENWOOD. The time for the gentleman from Florida has 
expired, and let me indicate to Drs. Barry and Davidson that if you 
are willing to, you can stay at the table in case others want to con-
sult with you as well. The Chair recognizes the gentleman from 
North Carolina, Mr. Burr, for 5 minutes, to inquire. 

Mr. BURR. That you, Mr. Chairman, and I am not sure what I 
have come back in the midst of, but I will try to focus my thoughts 
and legitimately say that I don’t know that any of us have the an-
swers. 
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I mean, if we did, I think that you would hear it in our opening 
statements, and you would certainly see us on a legislative track 
to try to present some solution. Thank god for once that Congress 
has turned to not only the public entities, but the private entities 
and said what are our capabilities today. 

What we found in a very short period of time is that there is a 
wealth of data. There is a wealth of effort that has been put to try 
to create a system that works, a system that can cross-check 
things, and a system that stretches outside of just big cities and 
gets into rural America. 

I would ask all of you as you are asked questions and as you an-
swer them to please understand that if everything we do is turf re-
lated—well, this is already here, and so we can’t be replaced; or 
CDC already has this initiative, and so we can’t change. 

What we are looking for is a solution now. It disturbs me, and 
I think I made that very clear, that we didn’t have a goal today 
of 50 States on NEDSS. I don’t know how the problem can get 
more pronounced than it is right now. This is a domestic threat. 

Our ability to do the right thing is how we will be judged and 
ultimately how the infrastructure for health will be judged, and po-
tentially each one of you who are connected to it. 

But we also have a responsibility not only to see that large areas 
have access of connectivity, and access to data bases, and accesses 
to everything that is happening in the health community, but to 
make sure that the small ones do, too. 

I would have hoped that there was a request from Congress to 
connect the third of public health that is not technologically con-
nected to CDC today. But I have yet to hear that request. I am 
sure that it won’t take Jeff Koplan longer than next Thursday 
when he testifies in front of this committee to understand that that 
request should be made. 

But even with a substantial amount of resources there was very 
little devoted to what all five of you are here to talk about, our abil-
ity to respond to the public health threat in communities that you 
live in, or communities around the country. 

I am delighted with what the labs are doing. I am delighted to 
know that we are trying to create a system out there, and whether 
it overlaps something else or whether it can be integrated into it, 
for once we are ahead of the game, and we are working on some-
thing. 

And, John, to Quintiles, you know, the question is why didn’t we 
look to a data base that we had that gave us some clues before we 
had a problem? And I think that those are certainly some of the 
questions that we have got to ask of those entities that are respon-
sible. 

Not you at the table, but the entities that are responsible for the 
network of public health in this country, because what I heard both 
of you in the first panel talk about was that data is invaluable to 
us when we get to the point that we have a problem. 

And our ability to look at it and to analyze it, and to go specifi-
cally where we see a problem, is our ability to treat that threat. 
I think Ms. Harman and I are the only ones on the Intelligence 
Committee and she is not here right now. 
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But I can only thank God every night that this was not a con-
tagious disease that we were trying to address initially, but that 
it was one that gave us some degree of flexibility, and treatability. 

And that time was not necessarily of the essence, but the reality 
is that we have also had examples that this myth that we worked 
under, that education alone, that dissemination of the threat alone 
to our health care providers assured us that nobody fell through 
the net. 

And when we relied on that, we had two people that fell through 
the net. We will deal with the other things, but I think that we 
have got to stay focused on the fact that you can fall through this 
net. 

So, Mr. Chairman, I don’t have a question. I just want to thank 
everybody who is here—the witnesses from the first panel, and our 
witnesses from the second panel. And I do hope that in a coordi-
nated way CDC and HHS will look at how we use the combination 
of tools that are there today to try to put together a solution to the 
problem that is here today. 

And if in fact it requires resources on our part, and that there 
is a request, because I think we are willing to address it, and if 
it requires new partnerships that are public and private, then I 
would like for those partnerships to be created today or tomorrow, 
and not next year or 2003. 

Because I assure you that the threat will change, the challenge 
will change, and there is some things that we know that we just 
can’t accomplish without an infrastructure in public health to ac-
commodate those types of threats. 

And my hope is that next week we will hear that request for at 
least the infrastructure, and then we can talk about facilities at 
CDC and other places. And I yield back. 

Mr. GREENWOOD. Okay. I thank the gentleman, and I also thank 
him for bringing to the attention of this committee Mr. Russell and 
his work, which has been very helpful to us. The Chair recognizes 
the gentlelady from Colorado for 5 minutes to inquire. 

Ms. DEGETTE. Thank you. Dr. Zelicoff, in order to implement 
your system, and to really have it work from an epidemiological 
standpoint, it would have to be pretty much universal with doctors 
and emergency rooms, correct? 

Mr. ZELICOFF. No. 
Ms. DEGETTE. Why not? 
Mr. ZELICOFF. I don’t know if you were here when a somewhat 

similar question was asked earlier. 
Ms. DEGETTE. I probably wasn’t; otherwise, I would not have 

asked it again. 
Mr. ZELICOFF. Statistics helps us out here a great deal. All you 

have to do is sample about 5 percent of the population. 
Ms. DEGETTE. So does that mean that you would only have to 

have your computer program in 5 percent of the doctors’ offices in 
this country? 

Mr. ZELICOFF. As long as you have them reasonably distributed, 
accounting for geographic, racial, and socioeconomic examples, yes. 

Ms. DEGETTE. Well, here is the problem that I have, and as I 
looked at what it cost to do that, did someone ask that also? 
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Mr. ZELICOFF. Yes, $2,000 a site. So we actually got a little bit 
further in the questioning. We estimate 2,500 clinics roughly, at 
$2,000 a site, and call it $15 million. 

Ms. DEGETTE. So it would cost about $15 million to do this? 
Mr. ZELICOFF. Right. 
Ms. DEGETTE. And would it mainly be in private doctors’ offices 

or in public hospitals, or both? 
Mr. ZELICOFF. We have it in both, and the reason that we have 

it in both——
Ms. DEGETTE. Well, I don’t need to know the reason. I want to 

know——
Mr. ZELICOFF. We have it in both right now. 
Ms. DEGETTE. Okay. And at those 25,000 (sic) sites or whatever, 

they would be in both also? 
Mr. ZELICOFF. Oh, sure. 
Ms. DEGETTE. And those would be sites that volunteered to do 

it? 
Mr. ZELICOFF. The way we have done it is to ask local public 

health officials who know the docs in the community best to nomi-
nate sites. 

Ms. DEGETTE. Like the doc in my community who is sitting next 
to you, they may not need it in Denver, because they have already 
got a vendor that has an integrated system, and they are tied into 
the CDC, and so they wouldn’t need it, right? 

Mr. ZELICOFF. Not in my view. 
Ms. DEGETTE. So, my question——
Mr. ZELICOFF. Let me finish the question. In my view, I think 

your conclusion is incorrect. 
Ms. DEGETTE. But it would be voluntary on their part, and you 

are not going to force them to do it? 
Mr. ZELICOFF. Oh, sure. Of course. They are doctors and they can 

do anything that they want. 
Ms. DEGETTE. Well, that is generally the view of every doctor 

that I have ever met. So, you are right. But here is my problem. 
Denver Health says we have got a very good system, and it is 
working great, and it is integrated, and we can’t put your system 
in our vendor. So go somewhere else. 

Go to New Mexico, or go to wherever, and then we have some 
kind of biological or chemical weapon that is dispensed over Mile 
High Stadium during a Bronco game. So by using your statistical 
derivatives, you would not get that through your system because 
you wouldn’t have it in that city, right? 

Mr. ZELICOFF. Let me try to shed a little light on this question, 
because I think there is a little bit of a misperception. As long as 
any of the systems that are out there, ours included, have compli-
ance with the existing medical data base architectures—COAS is 
the standard one, H-7—and ours does, there is no problem in shar-
ing the data. 

It is solely then as a matter of the interface, and getting the sys-
tem sustainable so that people will use it. 

Ms. DEGETTE. Right. But what you are saying is that you are ex-
trapolating data through 25,000 sites. 

Mr. ZELICOFF. No, 2,500. 
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Ms. DEGETTE. I’m sorry, 2,500 sites throughout the entire coun-
try. 

Mr. ZELICOFF. Yes. 
Ms. DEGETTE. When we are talking about biological or chemical 

welfare, we are not necessarily talking—and the recent attacks are 
a perfect example. We are not talking about attacks over San 
Diego, California, or Chicago, Illinois, or Denver. 

We are talking about attacks apparently at this point isolated in 
a few cities. So if they weren’t tied into your network, that wouldn’t 
necessarily be the best tool in predicting the attack, correct? 

Mr. ZELICOFF. Well, if what you are saying is that we are gath-
ering data and no one is looking at it, correct. It won’t work. But 
the data——

Ms. DEGETTE. Well, the——
Mr. ZELICOFF. And let me finish the answer. I am supposed to 

tell the truth and the whole truth. The answer is that the data 
structure is such that all existing commercial medical data base 
compliance systems will be able to use the data that we are gath-
ering, and it is up he local public health officials if they want to 
release it. 

Ms. DEGETTE. Right, but they are not required to fold in, and so 
you don’t know. Now, this hearing is called, ‘‘Review of Federal 
Bioterrorism Preparedness Programs: Building an Early Warning 
Public Health Surveillance System.’’ And this is—and we are all 
really concerned. I mean, I was listening to what Mr. Burr was 
saying, and I agree with much of it. Unlike what many people 
think right now, Congress is not an unlimited pot of money. 

We have to try to figure out where we are going to put our re-
sources, which frankly are becoming more strained every day. My 
concern with the recent attacks that we have seen—and like Mr. 
Burr, I think we have to extrapolate. 

We have to say let’s not assume the next attack is going to be 
some letters with anthrax in it. Let’s say it is going to be a poison 
gas attack, or a communicable disease attack. The question we 
have to answer is, No. 1, are our existing public health systems 
sufficient to have early detection of that. 

And if the answer is no, then we had better do something fast. 
But it seems to me that in the recent attacks we actually had pret-
ty good early detection by physicians in Florida, and other places, 
of risks. 

And tragically some people died, but at least we were able—I 
mean, a physician was able to diagnose anthrax, for example. 

Mr. ZELICOFF. All right. 
Ms. DEGETTE. So my question is if we had your system or any 

other new system in place, and we had a massive attack, what 
would be better, having a computer system in place to know that 
we are having a massive attack, or having the extra resources 
going toward public health officials or beds or quarantine units, so 
that we could actually treat those patients. 

I think that those are the very real decisions that we are making 
in a public health context right now. 

Mr. RUSSELL. Could I respond to that? I think that to answer 
your question where is it better to put the money—I mean, that is 
always the choice. I think, however, that if we are at war and the 
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President says so, and I believe him, then you have got to have at 
least several types of intelligence to deal with. 

And I think to say that you are going to choose among several 
systems, and choose one that is the very best one, and the silver 
bullet is not going to get you there. But I do think you can do 
something. 

One message to take away is that we don’t have to start from 
scratch. I think all these systems are good. The virtue of the exist-
ing data base that we have introduced is that it is not a develop-
ment project. 

If you are looking for money that will go to work now, then you 
could—and it is not just our data base, as you have data bases that 
are there. 

Ms. DEGETTE. And what your data base basically does is it tells 
physicians that there is a lot of cipro being prescribed here and 
what does that mean, right? 

Mr. ZELICOFF. Well, that’s not—let me say that in order to make 
a working prototype of a surveillance system from what you saw 
on the screen, you would make it much more specific, and I alluded 
to this in the testimony. 

You would take sentinels and markers, and they would say ex-
actly what you wanted to look for, in Denver, or in Boise, or wher-
ever. 

Ms. DEGETTE. Right, based on drug prescriptions. 
Mr. ZELICOFF. Well, based on a combination of drug prescription 

and medical diagnoses. 
Ms. DEGETTE. Okay. 
Mr. ZELICOFF. And the match of those against——
Ms. DEGETTE. And what do we do with that information that we 

don’t have the ability to do now? 
Mr. ZELICOFF. Okay. Let’s say that you wanted to measure an in-

crease of flu-like symptoms in Denver against a baseline, and be-
cause the data base is longitudinal, you could establish a baseline. 

And then you would have an alert that would come up, and it 
would be communicated out to whoever in Denver wanted to have 
it. Would it be the public health official, or would it be a network 
of physicians. 

Ms. DEGETTE. Well, excuse me. My time is way up, and the I ap-
preciate the Chair’s indulgence. Don’t we have that ability right 
now under the NEDSS system and other systems? 

Mr. DAVIDSON. No. 
Mr. ZELICOFF. No, I am sorry to say that you don’t. You don’t 

have that ability. 
Ms. DEGETTE. I would like to have Dr. Davidson respond. 
Mr. DAVIDSON. Currently, we don’t have that available. NEDSS 

is built to allow us to collect that information, the same way that 
they would be collecting it from ICD-9 codes using billing data. 

Part of the issue as I mentioned earlier is whether this is timely. 
Does this meet criteria for an effective surveillance system, and 
that is the question. 

Ms. DEGETTE. I just have one last question, and then I know 
that my time is long up, because something really leaped out at me 
in your written testimony, Dr. Zelicoff, and it is a little bit off-sub-
ject, but I would like to get a clarification. 
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Mr. ZELICOFF. Sure. 
Ms. DEGETTE. Which is that you said that 60 percent of anti-

biotic prescriptions written in the primary care context are unnec-
essary and inappropriate partly because of the lack of knowledge. 

Mr. ZELICOFF. Right. 
Ms. DEGETTE. I am wondering if you can extrapolate from your 

data how many cipro prescriptions written in the past month would 
fit into this category. 

Mr. ZELICOFF. Well, I couldn’t other than to make the general 
statement that I think it has been vastly over-prescribed. 

Ms. DEGETTE. But you don’t have a scientific conclusion based on 
any data? 

Mr. ZELICOFF. I have not seen the raw data on the clinical cases. 
I would have to do that. I would have to correct one thing that you 
said early on, which was with regard to the success of the existing 
public health system. No scientist would ever declare a success 
based on an end of two. 

There were two cases that were diagnosed promptly. We know 
from many studies that have been done that when you take pic-
tures, for example, of classic smallpox rash into academic medical 
centers all over the country, and just say what is this, nobody, and 
I mean nobody, gets the diagnosis right. Now, this week, they 
might get the diagnosis right, but 6 months from now, I don’t 
know. 

Ms. DEGETTE. Well, thank you for the clarification. I guess I am 
just not seeing how if in that hospital where the anthrax was found 
and diagnosed, if they didn’t have this system, how it would be of 
any additional help. I tend to be sort of a budget hawk, and so that 
is what I am looking at here. Thank you very much. 

Mr. GREENWOOD. The gentlelady’s time has expired. I think that 
part of the answer is that we are talking about two very different 
scenarios, and the anthrax scenario is very isolated at least so far; 
whereas, we are talking about epidemics, and in the case of infec-
tious disease, that if a particular clinic was not equipped with this 
data, this data collection system, the assumption is that other clin-
ics would be picking it up in the environments. 

I want to ask Dr. Wagner a question, and that is just simply 
would you just take a couple of minutes and explain in detail how 
your system works, because I am not really sure that we have that 
quite on the record quite yet. 

Mr. WAGNER. Thank you for that question, because I felt like I 
had not explained it sufficiently in my spoken testimony. As I said, 
the system relies most heavily on data that is delivered computer 
to computer in real time. 

The most early data about illness that is collected at present by 
the system is the symptoms of the patient when they first present 
to the emergency room. And those symptoms are either coded in 
ICD-9, and so the comment that ICD-9 codes are inherently late is 
not accurate. 

ICD-9s are just a coding scheme, and when it is applied, it deter-
mines whether it is early or late; or the pretext, where the patient 
has a cough and shortness of breath, and we use natural language 
processing to extract the nature of the symptoms. 
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So for a large sample of patients, there are symptoms where 
when they should up at the emergency room, and prior to the time 
that they see a physician, are known immediately regionally, and 
available for analysis. That is the earliest data. 

Then the additional data that flows in behind those initial data 
about patients are their tests that were ordered, and then subse-
quently the results of the patient that is seen in the emergency 
room as blood cultures are ordered, and that information is known 
at the time that it is ordered, which is usually pretty early in the 
case. 

And then subsequently when the results come back, they are 
available, and there is natural language processing that determines 
whether the gram stain of a blood culture is growing gram positive 
rods, which is a specific finding, or a relatively specific finding; 
when coupled with chest x-ray findings, which are also being auto-
matically processed by natural language processing. 

So the combination of gram positive rods in the blood, with a 
wide medium stannum, or some other finding on the chest x-ray, 
triggers an alert that there is an anthrax patient potentially that 
needs to be followed up. 

One related thought that I just want to mention is the issue of 
whether public health will be overwhelmed by the output of these 
systems in electronic lab reporting, and if all of these features are 
necessary. 

And we have been operating for 2 years, and we see very few 
false alarms. I can understand why the impression is out there 
that these systems should have more false alarms than they do, be-
cause that was our expectation. 

But we are seeing an alarm a month, and we are monitoring for 
respiratory disease, diarrhea, rash, encephalitic. botulinic, and the 
anthrax detector, the single case detector, went off once. 

Mr. GREENWOOD. Thank you, Dr. Wagner. I thank all of the pan-
elists for your generosity with your time, and for your testimony, 
and for your health. This hearing is adjourned. 

[Whereupon, at 1:47 p.m., the subcommittee was adjourned.]

Æ
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