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EXAMINING THE COMMITTEE ON FOREIGN
INVESTMENT IN THE UNITED STATES

THURSDAY, SEPTEMBER 14, 2017

U.S. SENATE,
COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS,
Washington, DC.

The Committee met at 10:02 a.m., in room SD-538, Dirksen Sen-
ate Office Building, Hon. Mike Crapo, Chairman of the Committee,
presiding.

OPENING STATEMENT OF CHAIRMAN MIKE CRAPO

Chairman CRrRAPO. This hearing will come to order.

This morning, the Committee will receive testimony on the role
of the Committee on Foreign Investment in the United States, or
CFIUS, as it is known in the trade.

The role of CFIUS is to review certain types of foreign invest-
ment transactions to determine if there is: a threat to impair U.S.
national security; a foreign investor present which is controlled by
a foreign Government, like a State-owned enterprise; or something
that can affect homeland security or result in control of any critical
infrastructure that might impair our national security.

Yesterday’s rejection of the acquisition of Lattice Semiconductor
by a Chinese consortium with a U.S. presence provides a good ex-
ample of that role.

According to press reports, the CFIUS review of the deal re-
vealed that Lattice had valuable intellectual property that, if some-
how transferred, would impair U.S. national security.

The purchaser was a Chinese consortium with strong ties to the
Chinese Government and its space program. Additionally, the im-
portance of the semiconductor supply chain integrity to homeland
security and the use of Lattice’s products by the U.S. Government
was something that could further impair national security.

The Lattice case sounds like it should be considered textbook
CFIUS, and it is reassuring that the President made this decision
based on the careful due diligence of the various Government enti-
ties that comprise CFIUS.

Nonetheless, there are some congressional and Administration
concerns over a broad-based set of potential risks arising from Chi-
na’s steadily increasing use of foreign direct investment, or FDI, to
achuire companies and their sensitive technology in the United

tates.

We need to have a general discussion of whether or not the
CFIUS process is functioning appropriately, to the extent that it

o))
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has sufficient authority to look at the transactions that are affected
most by today’s evolving national security considerations.

I look forward to hearing from the witnesses to what extent this
concern is based on China’s 2025 strategy and if there are any spe-
cific instances where this strategy has threatened to impair U.S.
national security.

In that regard, I will be looking for the witnesses to identify and
articulate the potential national security considerations at issue
and their relevance to any attempt to address them through reform
of CFIUS legislative or regulatory authorities.

If CFIUS is not looking at or is somehow missing transactions
worthy of its national security review, I would also be interested
in learning how many and what types of cases it is missing beyond
the 250 or so CFIUS filings this year and what human financial
resources would be necessary to review such new cases.

We should also discuss whether CFIUS is even the right agency
to reform in order to address various complaints associated with
China’s investment strategies today.

The magnitude of any problem with CFIUS is defined by the
intersection of U.S. national security with huge inflows of foreign
capital supported by a world-renowned U.S. open investment pol-
icy.

The United States—with $7 trillion in total outward FDI and
$6.5 trillion in inward FDI—is the world’s number one investor
overseas and the world’s number one recipient of foreign invest-
ment.

FDI plays an essential role in increasing U.S. economic growth,
creating highly compensated jobs, and spurring innovation and pro-
moting exports.

Generally, it is in the national interest of the United States to
sustain an open investment policy. The administrations of Presi-
dents Reagan, Bush, Clinton, Bush again, and Obama have all re-
affirmed the open investment policy of the United States. Likewise,
Congress is a firm believer, on a bipartisan basis, in an open in-
vestment policy.

But with this unique position that the United States enjoys in
the world comes a responsibility to assure that the national secu-
rity of the United States is maintained against investments that
may seek to undermine it.

CFIUS plays a critical role and it is important to have a Senate-
confirmed individual to set policy and work with Congress. The
Senate needs to quickly confirm Heath Tarbert as the Assistant
Secretary of the Treasury for International Markets and Develop-
ment.

Mr. Tarbert, who was voice-voted out of the Banking Committee
in May, is the President’s key person to oversee national security
policy at CFIUS and also maintain a healthy, robust investment
environment for the United States.

Senator Brown.

OPENING STATEMENT OF SENATOR SHERROD BROWN

Senator BROWN. Thank you, Mr. Chairman, and I appreciate
your comments always, and this panel will be very helpful to us.
Thank you.
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As you know, Mr. Chairman, I supported, as almost every Mem-
ber of this Committee did, Mr. Tarbert out of the Committee. I
hope, too, he can be confirmed quickly. I do want to remind my col-
leagues, especially Senators like Senator Perdue and Senator
Schatz, who are newer to this Committee, that so far this year the
full Senate has already confirmed 11 times the number of nominees
from the Banking Committee as this Committee confirmed in the
last Congress. So we have confirmed 11 times the number of nomi-
nees from this President than this Committee did last session. Sen-
ator Tester remembers that well. Senator Crapo remembers that.
So just a note to make.

Mr. Chairman, as is evidenced by the Committee’s focus on Rus-
sia, Iran, and North Korea sanctions already this year, national se-
curity issues are more important than ever.

It makes sense that we should take a look at other national secu-
rity issues in this Committee’s jurisdiction, like CFIUS.

CFIUS is charged with reviewing certain foreign acquisitions of
U.S. companies that potentially pose national security threats. It
has been a decade since we have had a hearing, so I am particu-
larly grateful to Chairman Crapo on this topic.

The U.S. continues to be one of the most attractive markets for
foreign investment. We know that. Our country welcomes invest-
ment when it is part of a straightforward business deal. When they
are done right, these deals can create jobs; they can grow American
industries.

But we know it is not always that simple. Some transactions
have national security as well as commercial implications. CFIUS
has seen an increase in its reviews of Chinese acquisitions of U.S.
companies. In the three most recent reported years, CFIUS reviews
of Chinese acquisitions topped the list every single time.

In 2016, Chinese companies invested a total of $51 billion into
the U.S. through 65 deals, a 360-percent surge from 2015. This
year, it is already clear that CFIUS’s workload has increased—with
acquisitions from China and other Nations.

I have serious concerns about many of China’s economic and in-
dustrial policies. That is not to say that every Chinese investment
poses national security threats. Fuyao Glass invested in Moraine,
Ohio, where there was once a GM plant. It is an example of a
project which poses no such threat and is creating jobs.

Some foreign investments pose national security threats, such as
intellectual property theft and espionage from U.S. industries cru-
cial to our Nation’s defense, as well as threats to the intellectual
property of seeds potentially impacting the global food supply, and
transfers of critical technologies. We have seen an increase in
smaller private investments to obtain access to new technological
know-how.

We do not know yet who perpetrated the hack of Equifax—expos-
ing the personal information of 143 million Americans, essentially
half our population. It could be domestic, it could be foreign crimi-
nals. But we do know that some foreign Governments and compa-
nies have tried to gain access to sensitive information about Ameri-
cans and pose other cybersecurity concerns. That has to be consid-
ered as well. I will not even go into all the discussion about the
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Russians last year. These are the types of threats we hear about
from the national security agencies and others.

Today we have three people before the Committee who have ex-
tensive experience with CFIUS, with export controls, and with the
other tools our Government uses to address national security
threats. I look forward to their assessment how CFIUS is working,
if its scope is appropriate—considering shifting national security
threats—and if it has enough resources to review an increasing
number of transactions and thoroughly investigate possible na-
tional security threats.

I would like the witnesses’ opinions on the national security risks
that I highlighted earlier, whether they believe it is, in fact,
CFIUS’s responsibility to try to address these risks, or if there are
programs at the other national security agencies—DOD, Com-
merce, State, and others—that are better able to do that.

I do not think that CFIUS reform is the answer to addressing all
of those national security risks, whether from China or elsewhere.
But I am open to considering improvements to CFIUS if we believe
there are resource concerns or gaps that are allowing certain in-
vestments that pose real threats to Americans to fall through the
net, if you will.

Any solution is likely to be multifaceted, involving trade, eco-
nomic, and defense policies, export controls, some of that in this
Committee’s jurisdiction, some of it outside.

Thank you, Mr. Chairman.

Chairman CraPO. Thank you, Senator Brown.

And we will now turn to our panel for their testimony. We will
hear from two former CFIUS officials: first, Mr. Clay Lowery from
the Treasury Department, and then Mr. Kevin Wolf from the ex-
port control side of the Commerce Department. We will then turn
to Mr. Lewis, who has long studied technology issues in the context
of the CFIUS process at the Center for Strategic and International
Studies, which published its 2-year review of the CFIUS process
last December.

I remind our witnesses that we would like you to keep your oral
comments to 5 minutes so we have plenty of time for questioning
from the Senators, and your full written statements are already
made a part of the record.

With that, Mr. Lowery, please begin.

STATEMENT OF CLAY LOWERY, MANAGING DIRECTOR, ROCK
CREEK GLOBAL ADVISORS, AND FORMER ASSISTANT SEC-
RETARY FOR INTERNATIONAL AFFAIRS, DEPARTMENT OF
THE TREASURY

Mr. LowgRry. Thank you, Chairman Crapo, Ranking Member
Brown, and Members of the Committee. Thank you for letting me
testify today on examining CFIUS. In my testimony, I hope to
briefly just touch on the nature of CFIUS and its processes, its per-
formance over time, and some thoughts on CFIUS reform.

The easiest way to understand CFIUS is to know its mandate:
ensure national security while promoting foreign investment. That
is actually what the legislative language says. So when we read
news stories about CFIUS, as will be the case today because of
President Trump’s blocking of a transaction yesterday, we only
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hear about protecting national security. But that is only part of the
objective of CFIUS. Promoting foreign investment is a part of our
national security. It is core to our economic growth. It is core to our
increasing productivity and for creating jobs. Thus, any reforms to
CFIUS that are being considered should be thought about in that
context.

CFIUS is an interagency Committee, chaired by Treasury, that
includes a variety of members, including Defense, Justice, Com-
merce, the Intelligence Committee. It investigates cross-border
mergers and acquisitions that could put our national security at
risk.

M&A parties file with CFIUS, and CFIUS determines whether
the acquirer will gain control of a U.S. business. If control is deter-
mined, CFIUS does a three-part analysis:

First, does the acquirer pose a national security threat?

Second, does the asset that is being purchased make our national
security more vulnerable?

And, third, the consequences of permitting these threats and
vulnerabilities to come together through this transaction, do they
promote a specific risk to our national security?

CFIUS investigates this question for about 30 days. If at the end
of those 30 days CFIUS is not satisfied, they can go to a second
stage of investigation, which is up to 45 days, an additional 45
days. If CFIUS is still not satisfied, it can take the case to the
President, who is the only one, not CFIUS, that can actually pro-
hibit an acquisition. In the past 30 years, this has happened only
four times, including yesterday.

Why is it so rare that the President blocks transactions? The
first reason is most of these transactions do not raise national secu-
rity risks. The second is, if they do, CFIUS has the ability to miti-
gate those risks. And the third is that if the President makes a de-
cision like he did yesterday, it becomes public and puts the cor-
porate reputation at risk, and so sometimes if you know that it is
going to be a negative discussion by the President, you will with-
draw and abandon your transaction.

In terms of mitigation agreements, these were put in place by
Congress, and I view them as the pressure valve that enables
CFIUS to find solutions to much more difficult transactions and to
meet its mandate: welcoming foreign investment and protecting na-
tional security. Since Congress strengthened CFIUS 10 years ago,
it has performed in an exceptionally professional and thoughtful
manner. Scrutiny of cases is thorough. CFIUS protects information
as well as anyone in the U.S. Government. And they have pre-
served the reputation of the United States to being open to invest-
ment from around the world.

That said, there is little question that the investment landscape
has changed dramatically in 10 years. By far, the two most impor-
tant changes have been the rise of China, as the Chairman said,
and also the potential of new sensitive technology being trans-
ferred. Both Mr. Lewis and Mr. Wolf will elaborate on these issues.

These developments suggest that a close, sober evaluation by
Congress, the GAO, and the Administration are in order, and as
with any analysis, it is best to think of the potential reforms in a
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cost-benefit analysis, including what are intended and unintended
consequences.

Beyond that, I would take three more steps.

First, the CFIUS process, as Ranking Member Brown suggested,
is currently under a lot of stress because of a significant increase
in cases—many of them are complex—without a commensurate in-
crease in resources.

Second, as Chairman Crapo mentioned, this Committee passed
through in its bill back in 2007 a new Assistant Secretary for
Treasury to oversee CFIUS. President Trump has nominated a
highly qualified individual in Heath Tarbert. He was approved by
this Committee with near unanimous support. He should be sup-
ported by the full Senate and let him get to work.

And, third, we should adopt a set of guiding principles to make
sure that any CFIUS reform both safeguards our national security
and remains the destination—keeps the United States the destina-
tion of choice for investment.

I have outlined a number of principles in my written testimony.
I would just say three right now: minimize the opportunity for po-
liticizing transactions; keep CFIUS narrowly focused on national
security; and, third, increase the scrutiny of State-controlled cases.

Thank you very much.

Chairman CraPO. Thank you, Mr. Lowery.

Mr. Wolf.

STATEMENT OF KEVIN J. WOLF, PARTNER, AKIN GUMP
STRAUSS HAUER & FELD LLP, AND FORMER ASSISTANT SEC-
RETARY FOR EXPORT ADMINISTRATION, DEPARTMENT OF
COMMERCE

Mr. WorF. Thank you, Chairman Crapo, Ranking Member
Brown, and other Members of the Committee. Thank you also for
convening this hearing to discuss an important national security
topic.

I was last before this Committee in January of 2010 when you
confirmed me as the Assistant Secretary of Commerce for Export
Administration, which is a role I served in until January 20, 2017.
And in that role, I worked with my colleagues primarily at the De-
partments of Defense and State in shepherding the U.S. export
control system. And I was also a representative to CFIUS during
that time.

Although I am now with a law firm, I am not speaking on behalf
of any particular change or on behalf of anyone else. The views I
discuss today are my own.

Mr. Lowery described well CFIUS and the background, so I will
get straight to my main point, which is that the U.S. export control
system and CFIUS complement each other. CFIUS has the author-
ity to regulate the transfer of technology when there is a trans-
action, however you define “transaction.” The export control rules
have the authority to regulate the transfer of technology regardless
of whether there is a transaction. This means that if there are spe-
cific concerns about particular types of technology or information,
whether general or specific, whether as part or as a result of a
CFIUS review or from any other source, then the focus, I respect-



7

fully submit, on addressing that national security issue should be
on the transfer of the technology to the destination in question.

The U.S. export control system is perfectly suited for doing ex-
actly that. Yes, I recognize it can be complex, but it is specifically
designed to constantly evolve to new threats as they are identified,
to change as a result of commercialization of technology and real-
izations about the effectiveness of other controls.

Now, in general, the most effective export controls are those that
are multilateral—those that our allies impose to the same degree
to accomplish a common objective. Unilateral controls—controls
that only one country imposes—tend to be counterproductive be-
cause they create incentives for companies to simply do the work
outside the United States, thus outside of U.S. control.

However, the temporary imposition of unilateral controls, when
there is a specific threat or a new threat or an evolving threat
identified, such as during a CFIUS review or in connection with
some sort of acquisition, can be and is a very effective tool. And in
the regulations administered by the Commerce Department’s Bu-
reau of Industry and Security, in coordination with the Depart-
ments of Defense and State, there is the ability to move quickly to
respond to some of these threats, again, focusing on the technology
itself to particular tailored destinations with or without any par-
ticular transaction, however you would define that.

These tools also can work very closely in connection with law en-
forcement resources to identify situations when there is a front
company in the United States. And we can get into more details
on some of these tools as well as how they work with the multilat-
eral regime process.

So although I cannot get into specific cases, I can say that other
types of national security issues created by foreign direct invest-
ment in my experience primarily were those involved with coloca-
tion issues, that is, acquisitions next to sensitive military facilities;
those that create espionage risks; those that reduce the benefit of
Defense Department technology investments; those that would re-
veal personal identifying information; those that create security of
supply issues for the Defense Department and other parts of the
U.S. Government; and those that create potential exposures for our
infrastructure.

And so, in general, the CFIUS authorities in my experience in
the agencies were well suited and well equipped to deal with these,
its dedicated public servants working very hard. And that last
point is the key. As mentioned earlier, they are stressed. They need
help. They need assistance. And this is important not only for na-
tional security, but for our economic security so that the United
States is known as a place that welcomes direct investment and
can review the safe harbor process quickly and efficiently.

In my last couple of comments, it is focused on—when thinking
about potential legislative change, my suggestion would be to first
ask, What is there about the authority that cannot be addressed
through changes in regulations or internal process, or if there is
another area of law such as trade remedies or export controls that
could be more suited to addressing the national security risks, or
if the issue could be resolved through merely an increase in re-
sources or change in resources in particular areas? If the answer
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is no to those questions, then that is the sweet spot for statutory
change.

Those who know me know I have a 3-minute and a 30-minute
and a 3-hour version of every topic, so I will stop here and look for-
ward to answering your questions.

Chairman CRAPO. Thank you, Mr. Wolf.

Mr. Lewis.

STATEMENT OF JAMES A. LEWIS, SENIOR VICE PRESIDENT,
CENTER FOR STRATEGIC AND INTERNATIONAL STUDIES

Mr. LEwis. Thank you, Mr. Chairman, and I thank the Com-
mittee for this opportunity to testify. You have heard about how
important CFIUS is, so I will not belabor the point. But the Com-
mittee, while it has done well in the past few years, faces a grow-
ing volume of cases, increased complexity of transactions, and Chi-
nese industrial policies that pose an increasing challenge.

The U.S. created CFIUS in response to concerns that foreign
competitors were acquiring strategic industries. CFIUS authorities
were updated in 2007 in the Foreign Investment and National Se-
curity Act. That was 10 years ago. And it created new authorities
for CFIUS and new timelines. FINSA is now 10 years old and faces
challenges created by a changed global environment.

The most important of these comes from China, as you have
noted. China seeks ways to circumvent CFIUS protections. China’s
g}(l)al isSto end its dependence on foreign technology and to overtake
the U.S.

If China followed international practices in trade, its decisions to
invest in domestic industries would be unobjectionable. But China
has not hesitated to extract technology or concessions or to block
competition to advance its own firms. China has a strategy to build
a high-tech economy and is willing to spend heavily to acquire for-
eign companies and the know-how they possess.

The fundamental issue for the U.S. is how to respond to a man-
aged economy with a well-financed strategy to create domestic in-
dustries intended to displace foreign companies.

China appears to be attempting to circumvent CFIUS and export
controls. Some important ideas for CFIUS reform include expand-
ing the scope of covered transactions, particularly in regard to what
are called “greenfield transactions,” providing the Committee with
extra flexibility for difficult cases by giving it the resources or sup-
port to better identify technology and business trends that create
risk, finding ways to cooperate with foreign partners, and it is an
indicator of how things have changed that now both Japan, Ger-
many, and the European Union are adopting their own CFIUS-like
processes. The Committee could use additional resources and infor-
mation to make timely decisions.

U.S. efforts to get China to follow global norms on trade are long
overdue, but it will not work without a strategy to promote U.S.
technology. Reports that the Trump administration will challenge
China over trade practices are good news, but it needs to be part
of 8? larger strategy that includes export controls and investment in
R&D.

It is important not to exaggerate China’s strength. China faces
immense problems, including its huge debt burden, pollution, and
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corruption, but it does have a strategy, as you noted, in China 2025
to displace the U.S. and building globally dominant high-tech in-
dustries. However, China’s leaders are practical, and their behavior
can be changed if the U.S. develops a coherent strategy in coopera-
tion with key allies. CFIUS is not the only tool we can use in this,
but it is the most important for dealing with foreign investment,
and the Committee could use additional authorities and resources.

I thank you for the opportunity to testify and look forward to
your questions.

Chairman CRAPO. Thank you, Mr. Lewis, and I want to turn to
you first with a couple of questions. In your testimony, you identify
a number of concerns relating to China’s industrial policy and
transfers of U.S. technology. You also discuss how CFIUS may be
improved to address some of the concerns while others may be bet-
ter handled by export controls.

In your opinion, what changes specific to CFIUS authority are
necessary to effectively protect U.S. national security? And what
changes to the export control regime do you find necessary to pre-
vent unwanted transfers of technology and know-how?

Mr. LEwis. Thank you, Mr. Chairman. I think the most impor-
tant issue for me remains the way that China has changed its in-
vestment policies to circumvent CFIUS, and the case that we all
know the best is, of course, what we call “greenfield investments,”
which is Chinese companies opening facilities or subsidiaries in the
United States. Those are not always covered. The Department of
Defense put a report out on this some months ago. It was unclear
to me why it was classified since, when you go to Silicon Valley,
it is sort of an open secret that Chinese firms are all over the place
trying to acquire brains, technology, trying to get around export
controls and CFIUS. So I think the most important thing to look
at is what are we doing about the alternate methods China has
found to acquire technology.

Another good example might be Chinese companies, when they
come to the U.S., do not face the same restrictions that American
companies face when they attempt to do business in China. A word
that the Chinese dislike is “reciprocity,” so I think looking at the
ways they circumvent, looking at greenfield investments, looking
for reciprocity in investments would be a good approach for CFIUS.

For export controls, I recently had an unusual experience. I
talked to one of the leading high-tech trade associations, and at the
end of their briefing on their technologies, they said, “And we
would like to see export controls strengthened.” I said, “Wait a
minute. You guys usually say the opposite. What is happening
here?” And they said in some ways the control lists we have, both
at State and Commerce, have not kept up with developments in
technology and need to be updated. So I think the biggest change
here would be to once again take a step back and look at the muni-
tions list, the Commerce control list, and say, How do they need
to be updated to reflect the current technological environment?
This would help CFIUS as well.

Chairman CRAPO. Thank you.

Mr. Wolf, expanding on Mr. Lewis’ response, would you please
focus on any concern that transfers to China of foundational tech-
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nologies present and what Congress and the Administration can do
to address this?

Mr. WOLF. Sure, absolutely. The principal focus is to aggressively
and with will think creatively about how to describe either in a
unilateral fashion or a multilateral fashion the types of tech-
nologies that warrant control to China or other countries for these
national security reasons. And the reason I put my emphasis there
is because one should not have to wait for a transaction to occur,
whether it is a covered transaction in the traditional sense or
whether it is a joint venture or some other sort of arrangement. If
there is a way in which some sort of foundational technology, even
if broadly described, is going to be put to an end use or an end user
of concern, then I would suggest using the authorities that already
exist in the very flexible export control regulations to identify
those.

Now, that is very hard. That is very hard to do in many situa-
tions because it may not be—one may not be able to clearly articu-
late it. But that difficulty, frankly, is a check on the system so that
you do not inadvertently impose controls that are broader than nec-
essary and you thus affect collateral controls.

By simply adding broader scopes to CFIUS to catch one situation
of one type of technology with respect to really only one or a few
countries of concern, you can end up harming the image of the U.S.
as a country open to foreign direct investment more generally. So
the direct answer is creative, clever use and aggressive evolution
of existing export control rules.

Chairman CRrRAPO. Thank you. And, Mr. Lowery, in your opinion,
does CFIUS lack authority to review any category of transactions
to fulfill its mandate? Or is it a resource question?

Mr. LOWERY. It is a good question. My own view is that there is
a significant resource question that they are going to have to ad-
dress. It is just becoming very difficult to look at all the different
transactions that are coming in and doing it in an efficient and ef-
fective manner so that we are still open to investment.

In terms of authorities, it depends. I mean, I think that Jim
Lewis talked about CFIUS does not have the ability right now to
look at greenfield investments. I am not sure that it should because
I think that the idea of CFIUS is to protect national security with
an investment that is buying actual U.S. businesses. But if you
wanted to go after greenfield investments, it does not have that au-
thority currently.

Beyond that, it does have most of the authorities. That does not
mean that you could not make the regulations stronger. It also
does not mean that they could—some of the guidelines—CFIUS
puts out guidelines about how they think filing parties should be
thinking about transactions. Those probably need to be updated. It
has not been done in 10 years. And that could help make sure that
we are capturing transactions that maybe we were not already cap-
turing. But I think that in terms of the authority itself, it just de-
pends on what you are trying to get after. One that Mr. Lewis said,
it would need legislative authority to investigate greenfield invest-
ments.

Chairman CRAPO. Thank you.

Senator Brown.
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Senator BROWN. Thank you, Mr. Chairman.

To begin with, I first want to apologize. I have, as a number of
people on this Committee have, conflicts today. We are working on
the farm bill in the Ag Committee. I need to go there. And we are
working on tax reform in the Finance Committee, so I will not be
sitting here as long as I normally do with the Chair. Usually, we
both sit through these hearings for pretty much the whole time. I
apologize for having to do that.

Mr. Lowery and Mr. Wolf, I want to start with you. Earlier this
year, I raised concerns about potential conflicts of interest in the
CFIUS process posed by a number of Administration officials with
international business interests. So far, two matters regarding the
Administration officials have come to light. It was reported in
March that China’s Anbang Insurance Group, a company familiar
with CFIUS reviews, as you know, had ended its bid to buy the
President’s son-in-law’s Fifth Avenue property. Then in July, after
Anthony Scaramucci was announced as the new White House Com-
munications Director, it was revealed that his hedge fund—
SkyBridge Capital I believe was its name—was in the process of
being acquired by China’s HNA Group, possibly for more than the
company was worth and was also under CFIUS review.

I am concerned, as I know all three of you are, and I think most
of the country is, about the national security implications of foreign
acquirers, but possibly and particularly if they have ties to foreign
Governments trying to buy influence in this Administration. So I
have a series of questions, and, Mr. Wolf, I will start with you, and
I will ask the three, and then you can answer as a group, and then
Mr. Lowery.

Do you believe Treasury and other CFIUS member agencies have
a good understanding of Administration officials’ business interests
and possible conflicts of interest? Is Treasury aware of the range
of business interests and possible conflicts of interest? Could more
be done to ensure that all those ties are disclosed? And, third, are
processes in place for officials involved in CFIUS or the President
himself to be recused if necessary? And I will start with you, Mr.
Wolf.

Mr. WOLF. Sure. On the first topic, Treasury as such, I do not
recall ever asking those questions. The responsibility for compli-
ance with conflict of interest rules are up to the individual, and
they work closely with their counsel at their Department, and that
was the primary driver.

With respect to the second question, it could not possibly hurt for
Treasury to collect that information and to ensure that the same
level of conflict of interest review that is supposed to be done and
was done with us in-house by our Department counsel is also pro-
vided to the Treasury Department as a double check on what
should already be done internally within the Department.

Senator BROWN. And that is not being done, to your knowledge?

Mr. WOLF. Again, the responsibility lies with the individual and
compliance with law, and we received regular briefings from our
ethics counsel within the Department of Commerce, not just with
respect to CFIUS but all matters that we were involved in to en-
sure that we did not have conflicts of interest both with respect to
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the annual disclosure process and regular updates and ethics brief-
ings that the attorneys would give to us.

So, again, I do not know—I do not think that information is gen-
erally shared with the Treasury Department, but it should already
exist within the Departments, and there could not be anything
harmful in doing so because it is already existing information with-
in the existing Department of the individual employee.

Senator BROWN. Mr. Lowery.

Mr. LOweERY. To my knowledge—I agree with Mr. Wolf. When 1
was working on this, I recall Secretary Paulson recusing himself on
specific transactions, or there were others—he was not the only
one—that sometimes it just happened to be something that they
had been working on in their private sector career, and they saw
a CFIUS transaction, and, you know, I would go down the hallway
and say, “Hey, we have a CFIUS transaction on this,” and the next
thing you know, he would call the General Counsel and say, “I
have to recuse myself.” To my knowledge, that still goes on. I can-
not obviously speak on the specific cases you mentioned, but I
would assume that the individuals, as Mr. Wolf said, would basi-
cally say, “I need to recuse myself. I have business interests here.”
And they have disclosed that to their in-house counsel so the in-
house counsel can also advise them on those issues.

Senator BROWN. And are you satisfied that the information from
the Administration and from the President’s family, that the infor-
mation is available enough to you all—mot to you all, but to the
people in place now?

Mr. LOwERY. So CFIUS is a very—I mean, the people that work
on CFIUS transactions, they are very protective of the information.
So there are lots of people within the Government that do not have
much to do with CFIUS, and they do not understand what is going
on. There are two reasons for that. One is the classified informa-
tion. Obviously, there is lots of classified information. There are na-
tional security issue at stake here. But the second reason is be-
cause of a little bit the issues you are getting at, but really it is
proprietary information. These companies are filing. They are put-
ting forward a lot of proprietary information. There are competitors
on the outside that are sometimes very interested. And so you have
to be very careful. That is why I think CFIUS over a 10-year time-
frame, over a variety of Administrations, has basically been very
protective of information. People call it like a star chamber, and
the reason they do that is because of how well they protect their
information, frankly, better than a lot of other parts of our Govern-
ment.

Senator BROWN. Did you want to add something, Mr. Wolf?

Mr. WoLF. The issues you raise with respect to transparency of
information regarding conflicts of interest of political officials and
career employees is not unique to CFIUS because every day—so
there is nothing unique about CFIUS that addresses your point,
and the success in ferreting out any concerns lies in the existing
procedures within each of the departments as opposed to something
that is CFIUS qua CFIUS to address.

Senator BROWN. Did you want to add something?

Mr. LEwis. I would simply echo your point, Senator, that most
transactions are without risk to national security, and so it is im-
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portant to bear that in mind when we think about the deals that
are being looked at. We have seen movie theaters, hotels, all
bought by the Chinese, and that does not pose any risk.

Senator BROWN. So while there might be conflicts of interest that
might or might not disturb the American public, they are not nec-
essarily national security concerns.

Mr. LEwis. I think that would be correct.

Senator BROWN. OK. Thank you, Mr. Chairman.

Chairman CRAPO. Thank you.

Senator Perdue.

Senator PERDUE. Thank you, Mr. Chairman. Thank you guys for
being here today.

Before I start my questions, I would like to make one comment
for the Committee since it was brought up earlier. Senator Van
Hollen, Senator Schatz, Senator Kennedy, Senator Rounds, and I
are new Members of this Committee, but we are totally capable of
understanding the full historical perspective around confirmation
of this Congress. I certainly echo the comments that have been
made this morning about nomination and confirmation of this Com-
mittee, but I would like to put into perspective that we are sitting
in a period with the slowest confirmation process in the history of
our country since George Washington put his first Cabinet to-
gether. I think it is outrageous that the last day before we left for
August break we confirmed 65 nominations in 1 day because of a
back-room deal. Prior to that time, we had only nominated and con-
firmed—we had only confirmed 48.

As we sit here today, this President has fewer than one-third of
the confirmations that the prior President had. So I would like the
record to show that some of us do have a full perspective on where
we sit today.

Mr. Lewis, thank you for being here today. I lived in China—or
I lived in Hong Kong, worked in China, lived in Singapore, and the
thing that always bothers me, China over the last 10 years has a
net outflow—an outflow of capital of about $3.8 trillion, an inflow
of about $1 trillion, 1.3, and then a net—that is a net outflow of
ab(})lut $2.5 trillion. I cannot track it. I have a feeling you cannot
either.

In 2016, the Bureau of Economic Analysis estimated about $10.3
billion of Chinese investment in the U.S., and yet AEI and Herit-
age and others had it as high as 56. So that is a wide range of esti-
mate. And the reason is when you get under it, BEA actually had
Lu}ilembourg as the top foreign investor in the U.S. and China was
11th.

With the network of capital flows in the world, how in the world
are we able to track the overall net inflows from particular players
outside the U.S.?

Mr. LEwis. That is a great question, and it is a very difficult
problem. And as you noted, small Caribbean islands tend to come
at the top of the list for foreign investment, not because they are
wealthy but because they are vehicles for money laundering. Chi-
nese capital is seeking to leave the country——

Senator PERDUE. And that is—I am sorry to interrupt. That is
not just China. That is other people who have very nefarious inten-
tions for the money, too, right?
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Mr. LEwis. Correct. But when you—that is true, and when you
try to follow the funding for some Chinese acquisitions, it will lead
you to some very strange places. So money laundering is a problem.

There is a desire in China to move money out of the country,
which may be kind of a vote of confidence. So we see a very large
outflow into many, many sectors, most of which do not cause stra-
tegic concern. It is difficult to track, and that is one of the chal-
lenges for the Committee, is tracking the money back to its source
to see if it is the Chinese State.

Senator PERDUE. Mr. Wolf, with regard to the specific China in-
vestments that are of concern, obviously one reason we have been
dominant militarily is the size of our investment, but China is now
approaching that. So the technological innovation that we have
benefited from, from private sector and military and academic re-
search has always kind of kept us at the forefront. One of the
things I am concerned about is that China, not only in the United
States, but their investment in infrastructure in Africa and other
parts of the world, they are leading toward investments of next-
generation technologies, and that is really concerning, things like
artificial intelligence, autonomous vehicles, augmented reality,
blockchain, robotics. They are recruiting actively kids that are
graduating from our colleges, our PhDs, our Master’s candidates,
our scientists, our technicians, our engineers. And there is an im-
migration issue. I do not have time to get into that today with you
guys, but what I would like to know is: How does CFIUS interact
with the military, commerce players, and so forth to make sure we
find the right balance of this foreign direct investment, which, as
Mr. Lowery talks about, is very critical? When you have a $20 tril-
lion debt, you better hope you can attract FDI. And we are the
largest recipient of FDI in the world. Thank God. With the size of
our economy, we need to keep that up. But there has to be a bal-
ance, and I am looking for some input as to things we need to be
aware of as we consider this in any potential legislation.

Mr. WOLF. Sure, happy to. With respect to the first topic that
you asked Mr. Lewis about, the answer, frankly, is resources and
aggressive use of intelligence resources to be able to do the deep
digging and the deep dives into transactions. That was a critical
part of every CFIUS case that we reviewed. It is what was behind
the fund, what was behind the company, who were the parties be-
hind it. And that is not always obvious. And that is just a pure
function of manpower and attention and will to do the deep dive.
And that is critical to the outcome.

With respect to working with the military, the technical experts
at the Defense Department were a critical part of the CFIUS and
the export control process in terms of identifying the types of tech-
nology that were of concern.

With respect to your concern about investment around the world,
that is why working with our allies in the multilateral export con-
trol regimes is key, because the U.S. is not the only target for the
very anxieties that you raised. And the existing export control sys-
tem is precisely defined to do that.

With respect to the topics at issue, it goes back to my main point.
It requires the resources, the manpower, and the will to focus not
just on technologies of yesterday or what is being used now, but
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creative thinking on all the topics that you just listed to see if there
is a way in which to identify the sweet spot of that part of the tech-
nology that is of concern without otherwise trying to interfere or
get in the way of commercial development.

Senator PERDUE. Thank you.

Thank you, Mr. Chairman.

Chairman CRAPO. Senator Van Hollen.

Senator VAN HOLLEN. Thank you, Mr. Chairman. And I thank all
of you for your testimony here this morning.

I was recently on a bipartisan codel to China, Japan, and South
Korea, really focused on the North Korea situation. But while we
were in China, we heard from a number of American businesses
complaining a lot about the lack of reciprocity generally, especially
with respect to Chinese curbs that bar American financial compa-
nies access, and that has been referenced here this morning. And
while I agree that CFIUS is not the tool we use to respond to reci-
procity issues, I do think it is important that we continue to push
China really hard on that front.

Let me ask you, Mr. Lewis, you talked about how China—and,
look, we all agree that, overall, foreign direct investment has bene-
fited the United States, but we want to make sure that it does not
hurt us in our strategic interests, especially national security. The
question is how we may broaden that to look at some key national
economic security issues.

You mentioned China buying up small firms in the Silicon Valley
area, and my question for all of you is: When you have one big pur-
chase, you know, you may very clearly be able to decide this is
going to have an impact on national security or not. But do we
have the tools to look at sort of a pattern of a purchase and say,
hey, this one in and of itself, this purchase may not trigger a na-
tional security problem. But China has the ability, you know, it is
not like a bunch of free market companies that are out there pur-
chasing. They have got a strategy, you know, driven by the Govern-
ment. Do we have the capacity to say, OK, this one by itself may
not be so bad but, you know, if you go down the line, one, two,
three‘,? four, then you are talking about a serious national security
issue?

Mr. LEwis. I will start. Thank you, Senator. That is a great ques-
tion. One thing that has been touched on a couple times in all of
our remarks so far and in the questions is the question of intel-
ligence support for CFIUS. And to the extent this can be discussed
in an open hearing, it would be beneficial if there were additional
resources given to the National Intelligence Council.

The U.S. relies on two sources of intelligence to track both money
laundering and the kind of activities you are talking about: human
intelligence, which faces grave problems in China, as you know;
and signals intelligence, which also is pressed considerably by the
Chinese. So we need to think of how to make resources and collec-
tion priorities evolve to reflect these kind of economic problems you
have raised.

We do not have the ability yet to adequately track these larger
patterns, so CFIUS tends to be a transactional focus, and it would
be beneficial if the NIC or some other body had the ability, the
wherewithal to supply things on long-term trends in semiconduc-



16

tors, artificial intelligence, cloud computing, hypersonic strikes.
There is a whole range of things, so, yes, better intelligence sup-
port, better tracking trends would be valuable.

Senator VAN HOLLEN. All right. I would be interested in any
other comments, but also I would like to throw in there the green-
fields issue. I take it from your testimony, Mr. Lewis, that you
think we should expand the jurisdiction, the authorities here to in-
clude greenfields. Is that right?

Mr. LEwWIS. Yes.

Senator VAN HOLLEN. And as the others answer that earlier
question, if you could also respond to that issue.

Mr. WoLF. Sure. The issue with respect to trends was very im-
portant to me when I was in the Government, and the first direct
answer that is not really a CFIUS issue is just a straight up law
enforcement effort. If there are a particular series of individual ac-
quisitions that are all on their face benign but in the aggregate are
used for an ulterior motive such as creating front companies in
order to hide the ultimate objective, then using the existing domes-
tic law enforcement tools of getting to that motive and pursuing in-
tellectual property theft, espionage under existing statutes is abso-
lutely critical. And that can be done without CFIUS.

Within the CFIUS process, it is important that in the intelligence
estimate that is provided with respect to an intelligence—or with
respect to a particular case, an answer given as to whether this is
an individual transaction or part of a trend or pattern, and that is
absolutely something that we reviewed, and I would want to make
sure that the authority exists to be able to block or deny or miti-
gate a case if the information exists that this is only one part of
a whole.

So your question and your concern about the trend is absolutely
valid and something that we spent a significant amount of time
looking into.

Mr. LOWERY. The only thing I was going to add is that the trend
is something that CFIUS does look at. In fact, actually in their an-
nual report to Congress, CFIUS actually does try to point out here
is where a number of transactions have actually happened, and we
are now concerned that a specific country—and it would be a classi-
fied report, so Congress could see it; I could not see it—is able—
is going after a certain technology. So this is done with CFIUS, but
it is usually—Treasury leads the effort, but really it is the intel-
ligence community and the Commerce Department that does a lot
of the heavy work, as well as the Treasury Department. So there
is a way of trying to get at that through CFIUS, though I think
Mr. Lewis makes a good point about there are other things that
need to go beyond that.

Senator VAN HOLLEN. Thank you. I look forward to following up
with all of you.

Thank you, Mr. Chairman.

Chairman CraPO. Thank you.

Senator Rounds.

Senator ROUNDS. Thank you, Mr. Chairman. This has been an
interesting discussion, and it leads me back into another responsi-
bility. We all have multiple committees up here. I serve on the
Armed Services Committee, and as such, I also serve as Chair of
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the Subcommittee on Cybersecurity. One of my concerns about the
increased foreign investment in the United States is what kind of
electronic and cyber-vulnerabilities that increased foreign invest-
ment poses for our country. For example, there is already signifi-
cant concern in Congress and the Administration that countries
like China are acquiring intellectual property from American com-
panies. I am concerned that foreign investment in our country
would give potentially malicious actors a back door into the United
States and leave us perhaps more vulnerable to IP theft or
cyberattack.

My question for you is: Can you discuss the nexus between cyber-
security and foreign direct investment? And is the CFIUS review
process robust enough to account for vulnerabilities in this area?
Or is it simply one part of a chain, and how does it fit into that
chain with other investigations as well? Mr. Lewis.

Mr. LEwis. Thank you, Senator. That is a major concern, so I am
glad you raised it. Let me just talk about the potential risk to cy-
bersecurity.

You have supply chain risk, which is that the components or the
software that goes into critical infrastructure defense products may
be contaminated at the source, creating cyber-risk for the U.S.,
military risk. This is no longer a hypothetical concern, so there
have been some incidents.

You have a critical infrastructure risk that the CFIUS Com-
mittee has been good at blocking acquisitions of critical infrastruc-
ture or in mitigating potential risk. So when you think about, say,
Alcatel-Lucent, the conditions that the Committee imposed were
sufficient to mitigate the risk. And following up on these mitigation
agreements is an important part—an important improvement I
have seen in the last few years with CFIUS.

You have real estate concerns. That always sounds funny, but we
know about the potential of the wind farm to be next to a Navy
research facility. You have to think about real estate now. Ten
years ago, real estate was not on the CFIUS agenda.

And, finally, a new one is data. The access to huge swaths of
Americans’ personal data by a foreign competitor could create intel-
ligence risk.

So I think there is a whole area where we need to think about
how an acquisition will affect or increase the risk to cybersecurity.

Senator ROUNDS. Any other thoughts, gentlemen?

Mr. WoLF. Those are excellent points. Just to emphasize a sig-
nificant number of the cases that we have reviewed over the years
involved situations where the U.S. Government or its contractors
or suppliers were consumers of critical infrastructure, tele-
communications equipment, computers, et cetera. And to the extent
that there was a possibility of foreign control over the content of
the components or malicious software being installed surrep-
titiously, that was factored into our decision to either propose a
block or aggressive mitigation, such as a requirement to spin off
the U.S. side of the business for a certain number of years so that
the U.S. Government, Defense and other departments, could find
other alternative sources of supplies that were domestic. So that is
a critical part of the CFIUS review.
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The other part of it, frankly, with or without an individual trans-
action, is the regular cybersecurity work that the Government and
its contractors do in terms of knowing who their suppliers are of
their components and what the source of the information is that
they are receiving. And that is in addition and separate to CFIUS,
and, again, unrelated to particular transactions. But it was one of
the most significant, most discussed, most critical elements of the
cases that we saw in the last several years. It is a key point.

Mr. LowgRY. The only thing I would add, just as Mr. Wolf and
Mr. Lewis said, CFIUS has done this part extremely well, is my
view. But some of the aspects go beyond CFIUS, and that is where
there are other tools within the Government that we try to work
on, but remember, CFIUS has on its Committee the Defense De-
partment, Homeland Security, Justice Department, the intelligence
services across the Government, which include the FBI, the CIA,
the DIA, the Treasury Department’s intelligence services. So all of
these folks are working together to try to see whether or not there
is an actual risk because of a purchase of a U.S. business.

Senator ROUNDS. Do you find that the focus, which right now is
on the entity itself that may very well want to make a purchase
within the United States, is there adequate focus also on the prod-
uct itself or the different products, whether it be data, whether it
be a specific product that is vital within another part of the chain?
Do we have the ability right now and are we focused enough on
both—not just the entity itself but the different products that may
very well be the issue of concern?

Mr. LOwWERY. My view is that is what CFIUS is at least attempt-
ing to do the whole time, and I think that they have done pretty
well. So they look at the threat, which is the entity that is pur-
chasing. They look at the vulnerability, the product that they are
actually purchasing. What is that asset? Does it have any nexus to
national security or not? And then trying to figure out is it OK for
those two things, the threat and the vulnerability, to come to-
gether? Or do you need to mitigate it or do you need to block it?
That is what CFIUS is trying to do the whole time.

Senator ROUNDS. Yes, sir?

Mr. LEwis. Thank you. The two agencies that provide the sup-
port to CFIUS in this regard are both the intelligence community
and DOD. So we really rely on them to be able to say when a par-
ticular technology or product creates cybersecurity risk or any
other kind of risk.

Senator ROUNDS. Thank you. My time has expired.

Thank you, Mr. Chairman.

Chairman CRAPO. Thank you.

Senator Warren.

Senator WARREN. Thank you, Mr. Chairman. And thank you to
our witnesses for being here today.

CFIUS, the Committee on Foreign Investment in the United
States, is responsible for reviewing the acquisitions by foreign com-
panies to ensure that they do not threaten U.S. national security.
And, unfortunately, this applies only to certain transactions, and
our adversaries know that.

So according to news reports, an internal Pentagon report issued
last year found that China was making significant targeted invest-
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ments in cutting-edge American startups with expertise in areas
like autonomous vehicles, artificial intelligence, robotics. These
types of investments provide access to potentially sensitive tech-
nology, but they do not trigger CFIUS review.

The Pentagon is worried—and I think they should be worried—
about this. In June, Secretary Mattis told the Armed Services Com-
mittee he thought CFIUS “needs to be updated to deal with today’s
situation.” So I wanted to start by asking you, Mr. Wolf, are you
concerned about the national security impacts of these early stage
investments in sensitive technology?

Mr. WoOLF. Yes, I am, and that is why I would put a particular
emphasis on identifying what the technologies of concern are, and
in addition to the CFIUS authorities, making sure that they are
adequately described within the existing export control system.

Senator WARREN. Actually, can you just say a bit more about
what you would do by way of response? Can you expand on that
a little bit?

Mr. WoLF. Absolutely. So instead of waiting for a transaction to
occur, however it is defined, whether it is a joint venture or a cov-
ered transaction or a greenfield investment, the Department of De-
fense, working with its colleagues in State, Energy, and Commerce,
should identify the key sweet spot of those types of technologies
that you described that are of national security concern and make
sure that our existing export control rules govern them and, to the
extent possible, work with our allies so that their regulations con-
trol the same types of technologies. That magnifies the benefit of
the effort.

Senator WARREN. Actually, that is very helpful. You know, as
you know, a lot of today’s technologies look very different from
what the world looked like back when we built CFIUS originally.
And the defense technologies of tomorrow are going to look even
more different. So we need an approach to it that keeps changing,
iterating over time. And I think that means it is time to expand
CFIUS’s mandate.

But before we do that, we are going to need to deal with the fact
that CFIUS has serious staffing and resource problems already. In
recent years the number of cases coming before the Committee has
skyrocketed. Both current and former Government officials have
argued that CFIUS must be strengthened, but so far the opposite
seems to be happening. President Trump has failed to appoint cer-
tain key positions in the CFIUS process, including the Director of
the Office of Science and Technology Policy, which is kind of impor-
tant here. And the President’s budget proposes significant cuts at
some of the CFIUS agencies, including a 16-percent cut to the
Commerce Department and a 32-percent cut to the State Depart-
ment.

So could I ask, what impact do budget cuts have on the positions
at non-DOD CFIUS agencies? What impact will this have on the
work of the Committee?

Mr. WoLF. It is potentially devastating. It is all a function of re-
sources and manpower and attention spent to complex situations,
complex technologies, and difficult transactions. And you need lots
of people or you need more people than are there now in order to
address all the issues that you identified.
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Senator WARREN. Well, thank you. I think this is urgent. It is
about national security. We do not want to wake up one day and
discover that our adversaries have components of our national se-
curity technology because Congress and the Administration were
asleep at the switch on this. We need to modernize this process,
but we also need to make sure it is fully staffed.

Mr. WoOLF. I agree.

Senator WARREN. Thank you, Mr. Chairman.

Chairman CRAPO. Thank you.

Senator Kennedy.

Senator KENNEDY. Thank you, Mr. Chairman.

Tell me, gentlemen, what triggers CFIUS review?

Mr. Lowery. So CFIUS is technically a voluntary process, so if
you are in an M&A transaction and it is in the national security
realm and that realm is not defined, but there are a number of fac-
tors in the law that suggest what those national security issues
are. So M&A transactions are voluntarily filing transactions. That
is how you trigger a review.

It is important to note that if the Government or CFIUS sees
that a transaction has not been filed, they do have the power to
compel a filing, if need be.

Senator KENNEDY. What should trigger a review? How would you
change it?

Mr. LOwERY. The only way I would change it—so I think that
that actually is a good approach, because there are lots of trans-
actions that happen—in fact, the bulk of the cross-border mergers
and acquisitions that happen are in areas that have nothing to do
with national security, and so we should not be doing national se-
curity reviews of them because we just waste resources by doing
that.

But I think that it should be explored at least. One idea is—so
right now CFIUS does high, high scrutiny of State-owned compa-
nies when they make a purchase in the United States. I think that
it might be worthwhile at least exploring the idea of should those
filings be mandatory as opposed to voluntary. And then you could
through the regulatory process try to narrow that scope down be-
cause there could be State-owned cases or State-controlled entities
that buy something, again, that has nothing to do with national se-
curity. So I think that is worth something to explore. That is right
now not in legislation, so you would have to change the legislation
for that.

Mr. WOLF. One additional idea would be with respect to acquisi-
tions or any kind of an arrangement next to a sensitive facility.
Right now, the colocation issue that I described only gets triggered
if it is a covered transaction as defined in the legislation. And I do
not have an exact answer for you, but to the extent that there is
a joint venture or a greenfield investment or any other kind of in-
vestment near a facility, there should be a Federal way in which
to limit the access, proximity next to a sensitive facility by a for-
eign entity.

Mr. LEwis. And perhaps a final point is that Wall Street and the
investment community knows in much greater detail the trans-
actions that are underway or being contemplated, and particularly
if it is a publicly traded transaction, we might have a publicly trad-
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ed company, we will get some regulatory insight. But if it is not
publicly traded, we may miss it. So finding ways to better take ad-
vantage of the knowledge on Wall Street and to look for private
deals would be helpful.

Senator KENNEDY. Well, what if it is not a merger and acquisi-
tion? I think this is Senator Warren’s point. Let us suppose you
have a startup developing a pharmaceutical drug, and someone in
China wants to put in $20 million for Phase I trials. Is that some-
thing we ought to look at?

Mr. WoLF. Well, in general, that type of investment should be
welcome, and we want to make sure that the U.S. remains wel-
coming to that. And the key goes back to the points that I was rais-
ing earlier, which is: Is there something about that investment that
creates a national security issues or is it an economic issue better
left to bilateral deals or trade remedies outside of CFIUS?

So in that type of fact pattern, I would think about it, not wait-
ing for a transaction, however you define it, whether covered or
joint venture or just a flow of money, but identifying the informa-
tion that is of concern and trying to address the information in any
setting.

Senator KENNEDY. But how do you know? Let us suppose the
pharmaceutical drug is a vaccine for HIV, and it appears to work,
so the Chinese just keep pouring money into it, and they get con-
trol of the company, and they take it back home, and they keep the
vaccine and say, “We are not going to share it with America.”

Mr. WoLF. Then that becomes economic and other issues. Then
it really is a function of what our intelligence agencies can tell us
about the intentions of the parties engaged in particular trans-
actions.

Senator KENNEDY. They are not clairvoyant, though. They cannot
tell the future.

Mr. WOLF. No, they cannot. And we can do what we can do, but
there are a lot of very clever people who can think aggressively and
prospectively about the types of technologies that, if cutoff or no
longer able to be developed in the U.S., would create national secu-
rity threats. And that should be the emphasis of the thinking.

Senator KENNEDY. Let me ask one other question quickly, gentle-
men, and any of you can jump in. When, if ever, should CFIUS be
used as a sword with respect to reciprocity? I do not mean to pick
on the Chinese. They are not the only ones. But they are beating
our brains out. They are stealing all our technology. It is a condi-
tion of doing business there.

Mr. LOWERY. So my own view on—should CFIUS be used as a
reciprocity tool? My own view is no, and I have a few reasons for
this. One is that if there is an investment that makes sense that
is coming into this country, but American firms would not be al-
lowed to invest in China, why should we penalize the company that
is receiving that investment, when it is not a national security
issue whatsoever, just because maybe some of their competitors
could not go out and buy something in China? I think that, in es-
sence, we would be importing the policies of another country—
China—as opposed to using our own—the policies of what we want
in this country, and the policies that we want in this country are
to welcome foreign investment. So I do not think that CFIUS is the
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way to get at reciprocity. I think there are trade tools that we can
be using, and that is a much better way of approaching the prob-
lem.

Mr. LEwis. I disagree with that a little bit. I think we need a
comprehensive strategy for approaching China on these trade
issues. They have gotten away with things for decades, and you
need to approach them thinking about CFIUS, foreign investment,
export controls, trade provisions. You have to have the full pack-
age. And as a negotiator, you may not want to take anything off
the table until you see if it is worth doing. So go in with the whole
deck. See what they offer you.

Senator KENNEDY. Gentlemen, I am out of time. Thank you.

Senator SCOTT [presiding]. Senator Donnelly.

Senator DONNELLY. Thank you. And thanks to all of the wit-
nesses.

My home State of Indiana is home to a big portion of the Amer-
ican steel industry, and it is an integral part of our national de-
fense manufacturing base. Increased levels of foreign steel imports,
particularly from China, and a lot of it is with dumping, illegal
Government subsidies, it has weakened our domestic steel indus-
try, and it has provided foreign companies greater access to our
markets. So this is to all of you. When you review transactions,
does CFIUS consider foreign industrial policy that weakens U.S.
indu?stries vital to defense manufacturing and critical infrastruc-
ture?

Mr. LOwERY. So CFIUS would look at—if an investment, not an
export but an investment into a company in Indiana or any com-
pany was actually harming maybe the supply chain for the Defense
Department on steel or could potentially—by getting access to spe-
cific technology, could actually harm the United States’ national in-
terest, that is what CFIUS would look at. CFIUS would not look
at whether or not a country is dumping. That is something that
would be done through trade remedies.

Mr. WoLF. He said it very well.

Senator DONNELLY. OK. Let me ask you this: Are there U.S. in-
dustries important to our national defense or critical infrastructure
that have been particularly challenged by aggressive foreign trade
policies? As you look at the national defense area, obviously one of
concern is steel. What are other ones? And what do you see as the
biggest challenges they face? I know that is a little bit to the side
of what we are doing right now.

Mr. WoOLF. Sure. Within the CFIUS context, the evidence shows
based on public filings of cases during the Obama administration
and now that the semiconductor industry is obviously the hottest
topic with respect to the issue that you raised. To the extent that
it is a trade remedy issue, that is not the role nor does CFIUS have
competence or expertise to be able to focus on that. It is focused
just on the national security implications. But, you know, by the
evidence, that plus issues involving foundational technologies for
aerospace have been hot topics, absolutely.

Mr. LEwis. Generally, anything that you could label as high tech
is a concern, and so avionics, not only semiconductors but the
broad information technology industry, including robotics and arti-
ficial intelligence, these are all places where we have seen efforts
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by China and a few others to acquire U.S. know-how in companies
in ways that would harm our national security.

Senator DONNELLY. Currently, CFIUS reviews foreign direct in-
vestment transactions for national security implications. Do you be-
lieve CFIUS or a process modeled off it should also review the eco-
nomic considerations of foreign investments to see that the Amer-
ican economy actually benefits in any way, shape, or form from the
transaction?

Mr. LOWERY. So I think that there is a portion of that that
CFIUS does, but not a big portion, and that is basically if there is
a mitigation agreement—the Department of Labor actually sits as
an ex officio member of CFIUS to make sure that labor issues are
looked at carefully. But in terms of do I think that CFIUS should
expand its mandate to go beyond national security to kind of an
economic benefits test, a benefits-cost test, I do not. But that is be-
cause I think that we are welcoming foreign investment and we
have to be very careful about how much we are dictating to compa-
nies about how they handle things. As long as they treat their em-
ployees well and follow the laws of the land, then that is not some-
thing I think CFIUS should be looking at.

Mr. WoLF. I agree. I believe that CFIUS should continue to be
narrowly focused on national security implications. The implica-
tions of expanding its scope to pure economic considerations runs
the risk of politicization and overall harming the U.S. as a destina-
tion for foreign direct investment. To the extent that there are eco-
nomic harms with respect to investment, there is an entire body of
law dealing with trade remedies that is much more tailored, much
more specific, much more robust to address that. CFIUS does not
have the history, the expertise, the personalities to be able to ad-
dress it, even if the authority were to expand.

Mr. LEwis. The dilemma of what you have raised is a serious
problem, and so we do need to address it. But CFIUS may not be
the right tool. There are other tools that we either have or that we
need to deal with this because it is something that increasingly is
affecting the American working population.

Senator DONNELLY. You talked a little bit about the stretches on
the CFIUS tool as it is, as the volume increases and complexity of
transactions continues to increase. What additional resources, if
any, such as personnel and information-sharing technology do you
think CFIUS needs to process a higher volume of transactions and
to be able to make sure they are covering what they need to do?

Mr. WOLF. A significant number of more people involved in han-
dling the mitigation agreements. After a deal is reached, often
there is a condition of the sale that requires a lot of manpower, a
lot of oversight. They last for a very long time, and there are more
every day. And so the number of people that need to be focusing
on that needs to be substantially higher.

Similarly, the number of people who spend their days reviewing
transactions, public and otherwise, to see if any of them warrant
being pulled before CFIUS for consideration, that is a straight up
issue of manpower and resources in reviewing data. Those are the
two biggest resource constraints right now.

Mr. LOWERY. I would only add one, which is—I agree totally, but
it is important to get some of our political officials confirmed, and
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the reason is because—look, the CFIUS people doing their analysis
do an excellent job. But they are civil servants. These transactions
by nature involve a lot of risk. There is risk. And so taking that
risk is something that Senate-confirmed people are paid to do, to
be frank. They are the ones that have to come in front of this Com-
mittee and answer to what decisions are made. It is much harder
for the civil servants, who are doing an excellent job, to do that,
and so sometimes having the resources to do mitigation agreements
so that you can actually welcome that foreign investment and pro-
tect national security, but you then also need some of your political
appointees who can provide air cover and make the tough calls.

Mr. LEWIS. One agency we have not mentioned yet—and we have
mentioned a lot—is the Defense——

Senator DONNELLY. Mr. Lewis, I apologize. I am out of time.

Mr. LEwis. Just let me say DSS, they are the ones who do the
mitigation agreements. Give them a little more help.

Senator DONNELLY. OK. Thank you.

Thank you, Mr. Chairman.

Chairman CRAPO [presiding]. Thank you, Senator Donnelly.

Senator DONNELLY. See, I was doing your work for you there.

Chairman CRAPO. I appreciate it.

Senator Scott.

Senator SCOTT. Thank you very much. Thank you to the panel
for being here this morning as well.

There is no question that South Carolina benefits from FDI. In
the past 5 years, our State’s economic activity based on FDI has
increased by 30 percent. Over 130,000 South Carolinians are em-
ployed as a result of global investment.

That said, it is clear to me that bad actors are taking advantage
of our system of trade. Senator Cornyn and others have pointed to
gaps in CFIUS around the purchase of foundational technologies of
AT and biotech. These gaps have allowed the Chinese to strategi-
cally invest in key sectors of our economy while stealing our intel-
lectual property and eroding our military superiority.

I will ask the panel and start with Mr. Lewis: What techniques
are the Chinese using to circumvent CFIUS? The second question
is: How can Congress fill these gaps in our protections?

Mr. LEwis. So I think we have talked a lot about the greenfield
problem, which is that—this has come up a couple times. Our regu-
lations are post facto. So if you have not invented the technology,
it is not going to be caught. And so how do we deal with that? And
the Chinese are looking to buy brains, right? And it is very hard
to control brains, especially if they are in the country. So we need
to think about how we track, monitor, and occasionally—not always
but occasionally, because of the benefits you cited, occasionally
block transactions where China is making bets in the future tech-
nologies.

Mr. WOLF. On the intellectual property theft issue, that is much
more of a law enforcement issue and attention and resources of the
Justice Department to investigating whether it is a sensitive tech-
nology or otherwise that is being stolen or exfiltrated. So CFIUS
may not be the best tool because if there is going to be IP theft,
there is going to be IP theft with or without a transaction, however
you define it, so focus the resources on the theft of the technology
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in the traditional way, and that would be my suggestion for an em-
phasis on that question.

Senator SCOTT. Anything to add?

Mr. LOWERY. The only thing I was going to add is that if the
technology is in an area that is concerning potentially for export
controls, that is when some of Mr. Wolf’s comments from earlier
come into play, I think, where looking through what powers and
abilities through the flexibilities of our export control laws as op-
posed to CFIUS, which is there to—if there is an investment actu-
ally in a company or in a business that actually gets some of those
assets that could be a national security concern, that is when
CFIUS should play its role.

Senator SCOTT. Thank you.

Considering the topic of today’s discussion, I want to point some-
thing out that I think is very important. A majority of Chinese
deals make it through our approval process. Yet American compa-
nies are not given that same courtesy in China. In fact, China dra-
matically restricts our financial services sector’s presence in its
country. That does not seem fair to me, because it is not.

That is not a level playing field that our President is advocating
on behalf of. I was joined by Chairman Crapo—thank you very
much—and 14 other Senators in asking the Administration to focus
its efforts on the lack of reciprocity.

Mr. Lowery, can you discuss the hurdles that American financial
services firms face in China?

Mr. LOWERY. Yes, this is something I had to work on when I was
in Government. So it has been a problem for a while. I was glad
to see the letter from the 14 Senators. I wish it was 100 Senators,
because I think that it is a problem, which is that U.S. firms can-
not actually—there are equity caps in insurance companies, there
are equity caps for investment banks, there are equity caps for
banks. The way that we have made progress on that in the past
has usually been through dialogue, and so I recall back in 2006,
2007, we were running into a lot of problems. Through a dialogue
that Secretary of the Treasury Paulson set up at the time, we were
able to make progress—not as much as we should have. Under the
Obama administration, they also had a dialogue which also made
even further progress on getting these equity caps raised.

I think that that is something that the Trump administration
should work on, my guess is they are probably starting to work on.
But I think that that is a way to get at it. But your point is exactly
right. There is a problem when in an area such as financial serv-
ices where it makes very little sense for them to have equity caps
that China still has those. But I think that through the force of our
will and diplomacy, that is the best way to get at that problem.

Senator SCOTT. Thank you very much, Mr. Chairman.

Chairman CRAPO. Thank you.

Senator Tillis.

Senator TILLIS. Thank you, Mr. Chairman. Gentlemen, thank
you for being here.

China, I think, constitutes about 1.6 percent of our total inward
foreign direct investment, so relatively small scale. A lot of what
we are talking about here are things that they have done that are
really outside of this that need to be dealt with, and I think prob-
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ably dealt with in a way that is perhaps outside of CFIUS. One
thing, Mr. Wolf and Mr. Lowery, you both have said is that trying
to keep the scope tight—I could be concerned with CFIUS scope
creep moving into other areas that we probably should consider,
but not necessarily within the lanes of CFIUS.

Mr. Lewis, I want to talk about one of those. As China’s economy
emerges and as it matures and as they try to build infrastructure
for things that are not related to national defense—you know, pick
an area, health care, insurance, whatever—they are likely to look
at Nations that have mature platforms, the technology platforms
that they would like to use to accelerate, you know, really actually
rounding out an economy that is still growing. And if they do that,
if they are to acquire somebody—you made me think about this be-
cause of a comment you made about maybe an acquisition would
involve a company that has a significant amount of data on U.S.
citizens, say health care information. How do we strike the balance
between allowing that investment to occur, which may be needed
by a technology provider that is in a mature market, to let them
leverage their technology for purposes that are purely, you know,
in this case let us say for the Chinese population, how do you do
that in a way that does not create an impediment for companies
that have data that we clearly want to protect but not necessarily
disadvantage them as having a large platform and growth oppor-
tunity in a country like China?

Mr. LEwis. Thank you. Great question. China has gotten sort of
a pass on the trade rules ever since they joined the WTO, and their
argument was, “Well, you know, we are small and we are growing
and we are poor, so it should not apply to us.” And that just does
not work anymore. So part of it is we need to think about how do
we get China to live up to its commitments under international
trade. I am optimistic that they can do that. This Administration
appears to be making an effort. That is good. But it will take a long
time because they get so much benefit out of it.

In the near term and on specific cases, I think this is one of the
strengths of the CFIUS process, is the ability to impose mitigation
agreements on the acquirer that limit the risk, and those have
been relatively successful. There is this issue of tracking them
afterwards, and that is where——

Senator TILLIS. On that, I have one other question I want to di-
rect specifically toward CFIUS. But I think that so much of what
we need to do to get China to a good place in behavior is probably
not something that would come through CFIUS but would come
through trade agreements, a number of other devices that we can
use to actually incent them to exhibit good behavior.

Now, with respect to CFIUS, I have had this discussion in Sen-
ate Armed Services on cyber. You know, what we seem to be fo-
cused on are the—you know, it is an artificial intelligence applica-
tion, maybe it is next-generation communications technology,
biotech. But what about the risk of focusing on those big rocks and
missing some of the little rocks that if China had significant invest-
ment in could be disruptive? I always use the example of if I were
trying to think about a way to disrupt the U.S. economy or the
DOD, the DOD would be the last place I would attack. It would be
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their supply chain. And it would be to the most vulnerable part of
their supply chain, and I am talking about a cyberthreat.

Well, similarly, I would make investments in companies that
could ultimately be disrupted. We think about the end product. I
think about the supply chain that gets to that end product. So to
what extent does CFIUS take into account maybe seemingly innoc-
uous minor investments in companies and technologies that ulti-
mately play a very important role in that supply chain link to these
other highly important technologies that we focus on?

Mr. LoweRY. I think that the answer is that is exactly what
CFIUS is trying to look at, so

Senator TILLIS. How well do you think we are doing it for the
fully supply chain?

Mr. LOWERY. I think that CFIUS does a very good job of looking
at companies that are part of the supply chain. The reason is be-
cause the Defense Department, some of the officials there—not just
the Defense Department. It could be Homeland Security or the Jus-
tice Department. They know kind of where the supply chain exists,
because actually some of the people that work on CFIUS are some
of their procurement experts. And so they actually look at the sup-
ply chain and think—there are transactions that I know CFIUS
has looked at which were tiny transactions, and no one would—
they would never make it into the newspapers. But CFIUS actually
goes out and says, “We need to look at that because that is a small
part of our supply.” And that is something that—if it is a purchaser
that is a threat to our national security, that may make it—either
block it, get it to abandon the transaction, or as Mr. Lewis said,
come up with a mitigation agreement so that you might wall them
off from certain parts of that technology.

Senator TiLLIS. And, Mr. Chair, since I am the last one, I want
to ask just one more question, if I may. To what extent does
CFIUS—Iet us say that, again, with China only being 1.6 percent
of the internal FDI right now, but they have great relationships
and growing relationships with many of our allies that constitute
a significant portion of that. To what extent is CFIUS instructive
by the nature of the relationships that China has with other—let
us say a company domiciled in Australia that is making a signifi-
cant investment in a technology that would be subject to imme-
diately flag if it comes from China? Is that all instructive to the
CFIUS process.

Mr. WoLF. It is, and it should be more so. One of the changes
I would recommend considering that we often discussed is some-
times we were limited in our ability because of either classified in-
formation or proprietary information issues from sharing concerns
we had with allies and getting information from them with respect
to similar concerns by similar investments in their countries. And
a serious topic, I would think, for legislative consideration would be
expanding the ability of CFIUS to share information, both commer-
cial as well as intelligence, with allies for exactly the purpose that
you just described.

Mr. LEwis. That is an important area for reinforcement because
when you look now at our NATO allies, at Australia, at Japan,
they are all concerned about Chinese investment. They are all look-
ing to the U.S. to provide them at least an example on how to regu-
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late it, and CFIUS is an example. And they are looking for the kind
of information and intelligence support that Mr. Wolf was dis-
cussing.

Senator TILLIS. Thank you all.

Thank you, Mr. Chair.

Chairman CrAPO. Thank you, and, Senator Tillis, I will take one
more question also.

This will be the final question, and it is for the whole panel, if
you have a response to it. In your opinion, are there any instances
where a gap in CFIUS authority either could have or did result in
a threat to U.S. national security? And if so, please discuss the
CFIUS shortcomings that led to such a breach.

Mr. LEwiS. So I believe the thing that we would all want to look
at is the Defense Department report that talked about—and I hate
to say it over and over again—greenfield investments in Silicon
Valley, looking at advanced information technologies for robotics
and artificial intelligence. The Chinese have been able to acquire
technology in a way that circumvented the process.

Mr. WOLF. So in my 7 years, I am confident that there were no
unresolved national security risks with any case that we addressed.
I would go back to the point I made earlier about activities outside
of CFIUS authority with respect to colocation near sensitive mili-
tary facilities. And I do not have visibility into that, but it would
be something worthy of further analysis along the lines of your
question.

Chairman CRAPO. Thank you.

Mr. Lowery.

Mr. LOWERY. I am unaware of anything, any problem that has
existed. I think the DIUx report does some excellent analysis. I
think that some of their policy conclusions need more work.

Chairman CraPoO. All right. Thank you. And, again, let me thank
each of you for your written testimony and for being here and re-
sponding to the Senators today. This is a very critical issue, and
there is a significant amount of interest and activity here on the
Committee and outside the Committee here in Congress, and we
intend to explore it, and we want to get it right. So we appreciate
your help. Thank you for being here today.

This Committee is adjourned.

I should have said for the record that questions from Senators
may come to you, and we urge you to respond to them promptly,
and the Senators have until the 21st to submit those questions.

[Whereupon, at 11:28 a.m., the hearing was adjourned.]

[Prepared statements, responses to written questions, and addi-
tional material supplied for the record follow:]
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Chairman Crapo, Ranking Member Brown, and Members of the Committee, I
would like thank you for the opportunity to testify on Examining the Committee on
Foreign Investment in the United States (CFIUS). My name is Clay Lowery and I
am currently Managing Director of Rock Creek Global Advisors, a consulting firm
that advises clients on international economic and financial policy matters. My testi-
mony should be considered my own views alone.

I served in the U.S. Government from 1994 to 2009, principally with the Treasury
Department, although I also had a stint at the National Security Council. From
2005 to 2009, I served as the Assistant Secretary of International Affairs for the
Treasury Department, and one of my primary responsibilities was overseeing
CFIUS during the last time substantial CFIUS reform occurred.

I am pleased to be testifying alongside Kevin Wolf and Jim Lewis, both of whom
I respect and of whose views and expertise I think highly.

In my testimony, I will discuss briefly (i) the nature of CFIUS and its process,
(ii) its performance, and (iii) some thoughts on CFIUS reform.

CFIUS plays a critical role in protecting U.S. national security. I recognize there
are gaps in the current system that must be addressed, but I would also counsel
that CFIUS’s objective is to protect legitimate national security interests while pro-
moting foreign investment, and thus CFIUS should not be used as an economic, pro-
tectionist, or overly broad tool.

The most important aspect of CFIUS is to understand what it is trying to achieve:
ensure national security while promoting foreign investment. These words come di-
rectly from the legislation that created CFIUS and has guided it for the last 30
years. When experts raise concerns about national security issues that may have re-
cently become more prominent and recommend that the best—and sometimes only—
tool to address those concerns is CFIUS, my view is to evaluate those recommenda-
tions against what CFIUS was designed to achieve.

Roughly 7 million American workers, or about 6 percent of total U.S. private-sec-
tor workers, are employed directly through foreign direct investment (FDI). These
jobs are higher paying: providing average compensation per worker 24 percent high-
er than U.S. private-sector wages. These jobs are disproportionally in the manufac-
turing sector: 20 percent of all manufacturing employment is due to FDI. And, ac-
cording to a recent Reuters analysis—two-thirds of the manufacturing jobs created
from 2010 to 2014 can be attributed to foreign direct investment.

In short, FDI is in the national interest of the United States. However, we should
not be complacent. While the U.S. remains the largest destination for FDI, our
share of attracting such investment has fallen about 40 percent in the past 16
years. 1

Last, I want to note how this could be used against U.S. companies overseas. The
United States has always been the leader in defining “national security” in a rea-
sonable and fair way. I would remind the Committee that any actions we take are
likely to be copied and used by other countries, potentially to the detriment of U.S.
interests abroad.

CFIUS Evolution

CFIUS is an interagency committee established by Executive Order in 1975 with
the Secretary of the Treasury as its chair. Its central purpose at that time was to
monitor foreign direct investment in the United States. In 1988, driven by concerns
regarding growing Japanese investment in the United States, Congress enacted the
Exon-Florio amendment that expanded these powers significantly, including (i) giv-
ing CFIUS the responsibility to investigate foreign acquisitions of companies en-
gaged in business in the United States, and (ii) providing the President the ability
to suspend or prohibit a covered transaction that, in the President’s judgment,
threatens the national security and existing laws are not adequate or appropriate
to address the threat.2 In 2007, following concerns that had been raised over a Mid-
dle Eastern investment in U.S. port facilities, Congress amended and further

1United Nations Conference on Trade and Development (UNCTAD) World Investment Report
2017.

2To be precise, the President delegated the investigative functions to CFIUS by Executive
Order.
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strengthened CFIUS through the Foreign Investment and National Security Act
(FINSA).

A new Executive Order directing CFIUS followed in early 2008 and new regula-
tions implementing FINSA were issued later that year. The key reforms resulting
from those efforts include:

e Increasing accountability in the executive branch as Senate-confirmed officials
now must certify that CFIUS has completed its work on each transaction;

e Broadening the factors that CFIUS may consider in terms of investigating
cross-border M&A transactions, particularly in areas such as critical technology,
energy, and critical infrastructure;

o Raising the certification bar for cases in which the acquirer is a State-controlled
entity;

e Increasing CFIUS interaction with Congress;

e Providing for a more formal role for the intelligence community; and

e Clarifying CFIUS criteria for evaluating whether an acquirer is obtaining con-
trol of a U.S. business.

CFIUS Process

CFIUS is chaired by Treasury and is comprised of the Departments of Commerce,
Defense, Energy, Homeland Security, Justice, and State as well as the Office of the
U.S. Trade Representative and the Office of Science and Technology Policy. In addi-
tion, the Intelligence Community under the leadership of the DNI and the Depart-
ment of Labor serve as nonvoting members of CFIUS. 3

Parties submit their transactions to CFIUS for review on a voluntary basis, al-
though CFIUS has the authority to compel a filing if necessary. The statute pre-
scribes strict timelines for CFIUS’s review, but parties are encouraged to pre-file
with CFIUS to provide the Government with an opportunity to begin its analysis
before the “clock starts ticking.”

CFIUS officials are obligated by law, and subject to the possibility of criminal or
civil penalties, not to disclose information regarding transactions. The rationale be-
hind this rule is to protect both proprietary and intelligence information.

Once a transaction has been filed, CFIUS first determines whether it has jurisdic-
tion to review the transaction—that is, does it involve foreign control of a U.S. busi-
ness in interstate commerce—and, if it does, CFIUS then undertakes a three-part
evaluation:

1. Does the acquirer pose a threat to national security? This analysis is led by
the Intelligence Community.

2. Is national security made more vulnerable by virtue of the acquisition of the
U.S. assets? This analysis tends to be driven by the CFIUS agency with appli-
cable subject-matter expertise.

3. Do the consequences of permitting the threat and vulnerabilities to be com-
bined through a specific transaction risk impairing national security?

CFIUS investigates these questions in the first 30 days after it accepts the filing.
If at the end of those 30 days, CFIUS is not satisfied or in most transactions where
the acquirer is State-controlled, then CFIUS will undertake a second-stage inves-
tigation that lasts up to an additional 45 days.

The process, the timelines, the composition of CFIUS, the protection of informa-
tion, and the reforms of 2007/08 have all been designed by Congress and respective
Administrations to protect national security and to do so in the context of maintain-
ing the United States’ long-standing policy openness to investment. In addition,
knowing that some transactions may raise national security issues, Congress has
expressly authorized CFIUS to enter into mitigation agreements with the trans-
action parties to address those concerns. There are many different types of methods
of mitigating a transaction. Examples include establishing special security proce-
dures at facilities that can be verified by the Government, implementing certain
passivity mechanisms, or even forcing a company to divest specific assets. In short,
these mitigation agreements impose measures on the parties that address national
security risks.

These mitigation agreements are the pressure valve that enables CFIUS to find
solutions to more difficult transactions—to welcome foreign investment and protect
national security.

3Several offices in the Executive Office of the President also serve as observers of CFIUS.
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If at the end of that 75-day period, CFIUS cannot make a decision or recommends
that a transaction should be prohibited—then the matter is referred to the Presi-
dent who has 15 days to make a decision. Only the President has the ability to block
a transaction.

In the past 27 years, the President has prohibited or unwound only three trans-
actions. The primary reason that such activity by the President is so rare is that
most transactions do not pose a national security risk or risks can be mitigated
through diligent work by CFIUS. The other reason is corporate concern about
reputational risk. When the President makes a formal decision on a transaction,
that decision is made public. Companies that believe the President could prohibit
their transaction are understandably reluctant to be subject to a public rejection.
Accordingly, most companies will withdraw from the CFIUS process and abandon
their transaction.

How CFIUS Has Performed

Since FINSA was enacted 10 years ago, CFIUS—in my opinion—has performed
in an exceptionally professional and thoughtful manner. Congress and the American
people should be proud of how well the group of individuals across the Government
have carried out their duties. Their scrutiny of cases is thorough; they have pro-
tected national security; they have protected information as well as anyone in the
U.S. Government; and they have preserved the reputation of the United States as
open to investment from around the world. CFIUS in many respects has been a
model not only within our Government but also for other countries; various nations
are now considering how they can emulate the U.S. process.

That said, there is little question that the investment landscape has changed sub-
stantially in those 10 years. By far, the most important change has been the rise
of China as a direct investor in the United States. Ten years ago, CFIUS would re-
view just one or two transactions a year that had involved a Chinese acquirer—
today, it is literally dozens and dozens of transactions every year. While I believe
we should welcome Chinese investment and that each transaction should be judged
on its own merits, these transactions have more complex financial structures, some-
times are more opaque, and come from a country where the State plays a much
larger role in the economy. Often, these factors and others, raise the threats to na-
tional security. I know that fellow panelist Jim Lewis is focusing his remarks on
Chinese investment and the threats it raises so I will not elaborate further.

The other development is the concern that technology is being transferred that
could make our national security more vulnerable. I know that Kevin Wolf is an ex-
pert on export control laws so I'll let him elaborate on the importance of these devel-
opments.

CFIUS Reform

As for me, these changes in the investment landscape as well as the fact that it
has been 10 years since CFIUS was reformed suggest that a close, sober evaluation
by Congress, by the GAO, and by the Administration is in order. As with any anal-
ysis, it is best to think of any potential reforms in terms of benefits and costs, in-
cluding intended and unintended consequences.

I would have three starting points beyond a cost/benefit analysis:

First, I want to note the importance of providing appropriate resources to both
Treasury and other agencies for CFIUS cases. The CFIUS process is currently under
stress because of a significant increase in cases, without a commensurate increase
in resources. While I strongly believe that we should set good policy on the merits,
we also need to provide adequate resources to effectively carry out those policies.

CFIUS reviewed over 170 transactions last year, which is the highest number
since CFIUS was strengthened 10 years ago. As mentioned earlier, there is a much
larger proportion of cases originating from China and that are structurally more
complex. In 2017, my understanding is that CFIUS is on pace to investigate a much
higher number than in 2016. There is little question in my mind that the individ-
uals doing their jobs are under too much strain—they need more resources before
we consider how to increase their work load.

I am very concerned that a significant expansion of CFIUS will overwhelm the
system and significantly impact its effectiveness and ability to function. So while re-
sources are not the issue on the table today, I do not think you can separate them
from the policy if you want the system to function efficiently and effectively.

Second, as part of the new FINSA law of 2007, this Committee added an Assist-
ant Secretary of Treasury to oversee CFIUS. The Trump administration has nomi-
nated a highly qualified individual in Heath Tarbert. This Committee approved him
with near unanimous support roughly 4 months ago. Why he has not been con-
firmed is a mystery to me, but at a time when CFIUS is under as much strain as
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it has ever been and when Congress is considering reforms that would expand
CFIUS—it is past time to confirm the individual with the most direct responsibility
for overseeing the system.

Third, as we consider reforming CFIUS, we should adopt a set of guiding prin-
ciples to ensure that the United States both safeguards its national security and re-
mains the destination of choice for investment:

e Minimize the opportunity for politicizing transactions.

e Keep CFIUS narrowly focused on national security and resist the impulse to
use 1t for broader economic policy goals.

e Ensure accountability of the executive branch for protecting national security
while welcoming foreign investment.

e This means that the executive branch should find solutions by “working a
problem” and use its authority to craft appropriate mitigation measures,
which may mean additional resources—maybe paid by fees from the filing
parties—for monitoring and verification.

e It also means providing filing parties an opportunity to “make their case” di-
rectly to Senate-confirmed individuals so that parties to transactions are not
faced with the situation where staff-level officials are deadlocked or uncom-
municative and the next step is a decision by the President.

e Maintain CFIUS’s focus on—and review should be triggered only by—foreign
mergers and acquisitions of U.S. businesses, and not broaden the scope to sweep
in thousands of commercial or licensing transactions.

e Increase scrutiny over State-controlled acquirers, including the possibility of
making the filing of such transactions mandatory.

Thank you and I'm happy to field any questions.

PREPARED STATEMENT OF KEVIN J. WOLF

PARTNER, AKIN GUMP STRAUSS HAUER & FELD LLP, AND FORMER ASSISTANT
SECRETARY FOR EXPORT ADMINISTRATION, DEPARTMENT OF COMMERCE

SEPTEMBER 14, 2017

Chairman Crapo, Ranking Member Brown, and other distinguished Members of
the Committee. Thank you for convening this hearing and for inviting me to testify
on this important national security topic.

I was last before this Committee in January 2010 for my confirmation hearing
to be the Assistant Secretary of Commerce for Export Administration, a position I
held until January 20, 2017. In that role, I worked closely with my colleagues with-
in Commerce and many other agencies in shepherding the U.S. export control sys-
tem. I was also a Commerce representative to the Committee on Foreign Investment
in the United States.

Although I am now a partner with Akin Gump Strauss Hauer & Feld LLP, the
views I express today are my own. I am not advocating for or against any potential
changes to CFIUS or its legislation on behalf of another. Rather, I am here to an-
swer your questions from the perspective of someone who has been both a Govern-
ment policymaker and a practitioner for nearly 25 years in these critical and com-
plex national security areas. I am happy to help however you see fit.

My fellow panelists have already described well the content and scope of CFIUS,
so I will get straight to my main point, which is that the CFIUS and export control
systems complement each other. CFIUS has the authority to control the transfer of
technology of national security concerns, but only if there is a covered transaction,
however defined. The export control rules regulate the transfer of specific types of
technology of national security concerns regardless of whether there is a covered
transaction. This means that if concerns arise about specific or general types of
technology—whether as part of a CFIUS review or from any other source—then the
focus, I respectfully submit, should be on controlling the technology at issue to the
destinations of concern.

The export control system is already well developed and flexible enough to ad-
dress exactly this issue. Yes, it can be complex, but its national security functions
are not limited by the need for a transaction. Moreover, the system is designed to
constantly evolve as new threats are identified, new technologies of concern are dis-
covered, and wide-spread commercialization makes existing controls unnecessary or
impossible to implement.
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The most effective export controls are those that are multilateral—those that our
allies and other countries also impose for common objectives. Unilateral controls—
those that only one country imposes—are generally counterproductive because they
create incentives for non-U.S. companies to develop the technology outside of U.S.
control. The imposition of unilateral controls, however, can be an effective short-
term technique for regulating the export of technology—at any stage of its develop-
ment—that is newly discovered to be sensitive in general or with respect to a spe-
cific destination.

The Export Administration Regulations, implemented by the Commerce Depart-
ment’s Bureau of Industry and Security, have the authority to impose such controls
in coordination with other departments, primarily Defense and State. The descrip-
tions of the technology can be as broad or narrow as the national security requires.
The descriptions are generally connected to physical commodities, but do not need
to be. The controls can be tailored to specific countries and to nationals of those
countries. Law enforcement tools can be used with respect to domestic transactions
when there is a foreign party using a U.S. company as a front. Using the export
control process is also an excellent check on unintended consequences because it
forces policymakers to describe clearly the information to be controlled. We can dis-
cuss the details of these tools and how they fit into the multilateral control regimes
and the CFIUS process later as you like.

Although I cannot discuss specific cases, I can say that other types of national
security issues created by foreign direct investment include primarily those that (i)
have colocation issues (e.g., acquisitions next to military facilities); (ii) create espio-
nage risks, (iii) could reduce the benefit of Defense Department technology invest-
ments; (iv) reveal personal identifying information of concern; (v) create security of
supply issues for the Defense Department, or (vi) create potential exposure for crit-
ical infrastructure, such as with the telecommunications or power grids.

In my experience, the existing CFIUS structure, authorities, and internal proce-
dures generally allowed for the resolution of these issues quite well. The Treasury
Department was an excellent honest broker and well-facilitated consensus conclu-
sions—often after lengthy interagency discussion and always with the terrific sup-
port from the intelligence community. The agencies were always respectful of the
need for a whole-of-Government decision that took into account the particular equi-
ties and expertise of the other agencies. The career staff were and remain talented,
dedicated public servants.

This last point is key. Given the increase in filings, and the increase in more com-
plex cases, the staff was being stretched thin when I was there, and I expect they
are even more stretched now. They need help. They need more resources, particu-
larly with respect to those involved in monitoring mitigation agreements and study-
ing transactions. I make this polite suggestion not only for their benefit but for the
sake of our national security. I also make the suggestion for our economic security
so that the U.S. remains known as a country that welcomes foreign direct invest-
ment with the minimum necessary and quickest possible safe-harbor review burden.

Thus, when considering changes to CFIUS to address apparent gaps in national
security controls associated with foreign direct investment, the questions I would
ask are (i) whether the statutory authority already exists to address the issue
through a regulatory or process change; (ii) whether another area of law, such as
trade remedies or export controls, could address the issue more directly and without
collateral consequences on other investments; or (iii) whether the solution lies in
more resources to the agencies. If the answer to these questions is “no,” then that
is the sweet spot for consideration of change to CFIUS legislation.

For each possible change in CFIUS’s scope, however, it is vital to weigh the costs.
For example, if there is even a small expansion in the scope of CFIUS’s review au-
thority, then some companies may be less willing to invest in the United States with
the actual or perceived extra burden and time involved in closing a transaction, par-
ticularly if there is not a significant expansion in staff. With every expansion in
scope, there will be a corresponding and exponential expansion in burdens and costs
generally—more regulations lead to more words, lead to more analyses of those
words in novel fact patterns, lead to more filings, lead to more reviews, lead to more
mitigation agreements, and on and on. Also, if the legislation becomes too prescrip-
tive, then it may limit the ability of the Administration and staff to resolve novel
national security issues in a creative way. There were many such situations over
the course of the last seven years that I suspect could not have been contemplated
by the original drafters of the legislation and the regulations.

On export control and CFIUS topics, I have a 3-minute, a 30-minute, and a 3-
hour version. So, I will stop here with these general opening comments and look
forward to answering your questions. Thank you again for spending the time to
think through this complex and important national security issue.
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SENIOR VICE PRESIDENT, CENTER FOR STRATEGIC AND INTERNATIONAL STUDIES

SEPTEMBER 14, 2017

I thank the Committee for this opportunity to testify. The Department of Treas-
ury’s Committee on Foreign Investment (CFIUS) is one of the most important tools
for protecting national security while also creating the conditions that enable a
strong economy and an advanced technological base. CFIUS is one of three activities
that protect national security related technology and the defense industrial base
along with export controls and Federal investment in research and development
(R&D). The CFIUS Committee has done well, but the growing volume of cases, in-
creased complexity of acquisition transactions, and China’s industrial policies pose
an increasing challenge to the CFIUS process.

The U.S. created the CFIUS process to regulate foreign acquisitions of American
companies in response to concerns that strategic industries were being lost to for-
eign competitors. The goal is to maintain an open investment environment while
mitigating risk to national security. CFIUS’s authorities were updated in 2007 by
the Foreign Investment and National Security Act (FINSA), which expanded the
Committee’s remit to include homeland security, created timelines for review, and
gave the President the authority to reopen and reexamine already completed trans-
actions (known as an “Evergreen” provision). FINSA is now 10 years old and faces
challenges created by a changing global economic environment.

The most important of these challenges comes from China. China is a strategic
competitor who seeks way to circumvent CFIUS protections. China’s industrial poli-
cies are the greatest challenge for CFIUS. The laws, policies, and regulations that
were adequate in the past, whether for export control or for foreign investment,
must be reviewed and reconsidered to manage the challenge America faces from
China’s managed economy. China’s goal is to end its dependence on foreign tech-
nology and overtake the U.S., as it has overtaken other Nations. ! This is not a mili-
tary conflict, but it has deep implications for American security and for the pros-
pects of an international system based on the rule of law and democratic norms. The
fundamental issue for the U.S. and other Western Nations is how to respond to a
managed economy with a well-financed strategy to create domestic industries in-
tended to displace foreign suppliers.

Although it is a member of the World Trade Organization (WTO), China does not
follow WTO rules. Its public justification for this is that China is still a developing
economy and should not be held strictly accountable, but this is nonsense for the
world’s second largest economy. Compare the treatment of U.S. companies in China
to Chinese companies in the United States. When Alibaba built a data center in Se-
attle, it was not forced to do this as a junior partner in a joint venture, nor was
it forced to provide source code, but U.S. companies in China face these require-
ments. There are other countries that want to challenge the global institutions cre-
ated by the U.S. and it allies after 1945, chief among them Russia, but the Russian
economy is in steady decline and while Russia is dangerous in many areas, it is not
an economic competitor.

One reason that China has gotten away with this for so long is that many compa-
nies have been ambivalent about pushing back. They fear retribution from China—
a reasonable concern, since China is not shy about retaliating against critics—and
many do not believe the United States will take action to support them against such
retribution—also a reasonable concern. China is a huge market that companies are
reluctant to risk, but as the consequences of China’s industrial policies become
clearer, company attitudes have changed and there is growing concern about unfair
competition from the Chinese State.

If China followed international practices, its decisions to invest in domestic indus-
tries would be unobjectionable. There would be potentially profound effects on the
global economy, but competition is the nature of the market. But China has not
hesitated to extract concessions or block foreign competition in order to advance its
own firms. China’s 5-year plans lay out the strategic economic and technological
goals that China will pursue and fund. These have had mixed success in the past,
but a steady, well-funded pursuit of its economic and technological goals is one of
the hallmarks of Chinese policy. China is pulling ahead because it has a strategy
to build a high-tech economy and is willing to spend heavily and consistently to
achieve this. We do not always want to take Chinese propaganda announcing tech-

1My colleague Scott Kennedy’s research initiative “Made in China 2025” explores this at
greater length.
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nological success at face value, but China commits to research and investment pro-
grams for decades, while our spending is often limited to fits and starts.

China’s announcement of an indigenously produced commercial airliner illustrates
Beijing’s intent to “move up the value chain,” build industries, and displace Western
firms. China’s Soviet-supplied aircraft factories made shoddy aircraft. When China
opened its market, Western firms rushed to sell aircraft. Part of the requirement
for market access was coproduction, where Chinese companies worked with Western
aircraft firms to make parts for Western commercial aircraft. Coproduction, over 20
years, taught Chinese companies essential production know-how, and the quality of
Chinese aircraft has improved markedly. Most of this transfer did not involve IP
theft. However, the Chinese Government will be tempted to use subsidies, pressure
domestic airlines to buy the new Chinese plane, and barriers to foreign companies
to give their manufactures an edge in China and in the global market. These prac-
tices are not uncommon as Beijing seeks to promote its domestic companies.

Semiconductors are another key industry for China and a major concern for
CFIUS. Since the 1960s, the United States has been the leader in semiconductor
manufacturing. A strong semiconductor sector is crucial for growth in key high tech
industries and will grow more important as more devices are connected to the inter-
net. Semiconductors enable a broad a range of industries and serves a foundational
role for critical civilian and military digital technologies. Persistent Chinese efforts
to acquire semiconductor technology, combined with changes in the industry, could
create risks for the U.S. and opportunities for potential attackers. In the last few
years, there have been a number of efforts by Chinese companies with links to the
Government to buy Western semiconductor firms, using a multi-billion-dollar acqui-
sition fund created by the Chinese Government. While the CFIUS process has been
successful in blocking many of these efforts, China’s policy to end its reliance on for-
eign semiconductors manufacturers by creating its own companies has not changed
and there will be continued pressure.

Chinese policy seeks to extract technologies from Western companies; use sub-
sidies and nontariff barriers to competition to build national champions; and then
create a protected domestic market for these champions to give them an advantage
as they compete globally. Huawei is the best example of a now globally dominant
Chinese company built along these lines, but there are others. A senior Chinese offi-
cial once remarked that if China had not blocked Google from the China market,
there would be no Baidu. Various strategies are employed, using barriers to trade,
security regulations, procurement mandates, acquisitions (both licit and illicit) of
foreign technology, and through strategic investments in or acquisition of foreign
firms. In addition, companies from the U.S. and other Western Nations have found
themselves under pressure to make long-term concessions in technology transfer in
exchange for market access.

Intellectual property (IP) theft is no longer the most important problem. It is easy
to overstate the cost of commercial cyber-espionage. While China’s policy has been
to acquire Western IP from the start of the opening of its market, and while the
high point of IP theft came from cyber-espionage between 2000 and 2015 (more a
reflection of our lax defenses than of Chinese skill), the situation has changed con-
siderably. Most of the estimates of the cost of Chinese commercial espionage, how-
ever, are exaggerated. A country could steal “$600 billion” in IP and not gain $600
billion in value if it is unable to turn the stolen IP into commercially valuable prod-
ucts. It does little good to steal IP if you do not have the expertise to use it, and
until recently, this was true for China’s espionage in advanced technology. What has
changed in the last decades is that in many cases, China has the money and the
skill to use much of the IP it has acquired licitly or illicitly. In other cases, China
has realized that acquiring “know-hows” is more important than acquiring IP, and
hals turned to the purchase of Western companies as a key part of its new industrial
policies.

Because of past technology transfers through joint ventures and coproduction, and
in part because of heavy, sustained Government investment in science and research,
China has developed its own innovation capabilities. In some technology areas,
China may even be the world leader. This is a good thing for the global market and
competition, and it should help spur a rethinking of America’s relaxed approach
when it comes to technology and innovation. What is not good is the Chinese Gov-
ernment’s policy of using unfair business practices to give Chinese companies an
edge in marketing their innovations.

In the worst case, stolen IP means that the victim company faces a new compet-
itor. In China, this new competitor may have access to Government subsidies or
benefit from a protected domestic market built with nontariff barriers to hobble for-
eign competition. Subsidized Chinese companies have an immense advantage oper-
ating from a closed domestic market and selling to an open international market.
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Confronting China over these practices is long overdue, but the central issue is not
IP theft but the unfair treatment of U.S. companies in China. The word that China
fears is reciprocity—that they should be treated in the United States the way Amer-
ican companies are treated in China.

Concern over technology transfer has been an element of the U.S.—China relation-
ship for decades, but China’s growing wealth and sophistication poses a new kind
of challenge U.S. regulation and policy. Moreover, China’s strategies for acquiring
technology and, perhaps, for circumventing FINSA, are relatively agile and attempt
to take advantage of this policy gap. The long-term viability of China’s managed
economy model is an open question, but in the near term, it creates new risks for
U.S. companies and for national security.

One question for this hearing is whether the existing tools to manage risk are
adequate. These include export controls and foreign investment reviews. Another
question is whether a defensive strategy that seeks to block Chinese acquisitions is
enough. The answer is both cases is that there is room for improvement. Improving
the ability to compete and to create new products in the United States is an essen-
tial complement of maintaining U.S. national security and leadership in technology.

We can review the question of the effectiveness of existing policy tools like CFIUS
by looking at some of the ideas for CFIUS reform. The incentive for this review is
that China appears to have looked for ways around FINSA regulations. This needs
to be addressed by expanding the scope of covered transactions, by providing the
Committee with additional flexibility for review in difficult cases, by moving from
a transactional focus to better identify technology and business trends that create
risk, finding ways to cooperate with foreign partners, and by ensuring it has the
resources and information needed to timely decisions.

Some recommendations, such as expanding CFIUS’s jurisdiction to review trans-
actions that do not result in foreign control of a company but still allow access to
technology, or expanding CFIUS authority to review overseas joint ventures, are
better handled by export controls. The same is true for having CFIUS create lists
of critical technology. The Departments of Defense, Commerce, and State already
maintain such lists for export control purposes and while in some cases these lists
need to be updated to focus on new and truly crucial technologies, another list is
unnecessary.

Similarly, while it may be helpful to the CFIUS committee to have access to lists
that identify countries of concern and broader technology trends, these are com-
petencies already found in the National Intelligence Council (NIC), which already
has a CFIUS support group and is required by FINSA to review CFIUS applica-
tions. The NIC would require additional resources if these tasks were added to its
portfolio, but one important goal for change should be to expand CFIUS’s current
transactional focus.

FINSA gives the NIC a statutory role in the CFIUS process, but it does not have
a “vote” on the committee. This is appropriate and should not change, both because
of our long-standing principle of not giving intelligence agencies a role in policy-
making and because the Departments of Defense and Justice, who are member of
the intelligence community (IC), already protect IC equities in the CFIUS process.

CFIUS already has an implicit policy of greater scrutiny of transactions involving
Chinese State Owned Enterprises (SOEs). These transactions already face signifi-
cant hurdles, but it may be worth considering more explicit policies targeting SOEs.

Adding new Cabinet agencies that do not have a national security as a primary
mission to the CFIUS committee would be inadvisable. The net effect would be to
complicate a process and dilute its focus on national security. Twelve years ago, the
French Government blocked the acquisition of the yogurt maker Danone (known in
the U.S. as Dannon) by an American company to protect a national champion. This
sounds and was ridiculous. We do not want to find ourselves in a similar situation,
nor would it be advisable to make the CFIUS process more complicated. This ap-
plies to the question of mandatory filing as well. One authority provided by FINSA
was the ability of the President to return to any foreign acquisition and reverse it.
This “evergreen” provision creates a powerful incentive for filing.

The most difficult issue in considering how to expand the scope of covered trans-
actions is whether to expand CFIUS authorities to cover “Greenfield” investments.
This is a difficult issue because many entrepreneurs, researcher and companies wel-
come Chinese investment in advanced technology. American companies maintain
many research facilities in China. Finding a way to better grasp the potential risks
of Chines greenfield divestment would require knowing the extent to which the
source of Chinese investment was actually Beijing, ensuring that export control reg-
ulations are being observed, and giving CFIUS the scope to intervene if considered
necessary for national security.
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The U.S. would also benefit from a more formal cooperative mechanism. Informal
cooperation exists now but this could be strengthened. Japan has adopted new regu-
lations on “inward investment” and the European Union is drafting regulation to
provide guidance to its members. All of them are motivated by the same challenge
(although they do not say it publicly), that challenge being China’s industrial poli-
cies. There is a good opportunity now to increase formal information sharing and
cooperation in these matters to ensure that if an acquisition is denied on one coun-
try that others are aware of the denial and the reasons for it.

The decision to locate CFIUS in the Treasury Department was made to show that
the goal is to encourage foreign investment while mitigating any risk to national
security. This decision remains sound. It would not be useful to impose a “net ben-
efit” or “reciprocity” test on foreign investment. These considerations are best left
to the market, which takes these factors into account in its pricing mechanisms. The
goal in any measure to strengthen CFIUS should be keep this open investment envi-
ronment.

U.S. efforts to get China to follow global norms on technology, trade, and invest-
ment is long overdue, but it will not work without a strategy on how to move ahead
in technology. The United States has innate advantages, with the strongest sci-
entific base in the world, leading technology companies, and an innovative culture
that others find difficult to match. Strengthening and revitalizing the partnership
among companies, universities, and Government can reignite U.S. innovation, but
it will require a willingness to invest seriously in growth.

Reports that the Trump administration will challenge China over unfair trade
practices are good news, but this needs to be accompanied by policies to accelerate
the creation of new goods and services in the U.S. Innovation has become a
buzzword and everyone is for it. Innovation means creating new products and serv-
ices, either by improving existing products or by taking advantage of scientific dis-
coveries. Companies spend heavily on developing new products, but very little on
developing new ideas. A lack of support for research limits American innovation and
economic growth.

Everyone agrees that innovation is essential for America prosperity and security,
but America lives in a post-innovation environment of its own making. The Nation
that is coasting on the science investments of the Cold War, and underinvestment
in research slows growth in income and productivity. For developed economies, inno-
vation is the best way to grow, by finding better ways to use existing resources to
produce goods and services. There are many reasons why productivity growth in the
United States is flat, but underinvestment in scientific research is one of them, and
this creates a self-imposed disadvantage in military and economic competition with
China.

The innovation ecosystem is complex, interconnected, and global, but it is “pay-
to-play.” Restoring U.S. strength in innovation requires investment, both by encour-
aging private sector investment and by Government spending in those areas, like
basic research, where private sector spending is likely to be insufficient. China has
allocated billions of dollars for investment for research in and acquisitions of ad-
vanced technologies that are key to future economic growth, including semiconduc-
tors, 5G telephony, artificial intelligence, and super computers. The United States
allocates millions for the same efforts, meaning we are being outspent a thousand
to one. We do not want to take media hyperbole about a war over Al or supercom-
puting too seriously, but we also do not want to watch as others pass us.

There are other areas where policy changed could improve American innovation
and economic performance. The recommendations of the International Monetary
Fund for the U.S. economy include tax reform, less regulation, increased infrastruc-
ture spending, deficit reduction, educational improvements, and improved trade
agreements. These can be contentious issues, but a decision to match China in in-
vestment for science and technology should not face the same debate.

It is important not to exaggerate China’s strength. It faces immense problems in
Government debt, life-threatening pollution, mismanagement, and corruption, but
under its current leaders, it intends to displace the United States and building glob-
ally dominant high tech industries is a part of this strategy. China’s leaders are
practical, however, and its behavior can be changed, however, if the U.S. develops
a coherent strategy in cooperation with key allies. CFIUS is not the only tool we
can use in this, but it is one of the most important. I thank the Committee for the
opportunity to testify and look forward to any questions.
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RESPONSES TO WRITTEN QUESTIONS OF SENATOR BROWN
FROM CLAY LOWERY

Q.1. In light of recent news that 143 million Americans’ personal
information held by Equifax was hacked, and past incidents, like
the OPM breach, in which millions of Federal employees’ personal
information was obtained by a foreign State, it seems to me that
protecting Americans from cyber-related threats is more important
than ever.

In your experience, if a foreign company that may have ties to
a foreign Government is trying to acquire a U.S. company that has
access to the personal data of millions of Americans, what national
security concerns CFIUS would consider? How would CFIUS be
able to mitigate those concerns?
A.1. When investigating a foreign direct investment (FDI), CFIUS
examines (i) the threat of the acquirer, including its relationship to
its home Government and (ii) the vulnerability of the asset being
purchased. Increasingly, a key vulnerability for CFIUS to consider
is the accumulation of substantial personally identifiable data. In
most cases, CFIUS should generally be able to mitigate such con-
cerns if they present a risk to national security. In fact, I would
argue CFIUS has the obligation to try to find mitigation in such
cases in order to meet its dual mandate: protect national security
and promote foreign investment. In cases when the national secu-
rity risks cannot be mitigated, CFIUS should, if necessary, rec-
ommend to the President that he block the transaction.

Q.2. As I mentioned in my opening statement, I think we need to
keep a close watch on how much of the research capabilities in ag-
riculture, particularly R&D relating to seeds, is owned by our ad-
versaries. I believe additional oversight of our country’s agricul-
tural assets is critical to protecting our Nation’s food supply. Do
you believe that agriculture and food security are important to U.S.
national security? In the case of CFIUS reviews of foreign acquisi-
tions of agricultural assets for national security risks, is USDA ap-
propriately included in the process?

A.2. T do think food security issues can rise to the level of being
national security risks and transactions may need to be reviewed
by CFIUS. CFIUS has had the ability to bring appropriate exper-
tise throughout the Government, when necessary. In my experi-
ence, USDA has been brought into CFIUS transactions when nec-
essary and appropriate. I would, however, suggest caution with re-
gards to the proposal to make USDA a full member of CFIUS, pri-
marily because the vast bulk of current transactions that go
through CFIUS have little to do with USDA expertise and could be
a poor allocation of scarce resources.

Q.3. In your testimony and at the hearing, you suggest that CFIUS
could use more resources. If its resources were increased, how
could those resources be most effectively used to better protect na-
tional security? Should it be allocated to monitoring M&A activity,
reviews, investigations, mitigation, or something else?

A.3. CFIUS has been overloaded for the past couple of years and
this has harmed its ability to conduct its investigations in an effi-
cient and thorough manner. While having more resources for miti-
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gation monitoring is probably necessary, this could be outsourced
to trusted private sector service firms. The investigation and dis-
position of transactions, however, must be done by the Government
and this seems to be the more immediate need.

RESPONSES TO WRITTEN QUESTIONS OF
SENATOR MENENDEZ FROM CLAY LOWERY

Q.1. Last year, due to increasing pressure from Venezuela’s eco-
nomic crisis, PAVSA, Venezuela’s State-owned oil company pledged
49.9 percent of its shares in U.S. oil company Citgo to Russia’s
Government-owned oil company, Rosneft. Citgo is owned by
PdVSA, and it operates pipelines and oil refineries throughout the
U.S. It is my understanding that Rosneft may have also acquired
additional ownership shares of PAVSA on the open market, which
could bring their ownership potential to more than 50 percent. Re-
spected market analysts have predicted that PAVSA could default
on its debt to Rosneft in the near future. If such a default were to
occur, Rosneft would then acquire at least a 49.9 percent ownership
stake in Citgo.

If PAVSA defaults on its debt, Rosneft would acquire, at a min-
imum, a near-majority ownership stake in Citgo, which has 48 pe-
troleum product terminals, three refineries in Texas, Louisiana,
and Illinois, and nine pipelines throughout the United States. In
your opinion, would such an acquisition generate national security
concerns?

In your opinion, should CFIUS review any acquisition of Citgo by
Rosneft?

Are there any statutory limits that constrain CFIUS’s authority

to review foreign acquisitions of U.S.-based companies that are
owned by foreign companies, as would be the case if Rosneft were
to acquire Citgo?
A.l. It is hard for me to comment on this transaction because I do
not have any insight into the specifics. In general, however, under
the regulations (see Section 800.303 and Section 800.304), CFIUS
may find a convertible debt instrument to be an instance of a “cov-
ered” transaction as defined in the regulations.

Q.2. To my knowledge, CFIUS does not have a process requiring
members to recuse themselves from a review if they have conflicts
with a particular transaction.

Would it concern you if members of the CFIUS had prior employ-
ment engagements, personal financial holdings, or other interests
that served to impede their ability to objectively review trans-
actions? In such cases, do you believe that CFIUS members should
recuse themselves?

In your opinion, should CFIUS establish a recusal process gov-
erning member participation in the event of potential conflicts?
A.2, CFIUS is essentially a committee of individual agencies in
which the Treasury Department chairs. It is not an established bu-
reau or other legal entity of the Treasury Department. The ethics
requirements and regulations of each agency are applicable to the
employees of those agencies so members should be recusing them-
selves when appropriate under current law. In my experience, indi-
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viduals within CFIUS recused themselves from transactions
based—I believe—on the ethics rules and commitments that they
had with their respective agencies. During my time at CFIUS, a
number of officials from different agencies did recuse themselves
from transactions, even in cases where the connection to the pur-
chasing or targeted firm was tenuous.

RESPONSES TO WRITTEN QUESTIONS OF SENATOR BROWN
FROM KEVIN J. WOLF

Q.1. In light of recent news that 143 million Americans’ personal
information held by Equifax was hacked, and past incidents, like
the OPM breach, in which millions of Federal employees’ personal
information was obtained by a foreign State, it seems to me that
protecting Americans from cyber-related threats is more important
than ever.

In your experience, if a foreign company that may have ties to
a foreign Government is trying to acquire a U.S. company that has
access to the personal data of millions of Americans, what national
security concerns CFIUS would consider? How would CFIUS be
able to mitigate those concerns?

A.1. T agree that foreign Government access to or control over PII
of U.S. persons, particularly Government employees, can present
national security concerns warranting CFIUS mitigation or other
action. If, for example, as part of its espionage activities directed
against the United States, a foreign Government were to acquire
large quantities of PII about U.S. Government employees, it could
mine such data for compromising or embarrassing personal infor-
mation that could be used to coerce employees to engage in activi-
ties contrary to the interests of the United States. Examples of
such information could be indications of a child’s drug problem,
extra-marital affairs, gambling problems, or large financial debts.
Often people would like to keep such personal information con-
fidential. A foreign Government could trade on this general desire
to motivate such employees to engage in illegal or unethical activi-
ties in exchange for a promise to not release the comprising infor-
mation. In my experience, CFIUS has been able to mitigate such
issues. Although the applicable laws prohibit me from referring to
any particular case, there are, in general, ways of mitigating such
concerns. For example, CFIUS could require as a condition for
clearance that a U.S. company be created and then managed and
controlled by U.S. citizens. This would ensure U.S. person control
over all U.S. person PII involved in the transaction. The foreign
buyer would still receive financial gain from the transaction and
engage in other activities unrelated to the PII, but would not have
the ability to access the PII because of the U.S. person inter-
mediary that was established. Although every transaction is dif-
ferent in terms of risk and financial considerations, other mitiga-
tion efforts could include audits of how the PII is being secured.

Q.2. Which agency, or agencies, are best equipped to identify
threats from the transfer of critical technology, dual-use technology
or early stage technology know-how, intellectual property theft and
espionage, and cyberthreats, to name a few?



41

A.2. No one agency is, could, or should be solely responsible for
identifying such technology and know-how. The technologies are
too varied. Issues warranting technology control range, for exam-
ple, from bird flu information to Artificial Intelligence software to
robotics technology to advanced semiconductor production tech-
nology. There are hundreds of other examples. Different agencies
have different equities and expertise, which makes them better
able to identify more precisely technologies and threats of par-
ticular concern.

The Commerce Department’s Bureau of Industry and Security
(BIS) is, however, the best single agency to lead and coordinate ef-
forts to identify and control such technologies. Indeed, the primary
purpose for its existence and the regulations it administers—the
Export Administration Regulations (EAR)—is to be responsible for
such efforts. It has a staff of experts in most areas of technology,
a licensing system to regulate the control of dual-use and commer-
cial technologies of concern, policy staff to revise and update the
controls, and, unlike any other export control agency, its own en-
forcement officials.

The list of dual-use and commercial technologies, which include
know-how, that are now controlled for export is the Commerce Con-
trol List (CCL). See: https://www.bis.doc.gov/index.php/regula-
tions [ commerce-control-list-ccl. It is a lengthy, complex list that is
the result of decades of interagency and allied efforts to identify
dual-use and commercial technologies that warrant control for na-
tional security, foreign policy or other reasons. The list primarily
implements controls agreed to with our multilateral regime part-
ners to regulate the flow of commercial technologies and other
items that also have military, nuclear, biological/toxicological, and
missile applications. It also contains some unilateral controls on
items of particular concern to the United States, such as commer-
cial satellites and related technology. It is relatively easy to update
and can be revised without the need for new legislation.

The difficult part is identifying new technologies of concern,
which is particularly challenging given the fast evolution of com-
mercial technologies. (This issue is a large part of what is moti-
vating consideration of whether to expand the scope of CFIUS re-
views.) During the Obama administration, Commerce worked close-
ly with the Defense Department, State Department, and other de-
partments to substantially revise and update the list of military
and space items warranting control. This effort, which affected
hundreds of thousands of military and space items, took all avail-
able extra time of hundreds of U.S. Government experts to com-
plete over the course of 7 years. Indeed, we only published our final
military and space reform regulations in the weeks prior to the end
of the Administration.

This reform effort was done on top of the existing and generally
well-run interagency effort to update annually the existing lists of
items controlled by the multilateral export control regimes. Regard-
less of what happens with the FIRRMA bill, I strongly believe that
Congress should ask of, and provide support to, a massive Adminis-
tration effort to identify the emerging critical technologies of con-
cern that are not now controlled but should be. No one knows pre-
cisely what these technologies are, but BIS exists to lead such an
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interagency and whole-of-Government effort to identify and control
them. There is no need to create whole new systems or agencies to
do exactly what BIS is already specially designed to do. BIS and
the agencies it works with will, however, need additional resources
to create the regular process for researching, analyzing, and defin-
ing novel technologies identified in FIRRMA that are of concern.
They are not as easy to identify and describe clearly as technology
for use in traditional military, nuclear, biological/toxicological, or
missile applications.

With respect to the second part of your question, BIS is not the
right agency to lead efforts to stem the theft of intellectual prop-
erty, acts of espionage, or cyberthreats. Although BIS can certainly
provide support to such efforts in several ways, such issues are bet-
ter led by the Departments of Justice and Homeland Security.

Q.3. If a foreign company is engaged in any of these activities and
is acquiring a U.S. firm, will CFIUS consider this as part of the
review or investigation?

A.3. CFIUS indeed considers export control, IP theft, espionage,
and cyber-issues when deciding whether to approve, mitigate, or
block a proposed transaction. If another area of law can address
the concern, such as export controls, then CFIUS does not act. If
another area of law cannot, then CFIUS factors the threat into its
analysis of what action it should take.

Q.4. Are there areas were CFIUS should play a larger role or have
additional authority to address national security threats?

A.4. Yes. CFIUS should have more authority to: (1) control real es-
tate transactions near sensitive military or other Government fa-
cilities; (2) share information with allies as part of its or common
considerations of transactions, taking into account business propri-
etary and classified information sensitivities; and (3) address
changes in existing relationships, such as through bankruptcies,
that would create national security concerns. More importantly,
CFIUS needs massively more funding and staffing to review a sig-
nificant increase in covered transactions—and covered transactions
that are more complex. The agencies can barely handle the work-
load they have now, which harms both national and economic secu-
rity because of the uncertainty and delay it injects into the system.
CFIUS also needs more resources in various departments to re-
search and investigate covered transactions that are not filed with
the committee.

Q.5. As I mentioned in my opening statement, I think we need to
keep a close watch on how much of the research capabilities in ag-
riculture, particularly R&D relating to seeds, is owned by our ad-
versaries. I believe additional oversight of our country’s agricul-
tural assets is critical to protecting our Nation’s food supply. Do
you believe that agriculture and food security are important to U.S.
national security? In the case of CFIUS reviews of foreign acquisi-
tions of agricultural assets for national security risks, is USDA ap-
propriately included in the process?

A.5. Yes. Without commenting on any particular case, acquisitions
in the agricultural sector generally do not create national security
threats. It is conceivable that a large enough one or one with a hos-
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tile buyer though could present national security issues. This is
why CFIUS has the authority to—and indeed does invite—agencies
not normally part of CFIUS to participate if they have particular
equities in the matter. In my experience, USDA and other similar
agencies are routinely invited to participate in cases involving agri-
culture or food security, and their expertise is given great weight
by the committee as part of the CFIUS review process.

Q.6. In your testimony and at the hearing, you suggest that CFIUS
could use more resources. If its resources were increased, how
could those resources be most effectively used to better protect na-
tional security? Should it be allocated to monitoring M&A activity,
reviews, investigations, mitigation, or something else?

A.6. Yes. CFIUS needs help in all these areas. Each of the agen-
cies, particularly the economic agencies need more people with
business and national security backgrounds reviewing transactions
that occur but are not filed. They need an ever-growing number of
people to be involved in mitigation arrangements. Without such
staff, mitigation will not be considered an option and the committee
will effectively be forced to recommend a block rather than a re-
source-consuming mitigation arrangement. Every agency needs
more subject matter experts in business and the technologies at
issue. Now, the staff are taken from existing resources. As hiring
freezes and budget cuts delay the recruiting of new staff, the prob-
lems compound. As the cases become more complex and more cases
go to investigation, more staff are needed. Treasury and the other
departments can give you a better assessment of resource needs,
but, in my Government and private sector experience, resources for
a significant number of new career officials is needed even without
an expansion of CFIUS’ scope. If it is expanded, it will take a sig-
nificantly larger allocation and recruiting effort to get the staff
needed to handle the hundreds or thousands of new cases that
would come in.

RESPONSES TO WRITTEN QUESTIONS OF
SENATOR MENENDEZ FROM KEVIN J. WOLF

Q.1. Last year, due to increasing pressure from Venezuela’s eco-
nomic crisis, PAVSA, Venezuela’s State-owned oil company pledged
49.9 percent of its shares in U.S. oil company Citgo to Russia’s
Government-owned oil company, Rosneft. Citgo 1s owned by
PdVSA, and it operates pipelines and oil refineries throughout the
U.S. It is my understanding that Rosneft may have also acquired
additional ownership shares of PAVSA on the open market, which
could bring their ownership potential to more than 50 percent. Re-
spected market analysts have predicted that PAVSA could default
on its debt to Rosneft in the near future. If such a default were to
occur, Rosneft would then acquire at least a 49.9 percent ownership
stake in Citgo.

If PAVSA defaults on its debt, Rosneft would acquire, at a min-
imum, a near-majority ownership stake in Citgo, which has 48 pe-
troleum product terminals, three refineries in Texas, Louisiana,
and Illinois, and nine pipelines throughout the United States. In
your opinion, would such an acquisition generate national security
concerns?
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A.1. I do not know enough about the financial arrangements to be
able to opine. My experience with complex cases such as this is
that they require a significant amount of analysis and detail before
coming to a conclusion that there are no unresolved national secu-
rity risks.

Q.2. In your opinion, should CFIUS review any acquisition of Citgo
by Rosneft?

A.2. T do not know, but, based on the information provided, it
seems as there would be foreign ownership or control of a U.S.
business.

Q.3. Are there any statutory limits that constrain CFIUS’s author-
ity to review foreign acquisitions of U.S.-based companies that are
owned by foreign companies, as would be the case if Rosneft were
to acquire Citgo?

A.3. I do not believe so, but would need to research the issue to
be certain.

Q.4. To my knowledge, CFIUS does not have a process requiring
members to recuse themselves from a review if they have conflicts
with a particular transaction.

Would it concern you if members of the CFIUS had prior employ-
ment engagements, personal financial holdings, or other interests
that served to impede their ability to objectively review trans-
actions? In such cases, do you believe that CFIUS members should
recuse themselves?

A.4. Yes, I would be concerned. The question describes a conflict
of interest. Yes, if such conflicts exist, they should recuse them-
selves from the matter before the committee. If such a person re-
fused to recuse himself or herself, I would speak up and ask that
deliberations stop until the conflict issue was resolved.

Q.5. In your opinion, should CFIUS establish a recusal process gov-
erning member participation in the event of potential conflicts?

A.5. Although the idea is worth discussing, it is probably more effi-
cient for the individual members to work with the ethics counsel
at the departments for which they work to ensure their under-
standing of and compliance with applicable ethics rules. CFIUS is
a committee; it is not a stand-alone agency. Thus, it does not have
the infrastructure of a regular bureau, agency, or department to
provide support to the members. Also, conflicts for Government of-
ficials do not potentially arise only in CFIUS matters, but also in
many other aspects of their day-to-day work. Thus, it makes more
sense for ethics education and compliance to be a focus of the em-
ployee’s department. That said, your question suggests the exist-
ence of an issue that I do not know about. A reasonable response
by the Treasury department CFIUS leaders if there is a possible
issue would be to remind the staff and political members of the
committee of their ethics obligations and that they should work
with their department’s counsel to understand the scope of their
obligations.
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RESPONSES TO WRITTEN QUESTIONS OF SENATOR BROWN
FROM JAMES A. LEWIS

Q.1. In light of recent news that 143 million Americans’ personal
information held by Equifax was hacked, and past incidents, like
the OPM breach, in which millions of Federal employees’ personal
information was obtained by a foreign State, it seems to me that
protecting Americans from cyber-related threats is more important
than ever.

In your experience, if a foreign company that may have ties to
a foreign Government is trying to acquire a U.S. company that has
access to the personal data of millions of Americans, what national
security concerns CFIUS would consider? How would CFIUS be
able to mitigate those concerns?

A.l. T have recently written a CSIS Commentary on the risks of
foreign access to data through the acquisition of American compa-
nies. Here is the link: Attps://www.csis.org/analysis/under-
standing-ant-big-data-and-cfius.

The gist of the essay is that CFIUS was created to protect the
defense industrial base; homeland security and critical infrastruc-
ture were added by the FINSA reforms of 2007; now it is time to
add access to data as a consideration. Legislation is not necessary
to do this, but adding language on data to legislation would send
a clear signal.

Q.2. As I mentioned in my opening statement, I think we need to
keep a close watch on how much of the research capabilities in ag-
riculture, particularly R&D relating to seeds, is owned by our ad-
versaries. I believe additional oversight of our country’s agricul-
tural assets is critical to protecting our Nation’s food supply. Do
you believe that agriculture and food security are important to U.S.
national security? In the case of CFIUS reviews of foreign acquisi-
tions of agricultural assets for national security risks, is USDA ap-
propriately included in the process?

A.2. That probability is very low that nations seeking to use force
or coercion against the U.S. does will exploit food as a vulner-
ability. The one area where consideration of agriculture may have
merit is in the acquisition of advanced research or genetic manipu-
lation techniques. CFIUS, in these cases, could consult with USDA
to consider the risk from the potential loss of intellectual property.

Q.3. In your testimony and at the hearing, you suggest that CFIUS
could use more resources. If its resources were increased, how
could those resources be most effectively used to better protect na-
tional security? Should it be allocated to monitoring M&A activity,
reviews, investigations, mitigation, or something else?

A.3. Better tracking of M&A activity in the U.S. and abroad, in-
cluding trends in research and development that could lead to new
companies or products, would be useful, as would additional re-
sources to the Intelligence Community entity that supports CFIUS
(which I occasionally advise). Monitoring of risk-mitigation agree-
ments are best performed by the Defense Security Service (DSS)
and an expanded workload would require more resources.
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RESPONSES TO WRITTEN QUESTIONS OF
SENATOR MENENDEZ FROM JAMES A. LEWIS

Q.1. Last year, due to increasing pressure from Venezuela’s eco-
nomic crisis, PAVSA, Venezuela’s State-owned oil company pledged
49.9 percent of its shares in U.S. oil company Citgo to Russia’s
Government-owned oil company, Rosneft. Citgo is owned by
PAVSA, and it operates pipelines and oil refineries throughout the
U.S. It is my understanding that Rosneft may have also acquired
additional ownership shares of PAVSA on the open market, which
could bring their ownership potential to more than 50 percent. Re-
spected market analysts have predicted that PAVSA could default
on its debt to Rosneft in the near future. If such a default were to
occur, Rosneft would then acquire at least a 49.9 percent ownership
stake in Citgo.

If PAVSA defaults on its debt, Rosneft would acquire, at a min-
imum, a near-majority ownership stake in Citgo, which has 48 pe-
troleum product terminals, three refineries in Texas, Louisiana,
and Illinois, and nine pipelines throughout the United States. In
your opinion, would such an acquisition generate national security
concerns?

In your opinion, should CFIUS review any acquisition of Citgo by
Rosneft?

A.1. CFIUS should review this acquisition.

Q.2. Are there any statutory limits that constrain CFIUS’s author-
ity to review foreign acquisitions of U.S.-based companies that are
owned by foreign companies, as would be the case if Rosneft were
to acquire Citgo?

A.2. I do not believe there are limitations if some link to the U.S.
can be demonstrated. The legislation proposed by Senator Cornyn
would help make clear that CFIUS has the authority to review
such transactions.

Q.3. To my knowledge, CFIUS does not have a process requiring
members to recuse themselves from a review if they have conflicts
with a particular transaction.

Would it concern you if members of the CFIUS had prior employ-
ment engagements, personal financial holdings, or other interests
that served to impede their ability to objectively review trans-
actions? In such cases, do you believe that CFIUS members should
recuse themselves?

In your opinion, should CFIUS establish a recusal process gov-
erning member participation in the event of potential conflicts?

A.3. CFIUS members represent agencies and do not act in their in-
dividual capacity. Agency positions go through an internal clear-
ance process, and the CFIUS process itself works against self-inter-
est. If an individual representative has a conflict of interest, he or
she would normally be replaced by another individual from the
agency in question, but in general, what is being presented is an
agency view.



47

ADDITIONAL MATERIAL SUPPLIED FOR THE RECORD

STATEMENT SUBMITTED BY THE RAIL SECURITY ALLIANCE

TESTIMONY OF

THE RAIL SECURITY ALLIANCE

BEFORE THE
COMMITTEE ON BANKING, HOUSING AND URBAN AFFAIRS
UNITED STATES SENATE

AT A HEARING ENTITLED,
SEXAMINING THE COMMITTEE ON
FOREIGN INVESTMENT IN THE UNITED STATES”

SEPTEMBER 14, 2017

1341 G 5t. NW & Flor| Washington, DC 20005 | 202. 466. 8700



48

Introduction

The Rail Security Alliance (RSA), a collaborative of American freight rail manufacturers,
suppliers and other interests, appreciates the opportunity to submit testimony to the Senate
Banking, Housing, and Urban Affairs to highlight the urgent need for reforms to the Committee
on Foreign Investment in the United States (CFIUS). As the Committee is aware, CFIUS has
long served as an important tool for protecting U.S. national security interests from being
compromised by foreign investments., However, the evolution of digital technologies, increased
use of murky financing by foreign investors, and a changing interational landscape since the
last CFIUS update in 2007, among other things, suggest that the CFIUS is very much in need of
an overhaul, as it is often ill-equipped to deal with these new risks to economic and national
security.

China and Chinese state-owned enterprises have particularly, and troublingly, exploited these
gaps in the CFIUS process to strategically entrench itself in the U.S. freight rail manufacturing
sector. Allowing China to continue to target and do harm to the stability of U.S. freight rail
manufacturing not only threatens roughly 65,000 American jobs,' but also has the potential to
severely compromise our economic and national security. Freight rail is a core component of
U.S. critical infrastructure, according to the Department of Homeland Security.* With nearly
140,000 miles of railroad covering the United States, freight rail regularly transports sensitive
materials such as oil and nuclear waste that are integral to American defense and economic
infrastructure. Yet freight manufacturing — which offers Chinese interests an opportunity to
offload excess capacity of both freight supplies as well as steel and other raw materials - has
increasingly drawn Chinese government investment activity in the United States. Today, Chinese
state-owned interests are using circuitous and anti-competitive tactics to build freight rail
manufacturing capabilities in the U.S. market that are undermining U.S. industry and raising dire
concems about the economic security of the United States. However, despite the intent of
Congress when it first established CFIUS over 40 years ago, the CFIUS process as we know it is
not equipped to address these urgent challenges.

As Congress examines possible reforms to CFIUS to address these gaps, we ask the Committee
to consider these critical facts:

o China is strategically targeting the U.S. freight rail manufacturing sector, first with
aggressive and anticompetitive early moves into U.S. transit rail that have nabbed four
U.S. metropolitan transit contracts thus far, and largely through anticompetitive under-
bidding practices.

o With China’s government picking up U.S. transit rail contracts, the Chinese are now
using their rail manufacturing capabilities to take on the U.S, freight manufacturing
sector.

! Oweford Economics, Will We Derail US Freight Rolling Stock Production?, May 2017, at 5.
2 Department of Homeland Secunity, Transportation Systems Sector Overview, July 6, 2017,

1341 G 5t. NW 8% Floor| Washington, DC 20005 | 202, 466. 8700
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+ Thisactivity is a pattern for China’s state-owned rail sector: Over the last nine years, it
has systematically wiped out the entire freight rail manufacturing capability in Australia.
Without proper government oversight, the same thing could all-too-easily occur in the
U.S. market.

¢ The upshot of such a catastrophe would be felt not only by the U.S. manufacturing sector:
Forcing America’s industrial, military, and other government interests to rely
significantly or wholly on Chinese government-made freight rail cars raises grave
security concerns.

o CFIUS has thus far failed to recognize these concerns or been able to address the
implications of having the Chinese govemment closely involved in a core sector of our
nation's infrastructure.

China's CRRC Targets U.S. Freight Rail

The “Made in China 2025” initiative, a key component of China’s 13% Five-Year plan,’
identifies the rail manufacturing sector as a top target for Chinese expansion and has driven
strategic investment and financing activities of the China Railroad Rolling Stock Corporation
(CRRC) in third-country markets and the United States. CRRC is wholly owned by the
Government of China and it has 90 percent of China’s domestic market for production of rail
locomotives, bullet trains, passenger trains and metro vehicles.* In 2015, CRRC reported
revenues of more than $37 billion” — significantly outpacing the entire U.S. railcar market,
which had $22 billion of output during the same year.® According to Chinese state media, CRRC
plans to increase overseas sales to $15 billion by 2020, about double the level of export orders
in 2014, and the U S. market is a prime target

The dangers to allowing CRRC’s anticompetitive actions are evident in Australia, whose rail
manufacturing sector CRRC entered in 2008, In less than 10 years, CRRC effectively decimated
the sector, undoing the other four manufacturers in that country, which left only CRRC
standing* CRRC leveraged financing from its own government to help customers acquire its
product at costs well below the market. Today, almost no meaningful Australian freight rolling
stock manufacturing exists” - CRRC’s Australia footprint is almost exclusively that of an
assembler of Chinese-made parts and a financier of purchases from CRRC.

* 1.8 -China Economic and Security Review Commission, 2016 Report fo Congress, November 2016, at 100.

* Langi Chiang, China’s largest train maker CRRC Corp announces 12.2 biflion yuan in contracts, South China
Morning REPCRT, July 23, 2015,

$ Macquarie Rescarch, CRRC Corp Lid: Too big fo roll too fast, May 20, 2016, at 3.

“ Oxford Economics, IWill We Derail US Freight Rolling Stock Production?, May 2017, a1 24.

" Brenda Gob, China Trainmaker CRRC to build more plants abroad in expansion plan: China Daily, REUTERS,
Dec. 5, 2016, fttp:Awww reuters.com/article T ansion-idl SKBNI3UOE]

d

7 1d at 15-16,
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In the United States, we have since 2015 witnessed CRRC establish rail assembly operations in
three states, along with additional research and bidding operations in three others. By beginning
with a business strategy to take market share in the U.S. transit rail manufacturing sector and
deploying near-limitless financing from its home government to help lower the below-market
bids for new U.S. metropolitan transit projects, CRRC has quickly established itself as an
unbeatable force in U.S. transit rail competition.

Several recent cases involving CRRC bids for new transit rail projects serve as compelling
examples:

o CRRC bid $567 million - roughly half the next highest bid (from Bombardier, a
company with a longstanding U.S. manufacturing workforce and footprint) - to
win the contract with the MBTA in Boston in 2014.1°

o In2016, CRRC won a contract to provide transit rail for the Chicago’s CTA,
bidding $226 million less than the next-highest bidder.""

o Inearly 2017, CRRC bid $137.5 million for a contract with SEPTA in
Philadelphia, underbidding the next-largest bidder by $34 million.'?

o InMarch 2017, CRRC finalized a contract with the Los Angeles County
Metropolitan Transportation Authority for its transit rail system that could be
worth up to $647 million, reportedly leveraging below-market financing to
enable them to undercut other bidders.

Faced with the outcomes of these anticompetitive tactics, transit rail manufacturers in the U.S.
market are feeling the pinch and many have already begun to downsize U.S. manufacturing
facilities and workforces, " with the prospects of more workForce reductions to come,
Anticipating the opportunity to unseat other manufacturers here and take advantage of the
opportunity that these U.S. job reductions are likely to create, CRRC most recently announced

1" Bonnie Cao, Affer Winning h‘BTA Contract, China Tmrnma.ier ERR(" Plans ‘fmrﬂcan Fmﬂm Boswn G-]nb&

Sept. 11, 2015, hups:/fv ISINGSS ; ing hina tai

eme-plans-amenican-expansio n"|rﬁ|kU?uHWF§RQg]WmDE[MI‘smn‘ ham

! Corilyn Shmpshlrc hrstS:epm New CT4 RnH'(‘ars Build the Factory in Chicago, Chicago Tribung, Mar. 16,
460 ievw-railcar-plant-0316-biz-201703 13-story. liml

fmﬁmwmm WDBJ7 Mar, 24, 2017, g v
plani-417044683 bl
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that it is developing a 204,000-square foot plant in Springfield, Massachusetts, where it will
assemble railcar components shipped from China to the United States.”®

CRRC: A Case Study for CFIUS Reform

In 2016, CRRC announced a joint venture with Majestic Legend Holdings Limited and Vertex
Rail Technology to create a new railcar manufacturing enterprise, Vertex Rail Corporation. This
initial formation appeared to be structured as a greenfield investment, avoiding a CFIUS review,
though this is mostly optical, as the company is effectively a way to enable the Chinese
govenment investment in a subsidiary of Vertex Rail Technology. Public reports from Vertex's
general counsel indicated that ownership would transfer once the company produced several
hundred freight cars. Due to this takeover by the Chinese government, 55 Members of the House
and 42 Senators raised concerns about this transaction and urged CFIUS to investigate.
Nevertheless, Vertex announced in late 2016 that CFIUS would allow the deal to move forward.
Given CRRC’s existing stronghold in U.S. transit rail, the Vertex deal now provides CRRC with
the opportunity to rapidly expand into the freight rail sector where additional national security
risks come into play.

Implications for National Security

Unlike the U.S. maritime shipping industry, whose security is protected by the 100-year-old
Jones Act - a measure that requires vessels transporting goods between U.S. ports tobe US.-
built and majority U.S.-owned — freight rail in America has been left comparatively unprotected.
Yet the Department of Homeland Security (DHS) deems the U.S. rail sector as part of the
nation’s critical infrastructure,"® noting that 140,000 rail miles enable U.S. freight rail to run
through every major American city and every military base in the nation. Freight rail transports
not only military freight and industrial products, but also nuclear material and hazardous
chemicals that can be safely and effectively transported only by rail. There are very real
concerns, DHS has noted, about freight rail vulnerability, including through cyber-attack. As
DHS reported in 2010,

With the merger of information system technology and transportation infrastructire, railroad
operations have become increasingly reliant on information systems and communications
technologies. Rail companies have made growing use of onboard-computers, local area
networks, awtomated equipment identifiers, global positioning system (GPS) tracking,
automatic reporting of work orders to headquariers, car scheduling and irain order systems,
and two-way wireless communications. . .. Nearly all. . . rail cars are tagged with automatic

" Jim Kmncy CHR(‘ '.ﬂ Sprmgﬁeta’pimr fas deal to bmk.l' subway mrvﬁ)rl.as dngefes NL\SSLT\E Dnc n,
I 15 e il

s Presidenal Policy Directve 21 (PPD-21) ey |r|l'rasinv:|ure se:lms. iochding “Tasponsion

Systems.” The Department of Homeland Security defines “Freight Rail” as one of the seven key subsectors. See

gwrmﬂj PPD-21, Cnuca”nfm.mmre Tecurfry mmnm Feb. 12 20I3 Mﬂmﬂm
ffice/20 ' gsids it ast /-4 i
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identification transponders, which antomatically record and report car location as it passes
awayside detector. . .. The railroad’s growing dependence on these centralized monitoring
and conirol systems, including Ceniralized Traffic Conirol networks, prompis concerns of
possible cyber-attacks upon these systems.””

That assessment, written seven years ago, did not account for substantially more complex digital
capabilities that have since evolved, or are in development, for U.S. freight rail cars and freight
train operations. Yet the assessment underscores the clear danger of a foreign country, and
particularly the Government of China and its state-owned enterprises, having undue control of
freight manufacturing in the U.S. market.

Already, there are reports of Chinese manufacturers investigating the production of their own
“telematics” technology to allow the monitoring and control of their freight cars.® Needless to
say, as China’s CRRC becomes more dominant as a U.S. rail manufacturer, there are urgent
questions we must answer regarding whether a growing presence of - and reliance on freight
cars from the major state-owned Chinese rail enterprise could compromise the security and
safety of industrial, military, and other U.S. freight shipments.

Recommendations

This hearing is an important first step to amending CFIUS to enable the U.S. Government to
tackle this pressing challenge. As Congress debates this issue, we recommend the following
updates be made to CFIUS:

» Expand the Committee’s jurisdiction to cover greenfield investments where an investor is
a foreign sovereign, state owned enterprise or is financed by such a party.

»  Expanded definition of “control by a foreign govemment” to include the access of the
buyer to below-market loans and other financing directly or indirectly from government
SOUrces.

»  Systematically increased scrutiny of investments by from certain countries that pose a
significant threat to the United States.

»  Greater review of transactions where the company being purchased or invested in is an
industry that supports the manufacturing of critical infrastructure.

Conclusion

We appreciate the Committee’s interest in addressing these issues. The strategic targeting of our
nation’s infrastructure by the Government of China and its state-owned enterprises poses a
fundamental threat not only to the economic and security of the United States, but to our
country’s standing as a global power. Addressing these concerns will not follow any single

" Department of Homeland Security, Transportation Systems Sector-Specific Plan: An Annex to the National
Infrastructure Protection Plan (2010, at 285,
1% Ching plans ‘smart trains' to take on global rail companies, CHRA DAILY, March 10, 2016,

y ish.chinamil com. W, 16-03/1 6952271 2.him.
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solution, but we believe reforms to the CFIUS process are an essential part of protecting U.S.
infrastructure from being compromised by foreign influence. To that end, we support efforts
being led by Senator Comyn to pursue needed changes to the CFIUS law, as well as other similar
efforts to bolster the Administration’s ability to track and protect U.S. economic interests relative
to investment activity by SOEs in the rail manufacturing sector,

Thank you again for the opportunity to submit testimony and the members of RSA look forward
to hearing the solutions put forward by Congress to address these threats.

1341 G 5t. NW 6 Floor| Washington, DC 20005 | 202. 466. 8700
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LETTER SUBMITTED TO THE TRUMP ADMINISTRATION ON CHINESE
EQUITY CAPS FINANCIAL SERVICES SECTOR

United States Senate
WASHINGTON, DC 20510
September 5, 2017
The Honorable Wilbur Ross The Honorable Robert E. Lighthizer
Secretary of Commerce United States Trade Representative
1401 Constitution Ave., NW 600 17" 81, NW
Washington, D.C. 20230 Washington, D.C. 20508
The Honorable Steven Mnuchin The Honorable Gary Cohn
Secretary of the Treasury Director of the National Ecoromic Council
1500 Pennsylvania Ave., NW 1600 Pennsylvania Ave., NW
Washington, D.C. 20220 Washington, D.C. 20500

Dear Secretary Ross, Secretary Mnuchin, Ambassador Lighthizer, and Director Cohn:

As the Trump Administration continues to review our nation’s economic relationship with China
as part of the U.S.-China Comprehensive Economic Dialogue (CED), we ask that you continue to
address Chinese trade and investment barriers that harm U.S. financial institutions and their ability
to grow the American economy.

U.S. financial services providers, including those in securities, banking, and insurance, face
significant restrictions in the Chinese market that limit their investment and market access. China
prohibits certain types of foreign financial services companies from establishing wholly-owned
operations, requiring them instead to establish securities joint ventures subject to a 49 percent
foreign equity cap. While the current cap that applies to securities firms reflects an increase from
33 percent, which China agreed to in 2012, U.S. companies are still required to partner with local
Chinese entities that retain a majority interest in the joint venture. The life insurance foreign equity
cap has not been raised from 50 percent since it was put in place in 2001, when China joined the
World Trade Organization (WTO).

Such restrictions effectively block U.S. financial companies from owning and controlling their
investments as they do in almost every other market in which they operate. They also harm U.S.
companies in other sectors of the economy, like manufacturing, that rely on the scale, scope, and
expertise of U.S. financial services providers to compete with Chinese competitors.

By contrast, Chinese financial services companies face few, if any, barriers to entry when doing
business in the U.S., other than meeting prudential requirements set by Congress and our financial
regulators for all financial sector participants on a non-discriminatory basis.

We understand that the Chinese have indicated a willingness to address financial services equity
caps in the context of a bilateral investment treaty (BIT). While we applaud this development, we
ask that the Administration prioritize work through the CED to seek a more timely solution to this
problem and garner a commitment from China to allow U.S. financial services companies to own
100 percent of their Chinese operations. The Administration should continue to negotiate for the
elimination of these barriers to entry so that U.S. institutions will have the same opportunities to
do business in China that Chinese institutions have in the U.S. Doing so will level the playing field
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between the U.S. and China, promote domestic economic growth, and ensure the protection of
U.S. economic interests abroad. Thank you for your consideration of this important matter,

Sincerely,
Tim Scott Tom Cotton
ited States United States Senate
Dean Heller Thom Tillis
United States Senate United States Senate

Mike
tes S
David Perdue Rob Portman
United States Senate United States Senate
@ // émdg @7, D%;L;
Bill Cassidy, M.D. Wby Isakson™~/
United States Senate United States Senate
M. Miclﬁel Rounds John Thune
United States Senate Umled States Senate
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Steve Daines Richard C. Shelby £
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Executive Summary

This report explores China’s parficipation in venture deals' financing early-stage technology companies o assess:
how large the overall investment is, whether it is growing, and what technologies are the focus of investment.
Chinese participation in venture-backed startups is at a record level of 7-10% of all venture deals done and has
grown quite capidly in the past five vears. The technologies China is investing in are the same ones that we expect
will be foundational to future innovation in the U.S.; antificial intelligence, autonomous vehicles, augmented/virual
reality, robotics and blockehain technology. Moreover, these are some of the same technologies of interest to the US
Defense Department to build on the technological superiority of the U.S. military today.

Because the 1.5. economy is open, foreign imvestors, including those from China, are able o imvest in the newest and
most relevant technologies we are developing for the future and gain experience with those technologies at the same
rate as the U.S. does. The U.S. government does not currently monitor or restrict venture investing and the
potential transfer of early-stage technology know-how. The primary tool the government has to block or mitigate
forcign investment is the Committee on Foreign Investment in the United States (CFIUS); however, since CFIUS
reviews specific deals on a case-by-case basis (rather than systematic assessments of acquisitions or acquirers) and
only deals that involve a controlling interest by foreign investors (usually mergers and acquisitions), CFIUS is only
partially effective and allows concerning activity beyond its jurisdiction. The other principal tool to inhibit
technology transfer is export controls. Expont controls are effective at deterring exports of produets 1o undesirable
countries and can be used to prevent the loss of advanced fechnofagies but controls were not designed to govem
carly-stage technologies or ivestment activity. Importantly, to be effective, export controls require collaboration with
international allies, which is a long process where cooperation is not guaranteed.

This repont surfaces some of the more conceming investment trends by Chinese entities in the U.S. early-stage
technology ecosystem. There is further detail on the strengths and weaknesses of the U.S. govemment's existing
tools and specific recommendations on how 1o stem the transfer of technology and technical know-how from this
assef class. For the Department of Defensc, in particular, the report highlights a series of actions to take from
developing a critical technologies list to restricting Chinese investments in technologies on that list, enhancing
counterintelligence efforts and increasing investment to stimulate technology development through DARPA.

However, while these findings are concerming, venture investing is only a small part of China’s investment in the
U.8.--which includes all forms of investment and investor types. Investing is itself only a piece of a larger story of
massive lechnology transfer from the U.S. to China which has been ongoing for decades. This report places venture
ivesting within the larger context of China’s long-term, systematic effort to attain ghobal leadership in many industries,
partly by transferring leading edge technologies from around the world. Therefore, the recommendation for the US.
government is to expand the scope of CFIUS to include any commercial activity that could result in technology
transfer such as venture investing and to restrict investments and acquisitions of U.S. companies that own
technologies the DOD identifies as critical to national security,

mponance to the Department of Defense (Do

U.S. military superiority since World War Il has relied on both U.S. economic scale and technological superiority.
U.S. technobogical pre-cminence enabled the serics of offset strategies which included being first with nuclear
weapons (the First Offset) and the electronics-enabled weapons of night vision, laser-guided bombs, siealth and
jamming technologies as well as spaced-based military communications and navigation enabling the U.S. to dominat
abattlefield (the Second Offset). Much of this technology came from rescarch sponsored by the U.S. govermment

! A venture deal is a fimancing that providk p wih equity capital provided by private imvestors, wsually vesture capitalists.

2



59

Pre-Decisional Draft 1.0~For Discussion Purposes Only

and the Defense Department specifically. However, the technologies which will create the Third Offset are being
developed by early-stage lechnology companies with large commercial markets. 1 we allow China access to these
same: technologics concurrently, then not only may we lose our technological superiority but we may even be
facilitating China s technological superiority.

That China will grow 1o be an economy a5 large as ours may be inevitable; that we aid their mercantilist strategy
through free trade and open investment in our technology sector is a choice. As a result, while this strategic
competition with China is a long-term threat rather than a short-term crisis, preserving our technological superiority
and economic capacity requires urgent action today.

Key Supporting Points;
China is executing a multi-decade plan to transfer technology to increase the size and value-add of its economy
from its base as the world's 2ad largest economy, Dylﬂﬂﬂ,Chhanﬂbelﬂ%iheﬁun!MU.S.’(wkh&e
oal of being double the US economy by that time and decrease U.S.” relevance globally)’,
This technobogy transfer to China occurs in part through increasing levels of investment and acquisitions of U.S.
companies which are at record levels today. China participated in about 10% of all venture deals in 2015 up
from a 5% average participation rate during 2010-2016.
China is investing in the critical future technologies that will be foundational for future innovations across
technology both for commercial and military applications: artificial intelligence, robotics, autonomous
vehicles, augmented and virtual reality, financial technology and gene editing. The line demarcating products
designed for commercial vs. military purposes is blurring in these new technologies.
Investments are only one means of technology transfer which also occurs through the following licit and illicit
vehicles where the cost of stolen intellectual property has been estimated at $300 billion per year.

o Industrial espionage, where China is by far the most aggressive country operating in the U.S.
Cyber theft on a massive scale deploying hundreds of thousands of Chinese army professionals
Academia, since ¥ of STEM graduate students are Chinese foreign nationals
China’s use of open source information cataloguing foreign innovation on a large scale
Chinese-based technology transfer organizations
1.5 -based associations sponsored by the Chinese government to recruit talent
Technical expertise on how to do deals leamed from US firms
China’s goals are to be #1 in global market share in key industries, to reduce reliance on foreign technology
and to foster indigenous innovation. Through published documents such as Five-Year Plans and Made in China
2023, China"s industrial policy and national focus on innovation are clear.
‘There are clear examples of Chinese indigenous innovation where China is doing much more than copying
technology.
The US. does not have a comprehensive paicy or the tools to address this massive technology transfer to
China. CFIUS is one of the only tools in place today to govem forcign investments, but it was not designed to
protect sensitive technologies and is only partially effective.
The U.S. government does not have a holistic view of how fast this technology transfer is occurring, the level of
Chinese investment in U.S. technology or what technologies we should be protecting.
DoD has several areas of risk resulting from the scale of China's investments and its technology trnsfer:

o Supply chains for U.S, military equipment and services are increasingly owned by Chinese firms

o 0 o o 0 o

% Acoarding to e Ecosomist, the U5, GDIP will be $70 trilion by 2050 and China’s GDP wil be $105 trillion. “Long Term Macrosconomic Forecasts—Key
Trends to 2050,” The Economist Inelligence Unit (2015).

¥ The 1.8, bies mot competed with am econoenic rival that coubd be larger than its own econoeny in 150 years. Michael Pillsbury. The Hundred Year Marathon.
(New York: St Martin's Griffin, 2016)

* “The IP Commissiant Report: The Report on the Theft of American Intellectual Property,” National Bureau of Asian Research (May, 2013). Retrieved st

2w
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o China's targeted investments io close the gap in capabilities between its military and the U.S. in key areas
such s jet engine design.
o Industrial espionage and cyber thefl mean key defense designs and plans are in Chinese hands,
o There is no agreed upon list of technologies to protect for the future though an effort exists today to
delincate technologies critical 1o current acquisi {JAPEC’).
The appropriate policy recommendations depend on assessments of the urgency and importance of the stralegic threat
that China poses:
» A minimalist action would be to develop the data collection and analysis capability to better assess what is
happening. DoD should invest in develaping the critical technologies list we nced to protect for the future,
»  Defensive actions to slow the lechnology transfer include restricting China's imvestment in and acquisition
of technology companies by reforming CFIUS and modifying both expart controls and student visas to be
consistent with protecting agreed-upon critical technologies. More investment in counterintelligence and
cyber protection would deter future intellectual property theft.
o Tobe fully effective the U.S. govemnment-as-a-whole needs to change its policy to reflect that China has
become a stralegic competitor and engage the private sector and academia.
o Any of these defensive approaches should be accompanied by an investment program to proactively
reinforce our strengths in technology development and innovation.

To respond to this strategic competitive threat requires reforming CFIUS as well as a long-term and consistent
government-wide plan and, more likely, a national strategy 1o engage the private sector and academia to prevent the
transfer of sensitive technology. Existing US policy and processes governing the acquisition of sensitive technology
and facilities by potential adversaries do not regulate venture-based imvestment. Nor does the U.S. govemment have
the capability to restrict foreign i in specific technolog national security grounds, such as artificial
intelligence and semiconductors that are so foundational to future military advantage. Developing and implementing
such a national strategy goes well beyond what DoD alone can do to slow this technology transfer. In this report,
there are recommendations to respond to China's investments but there would need to be additional study to fully
address the strategic threat that goes well beyond DoD’s responsbilities.

China’s Growing Investment in the U.S. & in U.S. Technology

China's Global and U.S, Investment

China's global foreign direct investment (FDI) level is growing rapidly and is at a record level in a range of
$200-250 billion, with $213 billion in announced acquisitions in 2016 China’s FDI investment in the U.S. in
2016 was $45.6 billion and cumulative FDI in the U.S. since 2000 now exceeds $100 billion.' China's investment
stems from a variety of motivations. As China’s economy has grown to the world's second largest, there is a
commercial interest in expanding to other markets and this also provides some diversification for companics and
individuals who would like to diversify their imvestments both geographically and from a currency standpoint. With
the mecent concerns about devaluation of the curency relative to the U.S. dollar, the Chinese have made more
investments overseas and this has led to-an increased level of capital controls.

* Joint Acquisition Protection & Exphotation Cell, described oo p. 14 of ths papsr.

¢ Lingling Wei, “Chima Issuing *Strict Comrols® 1 * IWall Sreet Journal (November 26, 2016), Retrieved at piip: wivve s com

¥ Whilie China’s global FDI has been growing at 33% annually since 2003, a leading China think tank expects global FDI to decline in 2017 10  level closer to
2015 and well bebow $200 billion. Lingling Wei, “China’s Overseas Fundinig 4o Shrink.” I¥all Sreet Journal (Jamary 14, 2017)

¥ Thilo Hancmann and Dsiel Rosen, “Chinese Investmeat in the Ui Recent Trends and the Policy Agenda™ Rhodi wp Report (December 9,
2016). Retrieved st hutp woww the com
! h ital s and the shower growth rate of the Chi 1y are likely primary causes for the forecasted China global FD to decline in 2017,
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China's ULS. Technalogy |
China’s total investment in U.S. technology (electronics, information & communications technology, biotech &
encrgy) for the past decade 2006-2016 totaled about $35 billion and in 2016 was about $8.5B." Since the U.S. isa
global leader of technological innovation, it is Jogical that China would seek to make increasing investments in U.S.
technology companies, While it is likely that China's imvestment in technology is driven in pant by commercial
interests, it is unlikely this is the sole reason given China's explicit technology goals. Investment is one of the
means for Chira to accomplish its technology transfer goals."! Both these technology goals and China's multiple
vehicles for technology transfir are described in Iter sections,

mmmwmhnymmj dqwla:&mdvg-leﬂsuabowmgmdlymdpum inmlsazss
deals valued at $12 billion. almost 10% of the value of all technology deals in that year (5137 bﬁou) * This
means that China invested on the order of $3-4 billion in early stage venture deals. The specific arcas of technology
where these investments occurred are covered in the next section.

These investments are consistent with China's goals made clear in President Xi Jinping’s statements, successive

Five Year Plans, Made in China 2025 and Project 863, namely, to:

o Establish China as one of the most imnovative countries by 2020 and a leading innovator by 2030"*

*  Become a leading global science and technology power by 2049—the 100th anniversary of the PRC

+  Double down on R&D of core information and communications (ICT) technologies...to develop
technologies on its own, acquiring expertise from abroad when indigenous development is not possible.

The growing imvestments in U.S. technology overall and early-stage ventures in particular, comprise a part of

China’s plan o acquire expertise from abroad and to develop indigenous innovation.

China’s Investment in Critical Future Technologies

Investments from mainland China-based” investors into early-stage U.S. technology companies continue to grow in all
sectors and are dispersed across all the stages of the investment lil‘acytle."Snmcmﬁleimmdm include:

o China-based investors participated in 1,002 financings in the U.S. from 2010 to 2016 contributing to roughly
$30 billion in venture-backed funding. Over the same period, overall funding into carly stage technology was
roughly $620 billion, indicating that Chinese investors participated in 5% of overall deal value during this
period (2010-2016) growing to almost 10% in 2015,

¥ China Ivestmseait Moaitor, Rhodium Group, Jusary 17, 2017; Retrieved at bt ww the con
L memhwwmnmu&nﬂm with Chinese companies making i

i they can ke bome.” Ana Swanson, “Gold Rissh: mTﬂmhm&m‘(‘mxm
(Mlllﬂ.mlilkmmudnhnv cledae chosb cdu on/201 $104/20 finance-and investment gold-nish-chinese-tech :
i 13 “The s of Chinss Ivstmet i U, Tech Statps” 3 nghts Al (Do 2, 2016). Maw

" Project 863 is shorthand for the moeth (¥ March) and year {1986) when mnmmbyﬁms%gmmpmhhsm
mmwmﬂm»ﬂmshﬁmﬂunm b kess stove-piped and more

i m«w:mumhmwwwmm

“%sﬂs'rmraum-mmmgw May 30). Retrieved v

Forlkmol“ inquiry, China-b e froen mainland China and Hong Kong.
¥ mmmmm wmmmmmmchmnhw-mednnummmmmnmnam
span from individual angel investors, Chingse entities servimg a incubators or tech acoel d fi ions, banks, and

Maefwdslimgmﬂkuluﬁwmu mmmru:mmmmwmdmummmww

Venture Capital, C: ion; Corporabe Venture; Private Equity; Asset/lnvestment Management, Holding Company, Angel Investor,
Imvestnsent Bank; Sovereign Wealth Fund; Angel Investor (Group); Hedge Fund; Advisory, Govemment, Diversified Financial Services; Merchant Bask;
Family Office; Debt & Specialty Fimance; Business Flan Competition
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o Activity from Chinese investors peaked in 2015 participating in 285 deals valued at $12 billion. In2016,
reflecting the broader decline in venture capital financings, Chinese investors participated in ™% of deals valued
at $8.4 billion

Chart 1: Chinese Investment in U.S. Venture Capital Market, 2010 - 2016

$30.4bn 1,002

Pt o Dusiy

B FundngAmou () @ Souror OB inghts | chights com
Shcwng O6ws Wom Jan 81, 2010 - D#c 26, 2010
Seed | Angel Sarms A Series B Serms C Serws D Saries B+
% of deals 3247% 2517% 16.70% 13.28% 6.23% 6.11%
Avg ceal size $1.55M $12.5M $28.6M $42.4M $55.5M $185.7M

Table 1: Dispersion of Chinese Investment in U.S, Venture Capital Market, 2010 - 2016

o Amajority of the investment occurred in the Sced/Angel stage (276 transactions and 33% of all deals), followed
by Series A (214 mmauimmdli%ofanM).' ‘This cormesponds with the recent increase in Chinese
investment in early-stage technology deals and indicates that Chinese investors are inerested in carly looks at
the most promising (even if yel unproven) technologies.

By country, China invests more in early stage technology companies than any other country except the EU asa
block. (Details on this comparison and a pie chart by couniry are in Appendix 1.)

17 ‘eThe Rise of Chinese Investment i U.S. Tech Startaps,” CB nsights Blog,
% SeeddiAngel stage is ypically the first investment i an idea before the iea s peoven and ofien airacs a different class of nvestors tham those who eight
Tead a Tt stage venture round (typically denoted by a leter such as *A”, “B, et ) everaging #ea or basiness model
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Investment in Critical Technologies

China-based investors are particularly active in the emerging technology sectors of Arificial Intelligence (Al),
Augmented Reality/Virtual Reality, Robotics and Financial Technology. In 2016, Chinese invesiment in this
portfalio of technologies represented approximately 16% of their overall investment.”

o Artificial Intelligence: During 2010-2016, Chinese investors participated in fifty-one Al financings,
contributing to the roughly $700 million raised. Participation accelerated in 2015 and 2016, with Chinese
imvestors participated in twenty-nine deals and $470 in financing,

o Robotics: Chinese investors contributed $253 million in financing in Robotics startups in 2010-2016. Deal
activity peaked in 2016 with Chinese participation in fifieen deals and $80 million in financing,

o Augmented Reality/Virtual Reality (ARVR): Chinese investors participated in $1.3 billion worth of deals
during the period 2010-2016. In 2016, China-based investors participated in fiftcen deals, contributing $1.06
billion in total funding value.

o Financial Technology (Fintech): Investments in Fintech, including blockchain technology, continued their
rapid pace in 2016 with Chinese investors participating in twenty-one deals, valued approximately at $730
million. Overall, Chinese investors have participated in $2.8 billion in funding for Fintech companies during
2010-2016.

Two important trends stand out among the new wave of technology being funded. First, the line demarcating
products designed and used for commercial versus military purposes is blurring for these emerging
technologies. For example, VR for gaming is at 2 simiar level of sophistication as the VR used in simulators for
ouramed forces.” Facial recognition and image detection for social networking and online shopping has real
application in tracking terrorists or other threats to national security; and much of today’s commercial autonomous
vehicle technology and drone technology solutions find their genesis in DARPA grants over the last two decades
when the Department of Defense sought to develop antonomy for war-fighting purposes.

The implication of this trend is that the current expon control system, and policy apparatus for vetting foreign
investment in the U.S., which are both designed to keep sensitive technology, companies, and infrastructure out of
the hands of our adversaries, is built on a framework of being able to clearly distinguish the dual uses of a
technology. This becomes a lot tougher when the technology itself is developed for commercial purposes and has
widespread potential use as a fundamental technology building block such as artificial intelligence.” With the
blurring of the line between civilian and military use, faster development cycles and the increasing mobility of
human capital globally, our current export control system becomes even more problematic s a tool to manage how
and where technology transfer pccurs.

Second, these technologies-from artificial intelligence to robotics and virtual reality-will be foundational so
that many applications or end-use technologies will be built upon them. These foundational technologies will
be component technologies for future innovations much the same way that semiconductors have been companents in
all electronics, Ielecommumications and computing in the past several decades. This is especially true in the field of
antificial intelligence, where the U.S. govemment is actively making investments to create the third wave of Al
technology to achieve a future where machines can explain themselves to humans; where machines can create causal
models, not just comelations: and where machines can take wheat they leam in one domain and apply the leamings to
a completely different domain.” The breakthroughs that come with thesz new technologies will be the building

™ Charts of the Chinese i activity in these four critical techmologies are in Appendi 1 and select deals for 2016 are provided in Appendix 2 which
illustrates Chima's technology focws in venture investing.
"a{g«mmwﬁmmmucmmmm‘-m*" Simulator,™ U8 Army News & lafe A 1,2002), Retrieved al

Inttps: ' vrvews. arm il aticle/ 84453
3 [Ed Felton and Terah Lyows, “The Administration’s Report on the Future of Antificial Imelligemce,” Whtte House Blog, October 12, 2016
Retrieved at- hiig s vww, il bl 20161072 T
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blocks for i ions in the decades abead. There is likely to be an interaction between the new capabilities that
are available (through innovations in robotics, artificial intelligence and virtual reality) and new generations of uses,
applications and products. The same phenomenon occurmed when faster microprocessors, more slomge or higher
networking bandwidth became available and led to fisture innovations such as cloud computing, mobile phones and
consumer applications for GPS. Consequently, it becomes even more critical thal exports, forcign ownership, and
technology pantnerships with foreign entities do ot become conduits for technology transfiers that will directly
enable key means of foreign military advantage. What is ai risk for the U.S. is not only losing an edge in the
foundational technology, but also in successive generations of uses, applications and products that the foundational
technalogy enables. According to Adam Siegel, a specialist in emerging technologies and national security at the
Council on Forcign Relations, “The Chinese leadership is increasingly thinking about how to ensure they are
competitive in the next wave of technologies. ™

There are multiple ways Chinese invest in U.S. technology firms:

1. Investments in U.S, venture-backed startups through venture firms, In the past 10 years, China's
imvestments in U.S. technology firms were limited to joint ventures or acquisitions, bul now there are an
increasing number of green feld investments™ in venture-backed startups (both as limited partoers of U.S.
venture firms and through Chinese venture firms) as well as investments through Chinese private equity firms.
Examples of Chinese venture firms inchude West Summit Capital, Westlake Ventures (owned by the Hangzhou
government), GGV Capital, GSR Ventures, 2GC Capilal, Hax and Sinovation. Sinovation (formerly known as
China’s Innovation Works) provides a great example of an active Chinese venture firm investing in the U.5.: it
was founded in 2009, manages three funds of $1.2 billion in total capital and has invested in almost 300
startups~including 25 in artificial intelligence. As evidence of its govemment sponsorship, Sinovation has
received awards by China's Ministry of Science & Technology as well as the Municipal Science & Technology
Committee of Beijing where the firm is headquartered. (An overview of Sinovation and Hax and their
imvestments are profiled as case studies of Chinese venture capital firms in Appendix 3.) A sample listing of
government-backed venture firms and their sources of capital are provided in Appendix 4.

2. TInvestments by Chinese companies. Increasingly, Chinese iniemel compeanies such as Baidu, Tencent,
Alibaba and JD.com are aggressively investing in venture-backed technology deals. In 2013, these companies
participated in 34 deals worth $3.4 billion, up from 7 deals in 2012 worth $355 million”" Tencent is by far the
most active (with 2x the deals in 2015 than the others combined) having started earlier with its investing but
Baidu and Alibaba are not far behind. Some Chinese internet companics are championing investments in
specific technologies; Baidu, for exaniple has a clear investment focus in artificial intelligence. Tlv:zglnntm
follows shows the growth of investment from 2013 1o 2016 from these Chinese infernet companies.

 John MarkofY and Matthesw Rosenbers, “China Gains on the U.S, i the Artificia Intelligence Amss Race,” The New York Times (Febury 3, 2017y

Retrieved at filp: wow pviimes com,

u&om’lddiwwhﬂyuﬁuhm' d i pany’s operations. in a foreign country built from the ground wp.,

 “The Rise of China’s Investment in U.S. Tech Startups,” CBinsights Blog
% Eliaabeth Dwoskin, “China Is Flooding Silicon Valley with Cash,” Washington Post { August 6, 2016)
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China is flooding Silicon Valley with cash
In recent years, Chinese have heavily in LS. start-ups.
Here are some high-profile deals involving Baidu, Alibaba and Tencent, often
to as the Google, Amazon and Facebook of China.
© Funding round () Chinese company was lead Investor
2013
Baidu
Alibaba
Tencent
i
Lyft S150M
[Souree: Crunchase DARLA CAMERON/ THE WASHINGION PUST

3. Private equity (PE). Chinese private equity is expanding at an unprecedented pace with the number of
globally active funds at 672 (2013-2015), the highest in 5 years. Total value of Chinese PE deals in 2016
(through June) is at a record $18 billion worldwide. This year Chinese PE firms participated in the $3.6 billion
takeover of Lexmark, the $2.73 billion purchase of Dutch chipmaker NXP Semiconductors and the $600 million
acquisition of Oslo-based Operat Software's web browser business.” Examples of Chinese private equity firms
inchude AGIC, Legend Capital and Golden Brick Capital and these often partner with U.S. private equity firms,
such as TPG (involved in acquiring a stake in China Intemational Capital in 2012) and Carlyle (involved in
purchase of Focus Media Holding in 2013). One of the most globally active China PE investors is Yunfeng
Capital started by Alibaba Group founder Jack Ma.

4. Special purpose vehicles. There arc also examples of special purpose investment vehicles like Canyon Bridge
(an example of Chinese capital and U.S. management expertise combined) which are solely formed to purchase
a company and obscure the source of capital for a foreign acquisition, in this case, Lattice Semiconductor.
Presumably, a special purpose vehicle is formed 1o enhance the possibility that the transaction would be
approved by CFIUS,

5. Acquisitions, Chinese acquisitions continue 1o increase dramatically with the Lirgest globally being China
National Chemical's proposed takeover of Syngenta (Swiss pesticides) for $43 billion. China’s acquisitions of
foreign companics arc now equal to U.S." acquisitions of foreign companics. In the U.S., the largest recent
China-based acquisitions have been the electronics distributor, Ingram Micro (36,1 billion) and the U.S. hotel
owner, Strategic Hotels & Resorts—owners of the Waldorf-Astoria Hotel ($8.1 billion).

As long a5 U.S. policy supports open investment by all nations, we can expect increased investment from China
through a broader number of vehicles, some cleverly designed to obfuscate Chinese capital and ownership. The
imvestment activity bevond aequisitions is not tracked by the U.S. government and we have limited visibility into the
investors, the technologies invested in. or the increase or decrease of investment flows, except through what is
tracked by private data sources. However, even these private data sources are not comprehensively tracked by the
U.S. govemment to assemble a holistic picture of what is happening.

 Cathy Chan, “Chinese Private Equity Funds Are Taking on the World's Giasts™, Bloamberg Nevws (July 20, 2016)
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China’s Economic and Technology Goals

China has developed a leading global economy faster than any country in modern history. This iransformation began
with the reform and opening of China's economy under Deng Xiaoping in 1978, By 2015, China's GDP was $114
inillion compared io the U.S. at $18 trillion. However, in purchasing power parity (PPF), China is already slightly
larger than the U.S. This represents the first time the US has not been the largest economy since it overtook the
UK. in 1872 Since the US economy is growing at 1-3% and China’s is growing at 5-7%, the tmjectory is clear in
sarrowing the GDP gap (some projections shorw China’s GDP exceeding ours within the next decade)”, The time
scale during which this growth occurred is stunning as China’s economy has grown from 10% of the US economy in
the 19705 to the second largest global economy in just fifty years. Analogous growth inthe U.S. economy to global
leadership took a century to achieve.

From this point forward, China plans to further transform its economy through a national focus on
technology and indigenous innovation with a goal to reduce U.S, rel and be double the size of the U.S.
economy by 2050 To accomplish this, Chira aims to displace the U.S, in key industries using its large market
size to promote domestic champions which can become global leaders through state subsidies, access to low-cost
capital and limiting China's domestic market access io foreign companies. China already leads the workd in many
key industries inchuding overall mamufacturing (accounting for almost 25% of global manufacturing in 2012), autos,
high-tech products, where China produced 2.5 times the value of goods that the U.S. produced in 2012, and
ecommerce.” Beijing is home 1o the most Initial Public Offerings (IPOs) (2x the dolkar value of the U.S.) and is the
world's largest e-commerce retail market.” In fact, China has the potential to lead in al internet-based industries
aided by discriminatory domshcpohcnesmhasdala localization requirements, forced technology transfer and the
Great Firewall. Chinese domesti h as Baidu, Tencent and Alibaba enjoy privileged market access in
Chnaandarcnnﬁmludelsdnmmwlw while also becoming leading global technology companies.

China’s leaders recognize that to achieve its economic goals, the economy must transform even fuster in the
future than in its recent past. The Chinese govemment wants 1o *revitalize the nation through science, technology
and innovation.™" President Xi's strategy is for Chira to develop its own industries to be leading globally, develop
more cyber talent, double down on R&D especially of core ICT technologies and transform China to be a
powerhouse of innovation. One area China has targeted for global leadership is the design and production of
semiconductors. “China’s strategy relies, in particular, on large-scale spending, including $150 billion in public and
state-influenced private funds over a 10-year period aimed at subsidizing imvestment and acquisitions as well as
purchasing technology.” Several official source documents clearly support these long-term economic and
technology goals. (Summary descriptions of three documents are listed here with more documents and descriptions
provided in Appendix 3.)

7" Ben Carter, “Is China’s Econonmy Really the Largest i the World™” 8B News { December 16, 2014)
¥ Makoolm Scott and Cedric Sam, “China and the U5, Tale of Two Giast Econommies”, Bloomberg News (May 12, 2016)
* Bilsbury, The Hundred:-fear Warathon.
”mmmmh&mmmh-mwmm;mmnmmmmMnm.mmmwm’n
instraments and eloctrical machinery
3 JolT Desjardins, “China v United States: A Tale of Two Economies,” Vil Capitalis (October 15, 2015)
By 2010, China already led the workd i several conmiodity indistries where the US previoushy led such as steel {with 8 oer outpat), cotton, tobacco, beer,
and coal,
”wmmmmmwwusmwunm-mmmm Retrieved st

:ww emarketer com Aeticle Chia-F: 5-Bocome: ) 114364 (Ausgust 18, 2016)
i Sets Targets for China’s Scicoce, Technology Mastery™ Xinfwa (May 30, 2016).
* “Ensuring Long Term U.S. Leadership in Semiconductors,” Executive Office of the President, President’s Council of Advisors on Science & Technalogy,
Jumuary, 2017, Retrieved Hwww whtitehouse pov ostp Deasl

10



67

Pre-Decisional Draft 1.0~For Discussion Purposes Only

¢ Made in China 2025 is a plan designed to align State and private efforts to establish China as the world's
pre-cminent manufacturing power by 2049 emphasizing the integration of information technology. Key sectors
prioritized include advanced information technology, automated machine tools and robotics, acrospace and
aeronautical equipment, maritime equipment and high tech shipping, biopharma and advanced medical
producis, and new encrgy vehicles & equipment *

o 13th Five Year Plan of 2016-2020 “Internet Plus™" which decpens reforms and priorities called for in Made
in China 2025 and emphasizes stronger control by the government over national networks as China continues to
control the intemnet domestically and gains access (o global networks by controlling key component and
telecomnuunications technologies. Key aspects include™

o Focus on catapulting China into a leading position in “advanced industries™ including semiconductors,
chip materials, robotics, aviation equipment and satellites;

o Decreasing dependence on imports and innovation;

o Increasing R&D spending to 2.5% of GDP (up from 2.1% from 2011-2015);

o Creating a $4.4 billion fund to invest in startups and new technologies:

o China’s Mega Project Priorities are 16 Manhattan-style projects” 1o focus on specific innovations. These are
analogous to what is envisioned by Third Offset capabilities. In China these projects receive a national {not just
a military) focus. Here are some selecied examples (a complete list is in Appendix 6):

o Core electronics, high-end general chips, basic software

o Next generation broadband wireless mobile communications

o Quantum communications

o Classified defense-related projects (possibly satellite navigation and incrtial confinement fusion)

Today, there are clear examples of Chinese indigenous innovation showing that China is doing much more than

copying technology--making progress on President Xi's goal to become one of the most innovative economies by 2020:

o Micius Quantum Computing Satellite. The 2016 launch of the Micius Satellite suggests an aggressive push
into quantum communications; expertise in quantum computing may someday enable the capability to break all
existing encryption methods.

o Sunway Taihu Light Supercomputer. In Junc of 2016, China introduced the world’s fastest supercomputer,
the Sunway TaituLight capable of theoretical peak performance of 124.5 petaflops. The TaihuLight is the first
system in the world to exceed 100 petaflops (quadrillions of floating-point operations per second). More
imporianily, the previous version of this Chinese supercomputer used Intel microprocessors bul the Sunway
TaiuLight uses Chinese designed and mamufactured microprocessors.”

¢ Long Range Anti-Ship Missile (LRASM). A cruise missile system with a high-level of artificial intelligence:

4 “semi-antonomous” weapon having the capability to avoid defenses and make final targeting decisions witha
goal of destroying larger ships in a fleet like aircraft camiers.”

o Consumer Drones, JDI's (Dajiang Innovation) market leadership in low-cost, easy-to-fly drones and acrial
photography systems which have made this company the standard in consumer drone technology accounting for
0% of the worldwide drone market.

¢ Autos. In the auto industry, China plans to take advantage of two paradigm shifis to further its lead in the

* Soom Kenmedy, “Critical Questions: Made in China 2025, Coner for Strategic and Itermational Studies™ Nowember 7, 2016. Retrieved at

http:www csis org analvsis made-china-2025.

37 “China Unveils Internet Plus Action Plan to Fuel Growth.” The Staté Counsil for the Peogle’s Repoblic of China. Vinfwa (July 4, 2015) Retrieved at

Tt www emalish gov.en/policies

** Luy Chang, “Chins Oulines its Latest FYP Called Intemet Plus.” Digital Trends (March 6, 2016). Refrieved at o ‘v digitaliends com,

% Mfichael Raska, *Seientific Innevation and China's Military Modernization,” The Diplamat (September 3, 2013), Retreved at itp: v hediplomat com
* Pariek Thibodes, “China Builds Workd's Fastest Supercomputer without U5, Chips.” Comp 20,2016), R

1" Jobn MarkofY and Matthew Rosenbers, “China Gains on the U5, i the Anificial Intelligence Amus Race,” The New Fark Times (February 3, 2017),
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workd's largest manufacturing industry: amonomous vehicles and electric vehicles. China is investing in an
electric vehicle supply chain including battery technology and aims to have 50% of the world's electric vehicle
production and %% of global battery production capacity.”
According to Tangent Link, a U K -based provider of defense reponts, “one of the enduring myths in many Western
CEO-suiles is that the Chincse are great at copying and stealing, but will have difficulty ‘out-inventing’ the Wes.
“This armogant and outdated hypothesis is crumbling fast™"

By some measures of innovation, China has taken the global lead but without question China's capacity to innovate

isrising:

*  Inpateni applications, China already surpasses the U.S. with over | million patent applications received by the
China State Intellectual Property Office in 2015 (up 19% year over year) compared (o 589,410 patent
applications received by the U.S. Patent and Trademark Office (up 2% year over year)."

o Inacademic rescarch papers, Chinese authorship of anticles in peer-reviewed intermational science joumals
increased such that China is now in 2nd place (2011) up from 13th place justa few vears eartier. *

o China spent 1.6% of GDP in R&D in 2011 but has a stated goal of spending 2.5% of GDP R&D by 2020-about
$350 billion Combined U.S. business and federal government R&D spending is 3-4% of GDP.

e China awarded 1,288,999 Science, Technology, Engineering & Mathematics (STEM) degrees in 2014--more
than double the degrees the U.S. awarded at 525,374 degrees.”

To assess the comparative innovation capability between China and the U.S., McKinsey recently analyzed the
industries where China has an innovation lead and where it lags. In traditional manufacturing industries where low
costs provide a competitive advantage, China leads by leveraging a concentrated supply base and expertise in
automation and modular design (examples: electronics, solar panels, construction equipment). In consumer markets,
China leads given its market size (examples: smartphones, household appliances). In engincering markets, China
has mixed results Jeading in high-speed rail but not in acrospace, muclear power or medical equipment. In
scienoe-based industries such as branded pharmaceuticals or satellites, China is behind the U.S. but China is
iivesting billions of dollars to catch up. (The McKinsey analysis is provided in Appendix 7.)

Many of the critical future technologies attracting venture focus today such as artificial intelligence,
angmented reality and autonomous vehicles are fikely to have large consumer-based markets implying that
China will apply its advantages both in efficiency-driven and customer-focused industries to these new
technologies with the potential to lead in innovation and be global market share leaders. The success of JDI in
the consumer drone market with 70% worldwide share is consistent with this McKinsey analysis. In antificial
intelligence, the rce between the U.S. and China is so close that whether the Chinese “will quickly catch the U.S...is
amatier of intense discussion and disagreement in the U.S. Andrew Ng. chief scientist at Baidu, said the U.S. may
be too myopic and self-confident to understand the speed of the Chinese competition.™™ And in the field of
advanced industrial robotics, China is leveraging its market and investment capital to ultimately lead in the design

. Jobn Longhurst, “Car Wars: Beijing’s Winning Plas™ Noverrber, 2016,
8 st Leap: Who Said China Couldn't vest ™ G poltical Standpoint (GP) Report 55 (October 14, 2016), Tange Lisk
# “Ching vs, U5, Patent Trends: How Do the Giants Stack Up?, Techmology & Patent Research. Refrieved at bitp: ‘www irintemationsl com
S Hamnas, China Industrial Esplonage, Chapter 3
4 lamas, China Induiial Expfonage, Chapler 3 amd “The U5, Leads the World i R&D) Spending”, The Capial Groop Companics (May 9, 2016)
i /www thecapitalidens com
7 Jackie Kraemer and Jensifer raw, "Sutistic of the Moath: Engincering and Science Degree Attainment by Country”, National Cener g Edcation and
the £ (May 27, 2016). Retrieved at fufp: www noecorg
* Frik R, Jeonganin Seong, Jonathan Woetzel, “Gauging the Srength of Chinese Imovation,” McKinsey Quarterly (October, 2015)
. b Maskoff and Matheos Roscaberg, “China Gain oa the U1, n the Artificil Intlligence Ams Race ™ The Nen Yar Times (February 3, 2017)
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and manufacture of robots.™ Given there are many industries where China already leads the world in innovation and
given China’s massive scale and national focus on science and lechnology advancement, it would be foolhardy to
bet against China's continued progress even in the areas where they do not lead today.

Implications for the Department of Defense (DoD)

U.S. military superiority since World War I1 has relied on both U, 8. economic scale and technological superiority,
The size of the U.S. economy allows Dol to spend $600 billion per vear (while remaining only 3% of GDP in 2016)
which equals the defense spending of the next 8 larpest nations combined. In 2016, China was the second largest
spender at $215 billion, up 47% from the previous year while the U.S. spending remained flat.” US. technological
preeminence enabled the series of offst strtegies which included the First and Second Offsets and now DD is
currently working to maintain technology superiority in its Third Offset strategy.

China’s goal to be the preeminent global economy combined with its emphasis on technology transfer and
innovation constitutes a major strategic competition with the U.S. There are several areas of concem:

L. China’s transformation o b the manufacturer for the world means more supply chains are owned by China,
which creates risks to U.S, military technology and operations. For example, the Aviation Industry Corporation
of China (AVIC) is a Chinese-state owned acrospace and defense company which has now procured key
components of the U.S, militay aircraft supply chain.” Additionall, as the U.S.-based semiconductor industry
focuses on high-end designs and moves older, low-end designs offshore, the Chinese semiconductor industry
now controls a significant percentage of the supply of older chips used in maintaining U S. military aircraft and
equipment designed 40 years ago and still in service.

2. China has targeted several key technologics such as jet engine design which will reduce current U.S. military
superiority and is actively working to acquire companies that will close this gap.

3. China's industrial espionage and cyber thefl efforts continue without adequate U.S. investment in manpower
and programs to thwart these efforts. This allows technology transfer at an alarming rate.”

4. China's investment strategy (through venture and private equity investments as well as acquisitions) includes all
of the fundamental technologies which will likely be the sources of innovation for the next several decades:
artificial intelligence, autonomous vehicles, robotics, augmented and virtual reality, gene editing, cfc. Asa
result, China has access to the U.S -based innovation in the same areas and at the same time which could negate
Third Offset advantages for the U.S. Further, when the Chinese make an investment in an early stage company
developing advanced technology, there is an opportunity cost to the U.S. since that company is potentially
off-limits for purposes of working with DoD.

5. Beyond the threat from investments alone, China’s national focus on mega projects (analogous to the U.S. space
program in the 1960s to not only develop technology but create demand for the technology) complements the
increase in military spending as China gains experience in manufacturing and refining these new technologies
for practical use.

6. The Defense Department does not currently have an agreed-upon list of eritical technologies the U.S. must
protect although there has been extensive work on expart controls to protect lechnologies from being shipped to
U.S. adversaries.

% Fashad Manjos, “Make Robots Great Again.” The New Fork Tlmes {Jamusey 26, 2017),

1 2016 Fact Sheet, Stockholm Intermational Peace Research Lastitute (SIPRT) and “The Military Balance”, Intemational Institate for Strategic Stadies (11SS)
2016, Retrieved at beip: ‘www en m wikipedia org

& “How America’s Giasts Are Aiding China's Rise”, Geo-political Standpotnr (GPS) Report 84, Ovctober 13, 2016, Tangent Link

" The IP Commission Report (2013



70

Pre-Decisional Draft 1.0~For Discussion Purposes Only

DoD began developing a list of critical technologies in 2016 in an effort known a the Joint Acquisition Protection
& Exploitation Cell (JAPEC), The mission of JAPEC is to “integrate protection efforts across the Department to
proactively mitigate losses and exploit opportunities to deter and disrupt adversaries which threaten U.S. military
advantage.” JAPEC is working to identify critical acquisition programs and technologies that require protection as
well as assess vulnerabilitis associated with known losses and implement advanced protection mechanisms.”*
However, given the relative newness of this effort, there is much work left to do to consolidate the technologics
across DoD requiring protection for curment acquisition programs. The integration of the technologies critical to the
Third Offset strategy is only beginning. The JAPEC effort complements the govermment’s robust system of export
controls which are designed to comply with irade agreements, embargoes, sanctions and other political measures to
mieet U.S, national security and foreign policy objectives.

Finally, there is no technology landscape map to help DoD understand the fundamental component technologics
required to protect applications or end-use technologies embedded in acquisition programs. For example,
semiconductor technology is a fundamental component technology today that would be required to protect
capabilities inberent in almost all acquisition programs. This is likely to be the case in the future with such
fundamental technologies as artificial inielligence, robotics, autonomous vehicles, advanced materials science, elc.
With an agreed-upon list of critical technologies and a technology landscape to clarify the value-added map of
technologies (from components to end-use applications), the U.S. government can be much clearer about what
acquisitions to deny through a reformed CFIUS process, what foreign investments we should not allow and where to
allocate resources to thwart industrial espionage or cyber theft,

China’s Multiple Vehicles for Technology Transfer

Given the authoritarian nature of China’s government, China is able to focus resources from a variety of different
sources to enable a broad transfer of scientific knowledge and technology. Additionally, China coondinates these
different sources to achieve a larger impact through a well-articulated industrial policy documented in its Five-Year
and other plans, The principal vehicles discussed so far are investments in early-stage technologics as well as
acquisitions. When viewed individually, some of these practices may seem commonplace and not unlike those
employed by other countries. However, when viewed in combination, and with the resources China is applying, the
composite picture illustrates the intent, design and dedication of a regime focused on technology transfer at a
massive scale.

The following table compares these transfer vehicles on a relative scale of the level of activity for China in the U.S.
compared to other countries. This ilfustrates that what differentiates China from other countries activities in the
U.S. is the scafe of China's efforts. Naturally, the most troublesome of all the vehicles are the illegal ones--the
outright theft of technology and intellectual property which is very cost-¢ffective for China, In fact, China views
borrowing, stealing and leveraging in efficiency terms rather than in moral terms ™

* Brian D Hughes, “Protesting U.S, Militury's Technical Advantage” prescnted at the 18th Ansmal NDIA Systems Enginesring Coafirence in Springfield,

VA, October 28, 2015, Retreved at htp. i acq ced il
% Hamas, Ching Inchustrial Espronage.

14



71

Pre-Decisional Draft 1.0~For Discussion Purposes Only

Vehicles for Chinese Technology Transfer from the U.S.

Legal China-based research centers in .S, | Foreign students sentto LS.
China-based tech transfer orgs in US. | Open-source tracking of foreign
Professional associations innovation
Leveraging U S, deal expertise Requirement of JVs for U.S. companies
doing business in China
Early-stage investments
Acquisitions
lllegal
Low Activity Medium Activity High Activity

China’s Activity in the U.S. Relative to Other Countries’ Activities in the U.S.

The § principal sources and methods for technology transfer in addition fo investments and acquisitions are:

I Industrial espionage
For years, the Chinese have been engaged in a sophisticated industrial espionage program targeting key technologies
and intellectual property 1o enbance commercial enterprises and support domestic ctmnpinm" This has recently
been on the rise as Randall Coleman, Assistant Director of the FBI's Counterintelligence Division observed in 2013
that espionage caseloads are up 53% in the past two vears and (hat in an FBI survey of 163 companies, 93% of those
companies cite China as the perpetrator. “China’s intelligence scrvices arc as aggressive now as they ve ever been”
underscoring the pervasive nature of intellectual property and trade secret theft.” The FBI reports that China pays
Chinese nationals to seek employment in targeted U.S. technology firms (where there is sensitive technology that
China identifies it needs) 1o allow these “insiders™ to more readily exfilirate valuable imellectual property.
Fortunately, convictions of Chinese nationals and naturalized citizens for industrial espionage are also on the rise, up
10X since 1985

Despite the rise in convictions, there is no way o know how big this problem really is. The scale of the espionage
(through some of the methods described below) continugs to increase and it would be difficult to quantify this

problem without more resources applied by both the FBI and the Defense Dep
agencics. The FBI Silicon Valley office, for example, only emplovs about 10 individuals in this work.

s varnious ¢

06 Report to Congress of the US-China Economic & Security Review Commission (November, 2016) and Hasnas, Ching Industriol Expionage, Chapler 8
" Shanie Harrs, “FBI Probes ‘Hundreds” of China Spy Cases”, The Diily Beast {July 23, 2015, Retrieved af hifp: twww dhedailvbeast com

® Notes from briefing, “Economic and S&T Inielligence Collection™ by Joseph P. 0"Neill, Facubty Member, National Iniclligence University, November 25,
2016
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2. Cyber theft

China’s cyber capabilities are among the strongest in the world probably only exceeded by Russia and the U.S.
although some have argued that China's cyber successes to date demonstrate more about U.S. system vulnerability
than Chinese capabilities. Regardless, cyber thefl is an ideal tool for China given this asymmetnic vulnerability of
the U.S. (given how much information is digitally accessible) and the plausible deniability given the difficulty of
attribution in cyber attacks. Several documented high profile cyber theft incidents are described in Appendix 8 and
may be the tip of the iceberg in terms of the mumbers of incidents and their scale. As former NSA Director General
Keith Alexander famously told Congress in 2012, this represents the “greates! transfer of wealth in history™. At that
time, it was estimated that U.S. companies lose $250 billion per year through intellectual property thefl and another
$114 billion due to cybercrime, totaling $338 billion of impact cach year. “That’s our future disappearing in front of
us." wamed General Alexander.”

As reported in the IP Commission Repont of 2013, Verizon worked with 18 private institutions and govemment
agencies 1o estimate that:

o 96% of the world's cyber espionage onginated in China

o $100 billion in lost sales and 2.1 million in lost jobs result from this theft

« $300 billion worth of inellectual property i stolen each year”

What really distinguishes China from other nation-state actors in cyber attacks is the sheer scale of activity as China
dedicates a massive amount of manpower to its global cyber activities. The FBI's former deputy director for
counterintelligence reported in 2010 that the China deploys between 250,000 and 300,000 soldiers in the People’s
Liberation Amuy (3PLA) dedicated to cyber espionage. Within another part of the ammed forces, 2PLA has between
30,000 and 50,000 human spics working on insider operations.” China's cyber activity is not solely focused on a
national security agenda. In fact, much of this activity can be deployed to support China's economic goals in
stealing valusble intellectual propenty to suppont China's technology transfer. Additionally, China recently passed
o laws~the anti-terrorism kaw and the cybersecurity Jaw--which are of ince they could be used to gather
sensitive commercial information from U.S. companies legally.”

3. Academia

For many years, China has sent an increasing mumber of students to the U.S. In 2016, there were 328,000 Chinese
foreign nationals studying at US. colleges and universities (% of all foreign students). Chinese foreign nationals
rq)ms:m%nfallfnmdgnamﬁmm.” The U.5. educational system has come to rely on the financial contribution of
these foreign studens,

». Josh Rogin, “NSA Chief: Cybercrime Constitutes the ‘Greatest Transfer of Weealth in History” “ Fareign Policy Magazine (July, 2012). Retrieved al
g ww forsipnpolicy com

* The IP Commission Report (2013)

“ Joshuea Philipp, “Rash of China Spy Cases Shows a Silent National Emergency™, The Epoch Trmes (Apn 25, 2016). Retrieved 2t

it v hecpochiimes com

@ Anti-terrorism baw passed i Decenber, 2015 which gives the Chinese g broad acoess to technical iforenation and decryplioa codes when state
security agents demand & for investigating o peeventing terrorism. Tek ication and i e provid pravi scal
decryption and other tochnical support and assistance” when required. Chris Buckley, “China Passes ism Law that Critics Fear May Overreach,” The

New York Times (Jammagy 6, 2016). Retrieved at piip: www mimes com.

Cybersecarity law passed in November, 2016 contains vagos language simed ai preventing network intnasions that would require LS, companies submit
their technology, pnmﬂyllﬂﬂhgmwd:.mmlﬂmwﬂ\ﬂnmnﬁhlk There arc an expassive it of scctors defined = part of China’s
enitical i ‘Fmalnl‘whd:mldbe-bpum

Securily reviews. mwmum;m.mmwmlm Sc\mlb.& i the g
usiness in China as well as th iy semitive inf ity Admingstration of China that their equipaest,
software and operations are safe. Mmﬂ&lm‘ﬁnlmﬁmhmem,T&hfm H’d}ﬂmmi\mbu?
2016) Retrieved a Jtp: o s o

% Project Aths, Tnstne of International Echucation, Fall 2015, Retrieved at bipe ‘www joc.org,
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MmmUSSmMmmhgiﬁghﬂnmgepmmnmoffomym
M%nﬁmgnmwwwgmmxatdymgmmm&e@mg(mﬂlwll)

o Fordoctoral programs, 57% of engineering, 53% of computer science and 50% of math and statistics candidates
mmfoml'gm!nlfnfﬂxsemctime”

o 54%of patents issued by universities include foreign student’s work™

o 45%of STEM undergraduates are foreign and % of these are from China”

From this data. we can infer that 25% of the graduate studeats in STEM fields are Chinese foreign nationals.
Since these graduates do not have visas to remain in the U.S., nearly all will take their knowledge and skills back to
China, Academia is an opportunc environment for leaming about science and technology since the cultural values
of U.S. educational institutions reflect an open and free exchange of ideas. Asa result, Chinese science and
engingering students frequently masier technologies that later become critical to key military systems, amounting
over time to unintentional violations of U.S, export control laws. The phenomena of graduate student research
increasingly having national security implications will inevitably increase as the distinction between military and
civilian technology blurs, Further, since there are close tics between academia and U.S. govemment-sponsored
research-including at our national laboratorics—ensuring that foreign nationals are not working on sensitive research
paid for by the U.S. government (including DoD) will become increasingly important,

Chinese companies are also approaching U.S. academic institutions to promote joint rescarch and atiract future
talent. As an example, Huawei has partnered with UC-Berkeley to focus jointly on artificial intelligence research,
Huawei made an initial commitment of $1 million in funding to cover areas such as deep leaming, reinforcement
leamning, machine lcaning, natural language processing and computer vision." More recently, Huawei has
approached MIT with an offer for a grant to build a joint research facility.

4. China"s use of open sources tracking foreign innovation

China has made collecting and distributing scicnce and technology information a national priority for decades. “By
1985, there were 412 major scicace & technology intelligence institutes natiomwide [in China).. employing ...60,000
workers...imvestigating, collecting, analyzing, synthesizing, repackaging, benchmarking and reverse engineerm"“
In 1991, the book, Sources and Methods of Obtaining National Defense Science & Technology Inteliigence,
detailed a comprehensive account of China’s foreign military open-source collection (known as “China’s Spy
Guide™) collecting all types of media (including verbal information prized for its timeliness over writien
information) and making them available in database form. The National Intemet-based Science & Technology
Information Service Systems (NISS) makes 26 million holdings of foreign journals, patents and reports available to
the public around the clock. Chinese exploitation of foreign open-source science and technology information is a
systematic and scale operation making maxinum use of diversified sources: scanning technical literature, analyzing
mmmmmm and capturing conversations at scientific mectings. This circumvents
the cost and risk of indigenous rescarch.”

* “Survey of Graduste Stdents and Postdoctorates in Science & Engincering’”, National Science Foundation, November, 2015.
¥ Drew Desilver, “Growth from Asia Drives Surge in LS Foreign Students,” Pe Research Center (June 18, 2015)

* National Sciemce Foundation Survey, November, 2015

7 Doeisha Adans and Rachel Berastcin, Scicnce (November 21, 2014) Rerieved s jtp: v swicnecag oce

% Li Yuan, “Chinese Technology Companies, including Baidu, nvest Heavily in Al Efforts”, Blaamberg News (Augast 24, 2016)
 Yiaemas, China Indhustriol Espronage, Chapter 2, p. 2.

™ Hannas, China Indhstrial Espionage, Chapter 2
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5. Chinese-based technology transfer organizations

At the national level, China has more than a dozen organizations that seek 10 access foreign technologies and the
scientists who develop them (not counting the clandestine services, open-sources, and procurement offices). These
organizations are led by the State Administration of Foreign Experts Affairs (SAFEA). SAFEA's success is evident
in the 440,000 forcign experts working in China annually. Complementing SAFEA is the State Couril's Overseas
Chinese Affairs Office (OCAO) which provides overseas Chinese (whether they have lived in China or not) with the
opportunity o support their ancestral country. The Ministry of Personnel (MOP) is involved heavily in foreign
recruitment and foreign technology transfer including the Overseas Scholars and Expents Service Center to interact
with Chinese students studying abroad. The Ministry of Science & Technology (MOST) also dedicates significant
Tesources 10 acquiring foreign technology including 135 declard personnel in overseas embassies and consulaes.

The Overseas Scholars and Expents Service Center sponsors associations at many universities which serve as an
organized means to transfer technology to China. Many of the national programs also have complementary
provincial and municipal organizations specifically focused on the skills and talent than can benefit a local arca.
These organizations make available debriefing rooms, free translators, personnel to make travel amrangements,
dedicated “transfer centers” and face-to-face meetings between technology experts and Chinese company
represeniatives.

China also promotes “people to people” exchanges through a network of NGOs (e.g., the China Science and
Technology Exchange Center and the China Association for the Intermational Exchange of Personnel) that insulate
overseas specialists from the potential risks of sharing technology directly with PRC government officials.”

6. Chinese research centers in the U.5. to access talent and knowledge

There are now increasing examples of Chinese firms setting up research centers to access U.S, talent and

technology:

o In 2013, Baidu set up the Institute for Decp Leaming in Silicon Valley to compete with Google, Apple,
Facebook and others for talent in the antificial intelligence field” Baidu recently hired former Microsoft
executive Qi Lu s its group president and chief operating officer. Lu was the architect of Microsoft's stralegy
for antificial intelligence and bots.

o Another example s the Zhong Guan Cun (ZGC) Innovation Center opened in May, 2016 in Silicon Valley.

«  Another type of research center is TechCode which is an entrepreneurs” network “commitied to breaking down
geographic barriers and eliminating potential inequalities of international cooperation” according 10 its website.
As anetwork of entrepreneurs, Tech Code is a system of incubators (“startups without borders™) worldwide
(Beijing, Shanghai, Shenzhen, Gu'an, Silicon Valley, Seoul, Tel Aviv and Berlin) that leverages an online
development platform for projects focused on China’s development and funded by the Chinese gmmmwl."

»  Inaddition, there are a number of research centers promoting a sustainable environment and clean encrgy
including the U.S.-China Clean Energy Research Center (CERC) recently expanded and promoted together
by President Obama and President Xi.

7. U.S.-based associations sponsored by the Chinese government

There are many professional and scholar associations which bring Chiness engineers together such as the Silicon
Valley Chinese Engineers (6000 members), the Hua Yuan Science & Technology Association (HYSTA) and the
Chinese Association for Science and Technology (CAST). The largest concentration of China’s science and
technology advocacy groups in the U.S. are in California and Silicon Valley in particular. “*The Valley is ground

™ Hannas, Ching Industrial Espionage, Chapter 4
™ Li Yuan, “China Races 1o Tap Astificial nteligence”, Wall Sireet Journal (August 24, 2016)
™ “Startups Nation” from the Toch Code website, iy v lechoods com
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[zero] for... legal, illegal and quasi-legal practices that fal just below the thresholds set by U.S. law."

With these professional and scholar associations being the target, the Chinese have implemented a variety of
programs such a5 the “Thousand Talents Program’” to bring this technology home by recruiting Chinese engineers
with offers of career advancement, increased compensation, the opportunity do basic research or to lead their own
development labs in China. China set a goal of bringing back 500,000 Chinese overseas students and scholars from
abroad by 2015.” Another example i “Spring Light” which pays overseas Chinese scientists and engineers (o
return home for short periods of lucrative service that may include teaching, academic exchanges, or working in
government-sponsored labs. In addition, “Spring Light” includes a global database of Chinese scholars to match
specific technology necds to pools of overseas talent.

The Chinese diplomatic missions to the U.S. directly support technology transfier as embassy or consulate officials
facilitate a wide variety of venues and forums supporied by U.S. investors and local governments to promole
Chinese investment, Seven examples of these are (descriptions of these forums are in Appendix 9):

+  Silicon Valley Innovation and Entreprencurship Forum (SVIEF)

DEMO China

Silicon Valley-China Future Forum

China Silicon Valley

The Global Chamber San Francisco (GCSF)

U.8.China VC Summit & Startup Expo

Chinese American Semiconductor Professionals Association (CASPA)

The messaging for these associations and programs is ofien controlled by the “United Froni”™ which is a propaganda
arm for the Chinese govemment to promote a positive maynrcmmcnimmmundmw”

8. Leveraging technical expertise of U.S. private equity, venture firms, investment banks and law firms

As China has done more investing, its expertise has been enhanced by working with U.S. imvestment banks or law
firms who benefit from increased business. As China works with U.S. private equity and venture fimms to invest in
deals, these firms benefit through the increased value of equity stakes in these investments, Many U.S. law firms
have built a practice in advising Chinese companies on how to structure deals o increase the likelihood of CFIUS
approval for transactions. Consulting organizations have also built a practice in structuring mitigation agreements
that will be more likely to gain CFIUS approval. As China's investments have mmped up dramatically in the past 3
vears, the level of deal expertise has increased considerably.

How are these multiple vehicles used together for coordinated impact?

Because the Chincse Communist Party is much more involved in planning economic activity and supporting
companics (not only through state-owned-enterprises but also in favoring national champions it supports globally
like Huawei), there is a great deal more coordination of investment along with other vehicles of technology transfer
{0 accomplish the larger economic goals specified in China’s documented plans. The scale of the Chinese economy
is 50 large that not everything is coordinated centrally. However, the importance and degree of political control by

™ Hannas, Ching Indhastrial Espionage, Chapler 5, p. 122
™ i Livan and Qu Jing, “Beyond Factory Floor: China’s Plan 1o Nurture Talent,” Yale Global Online (Seplember 10, 2012). Retricved at
1|| i valeglobal vale edu ‘content bevond-factory-floor-chinas-plan-nrture-talent

MCMIMMM&

7" The Confixius lnstitutes, lmmched in 2004, are s good example which offer Chinese language and cultural instrocti in partncrship with local
miversities. ElwmMptwulkohpu\mmmdwmmkhmuvmmmnmmkmuumw
fation,. I the past decade, thess insil college camp Stanfiord, Columbia and Pean.”
Pillsbury, The Hundred- Fear Marathon.
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the Communist Party ensures that investments suppont national goals and are not purely guided by commercial
interest. The goals of many of the government-funded Chinese venture capital firms are focused on experience with
advanced technologies and recruiting talent--not simply making money.

There are not enough examples to definitively say there is a standard playbook of all the vehicles used in
combination. However, there are a few examples where several of these technology transfer vehicles are used
together. Documented examples are targeted cyber attacks to understand the scope of technology and intellectual
property of value and where that resides within a company followed by cyber theft or industrial espionage to steal
that technology.™ In another example, Chinese cyber attackers manipulated company sales figures to weaken that
company’s view of itself and make it more likely to accept a purchase offer from a Chinese company. Ina variation
on this theme, a Chinese customer placed karge orders with a public company and then cancelled it to weaken a
company’s results as a market surprise. Finally, there is the example of Silicon Valley startup, Quixey, who relied
ona large investor, Alibaba, s one of its most important customers promising access 1o the Chinese market.
However, Alibaba refused to pay Quixey for a custom contract to provide specialized technology to search within
apps in Alibaba’s operating system. Alibaba subsequently took advantage of Quixey's cash squeeze to negotiale
favorable financing terms which puts Alibaba in a better position fo later make an offer for the technology or the
company.” Thus, through a combination of these technology transfer vehicles, China can achieve more than it can
with a single vehicle,

Before the U.S.-China Economic and Security Review Comnission, a former forensic auditor and
counterinielligence analyst testified that China is executing a serics of campaigns targeting specific industries he
studied including teleconmunications & network equipment (1o benefit global champions Huawei and ZTE),
information security, semiconductors, media & entertainment and financial technology. He outlined a process that
imvolves many of the vehicles described here as key technologies are targeted, studied, stolen and applied within
Chinese companies. He characterized these as cyber-economic campaigns which “are persistent, intense, patiently
executed and include the simullancous exccution of such a large and diverse set of legal and illegal methods,
individuals and organizations, there’s little chance the targeted U.S. competitors can effectively defend or compele
in the fisture without siguificant support of the U.S, government” ™

U.S. Government Tools to Thwart Technology Transfer

(1) The Committee on Foreign Investment in the U.S. (CFIUS) is one of the only tools in place today to govern
foreign investments that could be used to transfer sensitive technology to adversaries, but it was not designed for
this purpose and is only partially effective.” CFIUS was established by statute in the Foreign Investment and
National Security Act of 2007 (FINSA) which formally gave an interagency working group the power to review
national security iniplications of foreign imvestments in U.S. companies or operations. The Treasury Department is the
lead agency among 14 panticipating agencics. The nine voting member agencies are Treasury, State, Commeree, the
United States Trade Representative, Office of Science & Technology Policy, Defense, Homeland Security, Justice and
Encrgy. While transaction reporting is voluntary, CFIUS can and does monitor transactions beyond those that are
voluntarily submitied and can initiate a review of any of these. CFIUS is required to provide clearance for reviewed
transactions on a short timeline; within 75 days unless a Presidential review is required and in that case, there are 90

™ WAPTI: Exposing One of Chisa's Cyber Espionage Units", Mandiant Report, 2013, Retrieved at

it vy fipeeyie com'content dam fireeve-waw services pdfs

™ lizabeth Dwoskin, “China Is Flooding Siicon Valley with Cash.” [Washington Post (Augist 6, 2016).

® Jeffrey 7. Johnsoe, President & CEO of SquimelWerkz, in testimony before the US-China Economic and Security Review Conamissio, January 26, 2017,
" CFIUS was established by executive onder in 15735 during the OPEC oil ensbargo of the 1970s to prevent oil-rich nations with greatly expanding wealih
from gaining oo mach camtrol of 1§, assets,
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days fora review and a Presidential recommendation.

As those involved in the CFIUS process readily acknowledge, CFIUS is a blunt ool not designed for the purpose of
slowing technology transfer. CFIUS only reviews same of the relevant transactions because transactions that
do not result in a foreign controlling interest are beyond its jurisdiction. There are many transaction types such
45 joint ventures, minority investments and purchased assets from bankruptcies that are effective for transfeming
technology but do not result in foreign control of a U.S. entity and are, therefore, outside of CFIUS' jurisdiction.

The workload for CFIUS is increasing rapidly, CFIUS reviews about 150 transactions per vear but this is on the
rise. Al the same time, the mumber of transactions which have national security implications is also rising as
Chinese purchases of U.S.-based companies or assets now represent the largest number of CFIUS reviews.
Congress has not provided dedicated funding for CFIUS reviews which means that this critical process must be
handled within existing agency budgets. A review of the strengths and weaknesses of the current CFIUS process are
included as Appendix 11.

{2) Export controls are designed to prevent sensitive tlechnologies or products f’mmImngs]'li;:pedlnactversz-anl&e.’e
In practice, there are several problems that may result from using export controls to thwart technology transfer o an
adversary. First, export controls ar oficn backward-looking in terms of specifying the technologies that ar¢ critical
since most controls focus on products rather than broad technologies. Second, there is diffused responsibility for
export controls since some are controlled by the State Department and some by the Commerce Depariment with
DoD in an advisory role.” Third, with the technologies that are the focus of venture investing (far in advance of any
specific products produced or military weapons), expont controls have not been traditionally effective. From the
1S, govemment's perspective, this has largely been a function of having the foresight to place these technologies
on an expont control list and the political will to do so. In other words, the authority is in place for effective export
controls if there is agreement among DoD, State and Commerce about what technologies to protect, From the
privale sector’s perspective, since understanding and complying with expont controls is a company s responsibility
there is a question of whether early-stage technology companies understand the controls and have the resources
within a trade compliance function to handle this complexity.

While the restricted export lists (EAR and CCL™) can accommodate the regulation of software-based technologies
such as artificial intelligence, controlling a broad technology will be highly controversial within the venture and
technology community where the kargest markets are for benign, commercial purposes. In fact, there is great
pressure 1o specify technologics as narmowly as possible when writing export controls to Facilitate more U.S. exports
especially if the technologies are available outside the U.S.. As the venture investment data indicates, the
regulations do not prevent (or cven deter) foreign investment in seed or carly-stage companics, Additionally, it is
not the purview of the export control enforcement authorities to proactively seek out companics developing new

= The current 8. export control system i based om the requi 'ﬂtE:wl ion Act, the i m:mmm
(IEEPA), the Arms Export Control Act {AECA) and the resuliing impl Export Adsi i d
mmmﬁmmmmmmlmmunnmhmmlu the Commeree Control List (CCL) sd the US Mumitions List
(USML). Several other A of Energy, the Food and Drug Administration and the

wwmmmm The CCL lists cortain dual-use, fally commercial, and bess sensitive military items while items that are
comsidered defense aticles and services are included in the USML. USML s alst of artcles and or services that nwtl'uﬂyduwd.dndmd,

mmmumnm.mnqwmuam-. domsinas civil apphicati

‘military or intelli Pp and d or may by ined a5  d icke or defe i Ti:mgachwlwhﬂ:duhm

pniim.n!f"”' dush ial, and & ive military goods, software, and technology i from materials
processing, ekctromics, sensors and lasers, o navigation and axionics. MMMnMMMumW{WmMW

haractertos and capablies of et corlld incach ECCN. The defniio of a export s it P echmical

. poehere in the world,
2 Previ pts a1 consolidating the organizational resporsibility for export controls to a single gy d Tling & singhe i
Tave not been implemenod,
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technologies or to imvestigate the relationship between investors and emplovees of a startup. Lastly, expon controls
are going to be much more effective if there is an international effort to protect the technology; otherwise, there may
be an uniniended consequence of the technology developing faster outside the U.S. aided by foreign investment
through an allied country. If and when a dual-use technology is deemed worthy of control, the U.S. govemment can
impose unilateral controls while it undertakes an effort to have the technology controlled intemationally through the
multilateral expon control regimes but this process can take up o three years and may not be successful

(3) VISAs for Chinese foreign national students studying inthe U.S, are controlled by the State Department and not
scrutinized for fields of study with the protection of critical technologies in mind.

Recommendations

The recommendations are divided into two sections: The first outlines actions DoD can take to deter China’s
technology transfer; and the second identifies aneas where the whole of U.S. govemment needs to coordinate actions
as part of a coherent policy.

Recommendations for DoD:  PROTECTING CRITICAL TECHNOLOGIES

1. Develop three lists of critical technologies which must be maintained dynamically:

A Technologies (including fundamental component technologics) supporting ciurrent acquisition programs.
This is what JAPEC is designed to do but JAPEC is hindered by a lack of resources and a single leader to
accomplish the mission.

B. Future technologies which will be the source of innovations for decades to come such s antificial
intelligence, autonomous vehicles, advanced materials science, etc.

C. Defensive technologies which deny China the ability to close the gap with current U.S. military capability
(such as advanced semiconductors, jet engine design, elc.)

D. Invest in the capability and process i maintain these lists on an ongoing basis.

E. Decide on the resource and leadership model to accomplish this.

2. Develop a technology landscape map to identify the risks of key end-use and component technologies moving
offshore adding to the govemnment's understanding of what to protect. This will help ensure that critical technology
lists are forward-looking.

3. Increase the counterintelligence efforts 1o deter Chinese forcign nationals from stealing intellectual property and
technology from start-ups developing critical technologies.

4. Apply the DoD-led critical technologies list as the basis for CFIUS transaction denials and export controls. Since
there is no agreement on this list across depariments/agencies today, DoD should partner with the economic
agencies (Commerce, USTR, Treasury and others) in sharing the rationale of technologies to be protected.

5. Review export controls to recommend to Commerce and State further limitations on entire classes of technology,
products, tools and equipment consistent with the critical technologies we want o protect.

6. Develop an intelligence sharing mechanism with allies in reviewing foreign technology imvestments, To
prevent China, for example, from acquiring a critical technology, we need to share the list of critical technologies
and develop a mechanism to coordinate with allies facing similar decisions r:gardﬁlgfomisnin\w“

¥ This worked on an iformal basis recently when the U, worked with Germany to block the acquisition of Aixtron, a Genman company with 1.5,
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7. Request that the intelligence community collect and analyze the intelligence regarding China’s capabilities as a
stralegic economic competitor on a regular basis.

8. Increase the new technology capabilities of DoD through focused efforts like the near-term Siralegic Capabilities
Office (SCO) and the longer-lerm Third Offset strategy 1o stimulate the demand for new technologics and gain the
experience of refining these for military purposes

9. Allocate more budget to DoD-sponsored research such as DARPA programs as well as creating the demand for
these advanced technologics (perhaps through new weapons programs) to ensure DoD and the supporting industrial
base gets the experience with refining and producing the new technologies

11. Continue fast prototyping and pilot projects through the work begun by DIUx to ensure DoD benefits from
the latest technologies developed.

Rﬂnmmeﬂd&hﬁm fm' US- Gmmut www

Given the sirategic competition underway with China, we propose restricting investments and acquisitions by
China in the crifical technologies identified by DOD, Since the vast majority of technology development today
comes from the commercial sector (rather than from government research) and so many of these technologies are
dual-use (such as antonomous vehicle capability which has commercial as well as military applications), resiricting
imvestments in a critical technology is the clearest and easiest policy to implement mther than attempting lo
distinguish between commercial technology and military technology where the difference is largely the field of use.
To be effective, the resirictions should cover all transaction fypes that enable technology transfer under an expanded
CFIUS jssrisdicaion (not only acquisitions but new investments, and joint ventunes—whether located in the U.S. or
abroad).

To engage effectively with the private sector, the U.S, g must be willing to acknowledge the strategic
competition underway with China and change its policies regarding open investment and free trade in the
technology sector, The U.S. must be willing to acknowledge the strategic threat from equal access to U.S.
technology, the unfair trading practices China engages in and share evidence regarding the degree of industrial
espionage and cyber thefl. With this change in policy, rationale and disclosure, the U.S. government can enlist the
private sector and academia to further twan the technology transfer to China,

alvsis capability. Since there is no comprehensive source on foreign investment across our

economy, alammmmn,tthS govemment should develop a data collection & analysis capability for real-time
visibility into foreign investments with a priority on countries which are a national secunity concemn. DoD is not a
natural home for this capability.

i W sovernment China policy. To coordinate all the departments and agencies
mlhaoomm.\\eﬂ-amwluedpohm this effort may need to be a National Security Council prioniy.

operations which provides in ing equipment (chemi deposition) in the actor industry.

A MmmmmbmﬁmmmiammmmmummammHmm In fact, the

Coemmission g dhorizing CFIUS tobar Chinse stae-cvmed 3 ling any U1, company and

limiting thi gy companics. The Conmi that th "lehml‘lkmwhmgu i ‘ "hinl bid

mmmmmmmm Thn(.‘mml‘w}mhawndﬂuf‘ ngn d thy th gy transfers 1o China
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3. Reform CFIUS: expand jurisdiction to review all technology transfer transactions and restrict

investments in and acquisition of critical technology companies by adversaries,

A Mandatory reporting requirements of foreign imvestments above a certain threshold {e.g., SIM);

(1) 'This does not imply that all of these investments will be reviewed or approved;

(2) However, if the imvestments are in companies working on the agreed-upon list of critical lechnologies
and the investment is from a country that represents a national security conce, these imvestments will
be challenged by CFIUS. While the private sector will not like the mandatory reporting requirement
and potential review by CFIUS, this alone will be enough of a deterrent in the certainty of closing a
financing round that most startups will avoid foreign capital

B. Expand CFIUS’ jurisdiction to inchude all technology transfer transactions: joint ventures (whether located in
the U.S. or abroad because technology transfer can occur whether the joint venture is in the U.S, or abroad),
green field imvestments, assets purchased from banknupteies, reverse mergers, elc.

C. Develop a more formal and transparent risk scoring of transactions (discriminating by country and by sector) to
facilitate the review of more transactions; strive to accept Jow-risk transactions quickly while dedicating more
resources for the high-risk transactions

D. Provide the security agencies (Department of Defense, Department of Justice, Department of Homeland
Security) the formal authority 1o reject transactions based on national sccurity concers arising from a formal
risk scoring approach and when there is agreement among them

E. Giventhe cost and lack of proven effectiveness of mitigating agreements, strive lo minimize these and
standardize the ones that are needed; if mitigating agreements cannot be simple, CFIUS should deny the
transaction

F.  Allocate budget for CFIUS participating agencies to ensure sufficient resources to review a large number of
tramsactions (e.g., 1500 per vear or 10X the current level)

G. Formally collaborate with our allies in developing a coordinated strategy (especially with respect to China) that
addresses intemational security”

H Amhrahmﬂmﬁammwmsnmﬁemvuofunmmimmmmnmsﬁmlnr

g lellipence resources applied.  Work collaboratively between DoD) and the FBI to not
onl)'unduslandbcucrIhcMofhmwwmmhummwormﬂwlhﬂbefmu
occurs as a measure of success in addition to the number of successful cases prosecuted. Be more proactive in
canceling VISAs for Chinese agents engaging in industrial espionage.

5. Outreach to private secfor; Invest in education and awareness in an outreach to U5, businesses and the public.

A. Share the scale of China’s industrial espionage and plans for global economic dominance: reveal cases of
‘market manipulation, compromised supply chains, and espionage to make the case for economic losses rather
than rely purely on private sector’s patriotism

B. Develop a“Know Your Employec™ program 1o educate companies working to develop sensitive lechnologies to
mitigate the risks of employing foreign nationals

C. Develop a“Know Your Investor” program with outreach to the VC community to alert them to increasing
foreign investments in critical technologies with the potential for technology transfer or intellectual property
theft: share what we know from counterintelligence efforts

D. Increase cybersecurity protection of the technology sector, Since this is a source of very cosi-effective illegal

“Thllpwridmllnkﬁlkumwndmnfhwm ies review forcign i ! 4o know th CF,

“hamisen for this and others d However, simce technology transfer to China is 2 multinational issue, it only mal dinate with
our allies in deterring this. The U5, is already working with some allied govemments on a limised and informal basis but to incresse our effectiveness, we
should make this 2 regular and formal process.

2
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technology transfer, the U.S. govemnment should consider wheat incentives and assistance it can provide 1o
ensure that technology companies (and even early-stage technology companies) implement best practices to
prevent cyber theft. One idea might be for the Department of Homeland Security to consider technology
companies a5 part of its critical infrastructure programs.

6._Outreach (0 academia: Work with the State Department to ensure that student visas are appropriately scrutinized
and used as part of this change in policy.

jonal focus (o st gy de cnt and innovation with the goal of creating an urgent
mnalfoutsonus mmpmummummhunmmm Muntﬂdbtnldtwnand
expand the work outlined in the current U.S. 21st Century Science, Technology & Innovation Strategy.” Froma
human capital standpoint, this would include an increased emphasis on STEM graduates in the U.S. and should
consider immigration reform such that the large numbers of foreign graduate students can stay in the U.S. afler
graduation to contribute to our economy. This also implies a large increase in the basic research budget by
government and the appropriate incentives (¢.., through tax policy) for the private sector. The U5, should consider
min.gnaﬁnmlim-sinnpuimﬁiesmdfmﬂiu,gmmnsmmmmwrelfuns.”

Alternatives to these Recommendations

1. Do Nothing. Even though this is the de facto approach today, the cost of doing nothing is extraordinarily high:
the loss of $300 billion worth of stolen intellectual property each year, $300 billion in lost U.S. sales resulting
from this theft and 2.1 million U.S. jobs.”

L Restrict investments on a case-by-case basis. This approach puts too much faith in the ability to appropriately
discem which imvestments are problematic and which are benign. Given our recent experience with the
semiconductor industry where ther can be so many single transactions before the pattem emerges, thisis a
risky approach. There is more certainty and efficiency in the private sector and in government from a broader
but simpler policy that all understand.

3. Increased diplomacy and incentives to require China to more uniformly adhere to fair trade. The costof
increased technology transfer is too high to wait the vears that would be required to know if this diplomatic
approach is working. Given the expericnce of the past 15 years since China became a member of the WTO,
there s sufficient evidence already to know that there are many Chinese violations of fair trading practices and
China is unlikely to put support of the intermational economic order ahead of its own economic inferests as it
continues 1o pursue a mercantilist strategy.

4. Focus on U.S. technology development instead of restricting Chinese investment, [n fact, such a focus is
what we are recommending (see #7 above) but feel this strategy alone is not a substitute for effective defensive
steps to slow the technology transfer underway to China. A more successful policy is likely to combine what
we can do to foster innovation and technology while we also deter further technology transfer.

¥ A 215t Century Science, Technology & Innovation Siraegy for Anseica’s National Security”

¥ fact, this was recommended recently for the semiconductor industry by the President’s Council of Advisors on Seience & Technalogy in their report 1o
ithe President in January, 2017, We are suggesting a much broader focus of fuinre technology development rather than a narmow focus on 2 single indsiry.

™ The IP Commission Report (2013}
25
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Costs and Implications

A complete assessment of both the implications and game theory of potential reactions wonld require a much more
significant analysis but an outline of the major arcas of concern follows.

China restricted investment in U.S. technology secto

a For the private scctor, the costs of reparting forcign investment above a certain threshold level (1 million) would be
minor. The possibility of a CFIUS review would be the bigger burden if an early-stage company is comemplating
foreign capital; this would likely reduce some of the foreign capital investment since companies would not be willing

1o undertake the risk of a tlime-delay in a financing.

b. Limiting China's investment in U.S, technology companies would reduce the capital that China currently
contributes to the venture rounds of financing and reduce the capital available for U.S. mergers and
acquisitions (M&A) but the impact would be minor. China only participates in 10% of venture financing
and the Chinese contribution is probably 2-3% of the total $137 billion in U.S. venture investment.” There
would be a similarly minor impact on the U.S. technology M&A market which is about 12% of the total
1.5, M&A market. China's acquisition of U.S. companies totaled $50-70 billion in 2016 or 2-3% of the
total U.S. M&A market of $2.25 trillion.” However, the impact to an individual company could be
significant as there are examples of weaker companies where the only reasonable acquisition offer is from a
Chinese company interested in the technology for strategic reasons.

2. China retaliation in trade.

4. Creating friction. According o earfy reports, China is preparing to create some friction for U.S.
companies with operations in China as a first step if the Trump Administration pursues any trade war
tactics as have been promised in the campaign. These tactics would include more scrutiny through
imvestigations for tax compliance, anti-dumping and anti-trust probes. China would also scale back on its
government purchases of products from U.S. suppliers”

b, Trade disruption. A likely outcome of the recommendations to restrict China’s technology investments
and acquisitions would be disruption of the trading flows with China potentially limiting imports and
increasing tariffs. There could clearly be many examples of U.S. businesses which might be damaged by
supply chain disruptions especially in the technology sector and these would be difficult to estimate.
However, in terms of the macroeconomic effect, a disruption in trade would disproportionately negatively
affect the Chinese economty in a ratio of 410 1. Total Chinese exports 1o the U.S. were $498 billion in 2015
(18% of China's total exports) and 4% of the Chinese GDP. U.S. exponts to China were $161 billion in
2015 (7 %of U.S. total exports and 1% of U.S. GDP). Given the importance of growth to China's
economy, it would be a painful decision for the Chinese govemment to implement a policy which would
reduce its target growth rate of 7%, In the extreme case, if China were to stop alf exponts to the U.S,, this
would reduce China’s target GDP growth rate by 4 points o 3%. Exports play a much smaller role in the
overall U.S. economy and represent 12.5% of U.S. GDP while exports represent 21% of China’s GDP as
China is the world's largest exporter,

¢ Higher priced imports. The other significant impact to the U.S. economy of fewer imports from China

would be cost increases for imported goods. Given the low-cost of manufactured goods from China, the
resulting 1.0-1.5% higher prices paid for substitute goods would result in increased inflationary pressure for
Unmm-mwmﬂymmforu.s.busim." Given the low inflation environment we ane

* “The Rise of Chinese Investment i ULS. Tech Startups”, CB Insights Blog;

M MEA inthe US", b fergers, Aeq & Aliases. Betricved ot bty o

#% Steven Yang, “China Said to Mull Scrtiny of 15, Firms IF Trump Stars Fead, Bloamberg News, Janiary 6, 2017

#4418 China Trade Facts”, Office of the United States Trade Representative, 2016, Retrieved o [ wiwve st g0

4 “Understanding the 115 -Chim Trade Relationship,” Prepared for the U15-China Business Couneil by Oncord Economics (Jamury, 2017)
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currenily enjoying, this risk would not be as significant as the potential disruptions in gobal supply chains.

While a significant judgment call, the costs of these recommendations are outweighed by the benefits of a
stronger U.S. economy in the long-run buoyed by increased innovation and reduced risk of technology
transfer. As history shows us repeatedly, a strong. globally-leading economy is the only means to ensure
long-term national security,

it
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APPENDIX 1: Chinese Investment in Critical Technologies

Compared to other sources of investment, Chinese entities ranked only behind domestic U.S. sources ($469 billion)
and Europe ($76 billion), but well ahead of Japan ($19 billion), Russia (9 billion), Isracl (6.5 billion), India ($5
billion), and Korea (3.3 billion).

Chart 2: Chinese Share of U.S. Venture Capital Market 2010-2016

China 5% Other 3%  Russia 1%
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Chart 3: Chinese Investment in U.S, Artificial Intelligence Companies, 2010 - 2016
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Chart 4: Chinese Investment in U.S, Robotics Companies, 2010 - 2016
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Chart 5: Chinese Investment in U.S, AR/VR Companies, 2010 - 2016

$1.26bn 27
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Chart 6: Chinese Investment in U.S, FinTech Companies, 2010 - 2016
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APPENDIX 2: Select Chinese Venture Deals in 2016
Tlustrating Technology Focus™

™ Aabata G Eroye Giowp
- Autonomous vehicles 0 D Partners:

- CIIC Guoan, NetEass Capilal, China
mmm‘m

3 Hangzhou Lisison Inferacive

“ By

" Tencee, Lenovo Group, Ngbo GQY,
Hortzons Venhures, Banyan Captal

* CBlnsights data

i

¥

o
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Appendix 3: Case Studies of Chinese Venture Firms: SINOVATION and HAX

Sinovation Ventures

Sinovation Ventures is a venture capital firm domiciled in China with an office in Silicon Valley. The firm was
founded by Dr. Kai-Fu Lee in September 2009 and imvests in early stage companies (Series A and Series B) in the
United States and China. The company focuses on the following investment areas: Intemet of Things connected
devices, developer tools; and onlin education. Singvation's portfolio includes companies developing artificial
intelligence, robotics, financial technology and AR/VR technologics.”

Some sample portfolio companics include”™

o Swivl: Swivl, owned and operated by Satarii, is the maker of a personal cameraman robolic video device. Swivl
tums an iOS device into a personal cameranian with wireless microphone.

¢ Robby: Robby manufactures self-driving delivery robots that can awtonomously navigate sidewalks to the
consumer’s door. This can reduce the costs for the on-demand meal, grocery, and package delivery industry by
eliminating the high costs of human deliverers, which can ultimately lead to lower costs for the consumer.

Deep Vision: Deep Vision is a deep leaming company that is developing computer vision for cars, robots,
drones and machines of all type. Deep Leaming-powered breakihroughs are ushering in a revolution in
compuler vision which combine big data sets and powerful data centers.

o SPACES: SPACES is an independent virtual-and mixed-reality company based in Los Angeles, CA. SPACES
is working with such companies as Microsofi, NBCUniversal, Big Blue Bubble and The Hettema Group, among
others, o develop and produce a wide range of projects across all VR and MxR. platforms and technologies,
including Oculus Rift, HTC Vive, Microsoft HoloLens, Samsung Gear VR, PlayStation VR and Google
Cardboard.

Sinovation Ventures has invested in almost 300 start-ups so far, including many well-known intemet companies
such as Zhihu, Dianxin, Umeng, Tongbu Network, Wandoujia, Anquanbao, Kuaiva, Qingting FM, Yaochufa,
Weiche, Moji Weather, Elex, Kakao, Baozon Comics, Face++, VIPKID, Boxfish, U17, SNH48, ImbaTV, Molbase,
Ebest, Maihaoche, EALL, The ONE Piano, Zaijia, Joy Run, Horizon Robotics. Niu, Planetary Resources, etc. and
Meitu which is expected to go public on the Hong Kong Stock Excliange soon.™

The firm combines incubation and investment offerings to facilitate the growth of companics that suit the Chinese
marketplace. It has been awarded as a cutting-edge “National-Level Technology Company Incubator™ by China’s
Ministry of Science and Technology (MOST). It has also been recognized as an “Incubation Base for Strategic
Emerging Industrics in Beijing” and a “Zhongguancun National-Level Innovative Model of Incubator for
Indigenous Entreprencurship™ by Municipal Science and Technology Commitiee of Beijing, where the Fim's
headquarters is based. Sinovation Ventures has established itself as a top-tier venture capital firm in China and has
been backed by leading imvestors around the world. It currently manages three U.S. dollar funds and two RMB
funds, with a total asset under management of 1.2 billion (or about RMB § billion).”

% :
Bl inovsiioovenbures cocy

%" Data retrieved from CB Insights Database
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Hax

HAX is a hardware accelerator that has helped over 30 companies launch in the past 2 years. Based in Shenzhen
and with an office in San Francisco, HAX provides end-to-end technical and financial support o early-stage
hardware companies through its “Inferactive Manufacturing Process”, which enables rapid development of
manufacturable products.

Between 2014 and 2016, Hax participated in nearly balf of all deals involving Chinese investors (14 of 29 deals).
HAX companics receive up 1o $25.000 to $100,000 each and access to the SOS Ventures Hardware scaling fund.
]

Some examples of Hax investments include:

Petronics: Peironics is the creator of "Moust", a robotic mouse that has sensors, actuators, and intelligence
that actually sees a cat and responds i its hunting movements like a real animal would,

o Dispatch: Dispaich is creating a platform for local delivery powered by a fleet of autonomous vehicles
designed for sidewalks and pedestrian spaces.

o (lean Robotics: Clean Robotics provides trash sorting robots for offices,

HAX is backed by SOS Ventures, a venture firm with headquarters in Shenzen and an office in San Francisco. It
funds a handful of accelerators similar to Hax - Indie Bio in the biosynthetic space; Chinaccelerator for pure
software; and Food-X for food-related startups. S0S Ventures provides funding at the seed, venture, and growth
stage, providing expertise and technical assistance o entreprencurs in arcas such as engineering, mass
mw%mmmlmmmmmu The company’s website claims funding for over
500 startups

M Betrigved at fitps: ‘v cramchbase, comm organization hairi® enit
™ Retrieved st hitps fwww sosv. com
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Appendix 4: Chinese Government-Backed Funds in Silicon Valley'™

Company

Westlake

ZGC Capital
Corporation

HEDA
Investment
Co.Ltd

Shanghai
Lingang
Economic
Development
Group

Research
Institute of
Tsinghua
University in
Shenzhen

Tie to Local Government

Owned by Hangzhou
government

Indirectly owned by 17
state-owned enterprises,
including China State
Construction and Beijing
Industrial Development
Investment Management
Company.

HEDA is a fund set up by
Hangzhou Economic and
Development, an economic
development zone under
municipal government of
Hangzhou

Supervised by the state-owned
Assets Supervision and
Administration Commission of
the State Council (SASAC) of
Shanghai,

Half-owned by the municipal
government of Shenzhen, and
the other half is owned by
Tsinghua University.

Total Money Raised

$66 million ($16
million already
available and $50
million pending
approval for
transfer out of the
country)

$60 million so far,
plans to raise $500
million by 2020

$500 million

None yet; plans to
raise an overseas
fund this year

Tens of millions of
dollars

" Y umam Fhang, “Chinese Government's Path to Slican Valley,” The Informatian (January 23, 2017)

Select Investments

Wi Harper Group,
SVC Angel Fund,
Amino Capital,
FreeS Fund, Spider
Capital, Benhamou
Global Ventures

KiloAngel, Danhua
Capital, Plug & Play
(in the process),
Santa Clara office
building

None yet: Focusing
on information
technology and bio
tech.

A San Francisco
office building for
$42 million.

TEEC (Tsinghua
Entrepreneurs &
Executives Club)
Angel Fund,
Early-stage startups
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Appendix 5: China’s Economic and Technology Goals

Made in China 2025 is a plan aligning State and private effonts to establish China as the world's pre-eminent
manufacturing power by 2049 “Tis guiding principles are 1o have manufacturing be innovation-driven,
emphasize quality over quantity, achieve green development, optimize the structure of Chinese industry and
nurture human talent™" Aade in China 2025 highlights 10 priority scctors emphasizing the criticality of
integrating information technology with industry, Key sectors prioritized include;
o Advanced information technology
o Automated machine tools and robotics
Aerospace and acronautical equipment
Maritime equipment and high tech shipping
Biopharma and advanced medical products
New encrgy vehicles & equipment
12th Five Year Plan of 2011-2015 lists a “new generation information technology industry” as one of the seven
strategic and emerging industries to develop. Policies and practices were pul in place to (1) prioritize indigenous
innovation, especially in high-performance integrated circuit products, (2) promote domestic champions and (3)
encourage lechnology acquisitions
¢ ICT priorities include
Mobile communications,
Next generation intermet
Tntermet of things
Cloud computing
Integrated circuits
High-end software & servers
o Policies and practices:
o Prioritize indigenous innovation, cspecially in high-performance integrated circuit products
o Promote domestic champions: pursue M&A, reorganizations and alliances between upstream and
downstream enterprises
o Encourage technology acquisitions, participation in standards setting & moving up the value chain
13thFim\'url’lanof!l]lﬂ-mzn"lnherm?hs"mdeewmrefomandpﬁoﬁﬁﬁcdledfnrinﬂadﬁn(}m
2025 and emphasizes stronger control by the government over network-related issues as China continues to control
the intemet within China and gains access to global networks by controlling key component and telecommunications
lechnologies
*  Plan goal to “Encourage hundreds of thousands of people’s passion for innovation, building the new engine
for economic development”
o Leverages large internet base of 649 million users, 557 million of whom access the internet with a mobile
phone
o Deliverto large cities 100 MBps intemet bandwidth and provide broadband access to 98% of the population
living in incorporated villages
o ICT priorities include:
o Expansion of network economic space

o o o o

- - R - - A - -

" Scott Keamedy, “Critical Questions Made in China 2025." Center for Strategic and Intemational Stdies; Retrieved at
L WWWLCKEE il ] J02 S

"™ |y Chimg, “China Outlines ts Latest FYP Called Intemet Pl
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New generation information infrastructure,
Advancements in Big Data
Enhanced information security and cyberspace goverance
Fostering of domestic capabilities in:

n  Antificial intelligence
Smart hardware
New displays and intelligent mobile terminals,
5th generation mobile communications
Advanced sensors and wearable devices
Medium and Long-Term Plan for Science & Technology Development is the most far- reaching of government
‘plans to “shift China's corrent growth model to a more sustainable one, to make innovation the driver of future
mmkm&adcmlmimthhﬂﬁngufuhﬂipmmimﬂimmhﬂi@:’m There are 3 strategic
objectives:

+  Foslering an enterprisc-centered technology sysiem and enhancing Chinese firms” innovation

o Achieving major breakthroughs in targeted strategic arcas of development and basic research and boosting

domestically owned iniellectual property

Project 863: China's National High Technology Program is designed 1o overcome the shortcomings in
national security through the use of science & technology

»  Encompasses development of dual-use technology (civilian and military applications)

»  Lays a foundation for indigenous innovation
China’s Mega Project Priorities are 16 Manhattan-style projects”™ to bring together the focus on specific
innovations and the resources to ensure progress. These are outlined in Appendix 6.

o o o o

Appendix 6: Chinese National Science and Technology Major Special Projects
Mega-Projects
October 2016

Original Announced National Science and Technology Agencies in Charge
Major Special Projects Contained in the ‘2006-2020
Medium and Long-Term S&T Development Plan’

Core Electronics, high-eod general chips, basic software Minastry of Industry and Information Technology (MIIT)

Ultra large scale integration manufacturing technology Beijing, Shanghai governments

High-end computer numerical controlled machine tools and | National Development and Reform Commission, MITT
basic manufacturing technology

Water pollution control and treatment Ministry of Environmental Protection

Large-scale ol and gas fickds and coal-bed methane China Petroleum. China United Coal-bed Methane Co.

Lo Hannas, Chimese Indestrial Espionage, Chapter 3
Y Michael Raska, “Scieatific Inovation and China’s Millitary Modemization™, The [Nplomat {September 3, 2013}, Retrieved 2t hittp: 'www thediplomal com
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development

Next generation broadband wireless mobile communications

Ministry of Science & Technology (MOST). National
Energy Bureau, Tsinghua University

Genetic transformation and breeding of new plants

MIIT, Datang Electronics, CAS, Shanghai Institute of
Microsystems, China Putian

Major new drug development

Ministry of Agricullure

High-resolution Earth observation sysiem

MOST, Ministry of Health, People’s Liberation Army (PLA)
General Logistics Department

Prevention and control of major infectious discases

State Administration for Science, Technology and Industry
for National Defense (SASTIND), China National Space
Administration

Large passenger aircraft

MOST, Ministry of Health. PLA General Logistics
Department

Manned spaceflight and lunar exploration project

MIIT, Commercial Aircraft Corp. of China

3 Unidentified Classified Defense-Related Mega-Projects
(candidates include Beidou Satellite Navigation System and
Inertial Confinement fusion)

New Additional National Science and Technology Major
Special Projects Contained in the *Science, Technology
and Innovation 2030 Plan®

Acro-¢ngines and gas turbines

SASTIND, China Aircraft Engine Corp.

Quantum communications

Information networks and cyber security

Smart manufacturing and robotics

Deep-space and decp-sea exploration

Key materials

Neuroscience

Health care

Source: Tai Ming Cheung, Associate Professor and Director of the Institute on Global Conflict and Cooperation (11GC) at the

University of Califomia, San Diego
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Appendix 7: McKinsey Study on Industries Where China Leads in Innovation

To assess the comparative innovation capability between China and the U.S., McKinsey recently analyzed in what
industries China was developing an innovation lead and in what industries China is Ingging "

¢ Inimaditional manufacturing-based indusiries where low costs provide a competitive advantage, it is not
surprising that China is leading the world. These industries would include electronics, solar panels and
construction equipment where a combination of a large and concentrated supply base, agile manufacturing,
modular design and flexible automation all provide benefits.

*  Inits consumer markets (which are customer-focused), China has a natural advantage given the sheer size
of the market of 1.3 billion people (4x that of the U.5.) and this advaniage is compounded when markets
are protected. Industries where China again leads the world would include household appliances,
smartphones (functionality delivered at low cost) and internet software companics (Alibaba, Baidu and
Tencent).

*  Inengincering-based industries, the results arc mixed. The best example is high-speed rail where
innovation has been matched with focal demand and govemment sponsorship. China accounts for 86% of
the global growth in railmads since 2008, Other examples would be wind power and telecommunications
equipment (Huawei and ZTE). China is not yet leading in antomobile engines, acrospace, nuclear power or
medical equipment.

o Inscience-based industries, such as branded pharmaceuticals, the results ar poor. Here, the massive
growth and national focus on R&D spending have not yet paid dividends. These investments naturally take
a long time to pay off and the Chinese go is actively working to ibstacles to enable
Chinese firms to lead. This is an area where focus on national mega projects can be fruitful since they
concentraie government sponsorship with focused resources and local demand. For example, China is
rapidly improving its drug discovery and medical trials process to favor its domestic companies. Gene
ediling is a technology where the government sees tremendous promise and is actively supporting.

The following chart summarizes this industry-grouping analysis:
Chinese companies in industries that rely on efficiency-driven
innovation perform well, science-based companies less so.

Chis Industries: actual va dp 1 .
(based on China’s share of global GDP'), number of industries = 31

Above fair
share
3
Below fair
share 5
Effiviency driven Customer fogused  Engineering based Science based

Four innovation archetypes

"Ghina’s share was 12% in 2013,

Source: IHS Global Insight; International Data Corporation; annual reports; MoKinsey Global
Institute analysis

""" Erik Roth, keongmin Seong, Jonathan Waoctzel, “Gauging the Strength of Chinese Innovation,” Ak insey (huarterfy {October, 20151
8
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Appendix 8: Largest Chinese Cyber Attacks

o Breach of more than two dozen major weap in February, 2012 from the military and
HmmmmmwudmmmamthcSLmAmmml'urm
down ballistic missiles (Terminal High Altitude Arca Defense, THAAD) and the Navy's Acgis ballistic-missile
defense system, the F-35 Joint Strike Fighter, the F/A-18 fighter jet the V-22 Osprey, the Black Hawk belicopter

and the Navy’s new Littorel Combet Ship™
. nmm’amo(nm&umfwmml:mmuhﬂm»mmm
of g ling sensitive fion” * 1n 2004, an analyst named Shawn Carpenter a Sendia

Mmmam&mﬁamwmwmmmm&mm
in Guangdong Province in China. The hack wd:medhyhl’l!l“l’mllam.'auk
mummofﬂmmnﬁmwhmhhammwmdﬂmk.mdoﬂm

& PLA Unit 61398 (a cy berforce within the Chinese military) which penetrited the networks of >141 blue clip

ies across 20 strategically targeted industries identified in China's 12th Five Year Plan for 2011-2015 sach
asmmmﬂluwlﬁwmmmmin Among other areas of theft, source code was stolen from
some of the most promment U.S. technology h as Google, Adobe and others, Google |
this in January, 2010, msmﬂudmﬂnU.&mofSMofhwm Ammm
Mandiant, PLA Unit 61398 is just one of more than 20 cyber attack groups within China. "

«  “Hidden Lynx” uhchmr&mvammlmahmhﬂmofMﬁedﬁmmdwmnf
Wmconimuﬂmmnﬂhm phisticated has full s.u:hdlha‘ h secto
{inancial defe apencies ..ﬂuﬂmm

. "DHSmsﬂmhumDmhchUlIuﬁImc!BlZ.qhummklmdedﬁpsplpdlnmmm
slnlemﬂlnlgnmnnlhntemﬂhemdhrw;lqnm Forensic data suggests the probes origimated in
Ching™

o “Canadian ressarchers say in March, 2105 that Chinese hackers attacked U.S. hosting site GitHub, GitHub said
the attack involved “a wide combination of attack vectors™ and used new techniques to involve unsuspecting web
users in the flood of traffic to the site. According to the researchers, the attack targeted pages for two GitHub
users—Greal Fire and the New Fork Times’ Chinese mitror site—both of which ci China’s firewall ™"

o “The Commerce Department’s Bureau of Industry and Security had to throw away all of its computers in
October 2006, paralyzing the buren for more than a monih dis 1o targeted attacks originating from China. BIS is
here export i Hnology iemms o counties ke China are issoed ™"

. Bmchﬂiells.Muwhmmmm[MmmdmwpamﬂﬂcsoNJmllm
former and current government employee as well as the security clearance background informsation for 21.5
million indrviduals was stolen. rmmmwmmumsmmdmmu

nmnnlmﬁxnmm

Y% Ellen Nakashiema, “Confidential Report Lists U5, Weapons System Designs Compramised by Chinese Cyberspies”, I ashingion Past (May 27, 2013).
Retrieved at bafpc/woww washingtonpost com

1 Nathan Thoeburgh, “lnside the Chinese Hack Attack™, Time (August 25, 2005). Retrieved a i ‘v content time com

1% gosh Rogin, “The Top 10 Chincse Cyber Aacks (hat W Know of),” Foreign Policy (lanmary 22, 2010) Retrieved at

it wwww utp: Foretgnpodicy, com 2010-01 22ive-bop-10-chinese-cvber-stacks-that-vee-know-of

1 “APT: Exposing One of China's Cyber Espionage Units”, Mandiant Report, 2013.

1 =idden Lyny-Professional Hackers for Hire", Symanter Official Blog (September 17, 2013). Retrieved at g ‘wwwe svmantes com
113 probert Knake, “Five Chinese Cyber Atlacks that Might Be Even Worsc than the OPM Hack.” Deferese One (fums 15, 2015). Retrieved at
hitp:www defemseonc com,

"™ Enake, “Five Chinese Cyber Attacks that Might Be Even Worse than the OPM Hack™

" Rogn, “The Top 10 Chinese Cyber Attacks {that We Kanorw of)

16 “Ths OPM Breach: How the Government Jeopardized oue National Security for More than a Generstion.™ Cy Oversight &
Reform, U8, House of Representatives, 114dh Congress (September 7, 2016)
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Appendix 9: U.S. Events with Chinese Sponsorship

1. Silicon Valley Innovation and Entreprencurship Forum (SVIEF), according o its website “is an
international conference designed to foster innovation and promote business partnership ting U.S.
and Asia-Pacific region.” SVIEF has expanded to hold two conferences per year, the main conference
held in the fall of 2016 and Silicon Valley Smart Future Summit held in winter and focused on
interconnected devices. Both events ar held at the Santa Clara Convention Center in Silicon Valley. A
U.5. Congresswoman (Judy Chu) is the honorary Chairwoman of SVIEF and a keynote speaker al the
principal fall conference was former U.S. Secretary of Energy Steven Chu. This gathering of startup
CEOQs, venture capitalists, Chinese companies and Chinese venture capitalists makes this an ideal
location to collect information on the state of U.S. technology. Chinese officials attend who are assigned
to collect intelligence.

2. DEMO China, an annual event held in Samta Clara, California (the heant of Silicon Valley) showcasing
promising startups to Chinese investors. The event includes a keynote by the Chinese Consulate
General, and has panets throughout the day covering topics such as navigating obstacles 1o investment in
the U8, and China; tips on how to evaluate startups; advantages of technology accelerators; and
discussion of other investment trends.

3. Silicon Valley-China Future Forum (August, 2016) to link Silicon Valley with Chinese capital
specifically in the fields of augmented reality, virtual reality and antificial intelligence.

4. China Silicon Valley is working with Silicon Valley city governments to drive increased investment and
job growth by facilitating talent, technology and business exchange and investment between cities and
businesses in China and their Silicon Valley counterpans. The intent is 1o help provide a one-stop service
for government relations, legal, tax, consulting, networking and talent acquisition to facilitate Chinese
govemment, busingsses and individuals 1o invest, establish a factory, R&D center or other business
activities in Silicon Valley. China Silicon Valley bas an extensive network of business partoers from
diversified industries in Silicon Valley to carry out these activities.

5. The Global Chamber San Francisco (GCSF) hosts a seminar for entrepreneurs, investors and service
providers with an inderest in U.S.-China markets on strategies and best practices (o enter and capitalize
on business opportunities in U.S. & China.

6. U.5.-China VC Summit & Startup Expo (October, 2016) hosts a conference in Boston for imvestors
and entreprencurs who want to collaborate on opportunities between the U.S. and China,

7. Chinese American Semiconductor Professional Association (CASPA) holds many dozens of events
per vear in Silicon Valley and China. For 2017, the published schedule includes 4 conferences, 4
tradeshows, 4 workshops, 3 carcer development events, 3 intemational trips to China, hosted delegations
from China and 6 members networking events. These events are all gathering Chinese and American
semiconductor talent with the purpose of recruiting American talent.
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APPENDIX 10: Private Sector Largely Unaware of China’s Technology Transfer Threat

mmmmuhgdvmmurmmsphmm ic domination (nor

1 the scale of technal mwcmwmmmu-mmww
mmsmummmmmus-«hd 3 of bilateral
{rade and engagement. Thebmfmoflwcoﬂmmﬁmmﬁwmmofah@e&mmhahmmuw
promoted--certainly by the Chinese busi ity and g but also reinforced by U.S: economic policies designed
to foster the integration of the .5, and Chinese i of a calculated geopolitical embrace of China, begun under
mnmmwmmmmmmwmm

Whilk there have been FBI efforts to wam companies of mdustrial espionage risks, these are rarely the lead stories in the
narrative with China even though the mimber of convictions have been nsing. In cases whene the information mhsw[nd,h

FBI has greater difficulty sharing the evidence which would show China to be the perp in cases of market manip
combined with industrial espionage and cyber theft. hmMMU&mumhummdthwbm
China has used some of the technology transfer methods outlned above in combination.  Further, s

has not been a priority for the U.S. mdlvgawcsgmnpﬂnmgndmlvmgihnmﬂwhsmlmnmm
Tesources nor a planned, systematic effort. The FBI officials who spoke with the authors of this report noted that the bureau has
very limited resources relative to the threat. Even whene resources ane applied, the measure of success for law enforcement is
prosecutions rather than preventing the theft.

We spoke with some Silicon Valley technol ¥ d many pitalists in the course of this work (a list is
available in Appendix 12). Most were not aware of the degree of threat China poses and were more focused on the market
opportunity of selling to Chinese businesses or consumers than in long-term trends of technology transfer that threaten to erode
S, global competitiveness and, along with it, military supremacy. Firms, like Cisco, who directly compete witha
Chinese-backed global champion, like Huawet, represent the exception since Cisco is well aware that when Huawei competes for
business in an emerging maskel, ike Africa, that the Chinese goverment joins Huawei and brings a portfblio of additional
offerings 1o bear on a deal. mevhﬂwdmwwumhdfwwhﬂdmfmmmmm
finance this with low-cost capital from the China Development Bank and, i mmdcpbsm"‘ ity in
mmmmﬂmmmmwm,mm,wu h 1g gear.
Cisto finds this is extremely difficult to compete with and has lost market shere on a global basis to Huawei in emerging markets.
Bymmmmadmmmmmmﬂmmﬂummadmﬂﬂmmmm:ghm
champion that is today the world's largest tel

Many of the venture capitalists we spoke with were kargely f the participation of Chinese capital in early-stage
mhg)mmm:mmgmﬂwmmlmmmmdewmmwmﬁ
percentage has increased dramatically from a few years ago. Several U.S, venture fimms who have done deals with Chinese
venlure capitalists expressed their frustration about multiphe rounds of re-negotiation on price and ferms saving vou never really
Ymew if you had conchuded a deal. Most that the Chinese intemet companies (Baidu, Tencent, Alibaba, etc.) were
actively participating in deals as strategic investors. Naturally, the ity and techaology companies are pleased to
heavee the benefit of this additional capital in the market when they benefit from the higher valuations that result, at least one
venture capitalist was concemed about the asset pricing distortion that comes with what was seen as a willingness of’ the Chinese
to overpay for assets. We also Jearned that Chinese capital is involved to a small degree as limited partners of US. venture firms.
The lists of limited partners are very closely guanded but the venture capitalists we spoke with assured us that the Chinese limited
pertner stakes in their fimys were well under 10%.

™" Conversatons with D { Defense and FBI Counterintll —
unable 1o do the forensic wark 10 see whene cyber theft has lod to indstrial espa =T RS
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Appendix 11: Strengths and Weaknesses of CFIUS Process Today

Strengths

Anunderstood process defined by FINSA statute (2007)
No clear view on whal constitutes a controlling interest that iriggers an assessmen by CFIUS which allows
CFIUS 1o review more teansactions than if a quantitative metric were abways applied such as a 51% equity
stake

Many problematic potential acquisitions by Chinese companics have been stopped

Weaknesses

CFIUS reporting is voluntary~-transactions do not have to be reporied

There are many types of technology transfer nof cumently covered by CFIUS

Joint ventures where the U.S. company contributes IPfiechnology rather than an entire business
Technology licenses

Private company Iransactions that are “below the radar”

Minority investmenis that do not rise to the level of a “controlling interest™

Reverse mergers

Greenfield investments

Assets purchased from bankrupicies

There’s an inherent bias to develop miligation agreements'" to allow transactions to proceed but mitigation
agreements are difficult 1o construct and enforce. Mitigation agreements lock companies into
uncompetitive cost structures; (hese are too ofien designed under time pressure resulting in ong-of-a-kind
agreemenis or agreements which are far too comprehensive. There are no government resources assigned
to monitor these agreements which undoubtedly means they are unenforced. The likelibood of a costly
miligation agreement also reduces the incentive for friendly foreign companies to acquire U.S. companies.
There is no formal risk-scoring (by country and by sector) to creale a trinsparent, scalable process to
manage large numbers of transactions; expecting consensus among the 14 CFIUS agencies is unrealistic
Security agencics (Depariment of Defense, Department of Justice, Depariment of Homeland Security) are
not tasked to collaborate in articulating the national security risks of foreign investment in sensitive
technology and facilities

No comprehensive view of the technology landscape exists, and since CFIUS is only designed to review a
single deal at a time, there is increased risk of damaging a complete sector critical 1o national security such
as s happening in semiconductors”

Allied govemments” view of threats are not incorporated

Required centification o Congress of “no unmitigated security threats™ is unrealistic; with an increasing
mumber of complex transactions there will be unmitigated security threats that evolve

90-day timeline defined by statute does not allow for dealing with more complex transactions

CFIUS transactions arc expanding to >150/ycar and there is no dedicated funding by Congress to support
this effort; resources are stretched in every participating agency

0o o 0 o 6 oo

L Y

ponl: that saisfy ch secunity

From 2009-2011, oughly % ofallcses reviewed resited i miigation

. 1 the CFIUS Process,” Organizat jonal Investment.

agrecments.
"1 “Enguring Long: Term LS, Leadership in Semicondiactors,” President’s Council of Advisars on Scicnoe and Technology, January 2017
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Appendix 12: Consultations

CONSULTATIONS
INTERVIEWS w/ OFFICIALS FROM POLICY, ACADEMIC AND INVESTMENT ECOSYSTEM
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