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Y2K TECHNOLOGY CHALLENGE: WILL THE
POSTAL SERVICE DELIVER?

TUESDAY, FEBRUARY 23, 1999

HOUSE OF REPRESENTATIVES, SUBCOMMITTEE ON THE
POSTAL SERVICE, JOINT WITH THE SUBCOMMITTEE ON
GOVERNMENT MANAGEMENT, INFORMATION, AND TECH-
NOLOGY, COMMITTEE ON GOVERNMENT REFORM; AND
THE SUBCOMMITTEE ON TECHNOLOGY, COMMITTEE ON

SCIENCE,
Washington, DC.

The subcommittees met, pursuant to notice, at 10 a.m., in room
2154, Rayburn House Office Building, Hon. John McHugh (chair-
man of the Subcommittee on the Postal Service), Hon. Stephen
Horn (chairman of the Subcommittee on Government Management,
Information, and Technology), Committee on Government Reform,;
and Hon. Constance Morella (chairwoman of the Subcommittee on
Technology), Committee on Science presiding.

Present: Representatives McHugh, Horn, Morella, Miller, Bart-
lett, Gilman, Biggert, Gutknecht, Turner, Stabenow, Gordon, Wu,
and Rivers.

Staff present from the Subcommittee on the Postal Service: Rob-
ert Taub, staff director; Heea Vazirani-Fales, counsel; Jane
Hatcherson, office and systems administrator/legislative assistant;
Abigail D. Hurowitz, clerk; Denise Wilson, minority professional
staff member, Committee on Government Reform; and Jean Gosa,
minority administrative staff assistant, Committee on Government
Reform.

Staff present from the Subcommittee on Government Manage-
ment, Information, and Technology: J. Russell George, staff direc-
tor; Bonnie Heald, communications director and professional staff
member; Matt Ryan, policy director; Mason Aliger, clerk; and Faith
Weiss, minority professional staff member, Committee on Govern-
ment Reform.

Staff present from the Subcommittee on Technology: Richard
Russell, staff director; Ben Wu, professional staff member; Joe Sul-
livan, staff assistant; Mike Quear, minority professional staff mem-
ber; and Marty Ralston, minority staff assistant.

Mr. McHUGH [presiding]. Let me call the meeting to order and
wish everyone, “Good morning” and my personal words of welcome.

This is somewhat of a unique meeting today, in that we are join-
ing not just another but, in fact, two other subcommittees, for a
total of three. Two of which have been designated as the, “experts,”
on the year 2000 problems. My good friend on my left—only figu-
ratively speaking—from California, Mr. Horn, fresh from a starring
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engagement on the “Today” show, and his role as the chairman of
the Subcommittee on Government Management, Information, and
Technology. And my other good friend, Mrs. Morella—Connie, how
are you—and her chairmanship over the Subcommittee on Science
and Technology. Rather than a joint hearing, I suppose we could
consider this a “trifecta” of sorts—[laughter]—and I certainly wel-
come the opportunity to join my distinguished colleagues in this
hearing today. I know we all look forward to having the benefit of
the testimony and input of our very distinguished witnesses.

This is certainly a serious matter that must be addressed fully—
and I want to emphasize the word “fully”—and must be addressed
within the next 311 days for those of us who are counting.

The Postal Service has stated that it is assigning a high priority
to addressing the Y2K problem and is spending a significant
amount of money on that effort. The Service has estimated that the
total cost of fixing its Y2K problem could be one-half to three-quar-
ters of a billion dollars. Given the importance of the Postal Serv-
ice’s mission to all Americans, whether at home or at their place
of business, we must ensure that this problem is and, of course,
stays on track.

The Postal Service faces a major challenge in updating its com-
puter system to correctly identify dates beginning in the year 2000
and, thus, avoid malfunctions that could significantly, even disas-
trously, disrupt mail delivery. The Postal Service has a special re-
sponsibility in this regard because it is likely that a number of pri-
vate-sector and Government groups may need to utilize the agency
as a backup delivery system if their computers malfunction, raising
concerns about the prospect of a mail surge in January of next
year.

An early assessment by the Inspector General showed that the
Service was slow to recognize the scope of this problem and failed
to take the necessary actions early on to ensure that its computer
systems were indeed Y2K compliant.

More recently, the Postal system’s November 19, 1998, quarterly
report to the Office of Management and Budget, on its efforts in
this matter, indicated progress in its meeting the challenge. The
Service’s remaining tasks include completing the adjustment of its
computers so that they are all completely compliant, fully testing
computer systems, and, of course, preparing contingency plans to
help ensure continuity of core business operations.

Our witnesses today include the Postal Service’s Inspector Gen-
eral, the General Accounting Office, and the Postal Service, itself.
The Inspector General has been working closely to assess and mon-
itor the Service’s progress, and we certainly look forward to her in-
sights and recommendations.

The GAO has also been evaluating the postal situation, and that
office, I believe, can provide some context given its assessments of
the Y2K problems encountered in other Federal agencies of similar
size and scope such as the Department of Defense. And, of course,
we are anxious to hear firsthand from the Postal Service on the
progress it has made in overcoming its early difficulties as identi-
fied last year by the Inspector General.

As T stated at the outset, given the importance of the Postal
Service’s mission to the American public, close oversight will be
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needed to ensure that its year 2000 program stays on track, and
today’s hearing, we all hope, is one step in that very important
process.

And with that, before we go to our witnesses, I would be happy
to yield to my good friend, Mr. Horn, who actually came to me with
the idea of this hearing. So I am really relying upon him to make
us all look smarter than I think I am. But with that, I would be
happy to yield to the gentleman from California.

[The prepared statement of Hon. John M. McHugh follows:]
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Statement of the Honorable John M. McHugh, Chairman
Subcommittee on the Postal Service
Y2K Hearing - February 23, 1999

Good Moming. The Subcommittee’s second meeting in the 106"
Congress will come to order. 1 welcome all of my colleagues.

This is a unique Subcommittee meeting in that we are joined by the
two House Subcommittees designated by the Speaker as “the experts” on the
Year 2000 problems — both Mr. Horn’s Subcommittee on Government
Management, Information, and Technology, and Mrs. Morella’s Committee
on Science’s Technology Subcommittee. Rather than a *joint” hearing, I
suppose we could consider this a trifecta, of sorts. I welcome these
Subcommittees to our hearing today, and look forward to having the benefit
of their thoughts and expertise on this matter.

And it is a serious matter that must be fully ~ and I emphasize the
word “fully” — addressed within 311 days. The Postal Service has stated that
itis assigning a high priority to addressing the Year 2000 problem, and it is
spending quite a bit of money on it. The Service has estimated that the total
cost of fixing its Year 2000 problem could be a half, to three-quarters of a
billion dollars. Given the importance of the Postal Service’s mission to all
Americans, whether at home or at work, we must ensure that its Year 2000

program is, and stays, on track.

The Postal Service faces a major challenge in updating its computer

systems to correctly identify dates beginning in the year 2000 and thus avoid



malfunctions that could disrupt mail delivery. The Postal Service has a
special responsibility to correct its computers to avoid Year 2000 problems
because a number of private sector and government groups may need to use
the Postal Service as 2 backup delivery system if their computers
malfunction, For this reason, the Postal Service is concerned about the

prospect of a mail surge in January 2000.

An early assessment by the Postal Service’s Inspector General showed
that the Service was slow to recognize the scope of the challenge and take
necessary actions to ensure that its computer systems were Year 2000
compliant. More recently, the Postal Service’s quarterly progress report to
the Office of Management and Budget in February 1999 on the state of Year
2000 efforts indicated progress in meeting this challenge. The Service's
remaining challenges include completing the adjustment of its computers so
that they are Year 2000 compliant, fully testing computer systems, and
preparing contingency plans to help ensure continuity of core business

operations.

Our witnesses today include the Postal Service’s Inspector General,
the General Accounting Office, and the Postal Service itself. The Inspector
General has been closely assessing and monitoring the Service’s progress,
and we look forward to her insights and recoramendations. While the GAOC
has also been evaluating the Postal situation, it can provide some context
given its assessments of the Year 2000 problems at other federal agencies of
a similar size and scope, such as the Department of Defense. And, of
course, we want to hear first-hand from the Postal Service on the progress it
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has made in overcoming the early difficulties identified last year by the

Inspector General.

As [ stated at the outset, given the importance of the Postal Service's
mission to the American public, close oversight will be needed to ensure that
its Year 2000 program stays on track. Today’s hearing is one step in the

process.
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Mr. HORrN. Well, I thank you. As chairman, you have done a won-
derful job over the last few years we have been colleagues in re-
viewing the Post Office. Thank you for calling this hearing.

If I might, I am going to only read one or two sentences from my
opening statement. Mr. Chairman, I would like to have the state-
ment put in the record as if read at this point.

Mr. McHUGH. Without objection, so ordered.

[The prepared statement of Hon. Stephen Horn follows:]
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“Y2K Technology Challenge: Will the Postal Service Deliver?”

OPENING STATEMENT
REPRESENTATIVE STEPHEN HORN (R-CA)
Chairman, Subcomsmittee on Government Management,
Information, and Techoology
February 23, 1999

There are only 311 days left to the American taxpayers that both public and private
computer systerns, which are critical to our lives, are Year 2000 compliant. Unfortunately, even today,
many private organizations and gover i entities are only beginming to recognize the potential

impact of this problem. Some are just starting to fix their systems, leaving little, if any, time for one of
the most important aspects of the remediation effort — adequate testing.

The problem is real; the consequences, serious; and the deadline, unmovable.

As you know, the House Subcommittee on Government Management, Information, and
Technology, which [ chair, has focused on the potential problem since early 1996. Yesterday, my
Subcommittee issued its seventh report card. By and large, it showed considerable improvement
throughout the Federal Government. However, much work still remains. We will continue to steadfastly
monitor the Federal government’s Year 2000 readiness and prod those departments and agencies that lag
behind.

1 look forward to heating from our witnesses this morning on the Postal Service's preparation for
the Year 2000 technology challenge. The Postal Service is arguably the Federal Government’s largest
business, and with nearly 775,000 employees and 38,000 Post Office branches, the organization moves
about 630 million pieces of mail each day. As citizens, we sometimes take the services of the Post
Office for granted—how easy it is to simply mail letters, receive paychecks, send payments, and mail
packages overnight. The Postal Service function is absolutely essential to ining the American
economy. )

But what do we really know about the Postal Service’s Year 2000 readiness? It recently reported
that 70 percent of its 156 mission-critical systems are now compliant -~ which is a modest 12 percent
fmprovement since November.

We also know that the Year 2000 hits the Postal Service at its busiest time of the year — in the
fall and around the holidays — when the daily volume of mail increases.

Furthermore, we have found that the Postal Service is one of the major contingency plans for all
governments, individuals and businesses that conduct busi and p i affairs el tcally. That
brings about some interesting questions:

» Wil the Postal Service’s mission-critical systems be ready for the Year 2000 OR will we
revert back to the time of the Pony Express?
» Isthe Postal Service prepared to potentially handle a large increase in the amount of mail it
may have to move because of Year 2000 computer problems within other industries?
«  Finally, what is the Postal Service’s contingency if its systems go down?
Onpe thing is certain: the mail must go through. Today, I hope to be reassured that the Postal
Service will continue to deliver. I welcome today’s witnesses and look forward to their testimony.
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Mr. HORN. I think I can say this about the Post Office Depart-
ment. Based on my experience, 30 years of living in Long Beach,
CA, I have never had one single complaint about the Post Office
Department. You have a marvelous group of people out there. Mr.
Good, I think a lot of you know, who headed the Long Beach oper-
ation and was moved around the country in a couple of cases to sal-
vage those operations. They run a fine system. I have been in every
single branch post office in that district at least four times over the
last 6 years. And, again, both clerks, letter carriers have done
things with a smile.

So, I don’t come at this from being “dogged” after the Post Office
Department. But I come at it because, as the chairman said in his
opening remarks, everybody else’s contingency plan, if their elec-
tronics and computers don’t work, all of them are depending on the
post office. We have enough trouble with the ones that have com-
puters, and we hope they will work, and not just in the Federal
Government, but in the society, in general. But, again, we are
going to be really “up a creek” or “down a creek,” whatever the
phrase is, in needing your help, because January 1, 2000, is right
in the midst of your major rush of the year. If everybody is mailing
43 million checks or 10,000 checks in a small business, whatever
it is, they are going to need your help.

So, one of the things I hope will come out of this hearing is some
understanding of how you can be the contingency person of the
American society.

If we can hold the rest for questions—I am going to have to step
out at 10:45 for about a half an hour, Mr. Chairman, but I will be
back.

Mr. McHUGH. I thank the gentleman.

There really is no order of seniority. Well, there is, of course—
[laughter]|—but we are not adhering to any kind of rank here. We
have, as I said, three subcommittees, and of course a lot of Mem-
bers, I know, will be coming in and out and the fact that we are
going to our third Chair this morning, as the third spot has abso-
lutely no relevance to anything other than that seems to be the
way it worked out.

But with that, I would be delighted to yield to Chairwoman
Connie Morella for any comments she might like to make.

Mrs. MORELLA. Thank you, Mr. Chairman.

I appreciate your holding this hearing, with the three sub-
committees coming together, because we recognize what an impor-
tant issue this is and how important the Postal system is to all
Americans and to all people who are in the United States and, as
a matter of fact, throughout the world.

So, I am pleased to be here. We talk about three Chairs; maybe
we need to look at the table here that we have before us.

Delivery of the mail, of course, is so fundamental to our Nation
that it would be unthinkable for us to not have it. And yet, just
as in virtually every large business, and the Postal Service is a
quasi independent agency, is arguably the largest business in the
Federal Government with over 700,000 employees handling over
185 million pieces of mail annually, the Postal Service is also being
bitten by this millennium bug. So, the Postal Service must take
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every available necessary action to correct the Y2K computer
glitch, especially in this age of highly automated mail delivery.

The problem is that, due to initial inadequate leadership and
lack of management priorities, the Postal Service only began to
dedicate sufficient resources, personnel, and funding to the issue
much too late. And as a result, there are justifiable concerns about
the Postal Service’s ability to be fully Y2K compliant before Janu-
ary 1, 2000. And that deadline is like 311 days away.

I have been assured that, despite these concerns, the Postal
Service is determined that in the new millennium anyone who
drops off mail at the post office should remain absolutely confident
that their letter or package will arrive at its intended destination,
even if it has to be manually sorted or even if it needs to be deliv-
ered by Pony Express.

I have no doubt that getting the mail there will not be a problem,
but the Y2K challenge may ultimately give a stark, grim truth to
the old excuse, “the check is in the mail.” The possibility of signifi-
cant business interruptions exist if the Postal Service isn’t able to
operate in the same manner as it does now. And these business
interruptions could potentially affect our Nation’s economic sta-
bility. If there is no confidence that the Postal Service can deliver
the mail in a timely manner, then businesses and others will turn
elsewhere when a letter or a package absolutely, positively needs
to get there.

These concerns about the Postal Service are especially pro-
nounced because, in many cases, the Postal Service is the contin-
gency plan for organizations and individuals that conduct business
electronically.

Assuring the American public that the Postal Service will have,
at worst, minimal Y2K disruptions is vital. It is vital to maintain-
ing the trust and confidence that the institutional has held for over
200 years.

To help us achieve that goal, we have a distinguished panel of
witnesses from the Postal Service, the Postal Service Inspector
General, and the General Accounting Office. Both the Inspector
General and the GAO have issued a series of specific recommenda-
tions to guide the Postal Service in its operations and we appre-
ciate that.

I am looking forward to reviewing the recommendations with the
Postal Service, determining the current status. I expect this hear-
ing will be very helpful in guiding the Postal Service toward mak-
ing the necessary changes in the short time remaining so that we
can be confident that, “through rain, snow, sleet, hail, or Y2K,” our
Nation’s mail will be delivered in a timely manner.

And, Mr. Chairman, I just want to announce that young people
are interested in this hearing, too. There is a class here of informa-
tion technology students from a high school in Maryland. It is not
in my district, but it is Springbrook High School, and I am pleased
they are here because they wanted to come and to listen and to
learn from this hearing.

I yield back.

[The prepared statement of Hon. Constance A. Morella follows:]
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Opening Statement of
Congresswoman Constance A. Morella
Chairwoman, Technoliogy Subcommittee
House Science Committee

The Impact of Y2K: Can the Postal Service Still Deliver?
Joint oversight hearing on the status of the Year 2000 challenge
at the United States Postal Service

Tuesday, February 23, 1999
10:00 a.m. - 12:00 noon
Room 2154 Rayburn House Office Building

| am pleased to chair this morning’s hearing and
join my colleagues from the Committee on
Government Reform’s Postal Service subcommittee
and Government Management, Information and
Technology subcommittee in this first
Congressional hearing on the impact of the Year
2000 challenge to the United States Postal Service.

Delivery of the mail is so fundamental to our
nation, it would be unthinkable for us not to have it.

Yet, just as in virtually every large business -
and the Postal Service, as a quasi-independent
agency, is arguably the largest “business” in the
Federal government with over 700,000 employees
handling over 185 million pieces of mail annually —-
the Postal Service is also being bitten by the
millennium bug.
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So, the Postal Service must take every available
necessary action to correct the Y2K computer glitch,
especially in this age of highly automated mail
delivery.

The problem is that due to initial inadequate
leadership and a lack of management priorities, the
Postal Service only began to dedicate sufficient
resources, personnel, and funding to the issue
much too late. :

As a result, there are justifiable concerns about
the Postal Service's ability to be fully Y2K compiiant
before the January 1, 2000 deadline - just 311 days
away.

I have been assured that despite these
concerns, the Postal Service is determined thatin
the new millennium anyone who drops off mail at
the post office should remain absolutely confident
that their letter or package will arrive at its intended
destination — even it has to be manually sorted or
even if it needs to be delivered by Pony Express.

i have no doubt that getting the mail there will
not be the problem, but the Y2K chailenge may
ultimately give a stark, grim truth to the old excuse
“the check is in the mail.”
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The possibility of significant business
interruptions exist if the Postal Service is not able to
operate in the same manner as it does now.

These business interruptions could potentially
affect our nation’s economic stability.

If there is no confidence that the Postal Service
can deliver the mail in a timely manner, then
businesses and others will turn elsewhere when a
letter or a package “absolutely, positively” needs to
get there.

These concerns about the Postal Service is
especially pronounced because in many cases, the
Postal Service is the contingency plan for
organizations and individuals that conduct business
electronically.

Assuring the American public that the Postal
.Service will have, at worst, minimal Y2K disruptions
is vital to maintaining the trust and confidence that

the institution has held for over 200 years.

To help us achieve that goal today is a
distinguished panel of witnesses from the Postal
Service, the Postal Service inspector General, and
the General Accounting Office (GAO).
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Both the Inspector General and the GAO have
issued a series of specific recommendations to
guide the Postal Service in its operations.

I am looking forward to reviewing these
recommendations with the Postal Service and
determining their current status.

| expect this hearing will be very helpful in
guiding the Postal Service towards making the
necessary changes, in the short time remaining, so
that we can be confident that through rain, snow,
sleet, hail, or Y2K, our nation’s mail will be delivered
in a timely manner.
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Mr. McHUGH. Well, thank you, Connie. We appreciate your kind
comments and your leadership on this issue.

And, we certainly welcome the high school students who have
joined us, as we welcome all of our guests.

One of the positive things about having three Chairs is you also
have three ranking members who are associated, and we have been
joined with one already, the ranking member on the Government
Management, Information, and Technology Subcommittee who
serves faithfully with Mr. Horn, and Mr. Horn tells me does a ter-
rific job as well, Mr. Turner, the gentleman from Texas. I would
be happy to yield to him at this time.

Mr. TURNER. Thank you, Mr. Chairman.

I would like to thank Chairman McHugh, Chairman Horn and
Chairwoman Morella for holding this hearing today on the status
of the Postal Service Y2K conversion efforts.

It is hard to imagine that we have 640 million pieces of mail
flowing in this country every day and 38,000 postal facilities. You
certainly have a challenge ahead of you to be sure that you are
Y2K compliant. It is my understanding that a concentrated effort
is being made, and I commend you for doing that.

They tell me much work remains to be done. I am told that there
are 148 of the 156 most-critical systems that have been repaired
and in service and ready for Y2K, but only 40 of those systems
have actually had their respective repairs tested and verified. I am
also told that you have much work to be done in the area of contin-
gency planning. If there is anything that I would think the Amer-
ican people would expect from the Federal Government is to be
sure that their mail is delivered on time on January 2, 2000.

So, I commend all of you for your efforts, and we look forward
to hearing your report to us today.

Thank you, Mr. Chairman.

[The prepared statement of Hon. Jim Turner follows:]
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Statement of the Honerable Jim Turner
Postal Service and GMIT Subcommittees: “Will the Postal Service Deliver?”

February 23, 1999

1 would like to thank Chairman McHugh, Chairman Horn, and Chairwoman
Morella for holding this hearing today to discuss the status of the Postal Service’s
Year 2000 conversion efforts. As we all know, this task presents a significant
challenge, and with only 311 days left, the job must be completed in a manner that
renders quick yet effective results. As others have pointed out, if electronic
systems for transferring funds, for making salary payments, paying benefits, and
sending messages and documents fail, people will mail these funds, payments, or

documents. In other words, mail is the backup for most electronic transmittals.

While we all may envision our postal delivery system in the most simplistic
terms —with the postal delivery person delivering mail door-to-door through rain,
sleet, or snow—the reality is that modern-day mail delivery relies heavily ona
highly mechanized or computerized system. In fact, the postal service uses
automnated systems to deliver over 198 billion pieces of mail per year —which
amounts to 3.8 billion pieces per week or 640 million per day. Computer systems
area necessary and integral part of a process that works to accomplish a muliitude
of responsibilities, ranging from operation assistance to the 38,000 postal facilities
nationwide to ensuring simple administrative tasks such as the payment of salaries

and benefits for approximately 800,000 postal service employees.

While a concentrated effort is now being made, the Postal Service has

gotten off to a slow start in addressing its Y2K concerns. Mainly, the agency was
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unaware that its heavily-automated mail delivery systems were susceptible to Y2K
problems. Moreover, independent testing showed problems with some of the
earlier repairs. Because testing wasn’t begun on a system until that entire system
was repaired, progress was too slow. The Inspector General at the Postal Service

has done a good job identifying these issues so that they could be addressed.

The good news is that the concerns raised by the Postal 1G are now
receiving the attention of Postal Service management personnel. High-level
management of the Postal Service has acknowledged the need to apply additional
resources to addressing Y2K issues. Nonetheless, it is troubling to learn that the
most recent 1G report, of February 18, 1999, indicates problems exist with regard
to the reliability of the Y2K information being reported by the Postal Service and

the consistency of the attention being given to Y2K by senior management.

Much work remains to be done. Although 148 of the 156 most critical
systems have been repaired and placed back into service, only 40 of these systems
have had their respective repairs tested and verified, which leaves the Postal
Service with‘a substantial task. In light of the long road which lies ahead,
significant emphasis will need to be placed on the quality of the Postal Service’s
contingency planning efforts. The Postal Service has only just begun to consider
its contingency planning strategy for Y2K. Still further, it is worth nothing that
standard contingency planning efforts most likely will not suffice, given the
likelihood that public and private organizations will become more reliant on the
Postal Service come the Year 2000 and will mail materials rather than send them

electronically due to their own Y2K problems.
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Before concluding, I would like to quickly address a particular concern
which I have regarding the reliability of mail service to rural areas in the Year
2000. The people of the Second Congressional District of Texas rely heavily on
the mail for most all they do -- including both business and personal
communications. On behalf of those residing in the rural areas throughout the
nation, I ask that the Postal Service focus proper attention on these community

post offices to ensure that their needs are being adequately addressed.

In closing, I urge you to recommit your efforts to assure that Y2K repair and

testing efforts are completed as quickly and accurately as possible.
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Mr. McHUGH. I thank the gentleman.

We have something of a logistics challenge here this morning for
the three subcommittees, because we will have Members coming
and going. We are joined already by Judy Biggert, the gentlelady
from Illinois who serves as the vice chair of the Government Man-
agement, Information, and Technology Subcommittee; Gary Miller,
the gentleman from California who serves on the Technology Sub-
committee; Roscoe Bartlett, another fine Member of the House from
Maryland. I would be happy to yield to any or all of you if you
would care to make any opening comments.

Mr. MILLER. Thank you, Mr. Chair:

Mr. McHUGH. Mr. Miller.

Mr. MILLER [continuing]. For conducting this hearing today on
the status of the year 2000 challenge at the U.S. Postal Service. I
think it is important that we draw attention to the vital role the
U.S. Postal Service will play at the start of the new millennium.
As we discussed in the January 11th joint hearing which addressed
the Y2K problem at the Federal, State, local, and foreign govern-
ments, failure to identify and prepare for both the probable and
worst-case scenarios could result in consequences ranging from
mere inconvenience to long-term impairment of the economy.

It was ironic; I met with my local bankers last week, and the
amount of concern generated at that level was rather alarming.
You have to hand it to the technology companies when they sold
stock and created the concern over this problem. They did a very,
very effective job. I think our job today is to create a more calm
environment that this issue is really going to be dealt with.

I am hopeful that the testimony and the questions brought forth
today will help us prepare for the year 2000.

Once again, Mr. Chairman, thank you for holding this hearing.

Mr. McHUGH. I thank the gentleman for his comments.

Any other Members wish to—Mr. Bartlett.

Mr. BARTLETT. Mr. Chairman, when I talk to our constituents, I
find more variability, less consensus, about what the Y2K problem
will do to us and about any future event. So I am here today to
listen with great interest to the preparations of the Postal Service
and their prognostications of what will happen to this vital part of
our society in the year 2000.

Thank you very much for convening this hearing.

Mr. McHUGH. I thank the gentleman.

The gentlelady from Illinois.

Mrs. BIGGERT. Thank you, Mr. Chairman.

I, too, look forward to hearing from the witnesses today on this
Y2K challenge, and I know that certainly the year 2000 will come
at the Postal Service’s busiest time. And so I know that the Amer-
ican public and the Congress will be assured that the mail will be
delivered on time and look forward to hearing those assurances.

Thank you very much.

Mr. McHUGH. I thank the gentlelady.

With that, that brings us to the substantive part, we hope, of to-
day’s hearing and that would be, of course, testimony.

As some of you who have appeared before the full committee and/
or some of its subcommittees in the past know, it is committee
rules that all witnesses must be sworn. If you would please rise.
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I would also note, for the record, that although not seated at the
head table, Mr. Carl Urie, who is Assistant Director of Govern-
mentwide Defense Systems of GAO, will also be sworn from some
place in the audience. So, if all of the aforementioned would rise.

[Witnesses sworn.]

Mr. McHUGH. The record will show that all of the participants
affirmed and acknowledged the oath in the affirmative.

And with that, we welcome you here this morning. Thank you for
your patience. As you have heard from all of the Members here
today, this is a—generically and specifically—to the Postal Service,
a very pressing problem, one that concerns us all deeply, as I know
it does you. We are looking forward to your testimony. We will
begin, as the hearing notice indicated, with Ms. Corcoran, the In-
spector General of the U.S. Postal Service.

Karla, welcome. It is good to see you again. Thank you for being
here, and our attention and our time is yours.

STATEMENTS OF KARLA W. CORCORAN, INSPECTOR GENERAL,
U.S. POSTAL SERVICE, ACCOMPANIED BY RICHARD F. CHAM-
BERS, DEPUTY ASSISTANT INSPECTOR GENERAL FOR
AUDIT, OFFICE OF THE INSPECTOR GENERAL, U.S. POSTAL
SERVICE; JACK L. BROCK, DIRECTOR, GOVERNMENTWIDE
AND DEFENSE INFORMATION SYSTEMS, ACCOUNTING AND
INFORMATION MANAGEMENT DIVISION, U.S. GENERAL AC-
COUNTING OFFICE; CARL M. URIE, ASSISTANT DIRECTOR,
GOVERNMENTWIDE AND DEFENSE INFORMATION SYSTEMS,
ACCOUNTING AND INFORMATION MANAGEMENT DIVISION,
U.S. GENERAL ACCOUNTING OFFICE; NORMAN E. LORENTZ,
SENIOR VICE PRESIDENT, CHIEF TECHNOLOGY OFFICER,
U.S. POSTAL SERVICE; NICHOLAS F. BARRANCA, VICE PRESI-
DENT, OPERATIONS PLANNING, U.S. POSTAL SERVICE, AND
RICHARD D. WEIRICH, VICE PRESIDENT, INFORMATION SYS-
TEMS, U.S. POSTAL SERVICE

Ms. CORCORAN. Thank you. Good morning, Chairman McHugh,
Chairman Horn, Chairwoman Morella, and members of the sub-
committees.

I am pleased to be here today to discuss the Y2K challenge facing
the Postal Service. Joining me is Richard Chambers, Deputy As-
sistant Inspector General for Audit.

With your permission, I would like to submit my full statement
for the record.

Mr. McHUGH. For the record, so ordered, without objection, as all
of the witnesses statements will be entered in their entirety.

And, please, all of you feel free to summarize your comments and
make those points you feel are most important for the moment.
Thank you.

Ms. CORCORAN. Since beginning my office in 1997, we have been
performing work in the Y2K area. In addition, the Postal Gov-
ernors have been very concerned about the Y2K issue. They have
monitored the progress through periodic briefings by management
and my office.

The Postal Service Y2K issues can be examined by answering
four key questions.
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Ong}, why is it critical for the Postal Service to address the Y2K
issue?

Two, ‘;Nﬂl the Postal Service be able to deliver mail after January
1, 20007

Three, what is the current status of the Postal Service’s Y2K ef-
fort?

And, four, what can Postal Service do to minimize the Y2K risk?

Turning to question No. 1, why is it critical for the Postal Service
to address the Y2K issue? The Postal Service is an important part
of the Nation’s communication and commercial infrastructure. The
Postal Service is heavily reliant on technology, automation, and
thousands of critical, external suppliers of goods and services who
also face Y2K challenges. The Postal Service uses Y2K-vulnerable
equipment systems and processes to deliver 650 million pieces of
mail per day, maintain 38,000 facilities, and pay over 800,000 em-
ployees. In addition, numerous private and Government agencies
have included the Postal Service in their contingency plans if their
electronic systems fail.

Question 2, will the Postal Service be able to deliver the mail
after January 1, 2000? There are too many variables that currently
exist to answer that question. The answer to this question depends,
in large part, on the Postal Service—how well the Postal Service
executes its Y2K plans over the coming months. The Postal Service
has made progress, but much remains to be done in the remaining
10 months.

We have provided the Postal Service with five reports that out-
line opportunities for improvement. Generally, the Postal Service
has taken action on these reports, but with so little time remain-
ing, “beating the clock” will be challenging.

Question 3, what is the current status of Postal Service’s Y2K ef-
fort? To answer this question, I would like to look briefly at eight
comprehensive areas.

The first area is external suppliers. Postal Service estimates it
has about 8,000 critical suppliers of goods and services for areas
such as air, rail, and fuel that are needed to move the mail and
maintain its facilities. The Postal Service has 661 critical national
suppliers; it only knows the Y2K readiness status of 1 out of 7 of
these national suppliers. The Postal Service also knows very little
about the 7,000 field suppliers and their Y2K readiness. Postal op-
erations may be disrupted if their suppliers’ services are not Y2K
compliant or if the Postal Service does not develop alternatives to
these suppliers.

The second area is data exchanges. This is the way that the Post-
al Service transfers data with other Government agencies, busi-
nesses, industries, and customers. Only 6 percent of the 2,000
known critical exchanges are Y2K ready.

The third area is technology-dependent facilities. These are the
controls for heating, cooling, fire suppression, and the numerous
other systems that support the 38,000 facilities. Postal Service is
still assessing these controls to determine what needs to be done
to assure the facilities do not shut down or cause problems on Jan-
uary 1, 2000.

The fourth area is mail-processing equipment. These are the
major automated systems for moving the mail. They consist of
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thousands of pieces of equipment. This area is on its way to being
Y2K compliant. Our main concern is whether the Postal Service
will adequately deploy and test its solutions.

The fifth and sixth areas are information systems and the infor-
mation technology infrastructure. These are mainframes, PC’s, and
information systems that process data. A majority of these have
had solutions developed; however, independent verification to as-
sure systems’ compliance and deployment of solutions to the actual
infrastructure could be a challenge.

The seventh area is readiness testing. Readiness testing gives
Postal Service assurance that their systems will be reliable on Jan-
uary 1, 2000. The Postal Service has not made a final determina-
tion as to what extent readiness testing will be performed.

The final area I would like to discuss within this third question
about Postal Service’s current Y2K status is their continuity plans.
You can consider continuity plans to be the Postal Service’s insur-
ance plan. If failures occur in any of their equipment, systems, or
processes, alternatives or ways to assure their operations are not
affected must be developed, implemented, and tested for all core
business processes to ensure movement of the mail, payment of its
bills, protection of its revenue, and protection of the life and safety
of its employees and customers.

The Postal Service plans to complete the continuity plan by July
and test it by August. This is a tremendous challenge within the
given timeframes. But not meeting these timeframes is not really
an option for the Postal Service if they are going to be ready for
January 1, 2000.

In summary, for these eight areas, the Postal Service has done
much, but much remains to be done.

Question 4, what can the Postal Service do to minimize Y2K
risk? There are three things that we believe the Postal Service
needs to do to minimize their risk. First, the Postal Service should
reevaluate its initial assessments to identify only those most crit-
ical business operation systems. Second, the Postal Service should
focus its work on correcting, first, those systems, equipment, and
processes that are absolutely necessary to ensure core business
processes work. Third, the Postal Service must develop, implement,
and test business continuity plans for core business processes.

In summary, it is critical for the Postal Service to address the
Y2K issue. There are too many variables to determine what impact
Y2K will have on the Postal Service’s ability to deliver mail after
January 1, 2000.

The Postal Service recognizes its Y2K challenge, is taking action,
and has made progress. However, with 10 months remaining before
year 2000, much remains to be done. The Postal Service should
focus resources on the most critical core business processes and de-
velop, implement, and test their continuity plan to minimize Y2K
risk.

My office will continue to work with the Postal Service to identify
challenges and to help the Postal Service minimize the Y2K risk.

The concludes my statement. Thank you for interest, and I will
be pleased to answer any questions.

[The prepared statement of Ms. Corcoran follows:]
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STATEMENT OF
KARLA W. CORCORAN, INSPECTOR GENERAL
UNITED STATES POSTAL SERVICE

BEFORE A JOINT HEARING OF THE
SUBCOMMITTEE ON
GOVERNMENT MANAGEMENT, INFORMATION, AND TECHNOLOGY
SUBCOMMITTEE ON THE POSTAL SERVICE
COMMITTEE ON GOVERNMENT REFORM
AND THE
SUBCOMMITTEE ON TECHNOLOGY
COMMITTEE ON SCIENCE

UNITED STATES HOUSE OF REPRESENTATIVES
FEBRUARY 23, 1999

Chairman Hom, Chairman McHugh, Chairperson Morella, and Members of the
Subcommittees, | am Karla Corcoran, Inspector General of the United States Postal
Service. | am the first independent Inspector General for the U.S. Postal Service,
and have served in this position since January 1997. Prior to becoming Inspector
General, | served as an executive in four other audit or inspector General
organizations, most recently with the Air Force Audit Agency. | am pleased to appear
before you to discuss the Year 2000 (Y2K) challenges facing the Postal Service.
Richard Chambers, Deputy Assistant Inspector General for Audit, is joining me today.

As you know, the Y2K problem results from the way in which computer
systems store and process dates. In many systems, the year 2000 will be
indistinguishable from the year 1900, thereby causing potential system failures. The
Postal Service is heavily dependent on automation to carry out its mission. In 1998,
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the Postal Service used automation and information systems to deliver 198 billion
pieces of mail, maintain its nationwide network of over 38,000 post offices and
facilities, and pay its more than 775,000 career employees. This dependency on
automated systems makes the Postal Service highly susceptible 1o the Y2K problem.
As a key element in our nation’s communication and commerce infrastructure, its
preparedness may be crucia! o the nation’s Y2K readiness. Both the private sector
and government may rely on the Postal Service as a contingency if their systems fail
on January 1, 2000,

While the Postal Service has made progress in pursuing solutions to its Y2K
problems, it still faces significant chatlenges in the ten months that remain. Today, |
will highlight:

e The Postal Service's efforts and accomplishments to date to achieve Y2K
readiness; V

s The results of our Y2K reviews;

s The current status of the Postal Service's “Y2K Initiative™, and

* Actions we balieve the Postal Service should take to minimize risks,

Attached 1o this testimony are copies of the four Y2K audit reporis issued by
our office.

i. USPS YZK EFFORTS AND ACCOMPLISHMENTS

in 1998, the Postal Service's Vice President for Information Systems provided
guidance for solving the Y2K problem within the Posta! Service. Initially, only one
Postal headquarters organization, Inforrmation Systems, was cormmitted 1o, and
engaged in, a solution even though it was a Postal-wide problem. In 1995, the Postal
Service established a two-person Y2K program office. In 1897, the Postal Service
expanded the program office to 12 people and selected an Execulive Program
Director, who reported to the Vice President of information Systems, to lead,

2
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manage, and report on the Y2K Initiative. During this time, the Postal Service
recognized the scope and complexity of the Y2K challenge, and hired contractors to
assist in managing and correcting the problem. In January 1998, the Y2K program
was expanded to include non-information systems areas such as external suppliers,
mail processing equipment, and facilities.

In January 1999, the Postal Service announced the “Year 2000 Executive
Council” made up of the Deputy Postmaster General and other senior Postal officials.
The purpose of the Executive Council is to *ensure critical active participation of the
key business areas” in the Y2K effort. As part of this effort, the Postal Service
redesignated organizational responsibilities and authorities regarding Y2K. The
Senior Vice President, Chief Technology Officer is now responsible for reviewing and
correcting hardware and software that require Y2K modification, and the Chief
Operating Officer and Executive Vice President is responsible for developing
business continuity plans in the event of Y2K-related systems failures.

Over the past year and a half, among other things, the Postal Service has:

* Developed Business Impact Assessments for many areas;

» Reviewed and corrected some non-Y2K compliant critical systems;

¢ Created and implemented an independent process to ensure that systems are
reviewed and corrected;

* Developed Y2K solutions for mail processing equipment and information
technology infrastructure components; and

» Tested mail processing equipment at three facilities.

To date, the Postal Service estimates it has spent about $200 million to
address the Y2K challenge. In its most recent report to the Office of Management
and Budget, the Postal Service estimates it will spend a total of $607 million to
resolve the Y2K challenge.
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Il. YEAR 2000 AUDIT RESULTS TO DATE

From our establishment in early 1997, we recognized the significance of the
Y2K problem, and during our short existence, the Postal Service's Y2K Initiative has
been one of our highest priorities. Prior to January 1997, when | was swom in as the
first independent Inspector General for the Postal Service, there had been no audit
coverage of the Y2K Initiative within the Postal Service.

By July 1997, we had hired specially trained information systems auditors and
had started to look at the Postal Service’s Y2K readiness. In August 1997, the
Deputy Postmaster General requested our office to independently monitor the Postal
Service's Y2K Initiative. Over the past year, we have issued Y2K reports to Postal
management approximately every three months, assessing their progress and
outlining our concems. Generally, Postal management has agreed with our Y2K
recommendations and has taken steps to implement corrective actions.

When we began auditing the Y2K Initiative in 1997, we found that Postal
management had not fully identified the extent of the Y2K challenge and, in our
judgment, was behind schedule in correcting the problem. Subsequent audit
coverage concentrated on the adequacy of Y2K reporting and the Postal Service’s
overall efforts to ensure compliance.

Our first report, issued in March 1998, addressed the extent to which the
Postal Service was aware of and had assessed the Y2K challenge. We found the
Postal Service had been slow to recognize Y2K as a Postal-wide issue. We also
noted that the Postal Service had neither comprehensive Postal-wide planning nor
sufficient senior management involvement to allow for the most effective approach to
solving the problem. During our audit, Postal management recognized the need for
stronger program management and planning, and hired experienced Y2K
consuitants. The Deputy Postmaster General agreed with our assessment and noted
that the Y2K Initiative is a very critical project for the Postal Service and will require
continuous senior management involvement. )
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Our second report, issued in July 1998, assessed the Postal Service's
preliminary progress in reviewing, correcting, and testing information systems and
information technology infrastructure hardware and software. We found that:

« Mainframe operating systems were not entirely Y2K compliant;
« Critical information systems were not correctly identified, prioritized, or tested for
Y2K compliance; and

» YZ2K status reporting was not always accurate,

We offered recommendations to enhance project management and {0 ensure that
systemns made Y2K compliant were thoroughly tested and documented.

in September 1898, we issued our third audit report, focusing on the process
that provides independent verification that Postal Service systems have been
reviewed and corrected, and are Y2K compliant. We noted that management had
implemented quality control, but we questioned whether the Postal Service should
verify 100 percent of the programming code for alf the critical systems. To ensure
that all these systems would be verified by the year 2000, we recommended the
Postal Service use statistical sampling techniques to streamiine the independent
verification process. The Postal Service agreed with our report findings and
recommendations and initiated corrective actions before the audit was complete.

We issued our most recent YZK report this month. 'This report addressed the
quality and reliability of Y2K information reported by the Postal Service. We found
that briefings to senior management and Y2K reports designed for intemal and
external use were not always complete, consistent, or clear. We also found that the
briefings fo senior management did not include a standard report on the overall
status of Y2K progress and were not provided at regularly scheduled intervals. Asa
result, senior managers did not always have the information they needed to monitor
Y2K progress. Because senior managers did not have this information, they lost
time-critical opportunities to make important resource and budget decisions. We
recommended that the Postal Service adopt a status report that is comprehensive yet
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simple to read and shows, at a glance, the overall status of the Y2K Initiative. The
Postal Service concurred with all the findings and has agreed to take action on the

recornmendations,

We also issued an advisory letter to Postal management in 1998 conceming
unfimited indemnification language proposed by a Y2K contractor. [t was our view
that the proposed contract language would impair the Postal Service’s ability to hold
the contractor accountable for the deliverable services required by the contract.

Postal management reacted quickly to the advisory and modified the contract.

We ate also coordinating with the General Accounting Office to assess and
monitor the Postal Service’s Y2K progress.

Ongoing and Future Y2K Audit Coverage

Before moving to the Postal SBervice's current Y2K status, | would tike to give
you an overview of our ongoing and planned Y2K work. In the past few months, we
have significantly increased the extent of our coverage, and currently have several
reviews underway involving almost 25 percent of our audit and evaluator staff. Four
specific areas we are or will be looking at are:

1. Overall Status of the Y2K Initiative: The issues cutlined in this testimony
will be expanded into a report discussing the current status of the Postai Service's
Y2K Initiative from an operational standpoint.

2. Exscuting the Y2K Budgst: At the request of Postal officials, we initiated a
review to determine the reasonableness of the Postai Service’s expenditures on Y2K
contractor support. The Postal Service has spent a substantial portion of the total
$200 million Y2K expenditures for contracter supponrt on this initiative. As of
January 31, 1999, over 1,300 contractor employees were working on the Postal
Service's Y2K Initiative, Our review is ongoeing, and we have identified some
preliminary issues for management such as contractor oversight, security clearances
for contract employees, and the skill level of contractor employees. We plan to
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compilete our review of the Postal Service’s Y2K expenditures by the end of the
month and will issue a draft report to Postal management shortly thereafter,

3. Y2K Readiness: We plan to provide continuous audit coverage and
immediate feedback to management on the status of the Postal Service's Y2K
Initiative. We plan to publish formal reports at least quarterly. As part of this work,
we also plan to review Y2K issues such as supplier readiness and data exchanges.

4. Review of Continuity and Contingency Planning: We plan a comprehensive
review of the development, implementation, and testing of the Postal Sarvice's Y2K

continuity and contingency plans.

To aid the Postal Service in meeting its Y2K goals, this work will be continuous
and extensive for the remainder of the year. We intend to be flexible in terms of our
plan.

. CURRENT STATUS OF THE POSTAL SERVICE’S Y2K INITIATIVE

Now | would like to discuss the current status of the Postal Servica’s Y2K
Initiative. Postal management is keenly aware of the need o achieve Y2K readiness
and ensure that critical business processes will continue to operate. With the year
2000 less than a year away, much work remains. As recently as last November, the
Postal Service had no comprehensive report that effectively conveyed to senior
management the status of the Postal Service’s Y2K Initiative. Therefore, in order to
highlight the issues requiring attention within the Y2K area, we developed a matrix*
dealing with Y2K elements within three major categories:

! The numbers | am using today represent data obtained through interviews and OIG surveys of Postal
managers during the iast half of January 1989. Some of these numbers may not match numbers
provided by the Postal Service because their numbers are as of January 31, 1998, and these numbers
are constantly changing. As part of our ongoing review of the Y2K Initiative, we will be reqularly
roviewing these numbers and updating them.

7
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o Critical Core Business Infrastructure;
« Information Systems Area; and
» Business Continuity and Contingency Planning.

Before we discuss each of these areas, | would like to outiine the process that
the Postal Service is using to achieve Y2K readiness. The Postal Serviceis usinga
multi-phase process o achieve Y2K compliance. The process involves assessing
the systems for compliance, reviewing and correcting non-compliant systems, and

testing and implementing those solutions or workarounds Postal-wide.
Critical Core Business Infrastructure

Without its critical external suppliers, mail processing equipment, or
technology-dependent facilities, movement of the mail would be adversely impacted.
While the Postal Service is reporting significant progress in developing Y2K solutions
for mail processing equipment, it is behind schedule in assessing the readiness of
external suppliers and area facilities. | would like to briefly discuss each of these
areas:

External Suppliers: The Posta! Service relies extensively on extemal suppliers
that are critical 1o moving the mail, such as airlines, railroads, and the trucking
industry. Obviously, these suppliers are also susceptible to the Y2K problem.
Therefore, it is important that the Postal Service become aware of the Y2K status of
suppliers to pian and minimize potential disruption in services. Postal officials started
to address the supplier issue in June 1998 and, to date, have identified almost 8,600
critical suppliers. As of January 1999, the Postal Service knew the Y2K status of 349
of these 8,000 suppliers. These 8,000 suppliers can be categorized into two groups:
headquarters and field.

For headquarters’ suppliers, in January 1988, the Postal Service
had identified 861 critical suppliers and inquired as to their Y2K
readiness. Of these, 312 — nearly half — did not respond to
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inquiries, so the Postal Service did not know their Y2K status. Of
the 349 that replied, the Postal Service determined that 254 are at
high risk of not being Y2K ready and 95 suppliers will be ready.
Generally, the Postal Service has not developed contingency pians
to address how it will move the mail if these external suppliers are
not ready for the year 2000.

For field suppliers, the Postai Service also identified more than
7,200 critical suppliers that still needed to be assessed for Y2K
readiness. Because so much work remains to be done in
assessing the readiness of suppliers, the Postal Service faces a
significant challenge in developing contingency plans for those
critical suppliers that will not be ready.

Mail Processing Equipment: The Postal Service relies extensively on mail
processing equipment to sort and process millions of pieces of mail daily. The Postal
Service has identified 43 types of equipment that are critical to movement of the mail.
These include nationally-managed equipment, such as delivery bar code sorters,
advanced facer cancellers, flat sorting machines, and large parcel sorting systems.
The 43 types of equipment represent thousands of pieces throughout the country.
The Postal Service has reported that Y2K solutions have been developed, or are
already in place, for 39 of the 43 types of equipment. The best assurance that
systems will work in the year 2000 is to test them in advance. However, Postal
management initially elected to test mail processing equipment at only 3 out of more
than 350 sites.

The remaining 4 of the 43 types represent less than a thousand pieces of
equipment. According to Postal management, these four types are in the process of
being assessed, reviewed, and corrected. The Postal Service has projected that all
43 systems’ solutions will be in place by August 1999.
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Technology-dependent Facilities. The Postal Service operates more than
38,000 facilities nationwide. Many of these facilities are dependent on technology
susceptible to Y2K problems, such as fire suppression equiprent, heating and
cooling systems, and building access controls. The Postal Service considers 700 of
these facilities *high risk” because of the high volume of mail. These faciiities rely on
thousands of pieces of critical Y2K-susceptible equipment.

As of January 1999, the Postal Service did not know the Y2K status of critical
equipment in its facilities nationwide. Officials tried to determine the status of
equipment starting in June 1998, but had limited success. In January 1999, the
Postal Service determined that the most appropriate method for assessing equipment
was to conduct a survey of the equipment within 200 *high risk” facilities. The survey
is expected to be completed by June 1998,

In the six morths remaining after compietion of the survey, officials will need
to;

« Project the results of this survey nationwide;

« Determine the business impact of non-Y2K compliant equipment;

« Develop, deploy, and test solutions for critical non-Y2K compliant equipment; and
s Develop workarounds and contingency plans.

Information Systems Area

Now | would like to tum to the traditional information systems area, which
includes computers, communications faciiities, hardware and software, and data
designed to support the Postal Service’s business processes. While the Postal
Service has made progress in reviewing and correcting Postal-wide information
systems, data exchanges, information technology infrastructure, and readiness
testing, much remains fo be done. If critical infarmation systems fail, the Postal
Service's core business processes — such as movement of the mail, collection of
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revenue, payment of bills, and protection of the life and safety of employees and
customers -- may be impaired.

We would like to describe what we have learned about these areas to date:

Information Systems: As of January 1999, the Postal Service had identified
152 critical information systems. Critical systems are those crucial to the core
business activities of the Postal Service. Examples of these systems include Payroll,
National Change of Address, and Stamp Services.

As of January 1999, Postal managers reported that 127 of the 152 systems
were reviewed, corrected, and tested at the system level. These systems still need
to be certified and independently verified as Y2K compliant. Some systems will also
need to undergo readiness testing. The Postal Service’s initial target date for
reviewing and correcting systems was September 1998. The current completion date
is projected for June 1999, nine months after the original projection, which affects
other information systems target dates. According to the Postal Service, as of
January 31, 1999, 41 of the 127 reviewed and corrected critical systems had been
independently verified as Y2K compliant.

Contingency plans identify alternative actions in case a critical system fails,
and protect the continuity of business processes. Originally, the Postal Service
intended to prepare contingency plans for all 152 critical systems. Currently, the
Postal Service’s intentions are to develop contingency plans for key business
processes. No contingency plans had been completed as of the end of
January 1999.

Data Exchanges: The Postal Service exchanges a significant amount of data
internally and with external organizations, such as financial institutions, customers,
transportation suppliers, meter manufacturers, and the U.S. Treasury. These data
exchanges need to be assessed and certified as compliant if the Postal Service's
Y2K effort is to succeed. Even if the Postal Service’s critical systems are Y2K
compliant, it is possible that exchange partners’ systems may not be Y2K ready. As
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a result, the Posta! Service's critical systems may be affected. For example, 5
postage meter manufacturers generate about $21 billion in annual Postal Service
revenue. Revenues from these manulacturers are transferred to the Postal Service’s
systems via data exchanges. The Postal Service is in the process of ensuring these
very important data exchanges are Y2K ready and tested.

As of January 1999, the Postal Service had not completed its inventory of
internal and external data exchanges. The Postal Service has assessed about 4,300
out of approximately 5,700 data exchanges. About 2,000 of the 4,300 data
exchanges assessed have been identified as critical. As of now, 123 of the 2,000
have been reported as Y2K ready.

In the ten months that remain, the Pogtal Service must:

« |dentify whether the remaining 1,400 data exchanges are external or intemal;

* Determine if the 1,400 data exchanges are critical;

+ Assess the Y2K readiness of all critical data exchanges; and

+ Develop workarounds and contingency plans for those critical data exchanges
that are not Y2K ready.

Information Technology Infrastructure: The Postal Service depends on
mainframe systems, midrange computers, network servers, personal computers, and
telecommunications equipment. The Postal Service has been working to makea this
infrastructure Y2K compliant since 1996. As of January 1899, officials estimated that
the Postal Service had more than 134,000 actual pieces of hardware, including about
120,000 personal computers and about 14,000 servers.

To manage the inventory, the Postal Service has categorized the hardware
and software into 2,000 unique types. As of January 1999, the Postal Service
reported that solutions had been developed for 1,600 of the 2,000 types of hardware
and software. Deploying the solutions will be a challenge because the Postal Service
does not know which specific personal computers and servers are not Y2K

12
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compliant. Postal Service officials also indicate they are currently working on
solutions and workarounds for the remaining 400 types of hardware and software.
Contingency plans and independent verification are in process for the information
technology area, but have not been completed.

Readiness Testing: The most reliable way to ensure that the Postal Service’s
complex information systems and core business processes are Y2K ready is to test
them before the year 2000. Officials recently elected to conduct readiness tests on
information systems that drive core business processes in areas such as finance,
marketing, and mail operations. Readiness testing is a high-level integrated means
of ensuring that information systems, data exchanges, and the various technology
elements will work together to process information in the year 2000. To date, they
have not identified how many of the 152 systems drive core business processes
other than in the finance area. The Postal Service has not made a final
determination on the extent of readiness testing.

Although the Postal Service plans to complete all readiness testing for
systems that drive core business processes by July 1999, a great deal of work
remains, such as:

« I|dentifying information systems that drive non-financial key core business
processes;

» Obtaining resources needed to conduct the tests;

» Developing readiness testing plans; and

» Correcting any portion of a system that fails a readiness test or developing a
workaround.

13
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Business Continuity and Contingency Planning

The last area we will discuss is business continuity and contingency planning.
We believe that the Postal Service must act quickly to reduce the risk and potential
negative effects of Y2K faillures. One weak link anywhere in the chain of critical
dependencies - including external suppliers, business partners, and the public
infrastructure ~ could cause major disruptions in Postal Service business operations
nationwide. As a result, it is imperative that continuity and contingency plans be
developed and tasted for all core business processes.

Ten months remain to develop, implement, and test a comprehensive Y2K
business continuity plan. Postal management agreed with our March 1998
recommendation to develop, implement, and test these plans for the most critical
systems. Becauss sufficient progress had not been made, we reiterated our
concems in November 1998, and provided management with additional information
on such planning. In January 1999, the Postal Service announéed the placement of
the responsibility for developing the continuity plan under the Chief Operating Officer
and Executive Vice President, Since then, the Postal Service has agreed ona
methodology to develop corporate business continuity and contingency plans, has
started to acquire contractor support, and has begun the process of systematically
documenting in detail its core business processes that will be addressed in the plans.
The Postal Service plans to complete its business continuity and contingency plans
by July 1699, and test them by August 1999,

In the remaining ten months, Postal officials must:

+ Document the Postal Service's core business processes;

« Determine system component dependencies;

* Assess risk of failura for sach component, including the estimated probability and
effect;

+ Develop business process contingency plans and develop “trigger” strategies;
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« Establish recovery teams for each critical process;
» Test business process contingency plans; and

» Update disaster recovery plans and procedures.

The Postal Service is faced with a formidable challenge in completing all of

these tasks, and needs to continue to vigorously pursue this area.

IV. ACTIONS WE BELIEVE THE POSTAL SERVICE SHOULD TAKE TO
MINIMIZE RISKS

1t is critical that the Postal Service’s core business processes work on
January 1, 2000. Ideally, ali of the Postal Service’s Y2K problems would be fixed,
and core business processes would transition seamlessly into the year 2000. In
reality, there may be more to do than time will permit.

The Postal Service established the total universe of Y2K-affected structures
and systems and made an initial determination of its most Y2K-vulnerable structures
and systems that would affect carrying out its mission. In the remaining ten months,
Postal officials may not be able to obtain new and/or reallocate current resources »
necessary to correct, deploy, and test the vast numbers of systems and structures
identified in the initial assessment.

Therefore, we believe the Postal Service should immediately reevaluate the
initial assessment and shift priority to issues that are absolutely necessary to ensure
that core business processes work in the year 2000. The core business processes
are those that move the mail, pay employees and vendors, protect revenue, and
protect the safety of employees and customers. The remaining systems and
structures must still be corrected, but not until after the core business processes have
been safeguarded against Y2K failures.
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Even if core business processes are secured, and the remaining systems and
structures are reviewed and corrected in time for the year 2000, it is still critical that
the Postal Service develop and test business continuity and contingency plans. Such
plans will reduce the consequences of Y2K problems that could impair the Postal
Service's core business processes.

in summary, the Postal Service recognizes the Y2K challenge, is taking action,
and has made some progress in resolving the Y2K issues. However, with ten
months remaining before the year 2000, much work remains. In the coming months,
the OIG will continue to work closely with Postal management to identify Y2K
challenges and minimize the risk of Y2K-related failures, My office will continue to

contribute, in every way we can, to ensure a smooth transition into the next century.

This concludes my statement. Thank you for the opportunity to be here today.
{ would be pleased to answer any questions.
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SUBJECT: Year 2000 Initiative: Program Management Office Reporting
(IS-AR-99-001)

This report presents the results of our review of the United States Postal Service's

Year 2000 (Y2K) Initiative. This report is the fourth in a series of audit reports dealing
with Y2K issues in the Postal Service. During this review, we noted the quality of Y2K
reporting needed improvement and that senior management might be in a position to
make more informed decisions if they were given regularly scheduled reports that
disclosed the status of all Y2K activities.

We have reviewed your response to our draft audit report. The cormrective actions taken
or planned are responsive to the issues we raised. We plan to monitor management’s
progress in implementing these recommendations during our ongoing review of the YZK
Initiative.

The cooperatipn and courtesies provided by your staff during the audit were appreciated.

arla W. Corcc;ran
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EXECUTIVE SUMMARY

Results In Brief

The year 2000 (Y2K) problem results from the way in which computer
systems store and process dates. In many systems, the year 2000 will
be indistinguishable from 1900, thereby causing potential system
failures. The date change has the potential to cripple an organization’s
ability to execute its critical business functions. It might impact such
business transactions as payroll and pension calculations, budgeting,
and electronic data transfer. In addition, it may affect areas not thought
to be Y2K-vulnerable, such as transportation, building maintenance,
heating, ventilation and air conditioning. This is the fourth audit report
in a series of Office of Inspector General (OI() reports regarding the
United States Postal Service (USPS) Y2K Initiative. (See the Prior
Audit Coverage section on page 4 for details on these reports and an
advisory letter addressing the Y2K initiative.)

The USPS Y2K Inijtiative Program Management Office has made
progress in enhancing the accuracy and reliability of its Y2K reporting.
However, improvements are needed in the way the Program
Management Office conveys the status of jts activities to senior
management. Specifically, we found that briefings to senior
management and Y2K reports designed for internal and external use
were not always complete, consistent, or clear. We also found that
Y2K briefings to senior management did not include a standard report
on the overall status of Y2K progress and were not provided at
regularly scheduled intervals. As a result, USPS senior managers were
not always able to use the information to monitor Y2K progress and
make timely and informed decisions.

Recommendations

We recommend the Deputy Postmaster General direct the Vice
President, Information Systems to:

1. Develop a “standardized report” to be included in briefings that
discloses all Year 2000 areas and provide them on a frequent (e.g.,
biweekly) basis to senior management.

2. Ensure that the “standardized report” includes, at a minimum, the
following: (1) all major Year 2000 areas, (2) original baseline
figures, any changes to the baseline and reason for change, and
target dates, and (3) definitions of terms, as appropriate. Also,
details should be provided on baselines, such as mail processing
equipment, information technology infrastructure, etc., to show the
magnitude of the effort to be undertaken.

3. Consolidate and link USPS Year 2000 databases to provide a
complete, centralized repository of Year 2000 project information.

1
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4. Re-evaluate priorities given the non-information systems and
corporate Year 2000 issue areas and shift or identify additional
‘resources to address them as soon as possible.

Management
Comments

The Deputy Postmaster General (DPMG) concurred with all findings
and agreed in principle with three of the four recommendations. The
DPMG indicated full agreement with the fourth recommendation. In
the preamble to his response, the DPMG couldn’t overemphasize the
importance of Y2K reporting and that the Postal Service has been
working to develop briefings and reports which provide both a current
status and a “look forward.” Further, he indicated that they do expect
to have some difficulty portraying all aspects of this large, complex
program in a concise, readily comprehensible form. The action items
for each recommendation is briefly presented below. The full text of
the DPMG’s response is included in this report as an appendix.

Recommendation 1: Agree. Action on this recommendation ‘‘for a
“standardized report is complete for remediation.” Decision briefings (to
management) should not be standardized, except to the extent that they provide
a short overview and then focus on the key issue(s). Information briefings (to
general audiences) may be standardized as recommended. “It may be more
effective to provide a “standardized report” at the time of briefings and
highlight specific areas of attention targeted to the specific audience.”

Recommendation 2: Agree. The DPMG stated that action on the part of this
recommendation pertaining to reporting is complete. “. .. reports and baseline
data are tailored to focus on activities unique to a Portfolio or on a particular
phase of activity. . . Report formats have been and may continue to be changed
to better highlight issues of focus decision-making activity.”

Recommendation 3: Agree. This remains an open item. The target date for
resolution is the end of March 1999.

Recommendation 4: Agree. According to the DPMG, this is a continuous
activity (no end date). Priorities and resources are continuously reevaluated,
reassigned, and/or acquired. Today, business leaders, working with Portfolio
Managers, are constantly adjusting resources so as to achieve the objectives of
the Year 2000 objective.

Inspector General
Comments

The Office of Inspector General appreciates the DPMG’s commitment
to meeting the Y2K challenge within the Postal Service and his interest
in providing accurate and consistent data in briefings to internal and
external audiences.

This is a Year 2000 Readiness Disclosure as defined in PL-105-271,
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Recommendation 1: While Postal management agrees with the OIG
recornmendation, their response is unclear as to how they plan to
develop and implement “standardized reports.” We discussed this
response with Postal officials to obtain clarification, and they told us
that they understand and are in full agreement with the concept we
recommended, but that they may have a different idea as how to
portray the information.

Their last statement in this response indicates that “/t may be more ¢ffective 1o
provide a “standardized report” at the time of brigfings and highlight specific
areas of attention targeted to the specific audi » I nent
implements such an approach, and it fully discloses the status of all Y2K
activities, we would consider it responsive to our recommendation. We will
evaluate management’s proposed action in our ongoing review of the Y2K
initiative and report on the Program Manag Office’s success in
developing the “standardized report” envisioned in this recommendation.

Recommendation 2: While Postal management agrees with this
recommendation, their response is not consistent with the reporting concept
agreed to in Recommendation 1 above. This recommendation expands on'the
coneept report recommended above and is structured to require minimum data
be provided to senior management as it pertains to the overall Y2K effort.

If management agrees with our reporting concept as they indicate in their
response to our first recommendation, and if the *“standardized report”

the minimum information we recommended, we will consider such actions
responsive to our recommendation. As noted in our comments to
management’s response to our first recornmendation, we will evaluate both the
form and content of the “standardized report” in our ongoing review of the
Y2K initiative and report out as appropriate.

R dation 3: Postal manag; agrees with this recommendation but
their response is somewhat ambiguous, While we recognize the obstacles that
management has to deal with, we strongly encourage the Program
Management Office to develop a single, consolidated database. It is our view
that this can be an invaluable tool in the Postal Service’s effort to monitor and
deal with the Y2K problem., We consider management’s actions responsive to
this recommendation, however, we will continue to monitor their actions in
this regard in our ongoing Y2K review.

Recommendation 4: We note management’s agreement with this
recommendation. However, we cannot overemphasize the urgency to shift or
identify additional resources to non-information systems and corporate-wide
issue areas. Given all that needs to be accomplished before January 1, 2000,
Postal management may need to re-evaluate its priorities and not wait until
“activities . . . wind down.” We therefore believe Postal management should

3
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consider running parallel efforts 1o complete its business continuity and
contingency planning and simulation testing. Even though we believe more
needs to be done, we will consider this reply responsive to the
recommendation and will monitor management’s actions in this regard during
our ongoing Y2K review.

This is » Year 2000 Readiness Disclosure as defined in PL-105-271,
Year 2000 Information and Readiness Disclosure Act.
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. ~K Initiative: Program

INTRODUCTION

The Y2K problem results from the way dates are recorded and
calculated in computer systemns. In the past, to conserve electronic
data storage, systems typically used two digits to represent the year,
such as ‘98’ representing 1998. With this two-digit date format,
however, the year 2000 is indistinguishable from 1900, 2001 from
1901 and so on. As a result of this ambiguity, systems that use dates
to perform calculations may fail after 1999,

The USPS Y2K Initiative covers information systems and platforms as well
as other non-information systems issues. The information systems portion of
the Y2K initiative spans over 500 applications systems and USPS information
technology infrastructure including mainframe hardware and software,
telecommunications, servers, personal computers, and internal/external
interfaces, etc. The Y2K initiative also includes external supplier activities as
well as embedded software found in mail processing equipment, facilities,
vehicles, etc. In addition, business continuity planning, information systems
contingency planning, and readiness testing are critical processes which must
be performed to ensure that USPS is ready for the year 2000.

The Vice President Information Systems is accountable to the USPS
Management Committee on all Y2K activities. The Vice President
Information Systems established a Program Management Office responsible
for leading, managing, and reporting on the Y2K initiative. The Program
Management Office periodically provides USPS senior management briefings
on the status of Y2K and submits reports to the Office of Management and
Budget on a quarterly basis. USPS managers are ultimately accountable and
responsible for completing key Y2K readiness activities on schedule.

Objective, Scope,
And
Methodology

The objective of this phase of our continuing Y2K audit coverage was to
assess the quality of the Program Management Office's reporting of Y2K
progress to USPS senior management. Our audit work was accomplished
during the period September to December 1998 in accordance with generally
accepted government audit standards, and included such tests of internal
controls as we considered necessary under the circumstances. The figures
reported herein represents data gathered as of December 7, 1998, and may not
reflect information reported after that date. Our scope included interviews
with appropriate officials and reviews of Program Management Office written
reports and briefings provided to senior management and external
organizations since May 1998.

Prior Audit
Coverage

This is the fourth in a series of OIG audit reports regarding the Y2K initiative.
Our first report was ""Year 2000 Initiative” (Report No. IS-AR-98-001, dated

5
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: Program

March 31, 1998). During this review, we examined the awareness and
assessiment phases of the USPS Y2K initiative and made recommendations
for improvement in several areas including assigning accountability to
responsible gers. USPS mar fully concurred with our findings
and recommendations.

Our second report, entitled "Year 2000 Initiative: Status of the Renovation,
Validation, and Implernentation Phases” {Report No. I5-AR-98-002, dated
Jaly 21, 1998), involved a preliminary assessment of the renovation,
valldauon, and implementation phases of the USPS Year 2000 initiative, It
¢ d rece dations for improvement in several areas including
accurately reporting the compliance status of systems applications. USPS
management fully concutred with our findings and recommendations.

Our third repor, entitled "Year 2000 Initiative: Post Implementation
Verification” {Report No. IS-AR-98-003, dated September 29, 1998),
mvolved an assessment of the efficiency and effectiveness of the process

d as an independent check on USPS remediation efforts. This
repon recommended USPS modify its system certification and post
implementation verification procedures to improve the quality of systems sent
1o verification as well as the process itself. USPS management fully
concurred with our findings and rec dation

We also issued a letter report, entitled "Y2K Contract Indemnification
Advisory Letter” (Report No. CA-LA-98001, dated July 7, 1998). That letter
addressed negotiations between the Postal Service and a consulting firm
regarding the Y2K program management contract’s indemnification clause.
That letter contained suggestions to USPS management regarding the
indemnification issue.

No prior audits were conducted by the USPS Inspection Service or the
General Accounting Office regarding specific USPS Y2K initiatives.

This is a Year 2000 Readiness Disclosure as defined in PL-105-271,
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Quality and Reliability of Program Management Office Reporting

Results

Year 2000 Reporting

In examining Y2K reports, we have seen substantial improvements in
gathering and reporting information the Program Management Office
receives from the field locations. These reports, referred to as Windows
Reports, contain consistent information regarding Y2K operations and are
used by the Program Management Office to track Year 2000 readiness.

Despite the progress noted above, improvements are needed in the way the
Program Management Office conveys the status of its activities to senior
management. Specifically, we found that briefings to senior management
and Y2K reports designed for internal and external use were not always
complete, consistent, or clear. We also found that Y2K briefings to senior
management did not include a standard report on the overall status of Y2K
progress and were not provided at regularly scheduled intervals.

As a result, USPS senior managers were not always able to use the
information to monitor Y2K progress and make timely and informed
decisions. In fact, we found cases where either the status of major Y2K
areas was not provided (even if no progress was made) or progress could-
have been misconstrued. For instance, all major areas under the Y2K
initiative (such as contingency planning) were not conveyed to senior
management on a regular basis. As a result, senior managers have lost time-
critical opportunities to shift priorities and make important resource and
budget decisions.

Reporting problems resulted because (1) standards for conveying the status
of Y2K activities to senior management were not established at the onset of
the project, (2) comprehensive Y2K inventories were not developed timely,
and (3) information was gathered on a piecemeal basis because various Y2K
databases were not consolidated or interfaced.

This is a Year 2000 Readi Disck ¢ as defined in PL-105-271,
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The following chart depicts inconsistencies in selected briefings and reporis
presented to USPS senior managers, OIG, and external organizations.

1 i ies in Y2K Reporti
Briefing Internal |Internal  |Report to
Presentad |Brisfing [Briefing |Extemat

to External  {to Senior [lo Senior [Organization
Mgmt  jOrganizationiMgmt  {Mgmt*
9/11/98 8/31/98 _110/30/38

1SSUES

Chart 1
*A Year-End report was included with this panicular briefing as an attachment,
While this 30-40 page report did contain additional details regarding Y2K activity,
it was prepared at year-end (one-time basis), was directed toward middle
management, and was not a regular part of senior management committee briefing
material.

The issues identified in Chart 1 are explained in more detail below.

Major Y2K Areas To effectively monitor overall Y2K progress, all major areas must be
Disclosed: rracked. However, our review disclosed that the following major
areas were not always addressed in USPS Y2K briefings and reports:

information technology infrastructure;
business continuity planning;

information systems contingency planning;
readiness testing; and

non-information system areas

Without the status of all Y2K activities (even if little or no progress
has been attained), USPS senior managers did not have all of the
information necessary to make timely and informed decisions.

Discussions with Program Management Office officials indicated
they never intended to brief all areas because they always planned to
address them at a later date. They also indicated that they wanted to
give senior management information to make decisions on

This is a Year 2000 Readiness Disclosure as defined in PL-105-271,
Year 2000 Information and Readiness Disclosure Act.



50

Y2K Initiative: Program M

Office Reporting USPS/OIG 1S-AR-99-001

Baseline Reported:

Data Presentation:

information systems activities at the time, and not to overioad them
with information the Program Management Office had not yet
started. In our opinion, these statements support our conclusions that
senior management did not always have all the information necessary
nor the opportunity to timely initiate other Y2K activities.

Decision makers need a point of reference (quantitative baseline') in
order to assess the progress of the Y2K initiative. However, our
review disclosed that baselines were not always provided for the
following areas in USPS Y2K briefings and reports:

information technology infrastructure;

internal and external interfaces;

mail processing equipment;

non-critical information systems;

business continuity and contingency planning; and
readiness testing

® & o 9 s

Without established baselines, USPS senior managers were not
always aware of the extent of Y2K progress. As a result, they were
not in a position to make informed decisions or allocate resources to
areas where progress lagged.

In order to make informed Y2K decisions, senior managers must
have information that is reliable. However, USPS senior managers
could not always rely on information presented because it did not
include standard definitions. In addition, data contained in briefings
and reports did not always reflect the magnitude of work to be done.
The following examples illustrates the problem:

* Mail processing equipment is being reported as comprising “43’
severe and mission critical systems. However, the ‘43’ systems
actually represent hundreds of pieces of equipment throughout
the country. A similar problem exists with the “information
technology infrastructure” category. Information technology
infrastructure is being reporied as comprising 2,010 severe and
mission critical systems. In fact, the ‘2,010’ represents unique
types of infrastructure components comprising at least 120,000
PCs and 30,000 servers. While ‘2,010’ is an accurate statistic,
decision-makers cannot appreciate the magnitude of the
challenge without information on the volume of hardware and
software it represents.

! Baseline ~ the number of items in inventory for each particular Y2K area; the beginning number to which remediation

must be applied.

9
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Frequency of Y2K
Briefings/Reports:

Standard
Briefing/Report
Format:

e A September 1998 Program Management Office briefing
reflected 155 severe and mission critical systems of which 107
were reported as remediated. While ‘107 reflects a degree of
progress, a more accurate barometer would be the number of
systems independently verified as Y2K compliant — shown in the
briefing as 6 systems verified as compliant. At the October 1998
senior management meeting, the Program Management Office
presented these statistics (i.e., 153, 106, 6 at that time) in a bar
chart format, illustrated below, clearly reflecting the gap between
the 153 total systems and 6 systems verified as compliant. On the
basis of the October presentation, we were told that immediate
actions were taken to start “closing this gap.”

Status: Severe & Critical Systems

National Applications

Chart2  Legend: 153 = total severe and critical systems

106 = severe and critical systems reported as remedijated

6 = severe and critical systems through post implementation
verification

In order to make informed decisions, senior managers require timely,
up-to-date information, provided at regular intervals. However, Y2K
briefings and reports to senior USPS managers are generally provided
"upon request.’ The Program Management Office has not established
a set schedule (such as biweekly) when Y2K information will be
made available to senior management. In our view, the Y2K
initiative is significant enough to warrant full-disclosure reporting on
a regular basis.

Briefings and reports to senior management should follow a standard
format and report progress in a consistent manner. Appropriate
language should be included to explain unusual items (e.g., mail
processing equipment, information technology infrastructure) or
deviations from the plan. Our review of selected briefings and
reports, as illustrated in Chart 1, disclosed none of the above. An
effective management report, utilizing a chart similar to Chart 3

10
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presented below, contains information that is comprehensive yet
simple to read and shows, at a glance, the status of Y2K.

* Sample Year 2000 Status Report

Information Systems:

o Sevarg and Critical 156 114 8 18D

o impartant, Not Criticat 354 206 12 (Optional) TBD

0 1T Infrastructure 2010 1,481 0 Jul-99
Y2K Roady

o Interfaces {intemalextemal} 3,188" Q NA 18D

** Mall Processing Equip.

o Severs and Critical 43 27 o T8D

o Important, Not Criticat 33 18 Q TBD

* Suppliers

o Severa and Critical 563" 4 NA Sep-99

¢ importart, Not Criticat 3.650" 7 A Sep-98

** Facility Sitas

o Severe and Critical-HQ Nong Nore NA NA

o Importart, Not Critical-HQ 131 10 NA ™D

0 Severe and Critical-Fid 1,200° ] NA Sep-99

0 tmportart, Not Critical-Fid 30,073 Q NA Sep-99
Compieted

Corporate Y2K issues:

o Business Continuity Plan Unknown ] WA Aug-99

o Systerns Readiness Testing Unknown: a NA TBD

0 Nor-I$S Readiness Testing Uriknown 2 NA TBD

Pageici2

Chant 3

Legend: The yellow areas represent issues that are a high priority and at a minimum need to
be performed. The single asterisk indicates baseline not complete. Double nsterisk indicates
clarifying information provided on page 2 of status report (ses page 10). TBD denotes daies to be

determined. N/A indicates post imp

A chart such as this (and the second page shown below) clearly

not

shows some progress towards Y2K compliance in the information

systems areas. At the same time, the report indicates that Y2K

efforts on non-information systems and corporate issues are not being
performed in a timely fashion. If reports similar to this example were

This is a Year 2000 Readiness Disclosure as defiped in PL-1058-271,

Year 2000 Information and Readiness Disclosure Act.
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used, management might have been in a position to identify and
implement necessary changes. For example, a parallel track to
handle non-information systems issues implemented concurrently
with the information systems work might have moved USPS further
along than they are at present. At this point, USPS senior managers
have lost time-critical opportunities to shift priorities and make
important resource and budget decisions. Once a standardized report
is developed, senior USPS managers will more readily be able to
monitor the status of major Y2K areas and make timely, informed
decisions.

Sample Year 2000 Status Report — Explanations

Information gy A or software based information
technology component which provides i ion, network, or ications services
to an appiication or inforrmation system function. The Y2K baseline of component types
totals 2,010 which need to be examined for Y2K readiness. The baseline number

p unique comp: types i il and i
software (400); PCs, servers, and associated software {1,175); networks and
associated software (225); and mi (210). This
actually represents well over 150,000 pieces of hardware and software equipment
of which {actual number) (actual percentage) is verified as compliant to date,

Mail inery and related used to perform
of mail and other ions such as ing and culling. This includes automated

and i inery as well as distribution cases. The baseline includes unique

mail processing equipment component types tolals 43 which need to be examined for

Y2K readiness. The baseline number unique types i

letter mail ing (15); fiat mail ing (2); small ing and bundie
(1); bulk mail ing (3); material handiing systems (3); retait and

vanding systems (10); transportation and logistics (4); and developmental (5).

This breakout actually of pieces of and
software components of which factual number) (actual percentage} is Y2K ready to date.

:BaselinefovSevereaanmal Systems changed from 155 to 156 as of xx-xx-1998
because a new system put into production was identified as critical.

Note: The actual breakout numbers are estimated or, in some cases, were not readily
available to us at the time this report was issued. The Program Management Office should
include these numbers when developing this or a similar briefing/report for senior
management.

Reporting problems resulted because (1) standards for conveying the
status of Y2K activities to senior management were not established at
the onset of the project, (2) comprehensive Y2K inventories were
not developed timely, and (3) information was gathered on a
piecemeal basis because various Y2K databases were not
consolidated or interfaced.

This is a Year 2000 Readiness Disclosure as defined in PL-105.271,

Year 2000 Information and Readiness Disclosure Act.
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Recommendations We recommend the Deputy Postmaster General direct the Vice
President, Information Systems to:

1. Develop a “standardized report” to be included in briefings that
discloses all Year 2000 areas and provide them on a frequent
{e.g., biweekly) basis to senior management.

2. Ensure that the “standardized report” includes, at a minimum, the
following: (1) all major Year 2000 areas, (2) original baseline
figures, any changes to the baseline and reason for change, and
target dates, and (3) definitions of terms, as appropriate. Also,
details should be provided on baselines, such as mail processing
equipment, information technology infrastructure, eic., to show
the magnitude of the effort to be undertaken.

3. Consolidate and link USPS Year 2000 rlatabases to provide a
complete, centralized repository of Year 2000 project
information.

4. Re-evaluate priorities given the non-information systems and
corporate Year 2000 issue areas and shift or identify additional
resources to address them as soon as possible.

This is a Year 2000 Readi Discl as defined in PL-108-271,
Year 2000 Information and Readiness Disclosure Act,
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APPENDIX

i 8. Couoren

E UNITEDSTATES
POSTAL SERVICE

February 11, 1999

KARLA CORCORAN
SUBJECT: Respunse Io the “Year 2000 initiative: Program Management Offica Reporting” Repont

Attached are commants on the United States Postal Service Office of the Inspector Gensral DRAFT
Report tifed "Year 2000 Initiative: Program Management Office Reporting,” dated Decembar 22, 1998,

Raporting has been one of the more farkiable challenges for the Year 2000 Initiativa. As YOU know, we

have been paying particutar attention o the reperting process recently and appreclate your review and
feedback. Wa are looking forward to sustaining a continuous gialogue with You and members of your staff
BS WE Move it pians to f your

Faor some time now, wmabmwmummm&mmmwmwwﬂewhammi
status and 8 ook forward.” We have standerdized such reports for ssmegiation work, and senior

managament has confirmed thesa raperty mest their needs.

We are now working toward appiying tha same approach to the resmainder of the program, We believe
this approach will generally resoive the lssues you have raised, though we expect to have some difficulty
portraying all aspects of this large, complex pragram in a conciss, teaily comprehensibile form.

We are committed to providing accurate, consistant data in our briefings to both internat and externat
audiences., Wemmmaurmm{onmt.a in the past, wmboﬁenbhanwgmoaﬂowus\o

provide detal when ks

wwkwmywmmmﬂunwmmmmumd

Listed beiow are our an B n your report. For clarity, the
from your report in boid font.

1. Develop & “standardized repont” to be included in bristings disciosing ail Year 2000 aress and
provide them on a fraquent (e.g., kiwweekly) basis to ssnicr management.

Comment: Agree. Action on this for a report is computa for
‘The Year 2000 Program M(Pm)mmwmmmw
Begnnmmmsssa at the request of the ihen nawly Maragers, the "Windows'

masawmmm Dmamvwhdmmputsu updam,amrepom

are eem:atod ©n & e

businesy chedul y that ‘sxecutve (b/péuﬁymnm) Beginning
Decomber 1998, amstandamhmmwyrepoﬂ.l was adopied by senior managoment.

Decision briefings {to howld not b i axcept to the extent thut they provide

2 short overview and then focus ont the key issue(s). Information briefings (o general sudiences)
may be stendardized as recommantad. nmzybemmcﬂwbveiopmldsa “standardizend report” at
the tme of and areas targatad to the specific audisnce,

2. Ensure thut “the standardized repart™ includes st a minimurs the follewing: (1) Al major Year
2000 areny; () originel baseline figurss, and changes to the basatine and reasen for changs,
md farget uhs; 0nd (3] mamons of terms, a8 appropriats. Also, detaiis should be provided

such as mall e,
o stw th -‘mnﬂmw..
Mm.mmmmdmmm hglovapoﬂingsmpwe
While standards apply 1o alt Portiolios, reports and baseline data are tajlored to focus
mhuntunmb«mapamwupnmmmny(og. testing, poal
verificafion, planning, ets.). Report formats have baen and may continue to be changed
TSLEem A W
VamrweTon U 2000063
228
Fax; 202700440

‘This is 2 Year 2008 Readiness Diuh:nre a5 Defined PL—WQ—?’!. 18
Year 2000
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1o better highlight issues or to focus decision-meking activity. For instancs, a boubling gap between
ihe nurmber of mission criticat system applications reported as remediated and the number verifisd
was included in Windows reports beginning in July 1998. That gap was not receiving priority aftention
until the PMO presented essentially the sarme data in a new, graphic farmat to senicr officers and the
Managemeant Committee in October 1998,

Standard terms and definitions have been published in the MI. A glassary of terms s also provided on
the Year 2000 MWeb.

3. Conscilcats and link USFS Year 2000 o provide a 3 pository
of Yesr 2000 projact information.

Comment: Agree. This remains 26 open setion llem. The larget date for resolution is the end of
March 1898, The PMO requires ready access 10 2 broad ranga of refiabie data. However, the effort
to create a complate, centralized repository may not be justifiable, given the time remaining and the
funding required. Rather, the PMO will continue to seek and sustain aceess to required data. Toward
that end, some databases have been consclidated. in other cases, links have been estahiished, As
additional, relisbie Year 2000 data becomesy availeble, the PMO will gain access using the most
practicai and cost-affective approach availabie. Pertfolio Managers and responsible business
executives remain responsidle for the accuracy and qua!iiy of the repomd data.

4. Re-sveiusie priorities given the i Year 2000
and shift or identify additionsl resources to ldﬂr!u thlm a% soon 33 possible,
. Thisis i ctivity (no end date). Prinrities and resources are

onnlmuously re.avaluated reassignad, and/or acquired. For instanea, priorities and resource
allocations were re-avalualed in the summer 1998 timeframe (with the assignment of Year 2000
projects to “tiers™), Today, business leaders, working with Portfoliy Managers, are constantly
adjusting rescuree slocations to achieve the objsctives of the Year 2000 Iniiative. For exampie, as
the iation, testing and verification activities for th i porifolios wind down,

t attantion and resources arg and focusad on conti and business
cantinuily planning, and simulation Feadiness) tesing.

WO

Michaet . Coug) r\

This is a Year 2000 Readiness Disclosure as defined in PL-105-271,
Year 2000 Information und Readiness Disclosure Act.
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September 28, 1998

MICHAEL S. COUGHLIN
Deputy Postmaster Genaral

NOMAN E. LORENTZ
Senior Vice President, Chief Technology Officer

SUBJECT: Year 2000 initiative: Post implementation Verification (IS-AR-88-003)

This report presents the resuits of our review of the USPS Year 2000 (Y2K) Initiative.
This report is the third in a series dealing with the Y2K initiative. During this review we
noted that the Post implementation Varification process needed improvement.
Management agreed with our findings and recommendations. The corrective actions
taken or planned are responsive to the issues raised in our report.

The cooperation and courtesies provided by your staff during the audit were
appreciated.

Lol A 97 A bl

of Karla W, Corcoran
Attachment

co. Thomas J. Koerber
Kenngth C. Weaver
Richard D. Weirich
John R. Gunnels

1735 N Lo ST
ARNGION YA 22209-2020
(703) 2482300

Fax: (703) 248-2291
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EXECUTIVE SUMMARY

o
Resuits in brief

The year 2000 (Y2K) problem results from the way in which computer
systems store and process dates. In many systems, the year 2000 will
be indistinguishable from 1300, thereby causing potential system

" failures.

This is the third in a series of the Office of Inspector General (0IG)
reports regarding the Y2K initiative, Our first report addressed the
“Awareness” and “Assessment” phases of the USPS Y2K Initiative,
The second provided a preliminary assessment of the “Renovation,”
“Validation,” and “Impl ion” phases. Additional information
on prior audit coverage is provided on page 4. As part of our audit
coverage of the USPS YK initiative, we were asked by the Y2K
Project Manager to provide a review of the Post Implementation
Verification (PIV) process for effectiveness and efficiency. This
report addresses aspects of that process.

Remediation of systems applications for Y2K compliance primarily
rests with USPS business managers and project leaders, The
application project leaders are responsible for certifying that all
application code has been reviewed for date implications, remediated,
tested, and documented accordingly. The Portfolio Manager certifies
the application as Y2K compliant and sends the certification to the
Project Management Office (PMO). The PMO then initiates the PIV
process.

The PIV process, instituted by the PMO, is an independent verification
of the Y2K remediation’ process to ensure that USPS systems
applications are Y2K compliant and will operate correctly in the year
2000 and beyond. The PMO is responsible for the oversight of the
contractors performing PIV.

The tasks that constitute PIV were developed by the USPS PMO and
contractor staff and ere being carried out by contractor personnel
ienced in code review and conversion. The PIV has increased
¥2K accountability by requiring USPS managers to submit ail of their
severe and critical applications for verification. However, the PIV
p could not provid able that all severe and
critical applications (166) would be independently verified before the
Year 2000. This conclusion is based upon the fact that (a) Portfolio
managers have certified and submitted applications for PIV without -
complete d ntation; (b) applications were not submitted in a
timely manner; and (c) all source code that had been reviewed in
remediation was being reviewed again in PIV. In addition, there

*

! A process wh

by USPS sy

fons are d in order to make them Y2K compliant.

i
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remains approximately 400 noncritical application systems that need
1o be remediated before their projected failure dates.

The PMO originally hired only one contractor to perform PIV,
However, recognizing the enormity of the PIV task, the PMO hired
two additional contractors in June 1998. We believe there are
additional procedures, such as selective statistical sampling of source
code, that have not beén considered that could further expedite the
PIV process.

Taking timely action to implement our recommendations would allow
USPS PIV contractors to process severe and critical application
systems more quickly and help USPS identify application systems
problems before a serious date-related failure occurs, See Appendix [
for a statistical sampling plan that may be used on this project.

—
Recommendations

The Vice President, Information Systems should direct
Portfolio Managers to:

1. Certify and submit applications within 30 days of being remediated
and tested.

2. Ensure applications include all required documentation before
being certified.

3. Direct contractors to (a) help USPS remediation teams develop
adequate Y2K test plans and remediation documentation and (b)
assist in the correction of applications sent back from PIV.

The Vice President, Information Systems should also direct
the PMO to:

4. Reject application systems that are submitted without complete
Y2K test plans and documentation and formally notify the
responsible Vics President and Chief Information Officer (CI0)
that the application was rejected.

$. Develop and implement a statistical sampling plan for reviewing
application code as soon as est plans and documentation becoms
more acceptable.

Management
Comments

The Deputy Postmaster General concurred with all findings and
recommendations included in this report and has planned or taken
corrective actions to improve USPS' efforts to meet the Year 2000
challenge. ’

2
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—_— -
Evaluation of
Management
Comments

The corrective actions USPS management has planned in response to
our recommendations are appropriate and, when fully implemented,
should respond adequately to the recommendations.

INTRODUCTION

The Y2K problem results from the way dates are recorded and
calculated in computer systems. In the past, to conserve electronic
data storage, systems have typically used two digits to represent the
year, such as “98” representing 1998. With this two-digit date format,
however, the year 2000 is indistinguishable from 1900, 2001 from
1901, and so on. As a result of this ambiguity, application systems
that use dates to perform calculations may fail after 1999.

The USPS manages over 600 application systems related to internal
and external operations. The application systems provide for critical
tasks and encompass a wide variety of platform designs, operating
systems, and programming languages.

The USPS conducts renovation, validation, testing, and certification of
its systems applications to ensure Y2K compliance. The
responsibility to ensure that application systems are Y2K compliant
remains with the USPS business managers, system Project Leader,
and Portfolio Manager. The PIV program is directed by the Y2K
PMO, which has the responsibility for overall verification of systems
applications. The PMO determined it was necessary to establish a
review of systems applications, after remediation, to provide
independent assurance that they were Y2K compliant. To accomplish
this objective, the PMO appointed a PIV Coordinator and hired
contractors to conduct PIV tests under the direction of the PMO.

Management
Accomplishments

The PMO has invested considerable effort in making the PIV process
successful. A few of the accomplishments include: developing
standard USPS PIV procedures and processes; hiring three contractors
to help perform PIV; and verifying Y2K compliance of 16 converted
application systems. In addition, the PIV Coordinator is constantly
revising the PIV procedures to meet the dynamics of the USPS
systems environment.

Objective, Scope,
and Methodology

Our overall objective was to determine whether the PIV process was
effective and efficient. Specifically, we wanted to determine if the
PIV process was timely and provided reasonable assurance that
application systems that had been remediated were Y2K compliant.

At the request of the PMO, we reviewed the PIV process used to

3
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independently verify Y2K compliance of USPS application systems.
In accessing the PIV process, we looked at applications submitted for
PIV during June and July 1998.

We reviewed numerous documents, inctuding USPS PIV procedures,
system inventories, test plans, and schedules. We also analyzed
intemal tracking reports developed by the PMO to monitor the
progress of Y2K activities.

We also discussed USPS Y2K activities related to this report with
officials in various headquarters offices, including the Y2K Project
Manager and leaders, PIV Coordinator, and contracted PIV personnel.
Qur audit work was accomplished during the period June through
August 1998, This review was conducted in accordance with
generally accepted government auditing standards and included such
tests of internal controls as we considered necessary under the
circumstances.

— "
Prior Audit
Coverage

This is the third in a series of OIG reports regarding the Y2K
initiative. Qur first report was "Year 2000 Initiative” (IS-AR-98-001,
March 31, 1998). During this review, we examined the awareness and
assessment phases of the USPS Y2K initiative and made
recommendations for improvement in several areas including
assigning accountability to responsibie managers. USPS Management
concurred fully with our findings and recommendations.

Our second report was "Year 2000: Status of the Renovation,
Validation, and Implementation Phases” (IS-AR-98-002, July 21,
1998). This report involved a preliminary assessment of the .
renovation, validation and implementation phases of the USPS Y2K.
initiative. It contained recommendations for improvement in several
areas including accurately reporting the compliance status of
application systems. USPS Management concurred fully with our
findings and recommendations.

No prior audits were conducted by the Inspection Service or the
General Accounting Office regarding specific USPS Y2K initiatives.

L}
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Results

Post Implementation Verification

——_—
Background

The PIV process, instituted by the PMO is an independent
verification of the Y2K remediation’ process to ensure that USPS

ms applications are Y2K compliant and will operate correctly in
the year 2000 and beyond. The PMO is responsible forthe ¢
of the contractors performing PIV. A descnpnon of how the PIV
process fits into USPS Y2K Initiative follows.

Remediation of systems applications for Y2K compliance primarity
rests with USPS business managers and project feaders. The
application project leaders are responsible for certifying that all
application code has been reviewed for date implications, remediated,
tested, and documented accordingly. The Portfolio Manager certifies
the application as Y2K compliant and places it into production. The
certification is sent to the PMO who initiates the PIV process.

The PMO PIV Coordinator selects the applications to send to the PIV
contractor based on the application’s criticality and estimated failure
date. Next, the PIV testing group requests the USPS project leader to
submit all application documentation, source code, test plans, and
Y2K compliance testing docamentation.® The PIV group reviews
testing documentation and utilizes an automated tool to identify lines
of source code for date-related items to be reviewed. The PIV group
then performs a 100 percent manual review of all code for any
date-related items the automated tool may have missed. Finally, PIV
personnel visit the office where the application is run and observe
Y2K tests performed by the project leader.

Table 1, Status of USPS Application Systems Undergoing PIV,
provides the total number of USPS systems applications and the status
of the systems in the various stages of the PIV process as of July 24,
1998. The table indicates that only about 12.5 percent of severe and
critical applications had been nominated for PIV as of this date. The
timeliness of applications being nominated” for PIV will be reviewed
in more depth and addressed in a follow-up report.

% A process whereby USPS sy

d in order to make them Y2K compliant.

are
3 The PIV process has been delayed by mascunu or incomplete source code a.nd documentation.

* The PIV coord

systems by choosing which ap ions to send to the PIV contractor

PP

based on the application's criticality and estimated &a!m date,
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Status of USPS Application Systems Undergoing PIV
as of July 24, 1998

Naipisd abnge

Vb el S (I3RS R LRIVICHN
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"

N Noeanne : TS RO QT M
Severe and 166 2t
Critical
Applications
Non-Critical 464 44 35 11
Applications
Total Systems 630 65 49 16
W
PIV Effectiveness  The PIV process provided reasonable assurance that applications
and Efficiency completing PIV were Y2K compliant. For example, during the pilot
PIV process, the PIV team found that 9 of 15 systems reviewed were
non-compliant. Since the formal PIV started in February 1998, all
applications reviewed have been verified compliant.
However, in our view, the PIV process was not as efficient as it could
have been and changes need to be made quickly. For example the
PIV team was only verifying an age of four applications per
month durmg the period January through July 1998. In addition to the
full code review, applications were submitted without documentation
or test plan descriptions. Furthermore, project leaders and portfolie
managers have been reluctant to send their applications to PIV, stating
the PIV process is too time-consuming. The challenges facing the PIV
process are discussed below.
Incomplete Portfolio managers certified and submitted applications to PIV without
Submissions complete documentation. For example, USPS PIV procedures require

the submission of test plans at the time the application is submitted for
PIV. However, PIV team personnel stated that they had not received
complete test plans with any application submitted for PIV to date.
Test plans are necessary to focus on the remediated parts of an
application and also help determine where to focus source code
reviews. The PIV team has been informally helping project leaders
and Portfolio Managers develop test plans in order to complete PIV.
Helping develop tast plans diverts assigned PIV resources and slows
down the PIV process.

* Ali severs and critical appli

stems are required to go through the PIV process whereas the

ion 8y!
_non-critical systems are “subject” to PIV at the discretion of the PMO.

6
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Applications Not
Submitted Timely

Applications were not submitted for PIV as soon as they were
remediated and certified. For example, prior to July 1998, all the
Information Business System Support Centers (IBSSC) combined only
submitted 10 of their 330 applications for PIV. The Minneapolis
IBSSC did not submit any of its 120 applications. Planning for the use
of PIV resources is more difficult when applications are not submitted
in a timely manner or are held and submitted in large groups.

100 Percent Code
Review

At the time of our audit, the PIV team was reviewing 100 percent of
the source code for all applications recsived. According to the PMQ,
it was not its original intention to do complete code reviews. This
practice evolved as a means of coping with the applications submitted
during the pilot PIV. The applications lacked documentation and
contained a great deal of unremediated code. By contrast, the PIV
team indicated that when the formal PIV process started, they found
that most code had been remediated. However, documentation and
test plans were still missing, thus necessitating continuation of the 100
percent code review. According to the PIV team, the average team
member spends about § hours to review 1,000 lines of code, The
USPS has 166 severe and critical application systems that contain as
much as 100 million lines of code®, Under the current PIV process,
the only way the severe and critical code could be reviewed before the
year 2000 would be if at least 33 individuals reviewed code every
minute of every day, including weekends, until December 31, 1999,

PMO personnel stated that the PIV process was designed to serve as a
quality assurance (QA) review to help ensure the proper remediation
of applications. A sound method of quality assurance starts with
establishment of objectives and standards. In this case the objective is
for USPS application systems to be Y2K compliant. Management has
defined what it means for an application to be Y2K compliant. The
next step of QA involves developing and impl ing procedures to
provide with bi that objectives and
standards were met (is the application Y2K compliamt?). Reasonable
assurauce does not imply absolute assurance and should be achieved
by expending the least amount of resources. A QA function, by
definition, involves an agreed upon, limited review or sampling of
items or, in this case, lines of code, to spot check the quality of results
involved to make an application Y2K compliant. Cutrent procedures
entail expending nearly as much effort as the remediation process
itself. This is an inefficient use of staff, time-consuming, costly, and
pravides no guarantees that all unremediated code will be identified.

*The :_ob miltion lines of code was based on the Rough Order Of Magnitude Study dated June 1998,

7
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We cor d the PIV coordinator and or for establishing a
high assurance level for reviewing remediated code. However, the
current PIV process is so time-consuming that all severe and critical
applications may not be verified before the Year 2000. Therefore, we
believe a more efficient PIV approach involving the use of a well- .
designed statistical sampling plan could be followed with little loss to
the current assurance level. See Appendix I for a statistical sampling
plan that may be used on this project,

Recommendations

The Vice President, Information Systerns should direct
Portfolio Managers to:

1. Certify and submit applications within 30 days of being
remediated and tested.

2B pplications include all required documentation before
being certified.

3. Direct contractors to (a) help USPS remediation teams develop
adequate Y2K test plans and remediation documentation and (b)
assist in the correction of applications sent back from PIV.

The Vice President, Information Systems should also direct
the PMO to: )

4. Reject application systems that are submitted without complete
Y2K test plans and documentation and formally notify the
responsible Vice President and CIQ that the application was
rejected.

5. Develop and implement a statistical sampling plan for feviewing

application code as soon as test plans and documentation become
more acceptable,

8
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PIV Code Sampling Plan
Example

This statistical sampling plan described below was designed for us by an experienced statistician
and is an example that management could apply to help expedite the PIV process. If
implemented, this sampling plan would replace the PIV 100 percent code inspection practice.
Neither of these processes, i.e., 100 percent code inspection nor the sampling technique, will
guarantee that all applications reviewed are completely Y2K compliant, but the statistical
approach would reduce the amount of time necessary to complete an application review.

PIV team members told us that the number of errors found while reviewing code was low.
Therefore, this sampling plan uses a low error rate (.04). An ervor is defined as an unremediated
or incorrectly remediated date-dependent item that may cause the application to fail in the year
2000 or beyond. Table 1, PIV Statistical Sampling Parameters, shows by category of system the
target parameters at 95 percent or higher confidence level with a plus/minus 1 percent precision,
and the estimated maximum sample size.

To apply this plan, one would follow the existing procedures to the point of identifying
date-related items using the automated tool. Next, PIV team members would calculate the
number of date-related lines of code identified by the tool and the number of lines not
date-related, i.e., the remainder. Using the table below, the PIV team would separately sample
both universes of code. They would examine only those lines of code that appeared in each
sample, starting with the date-related sample first. Ifan error is found, the application system
containing the error should be returned to its project leader for additional rework. This plan

thata 100 p code inspection will be performed for those systems containing 2,50¢
lines or less. During code reviews of non-critical applications, the PIV team would only review

- the date-related sample.

Table 1: PIV Statistical Sampling Parameters

Category of System | Confidence Level Precision Maximum Sample Size®

Severe 99 percent 01 2,500 Tines of code
Critical 99 percent 01 2,500 lines of code
Non-Critical 95 percent .01 1,500 lines of code

* Maximum sampie size assumes a 4 percent error rate.

Calculate the sample size using the following formula: n=(z/b)" times (pq)

The terms of the formula are defined as follows: n = sample size
.z= confidence coefficient for desired confidence level (z = 2.58 for 99 percent confidence) and
(z=1.96 for 95 percent confidence).
b = precision desired
p = error rate expected
q = 1 minus the error rate = rate of non-error

] APPENDIX I
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MANAGEMENT COMMENTS

E UNITED STATES

POSTAL SERVICE

September 23, 1398

BILLY J. SAULS

SUBJECT: Draft Response to Draft Audit Report ~ Year 2000 Initiative: Post implementation
Verification (IS-AR-88-XXX}

The Year 2000 initiative Project Management Oftica (PMO) has reviewed the draft
recommendations of the Office of Inspector General for Post Implementation Verification,
iS-AR-98-XXX, dated August 31, 1998. The focus of the review was to determine whether the
Poatlmpbmonw Varification (PIV) process was timaly and provided reasonable assurance
that systems that had been were, in fact, Year 2000 compliant The
foliowing is & response to recommendations:

Audit Recommendation: Transmittsl of Draft Audit Report Year 2000 PIV.

MVszoPmmm«mmmmmnmmwmmm-w
are provided in sach instance.

Recommendation 1. The Vice President, information smsmumpmbuum
to cartify and submit applications within 30 days of being remadiated and tested,

Rnponu Concur. mmmummwmwmm
Systams not certified under
the current hedule will be for their certr A letter Is being
BWQGWMVHPMMIHMSmeﬂ!MMWQGM
Estimated completion date: October 1, 1998,

Systams shouid direct Portfolic
anbmmwhdudoquunddmmmmamﬂn

Ruaenu. Concur. The Portfolio Managers will certify along with the functional business
Awummwmvummmmm
mmmmm*- date: October 1, 1998,

Recommendation 3. The Vice President, information Systems should direct Portfoilo Managers
mdmmu:(a)hdpuspsmmuummemmm
and and {b) assist

Response. Concur. A lether is being issuad by the Vice Prasident, Information Systems which
directs the action. data: October 1, 1994,

RMLWV&WWMM«M&-M»M
application sy Year 2000 test plans snd documentation,
mmnmmmmmmmwmm(m)
that the sppication was rejectsd.

A5 LDem Pasa S
Wagnegtom OC 202900060
2022582525

Faz 202:208-4000
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Response. Concur. A latter is being issued by ma \ﬂcn Fres;dmt Inlorrnatbn Synoms ‘which
directs the recommended action. Further, by the
Office of the Inspector General, the PMO has already taken action to rajoel systems which ars
found 1o be improperty prepared for PIV and will now enforce the formal process in place and
endorsed by the Office of General. ion date: October 1, 1998,

Rocommndaﬂon 8. The Vice President, Inbrrnlﬁon Syswms should diract the PMO to develop
and plan fo 9 coda as soon as test plans and
documentation beeomo more acceplable.

Response. Concur. A letter is being issued by the Vice Preaident, Information Systema which
directs the recommended action. Further, with by the
Office of the lnspedor Ganeral, the PMO has already takan action ta review a proposed sampiing

memg pamumm@cmmu 1998) for the purpose of
The resuits of that meeting wil! be
mtegram into our PN pmun Estimated completion date: October 1, 1868.

c& Richard D.
Alan B. Kiet
John R. Gunnels
James L Gotdan

11 APPENDIX {T
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Major Contributors to this report were:

David 1. Berran
Randy Coneby
Robert Batta
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July 21, 1998

MICHAEL 8. COUGHLIN
Deputy Postmaster General

SUBJECT: Year 2000 Initiative {IS-AR-88-002)

This report presents the results of our review of the USPS Year 2000 (Y2K) initiative.
This report is the second in a series dealing with the Y2K initiative. During this review
we noted that executive operating systems were not always compliant, application
remediation was not effectively challenged, systems were not effectively tested for Y2K
compliance, and application status reporting was inaccurate. Management agreed with
our findings and recommendations. The corrective actions taken or plam\ed are
responsive to the issues raised in cur report.

The cooperation and courtesies provided by your staff during the audit were
appreciated.

H oo

arla W, Corcoran
Attachment

cc: Thomas J. Koerber
Kenneth C. Weaver
Richard D. Weirich
John R. Gunnels

1735 N Lwin 5t

A waron VA 222092020
{3} 24820

Fax: {70K5) 248229
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EXECUTIVE SUMMARY
Results in brief The year 2000 (Y2K) problem results from the way in which computer

systems store and process dates. In many systems, the year 2000 will
be indistinguishable from 1900, thereby causing potential system
failures. If left uncorrected, we believe the United States Postal
Service (USPS) couid face critical computer system failures, which
may hinder mail movement.

Due to the critical implications of the Y2K issue, we are providing
continuous audit coverage to the area. Since many of the issues are
“time sensitive,” we plan to issuc interim reports to management
officials that include assessments of ongoing efforts as well as
recommendations for corrective actions when warranted. This report
is the second we have issued on the YZK initiative. Our first report!
addressed the “Awareness” and “Assessment” -phases of the USPS
Y2K initiative. This report provides a preliminary assessment of the
‘“Renovation,” “Validation,” and “Implementation” phases.”

Since our previous report, USPS officials have made progress on the
¥Y72K challenge. Despite this progress; however, there are significant
Y2K issues facing the USPS that warrant further attention. Qur
current review disclosed:

executive operating systems were not always Y2K compliant;

e non-critical application remediation was not effectively
challenged;

o applications in production were not always tested; and

o application status was not reported accurately.

Taking timely action to correct these problems should minimize or
climinate potential disruptions in USPS service resulting from non
Y2K compliant systems.

As we stated in our first report, we believe the Y2K project is at least a
year behind schedule for a successful Y2K conversion. As 2 result,
the USPS had not performed enough work for us to complete a
thorough assessment of the “Renovation,” “Validation,” and
“Implementation™ phases. However, we felt it was necessary to
provide management with a current assessment as they continue
working on the Y2K problem.

! Year 2000 Initiative, USPS Office of Inspector General, IS-AR-98-001, March 31, 1998,

1 .
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Recommendations

The Deputy Postmaster General should direct appropriate USPS
personnel to:

Recommendation (1) use a compliant executive operating system
software release,

Recommendation (2) apply the USPS Y2K guideline of challenging
the need for each existing component or application at the completion
of the BlAs,

Recommendation (3) develop procedures to hold USPS managers
and operations personnel accountable for application testing?, and
Recommendation (4) report applications as Y2K compliant only if
they have been thoroughly tested for compliance.

Management
Comments

The Deputy Postmaster General concurred with all findings and
recommendations included in this report and provided the following
general statement: "During the last few months the USPS YEAR 2000
Project Management Office has made major progress toward
engaging USPS jves in accomplishing the YEAR 2000
challenge. For iple, busi imp (BlAs) have
been completed for each major business area. These assessments
have become instrumental in helping management focus on the most
critical YEAR 2000 issues. In addition, applications have been
prioritized and grouped into an initial set of releases according to
Jfunction and failure date. Resp 10 specific r dations will
reflect the results of these activities. The YEAR 2000 initiative is a
critical project for the Postal Service." See Appendix I for comments
on each recommendation.

e 1
Evaluation of
Management
Comments

Management's planned and completed actions are responsive to the
issues raised in this report.

INTRODUCTION

The year 2000 (Y2K) problem results from the way dates are recorded
and computed in many computer systems. For the past several
decades, systems have typically used two digits to represent the year,
such as “98” representing 1998, in order to conserve on electronic data
storage and reduce operating costs. With this two digit date format;
however, the year 2000 is indistinguishable from 1900, 2001 from
1901, and so on. As a result of this ambiguity, system or application
programs that use dates to perform calculations, comparisons, or
sorting may generate incorrect results when working with years after
1999.

2 Corrective action began during our review to hold appropriate p ponsible for application testing.

2
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ln light of the critical challenge facmg the USPS, The Deputy

General req: d that we review USPS actions to achieve
YZK information systems compliance. This repont reflects the results
of our ongoing Y2K review. This is the second in a series of reports
designed to offer our assessment as well as recommendations to USPS
management.

The USPS depends on information systems to perform a variety of
critical tasks. The USPS manages over 600 systems applications
refated to internal and external operations. The systems applications

encompass a w1de variety of platform designs, operating systems, and
progr As a system-dependent organization, the
USPS is hzghly su,sceptib}e to the Y2K probiem.

To effectively manage the Y2K challenge, the USPS blished a
Project Management Office PMO). As noted in our previous report
on the Y2K initiative, the PMO has been aggressxvcly addressing
many of the Y2K. challenges facing the USPS®. Since our previous
repont, the PMO has established and implemented an organization
wide Business Impact Assessment (BIA) and Post Implementation
Verification (PIV) process. In addition, the PMO has developed 2
rough order of magnitude for Y2K costs and a framework for Y2K
accountability. - Despite this progress, there are significant issues
facing the USPS Y2K initiative that warrant further attention.

Five phases are widely accepted by federal and private entities for
completing a Y2K conversion®.

Awareness
Assessment
Renovation
Validation
Implementation

Qur first report addressed the aw and ph This
report represents a preliminary review of USPS progress in the
revovation, validation and implementation phases. Each phase is
addressed separately below.

Objective

Our overall objective was to determine whether the USPS was taking
effective actions to achieve Y2K compliance.

3 Year 2000 lnitiative, USPS Office of lnspector General, I3-AR-98-001, March 31, 1998

.

* A diagram outlining the five phases as well as time-line for their completion is p d at App i

3
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Scope

In assessing the actions taken by USPS during the renovation,
validation and implementation phases, we reviewed numerous
documents, including individual system summary and detailed plans,
systemn inventories, test plans, and schedules. We also analyzed
internal tracking reports developed by the PMO to monitor the

‘progress of Y2K activities. In addition, we performed a limited

review of operating systems used at Integrated Business Systems
Solutions Centers (IBSSC), and reviewed a limited sample of
applications to determine thie extent of Y2K testing.

We discussed USPS Y2K activities related to this report with officials
in various headquarters offices, including the Y2K project manager,

“contracted PMO personnel, and several application program mangers

at the IBSSCs.

Methodology

The General Accounting Office (GAO) has issued an assessment

guide for use by both the private and public sector in evaluating Y2K
compliance projects. The GAQ Year 2000 Assessment Guide
identifies five phases of a Y2K conversion. (See Appendix [) We
used the GAO Year 2000 Assessment Guide in evaluating USPS
readiness to achieve Y2K compliance.

We conducted our review from January through May [998 and
reviewed documentation processed through April 1998. This review
was conducted in accordance with generally accepted government
auditing standards.

4
Restricted Information



80

Year 2000 Initiative - Status of R ion, Validation and impl jon Phases IS-AR-98-002
RENOVATION
Background Afler an organization completes the “Awareness” and “Assessment”

Results

phases of a Y2K initiative, the third phase (renovation--conversion,
replacement, retirement) must be undertaken, In this phase, operating
officials should make and document required software and hardware
h devel 1 t systems, and decommission retired

¥

¢ & © 4
systems.

It becomes a business decision to upgrade software of old applications
that have been operating accurately for an extended period. It is not
cost effective to upgrade for the sake of upgrading. However, for
systems to run correctly into the next millennium, ail software must be
Y2K pliant. The operating sy is the foundation for running
applications. Year 2000 compliant applications will not function if
operating systems are non-compliant. The USPS uses MVS as the
pritnary operating system in its mainframe environment. In
conjunction with MVS, the USPS uses an executive operating system
Customer Information Control System (CICS) for running most
mainframe applications.

‘Executive operating
systems not always
compliant

The USFS was not using a Y2K compliant version of the executive
operating system sofiware CICS. This occurred because IBSSC
personnel had just obtained a compliant version at the time of our
review. Also, the need to upgrade software to a compliant version had
not been enforced. As a result, Y2K problems may surface even if
individual applications are remediated.

The Y2K compliant version of CICS is release 4.X. As of March 10,
1998, at least S0 of 215 IBSSC applications® were using a non-
compliant version of CICS (release 2.1). In addition, 42 of the 50
applications were classified as “critical” by IBSSC personnel.

¥ During our review, USPS p

1 began comrective action to upgrade executive operating sy to CICS 4.X.

However, the applications using CICS had not been recompiled.

5
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Application
remediation not
effectively
challenged

USPS operating officials did not effectively challenge the need to
perform Y2K remediation on all existing applications. This cccurred
because Busi Impact A {BIA) had not been completed
to allow officials to challenge the need for existing applications. As a
result, resources (i.e. time and personnel) could be better spemt
remediating more critical applications.

Al fomed

Before applicati are i, a impact assessment
(BIA) should be performed. At the time of our review the Y2K PMO
and USPS officials started but had not completed the BIA process.
During the BIA, applications are classified by operating officials as
(1) severe, (2) critical, or (3) non-criticalimportant. The guiding
principle that USPS officials should apply in making such 2
determination is to "challenge the need for each existing component or
application.” The USPS intends to remediate more than 600 severe,
critical, and non-critical/important applications by December 1999 at
an estimated cost of approximately $675 million®  These
classifications were determined by cross functional team members,
system program managers, and IBSSC representatives. Thirty-seven
percent of the applications identified were classified as non-critical.
We believe that it may not be cost effective to convert many of the
non-critical systems.

Ix

® According to the March 1, 1998 PMO Y2K inventory, there were 625 sy 15 slated for fiation. Of these,
232 {37%) were classified as noncritical.

6
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VALIDATION
Background After code modification is performed during renovation, remediated

applications should be thoroughly tested by operating officials to
ensure that they are Y2K compliant and operate as they did before
modifications. The USPS PMO has designed an additional check in
the Y2K process called Post Implementation Verification (PIV) to
supplement the validation phase. The PIV is an independent review of
an application prior to its retumn to production. Due to the wide
disbursement of applications and decentralized nature of the USPS,
the PIV will be vital to ensure Y2K compliance.

Results

Systems not Systems that were in production or in acceptance testing were not
effectively tested for always tested to ¢ .Y2K compli This occurred for the
Y2K compliance ollowing reasons:

e Procedures were not adequately enforced to hold USPS
managers and operations personnel ble for applicati
testing.

s [BSSC program managers stated that they were relying on the
Y2K project office PIV team to perform system testing.
However, it is the responsibility of operating officials to
perform testing. The PIV is only a check to determine whether
testing was completed. .

As a result, some applications may not be Y2K compliant and may
adversely affect the related USPS missions.

We reviewed 40 applications reported by the IBSSC program managers
as “in production” or “in acceptance testing” per the March 1998 PMO
system inventory. Our review disclosed that 10 (25%) of the
applications had not been tested by program managers in accordance
with the USPS Y2K Management Instruction AS-840-98-1. The PMO
relies on the [BSSC program managers and portfolio mangers for
accurate reporting of system status.

1
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IMPLEMENTATION
* Background After non-compliant systems have been converted and tested, the

Results

implementation phase of a Y2K initiative begins. During “the
implementation phase, extensive integration and acceptance testing is
required to ensure that all converted or replaced system applications
and components perform adequately.

Inaccurate
Application Status
Reporting

IBSSC personnel incorrectly reported that “in production™
applications were Y2K compliant. This occurred because USPS Y2K
compliance criteria and the PIV process had not been firmly
established until many applications were reported as “in production.”
As a result, applications incorrectly reported as compliant may fail.

On March 2, 1998 PMO personnel reported to the Audit Committee
(based on information received from IBSSC personnel) that
approximately 96 USPS applications located at IBSSCs were in
production and d to be compli However, based on our
discussions with IBSSC representatives on March 9 and 10, 1998, 93
(97%) of those "in production” applications were not ready to be
independently tested for Y2K compliance. Therefore, the status of
applications in production and reported as compliant had not been
validated.

8
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Year 2000 Phases
7
E ] Awareness
: A s Conduct Year 2000 awareness campaign
M
¥ ®  Assess the adequacy of the agency’s program
1 management capabilities
2 Develop Year 2000 strategy
g ©  Obtain support from executive management
2 Assessment

® Define Year 2000 compliance
o  Focus on core business areas

]
=]
M
A
1997 A ®  Assess the severity of an impact of Year 2000-
T induced failures -
LA
o Renovation
1
% o Convert selected applicati datab
and operating systems

e Develop data bridges and filters
® Replace selected applications and refated
system components

1998

Validation & Implementation

@ Perform unit, integration, and system testing
o Define, collect, and use test metrics

o Define transition environment and
procedures

e Develop implementation schedule

Resolve data exchange issues and
interagency concerns
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MICHAEL S. COUGHLIN
Deputy Postmaster General

SUBJECT: Audit Report-Year 2000 initiative (IS-AR-98-001)

This report presents the results of our review of the USPS Year 2000 (Y2K)
Initiative. This report is the first in a series dealing with the Y2K initiative. During
this review, we noted that the USPS did not have sufficient planning and
corporate-wide involvement to allow for the most effective approach to solving
the Y2K problem. Management agreed with our findings and recommendations.
The corractive actions taken or planned are responsive to the issues raised in
our report.

The cooperation and courtesles provided by your staff during the audit were
appreciated.

7 A/

arla W. Corcoran
Attachmert

cc: Thomas J. Koerber
Kenneth C. Weaver
Richard D. Weirich
John R. Gunnels

1735 N Low 87
Amaron VA 22009-2020
{703) 248-2%0
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EXECUTIVE SUMMARY

——
Results in Brief

The Year 2000 (Y2K) problem is rooted in the way dates are recorded
and computed in many computer systems. For the past several
decades, systems have typically used two digits to represent the year,
such as “98" representing 1998, in order to conserve on electronic data
storage and reduce operating costs. With this two digit date format,
however, the year 2000 is indistinguishable from 1900, 2001 from
1901, and so on. As a result of this ambiguity, system or application
programs that use dates to perform calculations, comparisons, or
sorting may generate incorrect results when working with years after
1999,

‘The United States Postal Service (USPS) has begun to address the

Y2K problem. However, as a result of not recognizing the scope of

the problem in a timely manner, correcting the Y2K problem has

grown more challenging for the USPS. The Y2K problem is not just

as Information Systems (IS) concern but a USPS-wide challenge.
However, USPS Vice Presideats (VP), outside of IS, have not been
engaged or committed to solving the Y2K problem. If action is not
taken, the USPS mission of providing quality, timely mail service may .
be impaired, prompting lost customers and lost revenue.

This report is the first in a series dealing with the Y2K problem.
During our review, we noted that the USPS did not have sufficient
planning and corporate-wide involvement to allow for the most
cffective approach to solving the Y2K problem.

During the time of our field work, the IS VP and Y2K manager
recognized the need for greater program management skills to manage

" the USPS Y2K initiative. Therefore, in iate December 1997, they

hired 8 Y2K consultant with program mansgement skills and Y2K
experience to assist the USPS in meeting its Y2K challenge.

e ¥
Recommendations

The Deputy Postmaster General should

Recommendation (1) assign VPs responsibility and accountability for
ensuring that all systems in their area of management become Y2K
compliant in time to prevent system failures;

Recommendation {2) develop and document & corporate-wide ‘
integrated plan;

Recommendation (3) conduct a complete corporate-wide system
inventory including components, data/system imerfau;s, and third

i
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party products';

Recommendation (4) prioritize systems and components based on the
business impact;

Recommendation (5) coordinate Y2K work with new system develop
and design work to allow for continuity of operations into the next
millennium;

Recommendation (6) develop, implement, and tcstv contingency plans
for the most critical systems as necessary®;

Recommendation (7) record internal and external dependcnc¥ links
between entities, business processes, and information systems®; and

R dation (8) establish a realistic Y2K budget.

Evaluation of
Management
Comments

The Deputy Postmaster Generai concurred with all findings and
recommendations included in this report and provided the following
general statement: "Significant progress has been made over the past

" several months to bring more business management focus and

executive accountability, augment the Program Management Office
(PMQ) with world-class suppliers, and put more rigor into the policies
and procedures. The response to specific recommendations will
reflect the results of these activities. Even with this progress the Year
2000 Initiative is a most critical project for the Postal Service and will
require continuous senior management engagement over the next two
years." See Appendix II for comments on each recommendation.

IR
Evaluation of

Management's planned and completed actions are responsive to the

Management issues raised in this report.
Comments
! During our review, the Y2K project office p 1 began developing a corp ide sysiem i ’ To

date they have identified approximately 600 systems. . L .
% This can be sccomplished at 2 Iater time for many systems, b , it should be p well in ad of

?omnﬁalsym failures.

During our review, the Y2K project office personnel began recording intemal and external dependency links

between systems.

2
Restricted information



Year 2000 Initiative

91

1S-AR-98-001

INTRODUCTION

The year 2000 (Y2K) problem results from the way in which
computer systems store and process dates. In many systems, the year
2000 will be indistinguishable from 1900, thereby causing potential
system failures. If left uncorrected, we believe the USPS could face
critical computer system failures, which may hinder mail movement.

In light of the critical challenge facing the USPS, we were requested
by the Deputy Postmaster General to review USPS actions to achieve
year 2000 information systems compliance. Accordingly, this report
discusses our assessment of the adequacy of steps taken by the USPS
10 ensure that computing problems related to Y2K are fully addressed.

Objective

Our overall objective was to determine whether the USPS was taking
effective actions to achieve Y2K compliance.

Scope

Tn assessing the actions taken by USPS to address the Y2K problem,
we reviewed numerous documents, including individual system
summary and detailed plans, system inventories, test plans, and
schedules. We also analyzed internal tracking reports developed by
the USPS Y2K office to monitor the progress of Y2K activities.

We discussed USPS Y2K program activities with officials in various
headquarters offices, including the Y2K project manager, the
Information Systems (IS) Vice President (VP) and cross functional
team members from Finance, Engineering, and Operations Support.
We also met with management and staff at USPS Integrated Business
Systems Solutions Centers (IBSSC) in San Mateo and Wilkes Barre.

Methodology

The General Accounting Office (GAOQ) is recognized by both the
public and private sectors as a leader in evaluating Y2K management
practices. According to the GAO Year 2000 Assessment Guide, most

‘large organizations like the USPS do not have enough resources,

expertise, or time to convert or replace all of their information
systems. They must determine what systems are mission-critical and
must be converted or replaced, what systems support important
functions and should be converted or replaced, and what systems
support marginal functions, and may be converted or replaced later.
We used the GAO Year 2000 Assessment Guide in evaluating USPS
readiness to achieve Y2K compliance.

We conducted our review from October 1997 through February 1998

and reviewed documentation processed through December 1997. As
part of our review we used information from the corporate system

3
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repository and the Y2K system inventory. We performed a limited
review of the information from these databases and found that the
information was not totally reliable but was still usable for our
purposes. This review was conducted in accordance with generally
accepted government auditing standards.

-4
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Year 2000 Project Office Accomplishments

Background

The Y2K project office was established to address USPS computing
problems related to Y2K. The project office was originally only
concemned with IS systems. However, the focus soon changed to
include ali USPS systems. Therefore, the USPS selected a program
manager in June 1997 to set up a Y2K project office and lead a Postal-
wide Y2K initiative. The Y2K office recognized the need for
additional involvement and requested each VP 1o appoint 2
representative to be part of a Y2K Cross Functional Team. The team
member would act as a liaison between the project office and their VP
area. Also, team members were responsible for developing
organizational system inventories and helping ensure plans were
developed to make each system Y2K compliant,

The Y2K project office has made progress since its inception. Some
of the Y2K project office accomplishments include

» expanding the YZK project office leadership from one senior
ger to five ives;
« establishing line management accountability at the IBSSCs;
improving the accuracy of Y2K data;
establishing cross functional teams and holding several cross
functional team meetings;
» providing Y2K awareness, and tools and techniques training -
1 to cross functional team bers, program gers and
business managers;
* increasing the number of suppliers eligible to bid on USPS Y2K
projects from 5 to 14;
+ developing a systems inventory and expanding it from
approximately 300 to 600; and
» awarding a contract to meet the need for rigor and professional

.

s
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AWARENESS

Background

Results

According to the GAO Y2K Assessment Guide, it is essential that
executive management be fully aware of the Y2K problem and its
potential impact on the organization and its customers. It is the
responsibility of the IS VP to provide the leadership in defining and
explaining the importance of achieving Y2K compliance, selecting the
overall approach for structuring the agency's Y2K program, assessing
the adequacy of the existing information resource management
infrastructure to adequately support the Y2K efforts, and mobilizing
needed resources. Three of the key processes in the awareness phase
of the Y2K challenge include:

¢ accurately assessing the size of the Y2K challenge,

e obtaining involvement from all organizational areas, and

¢ developing a corporate-wide integrated plan to address the Y2K
initiative.

Y2K challenge not
accurately assessed

The USPS did not accurately assess the size of the Y2K challenge in
time to allow for the most effective approach. The lack of an accurate
assessment, and of standard system development and program
management practices, have lead to ineffective management and
coordination of Y2K program activities. In accordance with the GAO
Y2K Assessment Guide, we belicve the USPS is at least a year behind
schedule of a successful Y2K conversion. Consequently, we believe
the USPS will not reach its Y2K goal of having all systems

impl d as of September 12, 1998.

Involvement not
obtained from all
organizational areas

The USPS did not hold VPs (outside of IS) accountable to make all
systems in their area of management Y2K compliant which may result
in system failures. Although many organizational areas were asked to
provide input to the Y2K project office, VPs outside of IS were not

.committed or engaged to solving the Y2K problem and were

not held accountable for the results. We believe this occurred because
senior management and other officers considered the Y2K problem as
an IS concern. Involving VPs from all organizational areas will help
to prevent Y2K induced system failures.

Corporate-wide

Many of the IBSSCs and cross functional team members were

.6
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integrated plan not  working on their own Y2K plans. However, the USPS did not

developed and develop a corporate-wide integrated plan. A corporate-wide

documented integrated plan would have provided the Y2K project office with
direction that focused on executive management's greatest concerns
and a guide to accomplish the Y2K goal. This occurred because
executive management did not address the Y2K initiative as a USPS
wide problem but considered it an IS concern. Without a corporate-
wide integrated plan to follow, the USPS may not use resources
efficiently, may not focus on the most critical processes, and may fail
to reach its Y2K goal.

7
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ASSESSMENT

-
Background

Results

According 10 the GAO Y2K Assessment Guide, the Y2K problem is
not just an information technology problem, but is a business and
project management problem. To successfully complete a project like
the Y2K challenge, an organization needs to implement disciplined
project management practices. Therefore, the process of identifying
and ranking information systems should not be limited to an inventory
of applications and platforms, but must include a business impact
assessment. Key pre within the phase of the Y2K
initiative include:

conducting a corporate-wide inventory of information systems,
prioritizing systems and components to be converted or replaced,
addressing interface and data exchange issues,

developing contingency plans for mission-critical systems, and
establishing a Y2K budget.

¢ v e o

Incomplete
corporate-wide
system inventory

The YZK Project Office conducted its corporate-wide system
inventory by relying on the IBSSCs, cross functional team members,
and the corporate system index. However, the information in the
system portfolic was inaccurate and incomplete. For example,
internal and external interfaces were not always identified incomplete,
and the availability and adequacy of source code and associated
documentation items were missing from the inventory for all systems.

The December 30, 1997, system inventory listing did not contain the
data element documenting lines of code for 29 of 63 (46%) systems
that were identified as critical to mail movement. In addition, some
information systems were not included in the inventory, and system
ownership was not always clearly defined®, This condition occurred
for the following reasons:

‘s The Y2K Project Office did not request the IBSSCs or cross

functional teams to provide intemal and external interfaces or
availability and adequacy of source code and associated
documentation.

 There were three systems that were identified a3 having management responsibility st the San Mateo IBSSC.
However, the program manager at San Mateo stated that the mansgement responsibility was being shifted o the
Wilkes Barre [BSSC. The Wilkes Barre IBSSC program managers did not agree.

s
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¢ Program managers located at IBSSCs were not initially directed 1o
provide lines of code for all systems including systems in
production.

A complete and accurate corporate-wide inventory is vital to Y2K
resource planning and developing an effective Y2K program.

Systems and System program managers were given the responsibility of identifying
components not asystem’s criticality. In October 1997, cross functional team
prioritized members were requested to verify the criticality rating of systems in

their organization. However, Y2K project office personne! have not
prioritized systems overall or within the criticality groups. For
example:

® A system not prioritized within the Critical to Mail Movement
{CMM) group was the Automated Workforce Projection System.
This system is still being designed. It will be used as a planning
and guidance tool. However, it is listed above the Permit System.
The Permit System is fully operational and depended upon 1o
support six subsystems, including a system to control advance
deposit trust fund deposits, withdrawals and daily balances for
cach permit account.

¢ Systems still being planned, designed, and developed were
commingled in the inventory with operational systems supporting
current functions, Based on a review of the CMM systems
inventory as of December 30, 1997, 18 of 63 (29%) systems were
in planning or development.

*  As of December 30, 1997, there were 63 systemns labeled as CMM,
79 as Critical to External Customer, and 269 as Critical to Internal
Customer. Personnel from the Y2K project office stated that all
411 critically labeled systems must be ready for post
implementation verification by September 1998. Consequently,
411 of over 600 identified systems were labeled critical negating
the benefit of labeling a system critical for special attention.

s Critical systems were labeled not critical. For example, the
Delivery Confirmation Systera® was listed as "Not Critical”.
However, the Y2K project office personnel stated that this system
should probably be identified as critical to external customers.
The reason some critical systems were not identified was because
system users did not establish the systems’ criticality rating. Alse,

¥ This system allows the USPS and its customers to know the location of a piece of mail close to real time in order to
be able to provide an accurate forecast of its arrival at its final destination.

9
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cross functional members did not review the criticality rating of
the systems in their organization as requested by the Y2K project
office. Finally, one system program manager stated that he
identified a critical system as “Not Critical” because he did not
want it to receive the focus associated with a critical system.

» Even though the IS VP directed IBSSC managers to give priority
to Y2K work, systems development work was still given priority
over Y2K work by program mariagers. One business system
manager at the San Mateo IBSSC stated that as of November
1997, clear direction was not provided to place Y2K work above
other work. The business system manager further stated that they
were directed to perform Y2K related tasks only as a part of
normal systems maintenance or along with new systems
development. The IBSSC personnel were not directed to make a
special effort to perform Y2K related tasks if the tasks hindered
service to the organization their system supported.

Properly prioritizing systems directly related to mail movement could
prevent system failure and disrupt mail delivery. Also, prioritizing
systems allows management to identify and mobilize resources where
needed.

Contingency plans
not developed

0

USPS personnel have not developed, implemented, and tested
contingency plans for the most critical systems. This could be
accomplished at a later time for many systems. However, it should be
accomplished well in advance of potential system failures. During our
review, the Y2K office could not provide a listing of critical systems
with contingency plans in place. Without contingency plans in place,
the USPS may feel the full affect of Y2K system failures and mail
delivery could be adversely affected. ’

Interface and data
exchange issues not
addressed

Interface and data exchange issues have been discussed at Y2K cross
functional team meetings and meetings with IBSSC personnel.
However, interface and data exchange issues have not been adequately
addressed.® Specifically, a development model showing internal and
external dependency links between information systems has not been
established. System interface and data exchange information
available in the Y2K office was incomplete. However, IS personnel
frequently discussed system interfaces and data exchange issues. If
system interface and data exchange areas are not addressed, the
systems may not function effectively and could adversely affect mail
delivery.

¢ During our review, the Y2K project office personnel began recording internal and externat dependency links

between systems.

10
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Resource The USPS personnel did not establish a realistic Y2K budget. For
expenditure and example, the $85 million Y2K budget for FY 1998 through FY 2000
availability not was based only on IS systems and not all USPS systems. As stated

above, business processes were not addressed, a complete accurate
inventory was not established, and an accurate estimate for lines of
code was not available. Therefore, at the time of our review, a budget
for Y2K costs could not be accurately determined.

assessed

1
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BACKGROUND INFORMATION

Y2K Conversion
Phases

Five phases are widely accepted by federal and private entities for
completing a Y2K conversion.” Our review covered the first two
phases awareness and assessment. The five phases include:

awareness,
assessment,
renovation,
validation, and
implementation.

.- o & & 0

The USPS YZK Project Office has established six phases and changed
some of the phase names. However, the criteria are essentially the
same. The USPS Y2K phases are:

assessment,

solution design,
code modification,
acceptance testing,
implementation, and

Y -3

post i p vernf

The USPS assessment phase also includes tasks that would be defined
as awareness phase tasks by GAO. The following discusses some
critical steps in the phases we reviewed,

Program
Management

Atthe beginning of & YZK. project, organizations should assess the
adequacy of their program management capabilities. Successfully
meeting the Y2K challenge depends on the degree to which an
organization has institutionalized key system development and
program management practices and on its experience in managing
large-scale software conversion or systemn development efforts.
Organizations that have not adopted standard system development and
‘program management practices lack the basic policies, tools, and
practi Yy to fully manage a large-scale Y2K
program.

Corporate-wide
Integrated Plan

Early in the awareness phase of the Y2K project, organizations should
develop and document a high-level Y2K corporate-wide integrated
plan. This would provide executive management with a roadmap for
achieving Y2K compliance. The plan should discuss key Y2K issues,
including the program’s management structure, program metrics and
reporting requirements, and the mix of organization-wide solutions,

7 Ascording to the GAO Y2K Assessment Guide.
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Corporate-wide
System Inventory

A corporate-wide inventory of information systems and their
components provides the necessary foundation for Y2K program
planning. A thorough inventory ensures that all systems are identified
and linked to a specific business process, and all corporate-wide
systems are considered. The inventory data should be used to develop
a comprehensive automated system portfolio and identify key
information for each system.

One of the more important elements that should be identified is the
lines of code that make up the operating and applications areas of
systems, The lines of code are used to scops the work involved and
establish a budget for projects. Another important inventory data
element is the systems internal and external interfaces. A system may
not be critical by itself. However, it may interface and provide data to
a critical system. Other items that should be included in an automated
system inventory include:

iinks to business areas or processes,

platforms, languages, and database management systems,
operating system software and utilities,
telecommunications,

owners, and

the availability and adequacy of source code and associated

documentation. .

* & & & &

Systems
Prioritization

An organization must determine priorities for system conversion and
replacement by ranking the systems based on key factors, such as
business impact and the anticipated failure date. An organization also
needs to identify applications, datebases, archives, and interfaces that
cannot be converted because of resource and time constraints.

Managers should make informed choices about information
technology priorities within their organization by assessing the costs,
benefits, and risks of competing projects. In some instances,

‘managers may have to defer or cancel new system development

efforts and reprogram the freed resources to achieve Y2K compliance.

13 APPENDIX 1
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Contingency Plans

To ensure the continuity of business processes, organizations must
initiate the development of realistic contingency plans. Manual and
contract procedures should be included in the plan development.
Contingency plans map out what to do in the event a system is unable
to function. Contingency plans address data dependencies, such as
what to do if erroneous data are received or if no data are received. In
some cases commercial off the shelf software should be considered.
In other cases, an organization may need to resort to manual
processes.

Interface and Data
Exchange Issues

For systems to be Y2K compliant, they must be able to interface
correctly with all associated systems. Therefore, the foilowing
interface and data exchange issues should be addressed:

o The development of a model showing the internal and external
dependency links between organizations, business areas,
processes, and information systems;

¢ The notification of all outside data exchange entities; and

o The need for data bridges and filters.

Resource
Expenditure

The two vital resources applicable to the Y2K initiative are money
and people. It is appropriate to evaluate needed and available
resources during the carly stages of the Y2K project. Organizations
should establish a budget with regards to money and personnel.

14 APPENDIX I
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MANAGEMENT COMMENTS

Mo §. Coran
e )

a UNITED STATES
POSTAL SERVCE

March 13, 1998

KARLA W. CORCORAN

SUBJECT: Audi Report-Year 2000 Iniative, ISG-98-001, Msnagemaent Comments
Altached sre the managemant taam’s commants on the abave subject, which address the
recommandations identified by the audit team.

Please convey our appreciation &3 your audit taam on the projessional menner in which they
conducted

themsaives in the review of the Yeer 2000 inlistive activity, Woriing logether has
ensbled the Program Office & react in 8 tmely menner 10 recommendations.

€13 L Eveaun P 39
Wrewain OC 2000080

Fie 2072004000
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U.S. Postal Servica Year 2000 Initintive, 15G-98-001

Manapiment Commaents

Genersl Comments: Significant progress has been made over lhc past several monthy
1o bring more business focus ond lity, augment the
FProgrom Management Office (PMO) with world-clazs ruppliers, and put mors rigor into
the policies and procesheres. The response to specific recommendarions will reflect the
results af these activities. Even with thiz progress the Year 2000 Initiative is a most
eritical project for the Pastal Service and will require contimious senior management
engagement Ceer the next Iwe years.

Tisus L Y2K challenge not accurately assessed.

No recogimendation was necessary; management was already taking corrective action.
Dasue 2: Involvement oot obtaives from all organizational areas.

The Deputy Postmaster General should:

Recommendation (1) ssign VPs responsibility and sceountability for cusuring that all
systems in their area of management bocome YZK compliant in time to prevent system
frilures.

USPS Comunents. Concwr, The USPS hudna&kpnmmbyrqum
VP2 and line managers 10 sign ty for systems in their
business area. The Usrswummmmm W:nspouibaloadummbmfy
Jfor enswring that busimss critical systems in their area of mancgument bscome Y2K
compliar in tiww 10 prevent system foilures. Estimated completion date i May 1998,

Issae.3: Corporate-wid d plan not wnd
The Deputy Postmaster General should:

Recommendation (2)¢ develop and d . ide integrated plan

USPS Comments. Concrwr. The USPS will develop and documant a corporate-wide
integroted plax. The USPS has already initiatad corrective action in this ares. The
UsPs, hwdmmhbuﬂmmmcuﬂmmdthwd%wfﬂw&!w
is performing a Posral Service-wide business impact
dave is May 1993,
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lasuc §: Incompl P ide sysier in Y-
The Deputy Postmasier Genensf should:

R«omnendndo- () t:mduel & complete corporate-wide system inventory including
and third.party products.

USPS Comments, Concur. The USPS ir in the process af canducting & compieis
corperate-wide system inventory incl , amd
third-party products. The majority of the U.SPSmum have been lncludcd ina Year
2000 inventory. However, the Year 2000 PMO is dependent on the business areas iv
idenrify and provide ail of the g that should be inciuded in the Year
2000 inventory, This will require contimuous monitoring and updating over the naxt iwo
years, Estimated complation date is May | 998 and continuing through 3000,

Issug S Sysems and components oot priositized.
The Deputy Postmnaster General should:
Recommandation (4): priozitize systems and components based on the business impact.

USPS Commesty. Concur. The USPS is in the process of performing a business impact
assesyment for all known systems, critical omes first. At the completion of this assesiment
the USPS will be abie 1o prioritize systems and componems bared on their buriness
impact. Estimoted completion date is May 1998

Recommendation (5): ooordmna Y2K work with new systean developraent and design
work 1o allow for of ions inw the next mi

L

USPS Comments. Concw. The USPS is coordinating Year 2000 work with new system
develop and design workloallowﬁwwmmllyojopamuam into the next millannivm.
The USPS ts ifred to into the next milleroium. To that end
rm:mmmwmﬁumm will be performed  Business critical
Year 2000 work as determined by the business area officers and the Muanagement
Committea will be given the priority and resowrces necessary. Estimated completian date
December 1999.
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l1sye §: Contingerkty plans not developed.

The Deputy Postnaster General should:

d: {6): develop, impl and test conting plans for the mont
critical systems as necessary.
USPS Comments. Connsz. The USPS will develop, imp and st where praciical
contingency pians for the most critical sysiems as necessary, Estimaied completion date
Seprember 1999,

Tasue 7: Interface and dats exchange issuey not addressed.
‘The Deputy Postmaster General should:

Recommendstion (7): record internal and externat dependency links betwees entities,
business proceses, and information systems.

USPS Comments. Concwr. The USPS is in the process of performing a business impact

At e I of the the USPS wiil be tn a batter position to
ncord internal ami curnnl dxpmqu lirks between sntities, business procezses, and
inf Sysiemy. dese June (998

lune §: Resource expenditure and availability not assessed,
The Deputy Posunasier General should:
Recomsendstion (8): establish a realistic Y2K budget.

USPS Commests. Concwe. The USPS Aar inltiated action io extablish a recitstic Year
2000 budget. A rough order of magnitude has aiready been completed from two different
views with similar results. Amkconwlmon of the bumhmdmmncu, the
USPS will be able to astablish a more di budget. E date May
1998.

18 APPENDIX It
Restricted information



107

Year 2000 Initiative 1S-AR-98-001

Major Contributors to This Report Were:

Tracy LaPoint
Randy Coneby
Carmilla Satterwhite
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Answers to Questions from the Minority
Subcommittee on the Postal Service
Karla W. Corcoran, Inspector General, United States Postal Service
Regarding February 23, 1999, Y2K Testimony

In your testimony you state that in 1997, the Postal Service finally recognized
the scope and complexity of the Y2K problem and hired contractors to assist in
managing and correcting the problem. How many contractors have been hired
and at what cost? What areas are they overseeing or managing? How high
could fotal costs for contractors go? Does the Postal Service measure the quality
of contractor [Year 2000] Y2K work? ¥ so, how is # measured? If not, why not?

As of January 1999, the Postal Service had hired 13 firms comprising
approxirmately 1,300 contract personnel. The contractors are assisting with
program management, assessing and remediating code, providing integration
support, and performing independent verification. Due to the uncertainties
involved in the Y2K Initiative, the total cost for contractor labor cannot be
estimated, but the Postal Service had spent $162 million for contractor labor as
of March 26, 1999. The Postal Service's initial 1998 budget estimate for the
entire Y2K Initiative was between $500-$670 million.

The Postal Service has implemented an independent verification process fo
ensure that Postal Service systems will be reviewed and corrected to ensure Y2K
compliance. Their independent verification process examines computer systems
and applications to ensure that Y2K corrective actions have been implemented
and that the systems and applications are YZK compliant. in a September 1998
Y2K report, we focused on this quality control process. We noted that while
Postal Service management had implemented quality control for the Y2K
Initiative, we questioned whether the Postal Service should verify 100 percent of
the programming code for all the critical systems. To ensure that ait these
systems would be verified by the year 2000, we recommended the Postal
Service use statistical sampling techniques to streamiine the independent
verification process. The Postal Service agreed with our report findings and
recommendations and initiated corrective actions.
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2. Your full testimony indicated that you have on-going work regarding the Postal
Service's Fiscal Year (FY) 1999 Y2K budget and that you expect to release your
report in the upcoming weeks. Please expand on the concerns you have raised?

In March 1999, we issued a draft management advisory report to Postal Service
management, “Year 2000 Initiative: Review of Administration.” We reissued a
revised draft report in May 1999. This review, undertaken at the request of the

Postal Service's Vice President, Controller, examined the opportunities to save

resources associated with the Y2K Initiative.

The draft report identified a number of ways to improve oversight of the Y2K
program. Specifically, we noted that:

adequate controls were not always in place to monitor contractor activities;

information had not always been provided to Integrated Business Systems
Solutions Center personnel to help in controliing Y2K resources
(Integrated Business Systems Solutions Centers are responsible for the
development, design and implementation of all Postal Service computer
applications);

work products provided by contractor personnel were not always timely or
adequate;

the numbers or expertise of contractor personnel assigned at various site
locations did not always correspond to the amount of work needed, and
additionally, the layers of contractor managers were unnecessary in
certain instances;

security clearances were not provided in a timely manner to contractor
personnel; and

a Y2K contractor was permitted to deviate from Postal Service travel
reguiations.

We offered Postal Service management eight suggestions to address these
concerns and provide opportunities to save resources and enhance contractor
oversight. These suggestions included:

1. Improving contracts management by:

* including Integrated Business Systems Solutions Center
management in contractor-monitoring duties for Y2K projects;
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« providing Postal Service monitoring of all contractor activities, both at
Postal Service and non-Postal Service facilities (when practicable);
and,

« ensuring that Postal Service personnel responsible for Y2K projects
continue to evaluate the reasonableness of contractor employee time
charges entered into the Postal Service's Program Cost Tracking
System.

2. Analyzing all post-certification Y2K tasks to ensure that they are
necessary.

3. Identifying and obtaining reimbursement for rework costs caused solely
by contractor actions, if permitted under current contract language, and
ensuring that future contracts include such language.

4. Improving communication and contractor utilization by:

« allowing Integrated Business Systems Solutions Center management
to coordinate the timing and number of contractors assigned prior to
contractor start dates;

s re-evaluating Y2K resource requirements periodically, based on
individual accomplishments and critical completion dates; and,

« continuing review of contractors' staffing at each site and
implementing a process to terminate excess resources.

5. Analyzing the process for granting security clearances to contractor
personnel to ensure that security clearances are granted in a timely
manner.

6. Ensuring that contractor personnel are performing productive work while
awaiting a security clearance and disallowing contractor payments for
employees without a required security clearance.

7. Requiring contractors to follow Postal Service travel policy.

8. Monitoring of the Y2K budget by the Vice President, Controller, to
ensure that funding is sufficient and properly allocated among the
various Y2K areas.

Postal Service management agreed with the findings and has implemented
corrective action. We are in the process of finalizing the report and will provide
the Subcommittee with a copy upon release.
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3. You have wamed us that the Postal Service may not be fotaily Y2K compliant by
the Year 2000. What in your estimation is likely to be left undone or
uncompleted, and how could mail delivery be impacted? Will the Postal Service
be able to deliver mail at today’s level of services?

At this phase in the project, there are still too many variables to make a
determination as to what may be left undone or incomplete. Postal Service
senior managers testified that they could not guarantee that the Y2K transition
would be free of problems. Based upon our work, we believe the areas that
could be left incomplete would be those in which the Postal Service started
corrective action late or in which there are budget shortfalls. For instance, the
reliability of external suppliers and facilities is a critical area that may not be
ready by the Year 2000 because corrective actions started late and are still in the
inventory and assessment phases. Additionally, the number of applications
scheduled to undergo “simulation” testing have been significantly reduced
because of budget and time constraints—thus information systems and interface
testing to ensure Y2K readiness may not be as comprehensive as originally
planned. Any setbacks in these areas of Y2K readiness have the potential to
impact the delivery of mail. In addition, as of April 1988, the Postal Service had a
long way to go in estabiishing a comprehensive, viable business continuity plan.

The Postal Service approach is to make sure that its critical business processes
work on and after the Year 2000. Critical processes include the movement of
the mail, the collection of revenue, the payment of employees and bills, and the
safety and security of customers and employees. Since the Subcommittee’s
hearing, the Postal Service has conducted a follow-on test to its original mail
processing equipment test at the Processing and Distribution Center in Tampa,
Florida. While some minor Y2K problems were found, for the most part the
plant's mail processing equipment with dates rolled forward intc Year 2000
successfully sorted and processed mail. However, the significant challenges |
outlined in my testimony remain, and | do not have enough information to
speculate on the level of mail delivery service on or beyond January 1, 2000. We
will prepare periodic status reports showing Y2K progress and will continue to
monitor the project and make recommendations as necessary.

4. Explain how other agencies and corporations might need to use the Postal
Service in the event of serious disruptions in their respective areas?

As I noted in my testimony, government and private sector organizations may
rely on the Postal Service as an alternative means of conducting electronic
payments and data transmissions. According to the General Accounting Office,
the Postal Service is part of many organizations’ Y2K contingency plans if
electronic communications are disrupted.
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The magnitude of such transactions is significant. Federal agencies depend on
electronic funds transfer to deliver benefit payments and to pay contractors,
grantees, and employees. For example, an average of 30 million social security,
3 million supplemental security income, and 2 million veterans’ benefit payments
are transferred electronically each month by the Department of the Treasury.
Federal agencies also rely on electronic data to make eligibility determinations
for veterans’, social security, and Medicare benefits, and to develop performance
indicators. Additionally, government and private sector organizations use
electronic data exchanges extensively to transfer information between computer
systems. One important example of this is the electronic transmission of wage
data by most businesses to the Internal Revenue Service, Social Security
Administration, and state unemployment agencies.

in the event of major catastrophes, the Postal Service is also expected to fulfill 2
vital role in support of the coordinated Federal Emergency Management
Agency's response and recovery effort. If Y2K-induced failures restrict the
nation’s supply of electric power, air and ground transportation, and fuel, the
Postal Service role would be to provide transportation for life-supporting and life-
protecting purposes. The Postal Service would also be relied upon to collect and
distribute information about the location of survivors and evacuees.

. Who has liability insurance coverage for Y2K and is the IG included in such
coverage?

The Postal Service has purchased personal liability insurance policies for the
Governors and officers that would provide some coverage in those situations,
including Y2K, where a Govemor or officer is sued in his or her personal
capacity. For reasons unrelated to Y2K, | chose not to participate in this
particular policy and instead purchased a personal liability policy available to ali
federal employees. This policy would provide me with coverage were | to be
sued in my personal capacity in a Y2K matter.

Postal Service senior managers have advised us that the Postal Service has not
purchased separate Y2K insurance for its officers and employees in the event
they are sued for acts in their official capacity. According to the Postal Service
Law Department, the Federal Tort Claims Act provides coverage for any officer
or employee who is deemed to be acting within the scope of employment. Upon
a determination that an employee was acting within the scope of employment,
the individual employee is removed as a defendant in a lawsuit and the United
States is substituted as the defendant, thereby relieving the individual employee
of potential liability.
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6. How do you define “critical mission” and “core business functions” to lay
persons? If these areas are not Y2K compliant, what is the impact?

"Mission critical” is generally defined by the Postal Service as a system or
process supporting a core business function. A "core business function” is a
group of logically related tasks that are performed together to accomplish a
mission-oriented objective. Mission critical processes for the Postal Service
include only those that directly affect its core business functions of collecting
revenue, paying bills or employees, moving the mail, and ensuring the safety and
security of customers and employees. The Postal Service cannot afford to have
mission critical business functions out-of-service because of Y2K disruptions.

The Postal Service has developed Year 2000 disruption scenarios to determine
how mission critical business functions could be affected, including disruptions
from its external suppliers. According to these scenarios, the impacts on
business operations range from low to high depending upon the number and
severity of failures in any core business activity. For example, disruptions at a
single local bank are unlikely to have significant impacts on the Postal Service's
financial transactions due to the large number of alternative banks available
within a short distance. However, failure of one of the major banking networks
on a regional basis could have a significant impact. Similarly, the impact of
equipment failures on the ability to move the mail will be contingent on whether
the failures are widespread or limited in scope. Another determining factor will
be the effectiveness of the Postal Service business continuity strategy for each
core business function. These strategies are scheduled for compietion in July
1999. Although business continuity plans are not complete, the Postal Service
management is confident it can resume business operations in the event of Y2K
failures. Historically, the Postal Service has operated successfully through
national and regional disruptions as well as natural disasters.

7. Tell me more about “external suppliers.” Who are they and what is their role or
position in the Y2K debate? What role do they play in contingency plans? Has
the Postal Service taken any measures lo certify whether their suppliers are or
will be Y2K compliant?

External suppliers are private companies and businesses that provide supplies
and services to assist the Postal Service in carrying out its business processes
and delivering the mail. They include air, rail, truck, telecommunications
companies, financial services, etc., which provide mail transportation,
telecommunications equipment, and other products and services. Prior to
February 1999, the Postal Service had classified approximately 8,000 of its
suppliers as critical. That number has since been reduced to approximately
1,764. The Postal Service review of the supplier list disclosed a number of
duplicate entries and suppliers that were not viewed as critical to the Postal
Service.
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My testimony indicated that the Postal Service recently started its business
continuity and contingency planning process. Continuity planning addresses the
impact of external systems and suppliers on "mission critical” business
processes, while contingency planning looks only at internal component failures.
The Postal Service has sent each of its critical suppliers a Y2K compliance
questionnaire and is assessing the responses against key criteria to rate
suppliers' Y2K readiness. The Postal Service has not, however, identified the
role suppliers will have in the development of business continuity plans.

The Postal Service has several options to ensure it can conduct business as
usual after January 1, 2000. The first choice would be to have its critical
suppliers Y2K ready. For those suppliers who Postal Service officials determine
are not Y2k ready or do not respond to the questionnaire, “workarounds” will
need to be developed and tested to ensure that business cperations are not
disrupted. If workarounds are not viable, the Postal Service must identify Y2K
compliant alternative suppliers ready and willing to step in as needed. To date,
no field managers have requested replacement of critical suppliers.

Certification of supplier readiness is one of the biggest challenges because the
Postal Service has no control over suppliers’ Y2K readiness. However, the
Postal Service has developed a process to certify (through on-site visits) the
readiness assessment of its critical suppliers who could have the greatest impact
on postal operations.

. What is the status of your efforts o make your office Y2K compliant?

The Office of Inspector General relies upon four critical internal core business
systems to accomplish our mission. Our telecommunications and hotline -
systems are already Y2K compliant. Our computer network and individual
computer systems will be compliant by July 30, 1999.

We also rely upon a number of critical Postal Service systems, including human
resources, finance, and facilities management. We are developing and
coordinating with the Postal Service on contingency plans for these systems. We
are also developing our business continuity plan to ensure we are able to
function at a minimal level should Y2K disruptions occur.  Our continuity plan will
be completed by July 30, 1999.
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9. In your report released last week, you essentially found that the quality and
reliability of Y2K information released by the Program Management Office were
neither. How big a problem is the integrity of Postal Service Y2K data? How can
the Board of Governors and others know the true picture relative to Postal
Service Y2K activities?

We noted that collecting and assessing data for Y2K has been a major challenge
and massive undertaking for the Postal Service. In some Y2K areas the Postal
Service is still inventorying, assessing, and refining Y2K data—making it
impossibie to estimate the scope of the data integrity challenge. For example,
the Postal Service reported in January 1999 that there were at least 4,327 data
exchanges between systems. Since then, the Postal Service has refined the
data exchanges’ baseline and is currently reporting the total number of
exchanges as 2,347. It attributed the decrease in the data exchange baseline to
double and triple counting the same exchanges. In another case, as already
mentioned in our answer to Question 7, the Postal Service reported aimost 8,000
critical suppliers as of January 1999. After a closer review and validation the
number dropped fo about 1,764--almost a 78 percent reduction. Again, the
Postal Service attributed the decrease to double counting and non-critical
suppliers included in the initial count.

The Postal Service's Program Management Office set up a quality assurance
function—called post-implementation verification—to verify that its mission critical
information systems and mail processing equipment would be Y2K ready.
However, it had not established a quality assurance group to verify the accuracy
of Y2K data collected from field locations. The Program Management Office has
gone on record that it relies on its field offices to report reliable, accurate data
regarding their Y2K accomplishments. (n retrospect, those who use and depend
on these numbers to be accurate may have been better served with regard to the
reliability of the data had the Program Management Office established such a
quality assurance group.

Our February 1999 report contained recommendations that the Postal Service
implement to improve its procedures for reporting on Y2K progress. The focus of
that report was full disclosure, regardless of the state of readiness. We also
recommended the Postal Service adopt a single page status report detailing
progress in all Y2K areas to date. In addition, the Board of Governors continues
to emphasize the importance of Y2K at its monthly Board meetings and has
required Y2K updates from postal management at each meeting. We are
currently in the process of developing a scheduled foliow up to the February
status report. Included in this report will be a determination of the Postal
Service's progress in implementing our previous reporting recommendations.
We will forward a copy of the report to the Subcommittee when it is finalized.
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10. Please describe in detail, the work that your office has or plans to conduct to
ensure that foreign nation contract employees have:

a. Had proper and timely security background checks?

b. Not been granted access lo cnitical or sensitive information?

c. Been provided proper oversight by the Postal Service personnel to
ensure that they do not have access to critical or sensitive information or
systems?

Any changes needed in this area? Please explain.

Foreign national contract personnel are granted access to critical or sensitive
information on a need-to-know basis after completing a security screening and
receiving a sensitive clearance by the Inspection Service. Postal Service
managers and key personnel are responsible for controlling and monitoring
contractor access to critical and sensitive information.

As mentioned earlier, in May 1999, we issued a draft management advisory
report on Y2K Administration to Postal Service management. In the draft
report, we highlighted concerns with the timeliness of security background
checks for Y2K contractor employees. However, we did not identify any
specific concemns related to foreign national contract employees. The draft
report identified a number of suggestions to improve oversight of the Y2K
program. Postal Service management agreed and has implemented corrective
action on all suggestions. We are finalizing the report and will provide a copy to
the Subcommittee.

The Office of Inspector General also conducts annual information systems
audits at the Minneapolis, San Mateo, and St. Louis information Service
Centers to determine if the general controls over computer based systems
provide reasonabie assurance that computer processed data is accurate,
complete, and secure. This work includes an examination of a sample of
security background checks and access to critical or sensitive information by
both Postal Service and contract personnel.

As previously stated, we identified suggestions to improve security background
checks for ¥2K employees, but did not identify specific security concerns
related to foreign nation contract employees. Future work in this area by the
Office of inspector General will address security issues involving foreign
national employees.
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Mr. McHuUGH. Thank you very much, Ms. Corcoran. We appre-
ciate your comments and observations.

As we had decided earlier, and as your presence all at the same
table at the same time suggests, our plan is to go forward and to
have all three presentations and then return for the questions and
answers.

So, in keeping with that, hearing no outcry of outrage—[laugh-
ter]|—I would now be pleased to recognize Mr. Jack Brock, who
serves as Director of the General Accounting Office’s Government-
wide and Defense Information System, under the Accounting and
Information Management Division.

Mr. Brock, good morning, sir. Thank you for being with us.

Mr. BrocK. Thank you very much, Mr. McHugh, and I appre-
ciate being here.

I was here on Friday before another one of your subcommittees
on the District of Columbia. I will be here next Tuesday on the De-
partment of Defense before Mr. Horn.

So, the problems and the issues that the Postal Service is facing
are not unique. I mean every agency, every private-sector company,
all face Y2K concerns. So, they are not unique.

Mr. MCcHUGH. Are you renting a room in the back? [Laughter.]

Or, are you just commuting? [Laughter.]

Mr. BrOCK. Well, we are being kept busy, but it is nice to be em-
ployed.

Every morning when I get up, I turn on the lights, and I expect
the light to turn on. I usually call into my office and check my voice
mail, and I expect the phone to work. In a very similar fashion,
every afternoon when I come in from work, I go to my mailbox, and
the mail is always there. I cannot recall ever having a misplaced
letter. I have never had a call from a creditor saying, “Your check,
I guess, is in the mail, but we haven't received it.” I mean I have
come to expect really—as Mr. Horn has discussed in his opening
remarks—first-class service from the post office.

Over 100 million Americans every day have this level of expected
service. The logistical operations that the post office has to go
through to deliver this 650 million pieces of mail and to provide the
u}oiquitous service they provide across the Nation is incredibly com-
plex.

Of all the agencies that I have responsibility for reviewing, I
think that only the Department of Defense has a more complex set
of operations that have to be ready on January 1st.

In many respects, the post office, the Postal Service, is a public
utility. It provides a public service that is absolutely necessary, and
it has to perform at a high level. There are too many people, too
many businesses, that depend on the Postal Service for their liveli-
hood. For example, people getting prescription drugs through the
mail are dependent on the Postal Service; others are dependent for
delivery of checks. There are other benefit payments, for businesses
that depend upon timely receipt and transmission of packages and
bulk mail; everything has to work, and it has to work at a high
level.

So, just as on January 1st, if you can’t turn on your light switch,
if you can’t pick up the phone and get a dial tone, I think the Post-
al Service is in a similar situation. If it doesn’t deliver mail reason-
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ably effectively, then we are going to have the same kinds of prob-
lems. So it is very important the Postal Service work.

I think for that reason, regardless of their status, that it is im-
portant to have these hearings and this oversight to provide a
great assurance that things will work next year. So, I commend
you on having these hearings and providing that level of oversight.

As the Inspector General indicated in her remarks—and I will
try not to duplicate it—it is a complex environment that they have.
A third of the Federal work force works for the Postal Service. As
I mentioned, the 650 million pieces of mail a day that are deliv-
ered, thousands of local facilities, over 30,000 individual post of-
fices, a couple of hundred mail facilities that sort mail, deliver, do
the set-up that is necessary for mail delivery—all of this is sup-
ported by a very rich, complex environment that relies on automa-
tion, that relies on computers to make it work.

So, the Postal Service has identified 152 critical systems that
have to work in order for the mail to be delivered. They have iden-
tified 349 important systems that need to work in order to make
life bearable for them. They have identified a number of facilities
that must work in order for the mail to be stored, to be delivered.
They have identified hundreds and thousands of interfaces that
must be in place. They have identified 43 types of mail-processing
equipment that are installed in several hundred locations that have
to work, and they have identified a number of interfaces, not only
within the Postal Service, but with their customers and their sup-
pliers, that also have to work. So, it is not just a question of 152
mission-critical systems working; it is a question of an entire oper-
ating environment working. If that does not work, the Postal Serv-
ice will have problems.

In terms of their status, I think the IG covered that very well.
But they are running somewhat behind the OMB guidance for im-
plementation, and, as a result, they are going to be facing some
time compressions.

One of the things that I would like to comment briefly on,
though, is on what I believe is the strength of the Postal Service
and that is their new management structure. Until recently, the
burden of ensuring the year 2000 readiness largely resided in the
Program Management Office under the general director of the vice
president of information systems. The program focus here was
more directed at systems and processes that supported business op-
erations, rather than on the readiness of business processes, which
typically involve a lot of activities that are more complex than just
individual systems.

In December 1998, the Service reorganized its program manage-
ment to better reflect year 2000 efforts in terms of these business
operations. The new organizational structure represents a matrix
approach to managing ongoing efforts. Senior vice presidents that
have responsibility within functional areas like mail operations or
finance or marketing, are now required to ensure that individual
business processes will, in fact, be decomposed, and that each proc-
ess will work.

Those processes are responsible for developing individual contin-
gency plans and for conducting the simulation of what we would
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call “end-to-end” testing that is required to make sure that proc-
esses work, not just systems.

The vice president for Information Systems still has the responsi-
bility for system remediation across these business areas. And then
across all of the areas, the Service’s chief operating officer has the
responsibility for developing a comprehensive business continuity
plan to allow for a certain level of business to be conducted in the
event of failures.

We are very supportive of this management approach. The prob-
lem with it is—we would have been even more pleased if it had
been put in place a couple of years ago. So, it is new; it hasn’t been
tested; it is just getting off the ground. But, nevertheless, if imple-
mented appropriately, we think it will go a long ways toward serv-
ing the Postal Service.

However, even with this process in place, we believe the Postal
Service has two big, big challenges, and the first one is time. They
are running out of it; they have until the end of the year. However,
that deadline is further compressed by their business cycle which
picks up considerably in September with holiday mailing and fur-
ther compresses the availability and the attention of top manage-
ment to devote themselves to Y2K.

Second, they still have a large number of unknowns that they
are working toward. They have no complete inventory on the IT in-
frastructure, on the internal and external interfaces, and on field
equipment and systems. They don’t know yet whether the majority
of the critical vendors they have will, in fact, be ready, themselves,
to supply them with goods and services that are necessary for the
mail to be delivered. They don’t have assurances yet on the public
infrastructure—telecommunications, electrical power, things like
that, that all businesses, that all Government operations have to
depend on. Until they complete their simulation testing, they have
no real assurance yet that the internal business processes will
work.

So they have a large number of challenges that they must suc-
cessfully address over the next few months in order to maximize
assurance and to minimize risk that, in fact, they will be ready on
January 1st.

For that reason, our recommendations are pretty straight-
forward—is that they, in fact, have sustained attention by the
management stakeholders that the plan is followed. They need to
develop a comprehensive plan; that is in the stage of being devel-
oped, but not yet developed. They need to make sure the plan is
followed. They need to make sure that all key decisions are really
bought into and made by the key stakeholders, not by the tech-
nology guys, but the business guys need to make the decisions
about any tradeoffs that will occur on the priorities that the Inspec-
tor General said had to be made. They need to ensure that ade-
quate support is being provided throughout the process, and they
need to make sure that all the components in the individual busi-
ness areas really support the whole—that is the mail delivery—
that you don’t suboptimize individual process in lieu of making the
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overall process as good as it can be.

Mr. Chairman, that completes my statement, and when the other
gentlemen are through, I would be pleased to address any ques-
tions that you might have.

[The prepared statement of Mr. Brock follows:]



121

United States General Accounting Office

GAO

Testimony

Before the Subcommittee on Government Management,
Information and Technology and the Subcommittee on the
Postal Service, Committee on Government Reform, and the
Subcommittee on Technology, Committee on Science, House
of Representatives

For Release on Delivery
Expected at

10am.

Tuesday,

February 23, 1999

YEAR 2000 COMPUTING
CRISIS

Challenges Still Facing the
U.S. Postal Service

Statement of Jack L. Brock, Jr.
Director, Governmentwide and Defense Information Systems
Accounting and Information Management Division

GAO/T-AIMD-99-86



122

Ms, Chairwoman, Mr. Chairmen, and Members of the Subcommittees:

Thank you for inviting me to participate in today's hearing on the challenges
facing the L1.S. Postal Service in addressing the Year 2000 problem.’ Atthough
the Postal Service’s main mission is to provide postal services to all
communities, the processes it must employ to meet that mission make it among
the most complex of the public entities we have examined. The Service employs
nearly one third of the federal civillan workforce and provides delivery services
for 650 million pieces of mail a day to over 130 million househoids and
businesses. Its national network encompasses 174 processing and distribution
centers, hundreds of smalfer facilities, 34 air mail centers, 21 bulk mail centers,
and nearly 38,000 local post offices, stations, and branches. Moreover,
information technology is integral to every facet of postal operations--from
sorting, processing and distributing the mail; to dealing with customers;
accounting for and managing cash flows; communicating with business partners

and other government agencies; and modemizing its facilities,

Clearly, the Service faces a mammoth task in fixing not only its nationwide
business systems and related interfaces but the systems and equipment residing

in its facilities. The Service has been working hard to address its Year 2000

' The Year 2000 problem is rooted in the way dates are and puted in d information
systems. For the past several decades, systems have typically used two digits to represent the year, suchas
97" representing 1997, in order fo conserve on electronic data storage and reduce operating costs. With
this two-digit format, however, the year 2000 is indistinguishabie from 1900, or 2001 from 1901, Asa
result of this ambiguity, system or application prog that use dates to perform calculations, comparisons,
Of sorting may generate incorrect results.
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problem and has recently revamped its management approach that, if
successfully implemented, can provide significant support and oversight to its
Year 2000 efforts. However, the Service has been running somewhat behind
OMB’s schedule for systern renovation and stilt must address major issues to
complete system and mail processing equipment correction and testing, ensure
the readiness of hundreds of local facilities, and determine the ability of key
suppliers and interface partners to be Year 2000 ready. Funther, the Service
needs fo complete the “simulation” testing of its business process areas as well
as complete the development and testing of its business continuity and
contingency plans. These challenges are further exacerbated by the fact that
the Service anticipates a surge in workload beginning in September due to the

holiday business rush, which typically requires greater management attention.

it is critical that these challenges be adequately addressed before next

January 1. In many respects, the Postal Service provides critical services that
are as ubiquitous as telecommunications or electrical power. A Year 2000-
based disruption in mail delivery would have a serious impact across every
sector of the American economy. Further, reliance on the Postal Service is part
of the contingency plans for many organizations that require a backup process to

electronically delivered transactions and services.

Qur testimony is based on our review of the Service's conversion strategy and

other Year 2000 planning documents and the Service's Year 2000 guidance and
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intemal development standards as well as our discussions with U.S. Postal
Service officials responsible for overseeing the Year 2000 effort. We compared
the Service's afforts to criteria detailed in our Year 2000 Assessment Guide,?
Business Continuity and Contingency Planning Guide,” and Testing Guide.* This
guidance offers a structured and disciplined approach to managing the risk of
potential Year 2000-induced disruptions to opsrations. We conducted our work
in cooperation with the Service's Inspector General and in accordance with
generally accepted government auditing standards between September 1998

and February 1999.

POSTAL SERVICE RELIES
EXTENSIVELY ON AUTOMATED SYSTEMS

For the Postal Service to ensure continuity of operations after the century date
change, it must assess, remediate, and validate severa! interlocking componants
of its operating and support infrastructure. These include: “severe and critical”
{mission critical) business systems which provide essential suppon for postal
operations; “imporant” business systems that are necessary for continued

operations but where failure would not have an immediate, significant impact on

2 Year 2000 Computing Crisis: An Assessment Guide (GAG/AIMD-10.1.14). Published as an exposure
draft in February 1997 and finalized in September 1997.

* Year 2000 Computing Crisis; Business Continuity and Contingency Planning (GAO/AIMD-10.1.19).
Published as an exposure draftin March 1994 and finalized in August 1998,

*+ Year 2000 Computing Crisis: A Testing Guide (GAO/AIMD-10.1.21). Published an exposure draft in
June 1998 ard finalized in November 1998.
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business continuity; mail processing equipment; facilities and other infrastructure
support activities; and vendors who provide essential goods and services to the

Postal Service.

» The Service has 152 “severe and critical” business systems that it must
assess, correct, and verify to ensure Year 2000 compliance. This includes
the Postal Metering System, Money Order System, Mail Distribution
Requirements Systern, Air Contracting Support System, Vehicle Tracking and
Performance Systern, as well as critical financial management systems.
Many of these systems have no workarounds and their failure would
significantly disrupt postal operations. The Service has reported that it has
finished renovation work on 106 of its 152 severe and critical business
information systems and it expects to implement all but 11 systems by OMB's
target March 31, 1999, deadline. Ten of the 11 remaining systerns are
expected to be done by July 1999 and the 11th by mid-November 1999.

»  The Service also owns 348 “important” business systems—systems for which
workarounds exist and whose failure will result in an inconvenience, but not
significantly impact core business activities. These inciude the Worker
Compensation Infarmation System, the Resource Management System, the
Customer Satisfaction Measurement System, the Consumer Affairs Tracking
System, and the Relocation Payment System. The Service reports that 215
of these systems have been renovated with most of these scheduled for
completion this quarter. Unlike the “severe and critical” systems, the

“important” systems are not required to undergo independent validation and
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verification to provide additional assurances of Year 2000 compliance.
However, a number of these systems will go through such a process upon
the request of business process owners.

In addition to business systems, the Service relies on a broad range of
equipment to sort, deliver, and process mail. This includes such things as
small parcel and bundle sorter equipment, flat maitl sorters and optical
character readers, and priority maif and bulk mail processing equipment.
The Service has 43 types of equipment which are deployed in various
locations across the country. It reports, as of December 31, that 37 types
had been renovated and the remainder are on schedule for remediation by
August 1999.

The Service has estimated that it has over 100,000 pieces of hardware and
software to assess and correct when necessary, including mainframe
computers, personal computers, networks, and operating systems. It also
must assess and fix a wide range of infrastructure-related assets installed in
hundreds of its facilities and tens of thousands of post offices. This includes
building access control systems, safety systems, air conditioning and heating
systems as well as elevators. The Service is still in the process of assessing
this equipment.

Service systems interface with computer systems belonging to federal, state,
and local governments and hundreds of private businesses. Because of
these interdependencies, postal systems are also vulnerable to failure

caused by incorrectly formatted data provided by other systems that are



127

noncompliant. According to the Service, about 1,600 external interfaces
have been identified to date. Of that number, over 800 are considered to be
severe and critical. The Service is in the process of contacting each external
interface partner to assess the work that needs to be dorie with these
interfaces,

» The Service is heavily dependent on almost 600 key vendors and suppliers
(such as airlines and railroads) that provide goods and services necessary to
mail delivery. If key supplier systems are not Year 2000 compliant in time,
postal operations could be severely disrupted. In late 1988, the Service
surveyed critical suppliers as to their Year 2000 readiness. Sixty percent of
the suppliers responded. Of these, only 31 percent affirmed that they would
be Year 2000 compliant in time.

« The Service, like most organizations, depends on public infrastructure
systems, such as those that provide powsr, water, transportation, and voice
and data telecommunications. Given the scope and intricate nature of the
Service’s national network, even localized disruptions in infrastructure-

related services could seriously impact postal business operations.

While the Postal Service's progress in renovating its systems has picked up in
recent months, the Service has lagged behind OMB and GAO recommended

milestones for assessment,” renovation,’ and validation.” For example, the

° During the assessment phase, orgaizations determine the Year 2000 impact oa the enterprise, identify
core business areas and processes, inventory systems supporting core business arcas, and prioritize their
conversion or replacement. They should also develop contingency plans and identify data exchange issues.
This lays the groundwork for the ensuing phases of the program.
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Service reported that as of the OMB renovation deadline of September 1398,
about 22 parcent of its mission-critical systems had not been corrected. As of
the OMB validation deadline of January 1999, only 27 percent of its mission-
critical systems had been validated. Moreover, the Service has been late in
undertaking important related tasks. For example, the Service's testing strategy
was not completed until November 1898 and contingency plans were not begun
until December 1988, Our Year 2000 Assessment Guide recommends that both
of these tasks be initiated before August 1997, toward the end of the

assessment phase.

POSITIVE STEPS TAKEN TO STRENGTHEN

MANAGEMENT OF YEAR 2000 AND ENSURE
CONTINUITY OF OPERATIONS

The delays in the Service’s Year 2000 progress were in part atiributable to the
fact that the Service was slow to recognize the severe and pervasive impact of
the problem and lacked sufficient planning processes and corporatewide

involvement. Untit recently the burden of ensuring Year 2000 readiness largely

resided in a program management office under the general direction of the Vice

¢ During the renovation phase, organizations convert, replace, or selected p

databases, and utilities as well as modify interfaces.

7 During the validation phase, organizations test, verify, and validate converted or replaced platforms,
applications, databases, and utilities.
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President of information Systems. The program focus was more dirgcted at
systems and processes that supported business operations rather than on the
readiness of business processes which typically involve a number of activities

and suppaort mechanisms outside the systems realm.

In December 1998, the Service reorganized its program managemerit to better
reflect Year 2000 efforts in terms of its business operations. The new
organizational structure represents a matrixr aipproach to managing ongoing i
efforts. Senior vice presidents have rég;)onsibitiw within their functional areas
(e.g. mail operations, finance, marketing, and national systems) to ensure that
individual business processes are decomposed and that each process
undergoes “simulation” testinga and that contingency plans are developed for
each process. The Vice President for Information Systems still has responsibifity
for system remediation across the business areas. To better ensure that these
individual business processes will support overall operations, the Service's Chief
Operating Officer will be responsible for developing business continuity pians.
The overall rnanagement approach is managed by an executive council under

the direction of the Deputy Postmaster General,

This new management approach offers the Postal Service an improved
opportunity for finking business processes to Year 2000 problems and solutions.

We recommend this linkage in our Year 2000 guidance. However, as with most

$The purpose of this lesting is to verify that a defined set of interrelated systems, which colectively support

a core business area or function, i P as ded in a simul p env
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new management models, there is little basis for assured success without
sustained follow through to ensure effective implementation. Accordingly, this

new approach will require close oversight to ensure results.

SIGNIFICANT CHALLENGES STILL
FACE THE SERVICE IN MONTHS AHEAD

Even with a stronger management structure now in place, there are substantiai
challenges still facing the Service. If they are not addressed adequately, these
challenges will threaten the Postal Service's ability to delivery the mail—on

time—next January.

The primary challenge, of course, is time. Because the Service has been behind
schedule, it is now playing catch-up. Exacerbating the time issue is the
anticipated holiday business rush, which typically starts in September. This
surge in workload will require Service management to split its attention and

resources.

Second, there are still many unknowns about the Postal Service's core business
processes. The Service does not yet have complete inventory and status
information on its information technology infrastructure, intemal and external
interfaces, and field equipment and systems. Nor does the Service yet know

whether the majority of its critical vendors will be ready in time or have assurance
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that public infrastructure systems, including power, water, transportation, and
telecommunications will be compliant in time. Finally, untii the simulation testing
is complete and contingency plans and business continuity plans are developed

and tested, the Service will not have reasonable assurance on its readiness.

These two factors make it imperative for the Service to develop a comprehensive
plan to guide existing efforts for testing, contingency planning, quality assurance,
risk and issue management, interface management, and certification and
validation; provide a master Year 2000 schedule; and identify priorities. They
also make it imperative for the Service to ensure that attention to the problem is
sustained by the Deputy Postmaster General, the senior vice presidents, the
chief operating officer, chief financial officer, chief management officer, chief
technology officer and other top executives. That is, these stakeholders should
(1) ensure that the overall management pian is developed and foilowed, (2)
participate in making critical decisions in ali phases of the project, (3) continue to
provide resources and support for the program, and (4) ensure that all

components and business areas fully support and participate in the process.

This concludes my statement. | will be pleased to answer any questions you or
Members of the Subcommittees may have.

(511132)
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GAO

United States
General Accounting Office
Washington, D.C. 20548

Accounting and Information B -
Management Division ’

B-282525

Aprit 23, 1999

The Honorable John M. McHugh
Chairman

The Honorable Chaka Fattah
Ranking Minority Member
Subcommittee on the Postal Service
Committee on Government Reform
House of Representatives

Subject:  U.S. Postal Service: Subcommittee Questions Concerning Year 2000
Chall Facing the Servi

In response to your March 16, 1999, request, this letter provides answers to questions
relating to our February 23, 1999, testimony on chalienges facing the U.S. Postal Service in
addressing the Year 2000 problem.! As we noted in our testimony, the Service has been
working hard to address its Year 2000 problem and has recently revamped its management
approach. If successfully implemented, its approach can provide significant support and
oversight to Year 2000 efforts. However, the Postal Service has been running behind the
Office of Management and Budget's (OMB) schedule for system renovation and still must
address major issues to correct and test system and mail processing equipment, ensure the
readiness of thousands of local facilities, and determine whether and when its key suppliers
and interface partners will be Year 2000 compliant. The questions and our responses follow.

ear 2000 ting
February 23, 1999).

ostal Service (GAO/T-AIMD-99-86,

GAO/AIMD-99-150R Postal Service Year 2000
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1. What is the 1999 problem? Will this impact the Postal Service? Will the Postal Service
be impacted by other dates? Please explain.

The Year 2000 problem, which is rooted in the way dates are recorded and computed in
automated information systems, is primarily associated with dates on or after January 1,
2000. However, computer systems using two digits to denote the year may be vulnerable to
“special dates” in 1999 as well. For example, April 9, 1999, when written in the Julian
calendar, and September 9, 1999, when written in the Gregorian calendar, are represented as
9999. This could cause systems to malfunction because 9999 is often assigned a special
meaning, such as invalid date or end file. As noted in our testimony, these problems could
disrupt the delivery of mail or other critical Postal Service business processes such as
financial and personnel management. To our knowledge, April 9, 1999, however, did not
prove to be problematic for the service.

In addition, because 2000 is a leap year, some computer systems may incorrectly process the
fast day of February 2000 (February 29, 2000), and the first day following the last day in
February 2000 (March 1, 2000). The Postal Service has determined that its systems are
susceptible to September 9, 1999, as well as 25 other “special dates,” and it is testing its
“critical and severe” systems? to ensure that they can correctly handle these dates.

2. At what point should the Postal Service plan to make permanent fixes to its systems?
What sort of timeframes should be considered? What might it cost to make permanent
repairs? Is the Postal Service looking at this issue?

Like many organizations with older computer systems, the Postal Service is currently
pursuing a “windowing” approach to date conversion rather than expanding date fields from
two to four characters. Under this approach, software is written to associate a fixed or sliding
period of years with either the 20th or the 21st centuries. Many organizations with older
computer systems are pursuing this approach because, in some cases, especially where data
sets are large and date dense and available storage is limited, it presents a quicker and less
costly solution to the Year 2000 problem. Also, because as much as several decades can be
covered by the fixed or sliding window, permanent system fixes or replacements may not be
immediately required.

The Postal Service Year 2000 officials have advised us that windowing fixes will remain
viable beyond the year 2048 for all but two systems, which will remain viable until the year

* These are systems the Postal Service has determined that it must assess, correct, and verify to ensure
acceptable service to the public. They include, for example, the Postal Metering System, Money Order
System, Mail Distribution Requirements System, and Air Contracting Support Systera.

Page 2 GAO/AIMD-99-150R Postal Service Year 2000
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2019. According to the Postal Service, replacement schedules have already been developed
for permanent fixes for these two systems.

3. What happens to the Postal Service and its systems beyond the Year 2000? Will they
suffer from increased vulnerabilities of patched systems? Or will they benefit from
strengthened and updated infrastructures?

If the Postal Service is able to effectively correct its systems, then the systems should
continue to operate without Year 2000-related problems until the period covered by the
sliding of fixed windows expires. As we testified, if these fixes are not done effectively, then
systems could malfunction and disrupt critical postal operations.

According to the Postal Service Year 2000 program manager, the Postal Service has realized
significant benefits from their Year 2000 efforts. These include the elimination of
unnecessary software code; replacement of antiquated, locally developed software
applications; and modemization of information technology equipment, including mainframe
computer systems, mid-range computer systems, and desktop workstations. In addition,
according to Postal Service officials, the Service is implementing improved processes for
documenting software, testing, quality control, and configuration management. We did not
assess the Service’s implementation of these actions. However, while these steps should
enhance information technology management well beyond 2000, they represent fundamental
management practices that should have been in place long before the Year 2000 problem was
identified.

4. Is GAO specifically looking at the extent to which federal agencies are hiring contractors
for Y2K and the amount of money being paid out for services? Are you monitoring
contractors performing Y2K efforts to ensure that the agencies are receiving timely and
quality services? If not, why not?

We are not monitoring or assessing contractor efforts at federal agencies. We are reviewing
agency progress in achieving Year 2000 compliance based on self-reported data provided to
OMB and discussions with agency Year 2000 program management officials. The Inspector
General of the Postal Service, however, is planning a Year 2000 conversion contract
examination as part of the IG’s continuing audits of Year 2000 issues within the Postal
Service.

Page 3 GAO/AIMD-99-150R Postal Service Year 2000
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5. What types of parameters are needed by the Posial Service in devising a national-based
contingency plan? What items must it consider as part of a contingency plan? What
happens if it runs into something it didn’t anticipate?

The Postal Service is following our Business Continuity and Contingency Planning guide,*
which provides a conceptual framework for managing the risk of potential Year 2000-
induced disruptions to operations and incorporates best practices in contingency planning and
disaster recovery. Our guide describes a structured approach for (1) initiating a business
continuity project, (2) assessing the potential impact of mission-critical failures on agency
core business processes, (3} identifying and documenting contingency plans and
irplementation modes, and (4) validating the business continuity strategy. It recommends
that agencies develop a business continuity plan consisting of a set of contingency plans—
with a single plan for each core business process and infrastructure component (e.g., power
and telecommunications services). Each plan should provide a description of the resources,
staff roles, procedures, and timetables needed for its implementation.

The Postal Service’s Chief Operating Officer has recently started to work with individual
business area managers to develop contingency and business continuity plans. In developing
these plans, Postal Service officials have told us that they intend to follow our guidance.
However, we also testified that this planning did not begin until December 1998, whereas our
Year 2000 Assessment Guide recommends that it begin before August 1997, toward the end
of the assessment phase. Further, contingency plans are not scheduled to be completed and
tested until June 30, 1999, and continuity plans are not scheduled to be completed and tested
until August 1999 and tested again in November 1999. This schedule will leave the Service
with little room for slippage or for making adjustments to ensure that contingency and
continuity plans are practical and cost effective. And, as we testified, this challenge is funher
exacerbated by the fact that the Service anticipates a surge in workload beginning in
September due to the holiday business rush, which typically requires greater management
attention.

6. Can the Postal Service control the external supplier problem? If so, how?

As noted in our testimony, the Postal Service is heavily dependent on 271 key vendors and
suppliers, such as airlines, which provide goods and services necessary to mail delivery. If
their systems are not Year 2000 compliant in time, postal operations could be severely
disrupted. However, the Postal Service’s ability to control its suppliers is limited and,
therefore, it must rely on statements of assurance of Year 2000 compliance by its suppliers.
As of April 23, 1999, according to the Service, 265 suppliers had reported that they are or

* Year 2000 Computing Crisis: Business Gontinuity and Contingency Planning (GAO/AIMD-10.1.19).
Issued as an exposure draft in February 1898; issued in final in August 1998.

Page 4 GAO/AIMD-99-150R Postal Service Year 2000
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will be compliant by January 1, 2000. The Service is pursuing the readiness status of the
remaining 6 suppliers. According to the Service, any critical suppliers assessed as non-
compliant or for which the readiness status has not been determined will be part of Postal
Service contingency planning activities.

7. What can you tell us about the Postal Service “core business processes?” What are they
and why are they important?

According to the Postal Service’s Year 2000 Initiative Project Plan, the primary objective of
its Year 2000 effort is to enable the continuons delivery of mail. To meet this objective, it is
placing particular emphasis on four core business processes: (1) collecting, processing, and
delivering the mail, (2) paying employees and suppliers, (3) collecting revenue, and (4)
protecting the safety and well-being of postal employees. Some of these are clearly more
Year 2000 dependent than others, and, as such, will require greater attention from Postal
Service management. As we noted in our testimony, in many respects, the Postal Service
provides critical services that are as ubiquitous as telecommunications or electrical power. A
Year 2000-based disruption in mail delivery would have a serious impact across every sector
of the American economy. Further, reliance on the Postal Service is part of the contingency
plans for many organizations that require a backup process for electronically delivered
transactions and services. Therefore, it is essential that the Service maintain continuity in its
core business processes.

To respond to these questions, we reviewed and analyzed documents describing the Postal
Service’s Year 2000 compliance efforts as well as its annual report. We conducted our work
from March 1999 through April 1999 in accordance with generally accepted government
auditing standards. In developing this report, we discussed our findings with and ob
comments on a draft of this Jetter from the Postal Service’s Year 2000 program manager.

4
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‘We are sending copies of this letter to Representative Steven Hom, Chairman, and
Representative Jim Turner, Ranking Minority Member, Subcommittee on Government
Management, Information, and Technology, House Committee on Government Reform; and
Representative Connie Morella, Chairwoman, and Representative James Barcia, Ranking
Minority Member, Subcommittee on Technology, House Committee on Science. We are also
sending copies of this report to William J. Henderson, Postmaster General, as well as other
interested parties. If you have any questions regarding this report, please contact me or Carl
Urie, Assistant Director, at (202) 512-6240.

Jack L. Brock, Jr.
Director, Governmentwide and Defense
Information Systems

(511148)
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Mr. McHUGH. Thank you very much, Mr. Brock. We appreciate
your comments.

Our last presenter this morning is Mr. Norman Lorentz, who is
senior vice president and Chief Technology Officer for the U.S.
Postal Service.

Good morning, Mr. Lorentz. Thank you for being here. As you
may have gathered, you and your department are the focus of our
attention here this morning. So, we are very anxiously awaiting
your comments.

And with that, our attention is yours.

Mr. LORENTZ. Good morning, Chairman McHugh, Chairman
Horn, Chairwoman Morella, and subcommittee members.

On behalf of the U.S. Postal Service, I welcome the opportunity
to speak to you today about the Postal Service’s efforts to address
the year 2000 computer problem.

With me today are Nicholas Barranca, the vice president of oper-
ations planning, and Richard Weirich, vice president of information
systems.

It is gratifying, not only to myself but to the Postal Service em-
ployees in thousands of communities across the Nation, to be re-
minded of the trust and confidence the American people have in
the mail system.

While years of predictions suggest that there is no place for
paper-based communications in this digital world, the fact that we
are sitting here today demonstrates that is not the case.

As Postmaster General William Henderson said in this very
room less than 2 weeks ago, “The health of the Postal Service is
important to the American people. It is a measure of how much
American companies and consumers depend on reliable, reasonably
priced postal services to communicate and conduct business.”

We have taken this obligation seriously for the last two cen-
turies, and we take it just as seriously as we move into the next.
The coming of the year 2000 presents a host of challenges. The
coming year is both anticipated and never before experienced, by
either the Postal Service or any other business or Government
agency.

The Postmaster General and senior Postal Service management
are giving this subject significant attention, with weekly meetings
of the Management Committee serving as a forum for reports and
discussion about the status of our year 2000 program. This is one
of the most important public policy issues we are facing this year.

It is a challenge of vast magnitude with a deadline—as was men-
tioned—311 days away, that cannot be changed. And it is a chal-
lenge that has engaged the men and women of the Postal Service
for a number of years.

Like any forward-thinking organization, the Postal Service is
doing everything possible to minimize and eliminate the potential
for disruption that could arise from the year 2000 computer prob-
lem. But, unlike many of those organizations, only the Postal Serv-
ice is in the position of saying, “The buck stops here!”

The fact is, the Postal Service is part of the year 2000 contin-
gency plans for many organizations that rely on electronic commu-
nications, whether benefit payments by Federal agencies, electronic
payments in the private sector, or simple data transmission from
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person to person. This means that our readiness efforts must focus
on maintaining the ability to process and deliver normal mail vol-
umes as we enter the new year, and to absorb additional volumes
that could be diverted from the electronic message stream.

I want to state clearly and unequivocally that we are ready in
the U.S. Postal Service to take on this challenge.

Our mail system is no stranger to operating successfully through
national and regional disruptions. We delivered 2 years ago when
a strike all but shut down the United Parcel Service, just as we de-
livered through two recent airline strikes. Since the first days of
the national postal system, we have found ways to deliver through
war, floods, earthquakes, and other natural disasters.

Even with this experience, we want to be sure that we are doing
the right things to prepare for the potential year 2000 disruptions.
This is why our planning for the year 2000 problem has been ex-
tremely thorough, establishing a step-by-step program that takes
us in to a new century with a reasonable level of assurance that
the Postal Service will continue to deliver.

We began our efforts with an inventory of all components and all
systems that can be affected. The next step was the assessment of
the criticality of each of these systems. One question was, “Is this
system necessary to our core mission of delivering the mail?” Then
we began remediation efforts on our mission-critical systems. If we
found a problem, we fixed it. It is not sufficient that our own people
tell us that something is fixed. We also require independent
verification that our key components and systems have been fully
remediated.

With remediation efforts on schedule, we are expanding our focus
this year to the next logical steps—business continuity planning
and recovery management.

Simulation testing, in an actual operating environment, helps
add further confirmation to the status of remediation. Knowing
what individual elements of our systems and processes will be
available provides us with a firm foundation for business continuity
planning.

We began testing our critical mail-processing systems last Au-
gust at a mail-processing plant in Tampa and a bulk mail center
in Atlanta. The results of these tests and others that are being con-
ducted are very, very encouraging. They demonstrate that, fol-
lowing remediation of our basic mail-processing equipment, mail is
being sorted correctly as it moves through our system.

Despite our best efforts to fix all of the vulnerable systems and
components, and testing them to make sure they work, being pre-
pared means that we also have to anticipate that there may be
some year 2000 problems.

In our own systems, we are looking at 100 million lines of com-
puter code. On top of that, we rely on commercial air and surface
transportation to move mail both locally and across the country.
We also power our facilities from the same utilities as other cus-
tomers. As you can see, some of the key elements that are nec-
essary to support a national postal system are not within our direct
control.

Through business continuity planning, we are exploring “what if”
scenarios that anticipate specific disruptions, internal or external,
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that might arise. The “work arounds” we are developing will help
us to minimize the potential problems. All of our senior officers are
actively engaged in the process. But business continuity plans can-
not be successful by themselves. They go hand-in-hand with recov-
ery management.

Recovery management gives our people a structured way to re-
port problems and implement the plans that have been designed to
address them. Some decisions will be based on specific plans that
have been developed to meet a particular contingency. Other deci-
sions will be dynamic, based on the unique confluence of events
that may occur at any point in time. Either way, recovery manage-
ment is one of the most important tools we will have to continue
moving the mail.

Throughout each of these key processes—remediation, business
continuity planning, and recovery management—our actions have
been consistent with the approach taken by other Government and
private-sector organizations. We have contracted with the help of
over 1,300 technical support people to implement and manage
many of the technical elements of this critical program. The entire
effort is being supported by a level of financial resources necessary
to address this once-in-a-lifetime issue. Unlike other Government
agencies, the U.S. Postal Service is receiving no appropriations for
the year 2000 readiness.

While we at the Postal Service are confident that we are doing
the right things to protect universal service, we also recognize that
we do not have all of the answers—and nobody does.

In this respect, we welcome the positive contribution of those
who have reviewed our activities and offered us constructive sug-
gestions and proposals. Both the U.S. Postal Service’s Inspector
General and the General Accounting Office, who also reported to
you today, have been actively engaged in helping us to meet this
challenge.

In closing, I can’t promise that there will be no problems, but we
remain confident that with the continued hard work of everyone in-
volved in this effort, we will achieve our goals of delivering the
mail, protecting our employees, and protecting our finances.

Thank you.

[The prepared statement of Mr. Lorentz follows:]
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TESTIMONY OF NORMAN E. LORENTZ
SENIOR VICE PRESIDENT AND CHIEF TECHNOLOGY OFFICER
UNITED STATES POSTAL SERVICE

BEFORE A JOINT HEARING OF THE
COMMITTEE ON GOVERNMENT REFORM
SUBCOMMITTEES ON THE POSTAL SERVICE
AND
GOVERNMENT MANAGEMENT, INFORMATION, AND TECHNOLOGY
AND THE
SUBCOMMITTEE ON TECHNOLOGY
OF THE
COMMITTEE ON SCIENCE

HOUSE OF REPRESENTATIVES
FEBRUARY 23, 1999

Good morning, Chairman McHugh, Chairman Horn, Chairperson Morella,
and subcommittee members.

On behalf of the United States Postal Service, | welcome the opportunity
to speak with you today about the Postal Service's efforts to address the Year
2000 computer problem. With me today are Nicholas Barranca, Vice President
of Operations Planning and Richard Weirich, Vice President of Information
Systems.

It is gratifying, not only to myself, but to Postal Service employees in
thousands of communities across the nation, to be reminded of the trust and
confidence the American people place in their mail system.

While years of predictions suggest that there is no place for a paper-
based communications system in a digital world, the fact that we are sitting here
today demonstrates that this is not the case.

As Postmaster General William Henderson said in this very room less
than two weeks ago, “the health of the Postal Service is important to the
American people . . . (it) is a measure of how much American companies and
consumers depend on reliable, reasonably priced postal services to
communicate and conduct business.”
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We have taken this obligation seriously for the last two centuries, and
we take it just as seriously as we move into the next. The coming of the year
2000 presents a host of challenges—both unanticipated and never before
experienced-—by either the Postal Service or any other business or government
agency.

The Postmaster General and senior Postal Service management are
giving this subject significant attention, with weekly meetings of the Management
Committee serving as a forum for reports and discussion about the status of our
Year 2000 program. This is one of the most important public policy issues we
are facing this year.

It is a challenge of vast magnitude with a deadline that cannot be
changed. And it is a challenge that has engaged the men and women of the
Postal Service for a number of years.

Like any forward-thinking organization, the Postal Service is doing
everything possible to minimize and eliminate the potential for disruption that
could arise from the Year 2000 computer problem. But, uniike many of those
organizations, only the Postal Service is in a position to say, "The buck stops
herel”

The fact is, the Postal Service is part of the Year 2000 contingency plans
of many organizations that rely on electronic communications, whether benefit
payments by federal agencies, electronic payments in the private sector, or
simple data transmission from person to person. This means that our readiness
efforts must focus on maintaining the ablility to process and defiver normal mail
volumes as we enter the new year, and to absorb additional volumes that could
be diverted from the electronic message stream.

| want to state clearly and unequivocally fo each of you today-—the Postal
Service is taking on this challenge!

Our mait system is no stranger to operating successfully through national
and regional disruptions. We delivered two years ago when a strike all but shut
down United Parcel Service; just as we delivered through two recent aifine
strikes. Since the first days of a national postal system, we found ways to deliver
through war, floods, earthquakes, and other natural disasters.

Even with this experience, we want to sure that we are doing the right
things to prepare for potential Year 2000 disruptions. This is why our planning
for the year 2000 problem has been extremely thorough, establishing a step-by-
step program that takes us to the new century with a reasonable level of
assurance that the Postal Service will continue to deliver.
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We began our efforts with inventory of all components and systems that
could be affected. The next step was an assessment of the criticality of each
one of those systems. Our question was, “is this system necessary to our core
mission of delivering the mail?”

Then we began remediation efforts on our mission critical systems. If we
found a problem, we fixed it. And, it's not sufficient that our own people tell us
that something has been fixed. We are also requiring independent verification
that our key components and systems have been remediated.

With remediation efforts on schedule, we've expanded our focus this year
to the next logical steps—business continuity planning, and recovery
management,

Simuiation testing, in an actual operating environment, helps add further
confirmation to the status of remediation. Knowing what individual elements of
our systems and proc will be available provides us with a firm foundation
for business continuity planning.

We began testing of our critical mail processing systems last August
at a mail processing facility in Tampa and a bulk mail center in Atlanta. The
resuits of those tests, and others that are being conducted, are very
encouraging. They demonstrate that, following remediation of our basic mail-
processing equipment, mail is being sorted correctly as it moves through our
system.

Despite our best efforts to fix all vulnerable systems and components,
and testing them to make sure they work, being prepared means that we also
have to anticipate that there may be some year 2000 problems.

In our own systems, we are looking at 100 million lines of computer code.
On top of that, we rely on commercial air and surface transportation to move mail
locally and across the country. We also power our facilities from the same
utilities as our customers. As you can see, some of the key elements that are
necessary to support a national postal system are not within our direct control.

Through business continuity planning, we are exploring “What If”
scenarios that anticipate specific disruptions—internal or external—that might
arise. The “work arounds” we are developing will help us to minimize potential
problems. Al of our senior officers are actively engaged in this process.

But business continuify plans cannot be successful by themselves.
They go hand-in-hand with a process we call recovery management.
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Recovery management gives our people a structured way to report
problems and implement the plans that have been designed to address them.
Some decisions will be based on specific plans that have been developed to
meet a particular contingency. Other decisions will be dynamic, based on a
unique confluence of events that may be occurring at the time.

Either way, recovery management is one of the most important tools we
will have to keep the mail moving.

Throughout each of these key processes--rerediation, business
continuity planning, and recovery management—our actions have been
consistent with the approach taken by other government and private sector
organizations. We have contracted for the help of about 1,100 technical support
people to implement and manage many of the technical elements of this critical
program, The entire efiort is being supported by a level of financial resources
necessary to address this once-in-a-lifetime issue. And, unlike other government
agencies, the Postal Service is receiving no appropriations for Year 2000
readiness.

While we at the Postal Service are confident that we are doing the right
things to protect universal service, we also recognize that we do not have all of
the answers. Nobody does.

In this respect, we welcome the positive contributions of those who have
reviewed our activities and offered us constructive suggestions and proposals.
Both the Postal Service's Inspector General and the General Accounting Office,
who also reported 1o you today, have been actively engaged in helping us to
meet this challenge.

In closing, | can’t promise that there will be no problems. But we remain
confident that with the continued hard work of everyone involved in this effort, we
will achieve our goals of delivering the mail, protecting our employees, and
protecting our finances.

Thank you very much.

# # # # # #
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QUESTIONS

Panel Three ~ USPS, Norman Lorentz

1. Wil there be any interruption in your ability to deliver social security checks and alt other
benefit p after January 1, 19997 Will mail be delivered after that
dato—wlthout a hitch? Will you be able to deliver mail at today's leve! of service?

ANSWER: In spite of the uncertainty accompanying the arrival of the new millennium and possibie
Year 2000 related disruptions, we are quite confident there will be no interruptions in the delivery of
mail. We fully expect to deliver at the same or better leve! of service as that provided in January of
1999. Note that on any given day in any given location in the country, service varies based on
circumstances beyond our controt — snow and ice storms, commercial airline and airport interruptions,
competitor work stoppages, etc. However, these kinds of disruptions, and their negative impact on
mail delivery, are short-lived. We expect the effects of Year 2000 disruptions on mail delivery will be
no more or less noticeable than the effects of January's winter weather.

2.  Why didn’t the postal service start to develop a busi and tingency plan
before January 19997 What date do you anticipate completing !hon plans?

ANSWER: During the time leading up to January 1999, the Year 2000 focus of the Postat Service was
on remediating all critical and important systems — including computing hardware, software
applications, embedded computers in equipment, and embedded ters in buildi t

were also busy beginning the process of researching Year 2000 readmess of our cntlml and |mponan!
suppliers. In January, we appropriately began the processes of component contingency planning and
of business continuity planning. The only relevant date is that of completion. Our Headquarters-
developed, baseline pianning will be done by June 1. This level of planning wili be completed and

€l ized by our field | i by August 1. The Postal Service has enjoyed a fong history of
successfully performing under a variety of adverse operating conditions. Much of that success can be
attributed to the planning we regularly undertake for the occurrence of operational disruptions.

3. To date, how much money has been spent on contractors for Y2K?

ANSWER: Though Accounting Period 7 FY 99, a total of $161,917,718 has been spent on contractor
services. Attachment 1 specifies the expenses by contractor and year.

4, How are you monitoring contractors performing Y2K efforts to ensure that you are
receiving timely and quality services?

ANSWER: USPS PCES managers monitor contractor performance through the life cycle of their wark.
This includes hiring/staffing contractor personnel, directing their work assignments, controlling the time
they spend on the efforts and assessing the quality of the services delivered.

« Based on the Y2K work pians, postal managers determine the number, skills, and source of
personnel required to perform the work. Staffing requests detailing the number and skills of
contractor personnel to be hired are developed and are approved by the accountable postal
manager.

« The accountable postal manager assigns each contractor resource to a specific Y2K task and
ensures that this is entered into the Postal Service's Program Cost Tracklng System (PCTS) for
time validation.

e Onaweekly basis, all contractors are required to report their Y2K chargeable time into the Postal
Service's time reporting system (PCTS); this time is reviewed and approved weekly by the
accountable postal manager.
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» Onaweekly basis, the contractors are required to report to the accountable postal managers on
the progress of work being performed for the Y2K effort as well as the status of specific contract
deliverables.

« Onamonthly basis, contractors are required to report to the accountable postal managers and the
Contracting Officers’ representatives on the activities performed against the agreed upon
performance tasks and deliverables, the risks and issues, and the upcoming work to be performed.

« On aweekly basis, though sometimes mare frequently, postal management assesses the quality
and timeliness of supplier work against agreed upon work plans, and those who are not performing
as required are replaced as needed.

5. Since the postal service itself will serve as a viable Y2K contingency plan to other
entities, how will we know how wefl your plan will work since you don’t have one?

ANSWER: The Postal Service's Year 2000 initiative comprises of three major programs. The
Remediation program is a technical, find-and-fix strategy aimed at eliminating Year 2000 induced
failures of our internal systems. One of the final steps in this program is called Component
Contingency Planning. Here, workarounds are formally documented for all critical internal systems.

A second program, Business Continuity Planning, addresses possible Year 2000 disruptions fo mission

critical processes. Plans for continuing alt mission crifical processes are being completed for a variety

of operational scenarios that may occur at the turn of the century. Among the scenarios being planned

are possible changes in customers’ mailing behavior:

« Mailings being advanced to December.

+ Mailings being delayed to the end of January.

»  Mailings being shifted from one product fine (.e., First-Class} to another product line (L.e., Priority
Mail},

«  Elecironic communications being diverted temporarily to paper based mailings.

The third program, Recovery Management Planning, will provide the Postal Service's command,
control, and communications for “Day 1.” Recovery Management Planning ensures the right policies
and preparations are in affect and being practiced prior to January 1. Recovery Management Planning
also ensures the Postal Service’s ability to discover problems, engage stakeholders in fixing problems
and invoking continuity/contingency plans, and track results.

o

These planning processes will all be completed, practiced as y, and communi
throughout the organization according to carefully prepared and integrated schedules.

6.  Who are your largest external suppliers and how do thay currently impact your
operations? What measures are you taking to have your suppliers certify they are or will
be Y2K compliant?

ANSWER: Generally, our largest and most imporiant suppliers are those that impact the Postal
Service's core operations. These include manufaciurers of automated mail processing equipment,
commercial airiines transporting the mal, and companies that handle specific missions, such as the
Priority Mail Network and Express Mail hub, or the measurement of our on-time performance.

As to Y2K compliance, since 1997, Postal Service contracts for information technology and related
items have required that the purchased items be able to continue operating after the turn of the
century. In addition, our Supplier Management Office (SMO) was established last year to assess the
Year 2000 readiness of suppliers of produsts and services critical fo core Postal Service business

pr . SMO ies and communicates with such critical suppliers, and coordinates with them
regarding Year 2000 readiness and remedial actions necessary. We will confinue to actively pursue
this effort throughout 1999,
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7.  What is the status of the payroll systems—will they be Y2K compliant?

ANSWER: The answer is yes, The USPS Payroll System will be Y2K compliant. All parts of the
system are Y2K compliant today, except for the Retirement part that will be done approximately by
April 23, 1999.

As a further check on this, we will perform additional internal testing on Payroii, and extensive
Simulation Testing in June and July to provide a further assurance of its readiness from end to end.

We also have a Business contingency and continuity set of plans developed as a further set of
assurance of our ability to meet our bi-weekly payroll.

8. How is management accountability assigned for the Year 2000 effort within the postal
service? Don’t your s receive b based upon on-time mail delivery? How

would Y2K disruptions in mail delivery impact bonuses?

ANSWER: The management incentive plan for fiscal year 2000 is currently in development. As in
past years, part of the incentive wili be based upon on-time delivery. If service levels are not achieved,
regardiess of the reason, the incentive credit for on-time delivery is not given.

9. Who has liability insurance coverage for Y2K? Is the USPS IG covered? If not, why not?

ANSWER: The Postal Service does not purchase Y2K liability insurance coverage for its officers or
employees, including the Inspector General and staff. Under the Federal Employees Liability Reform
and Tort Compensation Act of 1988, 28 U.S.C. § 2679, if a common law tort action is brought against a
postal or other federal employee for actions within the scope of employment, upon motion by the U.S.
Department of Justice, the United States is substituted as the defendant. The suit proceeds, if at all,
against the United States in accordance with the Federal Tort Claims Act. Accordingly, postal officials
should not have reason to fear personal tort liability for Y2K actions taken within the scope of their
employment, and liability insurance is not needed. As an institution, the Postal Service is self-insured.

The Postal Service officers and governors also have coverage through a personal liability insurance
poticy that would provide coverage in those situations in which the United States is not substituted as a
party. The Inspector General chose not to participate in this coverage. She, however, has her own
standard personal liability insurance policy that is available to all federal employees.

10. How do you define “mission critical” and “core business processes”? How will these
areas be impacted if you are not ready in time?

ANSWER: The Postal Service defines our “core business processes” as those processes that are
required to move the mail (including collection, acceptance, induction, processing, transportation, and
delivery}, bring in revenue, pay our employees and suppliers, and ensure the safety of our employees.
“Mission critical process” is synonymous with “core business process.”

Systems are placed into one of four categories: severe, critical, important but not critical, and to be
retired or replaced. For purposes of reporting to many external organizations which ask for the status
of “mission critical systems,” we group and report on severe and critical systems as being “mission
critical.” Systems are classified as severe or critical if they meet all of the following three conditions:
they have the potential for a Year 2000 failure, their failure would have a significant impact on the
business, and a feasible workaround solution does not exist.

The Postal Service is keenly aware that we are a contingency plan for many other organizations shouid
their other forms of communication faif. Therefore, we have placed the highest priority on the
completion of readiness activities for our core business processes to help ensure that we will be ready
on time. We are also developing Component Contingency Plans for our critical components and
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4.

Business Continuity Plans for our core business processes to help ensure that we have workarounds
in place should we experience failures in these areas.

Failure of a component that supports our core business processes could resuit in one of the following:
delay mail or make the movement of mail more difficult; loss of revenue or increased cost; or a
negative impact on customers or Postal Service employees. However, moving the mait relies primarily
on our mail processing equipment (MPE) and our thousands of employees. We have done significant
testing with our MPE, and the resuits indicate that the mail will continue to move to and through the
Year 2000, We are also in the process of developing plans should it be difficuit or impossible for the
workforce to come to their place of work. It is important to note that the Postal Service deals quite
successfully today with these types of difficulties, albeit on a smaller scale.

11.  Will the Year 2000 effort have any effact on future changes in postage rates?

ANSWER: Yes, there could be some effect. The cost of working on Y2K initiatives is an expense of
operating the postal system just like any other expense. While we do not expect that Y2K cost alone
will be large enough to generate a need for a rate increase, there are two ways in which Y2K costs
could affect the size of a rate increase request. First, if any Y2K costs are projected for the test year of
a postal rate case, these costs would directly contribute to the revenue requirement.

The second and most likely way in which Y2K costs would affect rate levels would be through the Prior
Years’ Losses Recovery mechanism. Under the break-even mandate of the Postal Reorganization Act
the Postal Service's revenue requirement includes a provision for Prior Years’ Losses Recovery.
Expenses incurred to support the Y2K program reduce the amount of Prior Years' Losses that will be
recovered by current postat rates. The Prior Years’ Losses provision in the next rate filing will therefore
be higher than it would have otherwise been due to Y2K expense. The impact on rates will be small,
however, because Prior Years' Losses Recovery is amortized over a nine year period.

12. Will postage meters work in the year 20007

ANSWER: Yes. All of the postage meter manufacturers have assurred the Postal Service that all of
their meters have been tested to function properly in the year 2000. -

13. How many foreign nationals are currently employed by contractors working on your Y2K
initiative? From what countries are these contractor employees citizens?

ANSWER: There are 43 foreign nationals from 16 countries working on the Y2K initiative for the
following suppliers:

Andersen EDS IBM SRA Unisys PRC Total
1 | Australia 1 | China | 1| Germany 1| Africa 1] Brazil 1] China 2
2 | Brazil 1 | india | 1| Russia 1} Bangladesh ! 1| Canada 1| Lebanese | 1
3 | Cameroon 1 Switzerland | 1] India 1] China 3
4 | Canada 10 Viet Nam 1] India 3
5 | China 1 Singapore | 1
6 | Germany 1
7 | Great Britain { 3
8 | Hong Kong 1
| 9]india 1
10 | Philippines 2
Total 22 2 3 4 9 3 43




149

14.  Please describe your process for granting security clearances and providing access to
postal facilities and systems to foreign national contract employees? Describe any and
all deviations from this process for contractors working on the Y2K Initiative.

ANSWER: Foreign national contract employees are permitted access to sensitive information or
systems on a need to know basis after completing a security screening and receiving a sensitive
clearance by the Inspection Service.

Postal managers and key personnel are responsible for controliing and monitoring contractor access to
critical and sensitive information and systems.

Upon receipt of a security clearance request, the Inspection Service Operations Support Group
{ISOSG) conducts a number of records checks, including: an inquiry of USPS databases, a Nationat
Crime Information Center Wants and Warrants inquiry, and a credit inquiry. The ISOSG also reviews
documentation prepared and forwarded by the contractor company, including: the resuits of iocal
criminat history inquiries, verification of an individual's employment history, and certification that an
individual has passed a drug screen test. In the absence of any derogatory or disqualifying
information, an interim clearance is granted. At the same time the interim clearance is granted, the
ISOSG submits fingerprint cards to the Office of Personnel Management and requests a National
Agency Check (NAC). Upon receipt of a favarable NAC response, the final clearance is granted.

Ch requests for o ors working on the Y2K initiative are directed to specific ISOSG

icians {o expedite p ing. Some requi may need to be waived for foreign national
contract employees pertaining to the time they lived in other than the United States. Upon issuance of
a waiver the Vice President of the requiring activity tedges that pari{s} of the required clearance
process cannot be compieted and accepts responsibility for individuals granted a clearance under this

exception.

15. Do foreign nati ploy have to critical or sensitive information or
¥ ? Whois resp for i g these employ to that they are not
provided and do not obtain access to critical or sensitive information or systems?-

ANSWER: See guestion 14,
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Mr. McHUGH. Thank you, Mr. Lorentz.

Before we proceed to questioning, I just want to acknowledge we
have been joined by three members of the Technology Subcommit-
tee which, at the moment, is leading for the well-attended prize—
Mrs. Morella, great job. In the order in which they came into the
room; the gentlelady from Michigan, Ms. Stabenow—Debbie, wel-
come—Bart Gordon, gentleman from Tennessee—Bart—and David
Wu, gentleman from Oregon. We thank you all for being here with
us. Oh, also, gee, a fellow-New Yorker and the dean of the New
York delegation—I will really get in trouble. [Laughter.]

We have been joined by my dear friend, Ben Gilman, chairman
of the International Relations Committee, as well. Mr. Chairman,
good morning.

Mr. GILMAN. Good morning. Thank you for conducting this hear-
ing, and I was very much concerned with Y2K.

We have just met with a number of our European parliamentar-
ians and they, too, are very much concerned around the world of
how this will affect all services, all governmental services, as well
as the industry. We are all very much concerned about this sen-
sitive program, and certainly the Postal Service which affects so
many of our citizenry all over the country. It plays an important
part in what we are going to be doing.

So, I regret I wasn’t here at the start of this hearing, but I will
look over the testimony, and we are hopeful that our Postal Service
will be able to do whatever has to be done to be prepared for the
year 2000.

Thank you, Mr. Chairman.

Mr. McHUGH. I thank the gentleman. Again, I thank him for
being here.

If the old adage, “a little knowledge is a dangerous thing,” is
true, I am a very dangerous man, because this is an incredibly
complex situation, as all of you know so very well.

I just want to start with a couple of general questions and, then,
move to those who have been working on those subcommittees that
are far more conversant with the specifics of the problems than I
am.

But one of the things—as I took time out over the weekend to
read your statements—I couldn’t help but being impressed by, was
the enormity of this situation facing the Postal Service. Mr. Lo-
rentz spoke of just about 100 million lines of computer code; both
the IG and Mr. Brock spoke about the thousands upon thousands
of suppliers, both critical and less so, and the interfacing of the
Postal Service with corporations and companies that are so essen-
tial—be they airline or otherwise—and yet, by most measures, are
beyond their direct control. Fifty-three percent of the suppliers re-
sponded in all, to a survey the Postal Service very correctly tried
to conduct to try to assess their Y2K compliancing.

The thing that seems to strike me as I look at what we see the
numbers to be and what has to be achieved in the next 311 days,
and less an hour that we have been here this morning, is the enor-
mity of the task. And I am not convinced that, even if everything
went perfectly and everything humanly possible was done, that we
could meet this challenge. I would be interested to see what your
assessment of that is.
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Are we in a process where we are attempting to minimize the
likelihood of disaster or, do we really—and “disaster” is an over-
statement, the likelihood of significant interference and interrup-
tion—or are we truly in a position, still, to fix this problem to the
highest possible extent?

I will just begin with the order in which you testified and sit
back and listen.

Ms. CORCORAN. I believe that the Postal Service has a challenge,
as I mentioned earlier. What we recommended, as we were going
through our testimony, is that they need to refocus their resources
to make sure that they are dealing with those processes that are
most important to moving the mail, paying their bills, protecting
revenue, and protecting the life and safety of their employees and
customers.

Postal is now moving in that direction, and they are continuing
to fc_ilecrease the number of systems and equipment that they have
to fix.

As long as they stay focused on really making sure they get to
those that are critical, hopefully, there is a chance. But, again, they
need to have contingency plans and all these other things done to
make sure that if something doesn’t work, that they have an alter-
native.

Mr. MCHUGH. Mr. Brock, you mentioned in your testimony that,
with the possible exception of the Defense Department, no Govern-
ment agency faces a Y2K problem as complex as the Postal Service.
I guess if DOD is not prepared, we lose the war. If the Postal Serv-
ice isn’t prepared, the Social Security checks don’t go out. As an
elected official, I am not sure which I would prefer. [Laughter.]

So, how do you assess their ability to get to the end successfully?
And just an added twist for you, how might you compare the Postal
Service’s progress to a DOD, for example?

Mr. Brock. That is a difficult question because it is an “apples”
and “oranges” kind of question. Nevertheless, I will answer it.
[Laughter.]

One of the reasons that I personally want to make sure that the
Department of Defense is ready, it is like an insurance policy. Even
if we are not engaged in a war, hostilities—as you want that insur-
ance policy, you don’t want it to lapse; you want it in place.

The Postal Service, as I mentioned earlier, is a utility; it has to
WOI‘i. So, I want it to work as well. So it is important that both
work.

One of the challenges at many agencies is that their primary ob-
jectives are carried out through transaction processing. You know,
you write checks; you distribute checks; you either mail them or
you send them electronically. But with both the Postal Service and
DOD, you have a whole series of logistical operations that you have
to carry out as well, as well as making sure that thousands and
thousands and thousands of facilities are going to be ready. So, it
is pretty complex.

The issue that we would have with the Postal Service—to get
back to your original question—in terms of increasing assurances,
that they will be able to provide an acceptable level of service, is
to not only focus on remediating the systems, but increase focus on
the contingency plans and to really scrub those down. A contin-
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gency plan, or a business continuity plan, should be more than a
piece of paper. It really needs to define what an acceptable level
of process is, and that may be delivering mail at the same level,
or it may be, in fact, changing your standards for a period of time
and saying, “This is the level of service we would be willing to ac-
cept.” It means taking a look at all of those processes—systems and
suppliers and things—that support that business operation and
doing a sort of a risk analysis, “And what are the risks that this
will fail?”—and then, funding it. I will just give you sort of an ex-
treme example.

If you, in fact, assume that first-class mail delivery had to meet
the current standards, and you had no certainty that some of your
key suppliers or some of the key infrastructures, such as tele-
communications or electrical power, would be ready; you would, in
fact, have to develop a very expensive contingency plan to make
sure that was funded.

So, these are business decisions where a lot of pros and cons
need to be weighed. I think this is where the crunch is going to
come this summer with the Postal Service. And really scrubbing
these plans and having a level of assurance that is shared by their
stakeholders—and I would include the Oversight Committee as a
stakeholder, as representing the American public—that, in fact,
these are acceptable levels of service and that, in fact, the provi-
sions are made to supply that level of service are acceptable.

Mr. McHUGH. Thank you.

Mr. Lorentz, no pressure. [Laughter.]

Are you going to make it? [Laughter.]

Mr. LORENTZ. We are very confident with the amount of planning
and the process approach that we are taking, and the use of some
of the best resources money can buy, that we will be in position on
January 1, 2000, to move the mail.

We are focusing, specifically—getting back to the Inspector Gen-
eral’s point—we are focusing, specifically, on the processes that are
directly involved with moving the mail, with collecting revenue,
with paying bills, and most importantly, with protecting the safety
of our employees. So, when you compare the other processes rel-
ative to those, those are the ones we are focusing on, moving into
the year 2000.

Mr. McHUGH. Thank you.

We have, as I said, other members here far more conversant in
these things than I am.

I have a number of other questions, but, at this time, I am happy
to yield to the gentlelady from Maryland, Mrs. Morella, for any
questions she might have.

Connie.

Mrs. MORELLA. Thank you, Mr. Chairman.

I think you have been asking great questions, and I appreciate
hearing from our parties here who are very much involved in the
postal system.

One of the questions I wanted to ask has to do with the inter-
national operation of the mails. I was recently in Indonesia, but I
don’t think they know what Y2K is. And then even in Tokyo, mem-
bers of the Diet didn’t seem cognizant of the impact of it. Now we
are going to want to communicate, by virtue of the mails, also to
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our international partners and countries, and I just didn’t see any-
thing really in your statements that gave me any lead in terms of
how you are going to be handling that. I wondered if you would ad-
dress that.

All three of you, or anyone who wants to.

Mr. LorenTZ. OK. I guess I will start first, seeing as we are the
ones doing the interfacing, and I would like my friends here to par-
ticipate as well.

There are really three classifications of international players
here. There are the large industrial nations like Canada, the UK,
France, and Germany, that are probably as prepared as we are.
There is a group of large nations like Brazil and China that are
less automated, less mechanized, and while they—it is a double-
edged sword—while they may have less mitigation or remediation
issues, they have another set of problems. Then there is the less
industrialized nations. And we do participate in forums in the Uni-
versal Postal Union. There are 200 postal administrations that ac-
tually participate in looking at, and trying to share information
from the common interest and the member readiness.

And, Nick, you might want to speak on any other issues.

Mr. BARRANCA. If you look at the international mail volume that
we originate and we process from the rest of the world, our systems
are being remediated and plans are being developed so that we will
deal with the originating international mail in this country in the
same way that we will deal with our originating domestic mail.

We will also be prepared to process incoming international mail
in the same way that we will process and deliver our own origi-
nating mail for this country.

As Norm indicated, there are two international organizations
that are dealing with the Y2K problem from an international
standpoint. It is the UPU, the 200 countries that participate in
that forum. It is an issue on their agenda. There is also the Inter-
national Postal Corp., which is 21 industrial postal administrations
around the country that has the Y2K issue on their agenda. We are
participating in those discussions.

From a country standpoint, as Norm indicated, those countries
that rely on automated systems, which are those handful of large,
industrialized countries, are dealing with the issues in the same
way we are. Those countries that actually depend more on manual
systems to process and deliver their mail, the problem is not as sig-
nificant—I don’t want to minimize it. It is not as significant as
those that rely on automated systems, because the world doesn’t
change to a great extent, in that their systems are basically man-
ual now. So——

Mrs. MORELLA. Are we offering any assistance to any of these
countries through these two international organizations or individ-
ually?

Mr. BARRANCA. We are an active participant in these two organi-
zations and their committees. Our international business unit is in-
volved in those discussions. I can’t tell you exactly what the nature
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of their involvement or their details are. I would be happy to make
that available for the record in the future.
Mrs. MORELLA. That would be great.
And do you have contingency plans for the international mail?
[The information referred to follows:]
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REPTIVED
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September 28, 1999

Honorable John M. McHugh
Chairman

Subcommittee on the Postal Service
Committee on Government Reform
House of Representatives
Washington, DC 20515-6246

Dear Mr. Chairman:

This i ion is submitted in resp to questions for the recard in connection with the
February 23 joint hearing regarding the Postal Service's Year 2000 initiative.

‘The Postal Service has identified both critical and important-but-not-crifical electronic détz
exchanges with external business partrers. Critical exchanges and their status follows:

= Federal Reserve:

Simufation tests of Postaf Service payroif and payment systems with the Federal Reserve
were successfully executed. Tests invalving interface with the Minneapolis Federal Reserve
Bank took ptace in January, February, and April, 1999. interface testing with the St. Louis
Federal Reserve Bank occurred in july, 1999,

» Citibank:

Successful operational tests were completed in May, 1999 for end-to-end flow of postage
meter setting transactions and their accounting.

*  Postage Meter Manufacturers:

Successful operational testing was completed with three of the four postage meter
manufacturers during May, 1899 and June, 1999. We have scheduled testing with the
remaining mexer manufacturer for early Ooiober, 1598, foilowiny wuinpietion of its systern
changes.

‘We have also identified 114 important-but-not eritical external data interfaces. Following
inventory, assessment, and testing of these interfaces, all 114 have been verified as able to
operate properly through the Year 2000 date change. o0

As indicated in Mr. Barranca's testimony, the United States Postal Service is working with foreign
postal administrations in mutual preparation for the transition to the new year. We have been
working through both the Universal Postal Union, the farmal association of the world's postal

adrministrations, and through the ional Post Corp an independent entity comprised
of the 21 world postal administrations most heavily dependent on d and ized
systems.

475 LEneaNT PLazs SW
DC 20260-3500
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Within the context of the Universal Postal Union, our primary role has been to assist in raising the
awareness of Year 2000 issues among the entire international postal community. Efforts include
participation in the creation, completion, and analysis of surveys addressing readiness of postal
administrations, and participation in the creation and distribution of awareness circutars among
the administrations. We have also been involved in discussions in various forums, including the
Union's Technical Standards Board and, through the Union’s international Bureau, high-leve!
contact with senior management of member postal administrations

Through the International Post Corporation, we have been involved in paired system tests. This
involved ten pairings, facilitated by the Corporation's Computer Aided Post—EDI group, of various
automated member posts. The basic premise defining this testing was that if Year 2000
compliance could be established between the paired countries, compliance could be assured with
all. The United States Postal Service successfully tested with the posts of Great Britain and
Canada.

| appreciate having the opportunity to provide you with this information regarding our Year 2000
preparations. Should you have any additional questions, please let me know.

Sincerely,

Mo

Deborah K. Wilthite
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Mr. BARRANCA. Our contingency plans for collecting, processing,
and transporting mail that originates in this country are the same,
regardless of whether the destination of that mail is here in this
country or international destinations. We will be prepared to col-
lect, process, transport, and move it to the international destina-
tion.

For international mail originating outside of this country to be
delivered here, we have contingency plans to deal with that volume
in the same way that we deal with our originating domestic mail.

Mrs. MORELLA. If I send a letter to Korea and then a letter is
sent to me from Korea, which will reach its destination?

Mr. BARRANCA. If you send a piece of mail to Korea, we will get
it to Korea.

Mrs. MORELLA. You will get it there.

Mr. BARRANCA. To the extent that the Korean postal administra-
tion will get it to the address in Korea is what the UPU and—not
in Korea’s case—the ICP is dealing with.

Mrs. MORELLA. And Kim wants to send something to us, and we
will get it?

Mr. BARRANCA. As long as it gets——

Mrs. MORELLA. Through the mail?

Mr. BARRANCA [continuing]. To this country, we will get it deliv-
ered; yes.

Mrs. MORELLA. Could I just ask you—I know that the end-to-end
stuff is very difficult, and I won’t spend much time on it, but I hope
you will look to addressing that because of your many connections,
your many contractors that are all involved. On March 9th, we are
going to have a hearing on liability. I am curious about whether
the postal system could be subject to any liability suits or issues.

Mr. LORENTZ. I am not aware of that issue. I do know there were
some contractual issues that we had relative to supplier liability.

Rick, you may want to address that.

Mr. WEIRICH. We have continued to look at this emerging issue
of everyone managing their potential liability in year 2000. We are
having difficulty getting some of our supplier data, although some
of the changes that you all have made certainly have helped in that
regard.

I am not an expert on whether we might be liable under the stat-
utes. I would have to bring our General Counsel to answer those
questions though.

Mrs. MORELLA. But I think you are also saying, though, that
with suppliers you find that there is sort of a chilling effect for fear
that there could be liability suits. And, of course, there are those
who speculate that that cottage industry of lawyers could end up
costing more than remediation of the Y2K problem. It is something
we need to look at, not to give any waivers, but to look at, in terms
of what we can do, to make it be a more encouraging information
and data exchange and working together.

I like the idea that we have got the Inspector General and GAO
working with the Postal Service. I think that is the kind of union
that there should be.

And I think you wanted to make a comment, Ms. Corcoran.
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Ms. CORCORAN. Madam Chairman, we have done an audit report,
or an advisory report, where we did look at some contractual
issues. We would be happy to share these with you.

[The information referred to follows:]
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KanLs W. CORCORAN

INSPECTOR GENERAL

September 24, 1999

The Honorable John M. McHugh

Chairman, Subcommittee on the Postal Service
Committee on Government Reform

2157 Rayburn House Office Building
Washington, DC 20515-6143

Dear Chairman McHugh:

Attached is a copy of our management advisory report “Year 2000 Initiative:
Review of Administration” that Representative Constance Morella requested at
the February 23, 1999, Year 2000 hearing. The report identifies opportunities for
Postal Service management to improve oversight of the Y2K program and
controls over contractor performance and payments.

If you have any questions or.need additional information, please contact our
Acting Director for Congressional and Public Relations, Ms. Laura Whitaker, or
me at (703) 248-2300.

Sincerely,

Mﬁé{mﬂ/
Kdrla W. Corcoran

cc: The Honorable Constance A. Moreila, Chairwoman, Subcommittee on
Technology, Committee on Science
The Honorable Stephen Hom, Chairman, Subcommittee on Government
Management, Information and Technology, Committee on Government
Reform

1735 N L §7
AR_NGTON VA 222092020
(703} 248-2300

o0 (703; 248-223°
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YEAR 2000 INITIATIVE:
REVIEW OF
ADMINISTRATION
July 7, 1999

FR-MA-99-002

United States Postal Service
Office of Inspector General
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F’f“i OFFICE OF INSPECTOR (GENERAL

July 7, 1999

MICHAEL 8. COUGHLIN
DEPUTY POSTMASTER GENERAL

M. RICHARD PORRAS
CHIEF FINANCIAL OFFICER AND SENIOR VICE

PRESIDENT

NORMAN E. LORENTZ
SENIOR VICE PRESIDENT, CHIEF TECHNOLOGY

OFFICER

SUBJECT: Year 2000 Initiative: Review of Administration
Management Advisory Report Number FR-
MA-99-002

This report presents the results of our review of
Administration of the Year 2000 (Y2K) initiative. We
conducted this review at the request of the Vice President,
Finance, and Controller, to exarmine the opportunities to
save resources associated with the Y2K initiative.

This is the seventh in a series of Office of Inspector. General
({OIG) reports regarding the United States Postal Service
(USPS) Y2K initiative. Four reports addressed the system
aspects of the Y2K initiative. Additional OIG reports
addressed the overall status of Y2K readiness in the USPS
as related in Congressional testimony and contractor
indemnification, This report discusses the management of
the Y2K contracts and the costs associated with these

contracts.

Resulits in Brief

1736 N L ST
Arorkion VA 222092020
{703} 245-2100

Fax (700} 248-2256

The review identified that opportunities exist to improve
oversight of the Y2K program, Specifically, we noted that:

« adequale controls were not always in place to monitor
contractor activities;

« information had not always been provided to Integrated
Business Systems Solutions Center personnel to help in
controlling Y2K resources;

Restricted information
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« work products provided by contractor personnel were not
always timely or adequate;

« the numbers or expertise of contractor personnel
assigned at various site locations did not always
correspond to the amount of work needed. Additionally,
the layers of contractor managers were unnecessary in

certain instances;

« contractor personnel did not always timely submit

documentation for proper security clearances. In
addition, local Postal management was not always
aware that certain contractor employees had received

security clearances; and

a Y2K contractor was permitted to deviate from USPS
travel regulations.

We offered USPS management eight suggestions that
provide opportunities to save resources.

Summary of
Management
Response

Management noted that the revised report more accurately
represents the budget, management structure and
responsibilities of the Integrated Business Systems
Solutions organization than the initial draft report. However,
management voiced the opinion that the report did not ’

" reflect the substantial input they provided in writing and in

discussions to the OIG during and subsequent to the initial
release of the draft report.

Despite their concerns, management indicated that they
concurred with and have planned or taken action to address
the eight suggestions in this report. We summarized these
responses in the report and included the full text of the

comments in the Appendix.

Evaluation of
Management
Response

Management’s responses were generally responsive to the
issues raised in the report and the corrective actions
implemented or planned should provide opportunities to
save resources. However, management's reply was not
responsive to our suggestion to analyze the process of
granting security clearances to contractor personnel to
ensure that security clearances are granted in a timely

manner.

Restricted information



166

FR-MA-99-002

2 Review of Adm

Year 2000

Background

USPS’s original budget estimate for the entire Y2K initiative
was between $500-670 million. in April-May 1998, an initial
budget of $255 million was developed for FY 1998, In
August of 1998, a zero-based budget of $340-350 million
was developed for FY 1889, The USPS Controlier
approved a budget of $158 million. Based on expenditures
during the first quarter of fiscal year FY 1999, Postal officials
became concermed that total Y2K expenditures for FY 1998
would significantly exceed the budgeted amount. USPS

- continues to revise the estimate and funds requiredon a

monthly basis and stated that this budget will remain fluid
through the year 2000. During our review, USPS
management revised its FY 1989 Y2K budget to

$274 milfion.

The Y2K problem results from the way computer systems
store and process dates. in many systems, the year 2000
will be indistinguishable from 1800, thereby causing

. potential system failure.

in 1998, USPS used automation and information systems to
deliver 198 billion pieces of mail, maintain its nationwide
network of over 38,000 post offices and facilities, and pay its
mare than 775,000 career employees. This dependency on
automation makes USPS highly susceptible to the Y2K
problem. As a key element in our nation's communication

‘and commerce infrastructure, its preparedness may be

crucial to the nation’s Y2K readiness. Both the private
sector and government may rely on USPS as a contingency
if their systems fail on January 1, 2000.

in 1993, the USPS Vice President for information Systems
provided guidance for solving the Y2K problem within
USPS. Initially, only one USPS headquariers organization,
information Systems, was committed to, and engaged in, a
solution even though it was a Postal-wide problem. In 1995,
USPS established a two-person Y2K program office. In
1997, USPS expanded the program office to 12 people and
selected an Executive Program Director, who reporied to
the Vice President of information Systems, to lead, manage,

“and report on the Y2K initiative. During this time, USPS

recognized the scope and complexity of the Y2K challenge,
and hired contractors to assist in managing and correcting
the problem. The status of the Y2K Initiative as of April 30,

1988, was as follows:

3
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+ USPS management identified 141 computer applications
that were severe andfor critical to its operations. USPS
management has certified 131 of 141 (83 percent)
applications as remediated. Management reported that
remediation of 124 of the 131 (88 percent) certified
severe and critical applications has been independently

verified.

+ USPS management has certified 251 out of 282 (89
percent) important but not critical applications as
remediated. Out of these applications, 65 out 74 (88
petcent) Tier 2A applications were verified as
remediated.

« USPS management has certified 30 of 38 (79 percent)
types of Severe/Critical Mail Processing Equipment as
being Y2K compliant, In addition 835 of 2,268 (37
percent) suppliers critical to USPS have been classified
as either Y2K ready or expected to be ready.

The management of information systems in the field is
organized into business area porffolios. Portfolio managers
serve as functional Chief information Officers to control
delivery of work performed, issues related to budget, and
assignment of projects to Integrated Business Systems

Solutions Centers.

The Vice President, information Systems, is accountable to
the USPS Management Committee on all Y2K activities.
The Vice President, Information Systems, established a
Program Management Office responsible for leading,
managing, and reporting on the Y2K initiative. The Program
Management Office periodically provides USPS senior
management briefings on the status of Y2K and submits
teports to the Office of Management and Budget on a
quarterly basis, USPS managers are absolutely
accountable and responsibie for completing key Y2K
readiness activities on schedule. The Vice President,
Finance, and Controlter, has overall responsibility for
funding the Y2K initiative and controlling the costs.

Objective, Scope, and
Methodology

The objectives of our review were to determine whether: (1)
Y2K resources were properly allocated to ensure that
projects were completed timely and adequately; (2) contract
terms were reasonable and billings were in accordance with
contract terms; and (3) project tasks were necessary for

4
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ensuring Y2K compliance.

We interviewed management and operating officials,
reviewed contract files, analyzed contract information,
obtained system documentation, and reviewed various
management reports relating to Y2K. We conducted our
review from December 1998 through March 1999 in
accordance with the President’s Council on Integrity and
Efficiency, Quality Standards for Inspections. We discussed
our conclusions and observations with appropriate
management officials and inciuded their comments, where

appropriate,

Observations

Contractor Oversight

Y2K contractor oversight needed improvement.
Responsible USPS individuals did not always implement
adequate controls to monitor contractor activities. As a
result, there is a reduced level of assurance that USPS
resources are being expended for valid or necessary tasks

of Y2K projects

Purchasing Manual, Issue 1, Section 6.1.1.c, dated January
31, 1997, states that USPS personnel involved in contract
administration should direct their efforts to meet contract
objectives, including monitoring costs and other activities
intended to ensure compliance with contract terms. Section
6.2.3.a continues that, in addition to appointing
representative (see section 6.1.1.b), the contracting officer
may name one or more representatives to coordinate the
activities of other representatives or to provide technical

direction.

The following issues were brought to our attention during
discussions with USPS personnel:

* USPS headquarters personne! did not task Integrated
Business Systems Solutions Center personnel to
monitor contractor employees’ time and job
assignments; ’

e USPS officials did not always monitor the activities of
contractor personnel at USPS and non-USPS faciiities to
know which contractor employees were working on what

projects; and

5
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¢ Integrated Business Systems Solutions Center
personnel were not fully empowered to monitor
contractor employees working on projects for which they

were responsible.

Portfolio managers monitored the contracts by deliverable
milestones. However, monitoring by deliverables did not
always assure that the project was completed in an efficient
manner (i.e., contractor personnel reworked tasks, did not
work on their assigned tasks, or were not fully employed).
To identify contractor employees and ensure the
reasonableness of their time charges to Y2K projects,
USPS implemented the Program Cost Tracking System in
early 1699. This initial step was taken to improve the
monitoring of Y2K contractor charges.

We also found that USPS headquarters and contractor
personnel generated tasks subsequent to the completion of
independent verification. The purpose and necessity of
these tasks were not communicated to Integrated Business
Systems Solutions Center personnel. The following
examples were brought to our attention by USPS

Personnel:

« acontractor generated a list of over 50 questions
requesting documentation not included as part: of
certification packages submitted for postage meter
modules. The list was sent to an Integrated Business
Systems Solutions Center manager for completion;
however, the purpose of the questionnaire was not
understood. Other Integrated Business Systems
Solutions Center personne! said their
verification/certification was not adversely affected when
they did not complete the questionnaire. Completion of
the questionnaire required significant contractor and
Integrated Business Systems Solutions Center

employee resources;

* two contractors were requesting similar information on
USPS hardware and software components from
Integrated Business Systems Solutions Center
employees. In addition, much of the information was
already generated as part of the Y2K initiative. The
unwillingness of the two contractors to cooperate and
share information resutlted in additional work for both
contractor and Integrated Business Systems Solutions

6
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Center personnel; and

» a contractor requested Integrated Business Systems
Solutions Center personnel to verify a listing of external
interface files. Integrated Business Systems Solutions
Center personne! identified errors and provided
suggested revisions. However, subsequent contractor
listings were not revised, and the contractor continued to
request that Integrated Business Systems Solutions
Center personnel verify the listing. At the time of our
review, this listing was still not accurate, and Integrated
Business Systems Solutions Center employees are
unsure of its purpose.

Resource Management
Oversight

Integrated Business Systems Solutions Centers provided
resources for remediation of systems to the responsible
portfolio managers. However, integrated Business Systems
Solutions Center personnel were not always aware of
resource constraints. Although portfolio managers
sometimes shared resource information as a courtesy to the
Integrated Business Systems Solutions Center personnel,
emphasis was not placed on managing the dollar resource
limitations. Consequently, there was a reduced levetl of
assurance that resources were expended effectively.

Since the portfolio managers were generally not located
where the Y2K remediation occurs, they require input from
the Integrated Business Systems Solutions Center
personnel to better monitor the resources amounts. We
noted that the Integrated Business Systems Solutions
Center is now providing input into the resource process.
These new procedures were needed to provide assurance
that USPS personnel properly manage expenditures to the
budget.

Contractor's Work
Processes

Contractors did not always meet commitment dates for work
products. in addition, the contractors provided information
that sometimes contained errors or was incomplete.
Contractor delays and errors caused contractor or USPS
employees to perform repetitive work. Specifically:

* at one Integrated Business Systems Solutions Center, a
contractor was responsibie for pefforming source code
scans to search for date fields to determine the scope of
work required. In November 1998, the contractor
advised Integrated Business Systems Solutions Center

7
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officials that the source code scans would be performed
at a local contractor facility with completion to take five
days or less. This commitment was not met, and a
month elapsed with little progress. As an alternative, the
contractor attempted to perform manual source code
scans, but the magnitude of the effort prohibited the
contractor from completing the source code scans
timely. Similar situations have occurred with this
contractor that extended the time to complete the code
scan efforts timely and proceed with remediation efforts;

¢ the delay in the preceding instance caused the target
completion dates for another application to slip
approximately two months. The source code for this
application was provided to the same contractor but was
not scanned at the contractor's facility until one month
later. At that time, the contractor discovered that its
equipment could niot read the source code, The
contractor subsequently requested that USPS
employees provide the source code again in an alternate
format. 1t was not until the third attempt that the
contractor was successful;

» another contractor responsible for performing source
code scans for different applications did not meet
committed completion dates. in one instance, a week
after the agreed upon completion date, the contractor's
lead project coordinator committed to take action to
complete the source code scans, However, the
coordinator started a three-week vacation and, upon
return, the source code scans still were not complete.
The contractor completed the source code scans
approximately two months after scheduled completion;

and,

« the same contractor created and delivered system test
scripts that contained several errors. Integrated
Business Systems Solutions Center personnel returmned
the package with comments regarding necessary
corrections. A review of the second package disciosed
that the quality was only marginally better than the first,
and the test script still was not in a useable format.
Integrated Business Systems Sclutions Center
personnel, with other contractor personnel, prepared the
third and final test script to expedite the process of
forwarding # to the independent verification group.

8
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Contractor Personnel
Utilization

Portfolio managers did not always coordinate and/or
communicate with appropriate Integrated Business Systems
Solutions Center personnel prior to placing contractor
personnel at the site. The portfolio managers did not believe
it was necessary to coordinate with the integrated Business
Systems Solutions Center before sending contractor
personnel to the Centers. However, contractor employees
were sent for specific work assignments at the Integrated
Business Systems Solutions Centers, but the timing or
numbers of personnel assigned did not always correspond
with the existing workload. The placement of contractor
employees at Integrated Business Systems Solutions
Centers without the input of center managers resulted in
unnecessary Y2K contract costs.

The following are examples of this condition:

¢ Integrated Business Systems Solutions Center
personnel stated that approximately eight contractor
employees were deployed to a site to work on the Y2K
initiative for Postage Meters Systems when only two
employees were needed at that time. The employees
were sent based on the contract schedule rather than
the project progress to date. Since contractor
employees did not live in the vicinity, travel was required.
Integrated Business Systems Solutions Center
personnel eventually coordinated with contractor
managernent to remove the unnecessary employees;

a confractor with expertise in COBOL was assigned to
the Y2K initiative for the Centralized Meter Licensing
System applications even though only two programs for
that system were written in that language. This
contractor employee was sent to the integrated Business
Systems Solutions Center without consulting site
management regarding the criticality of programs or
resource requirements. Integrated Business Systems
Solutions Center personnel coordinated with contractor
management to eventually remove the employee; and
during the independent verification process, completion
dates for certain Meter Accounting and Tracking System
tests were extended from mid-January to late February
1999. Headquarters personnel did not communicate this
change to the contractor, resulting in contractor
personnel being placed at the Integrated Business

<]
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Systems Solutions Center prior to being needed.

About one year ago, Integrated Business Systems Service
was reorganized into the Integrated Business Systems
Solutions office to include a group of portfolio managers.
These managers were responsible for the systems in each
of the four business areas: mail operations, marketing,
enabler, and finance. The portfolic managers assumed
responsibility for the Y2K project from the Integrated
Business Systems Service Center directors in late 1998 and
early 1999. USPS management stated that Integrated
Business Systems Solutions Center personnel are process,
work product quality, and resource managers for the work
they are assigned. Integrated Business System Solutions
Center management and personnel were not accountable
for the success of the Y2K effort; they were resources
working on Y2K projects along with suppliers selected by
the portfolio managers to work, in some instances, with
Center personnel.

Further, the layers of contractor managers were
unnecessary in certain instances. The use of multiple levels
of management resulted in unnecessary Y2K contract costs.

¢ the number of Y2K program management contractor
personnel located in Washington, DC, was
disproportionate to the numbers located at field sites.
While the majority of the work is performed at field sites,
159 of the 231 (89 percent).

¢ Y2K program management contractor personnel were
located in Washington, DC. (See Chart 1 for details.)

10
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Further, these 159 contract personnel located in
Washington, DC, were responsibie only for program level
work to support the business owners and portfolio
managers located at USPS headquarters. (See Chart 2.)

for » Major Y2K Contractor-
Washington, PC

»
o 3

o of Contruntar Pusosmet
¥ & %8

e w §

M- Amot

Laber Cammpory Chart2

multiple layers of contractor management were placed
on teams that supported Y2K projects at a Integrated
Business Systems Solutions Center:

11
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in one instance we noted that four managers were
directly or indirectly supervising the work of two
employees. (See Figure 1.) Management eliminated
one manager and reassigned another. However, two
levels of management remained to supervise directly or

indirectly the two empioyees. (See Figure 2.)

Contractor B Caontrackn 8
Senior Test Senior Test
Enﬁ-ur‘ Enginesr
figme2 |
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Contractor A k - > USPS YZK
Manaper Coordination Coordinator

Contractor A Contracior A Contractor A
Analyst Analyst Ansiyst

Figure 3

Integrated Business Systems Solutions Center officials
advised that USPS and contractor personnel were working
to consolidate this contractor's managerial responsibilities
with those of another contractor manager.

Contractor Personnel
Clearances

Contractor personnel did not always timely submit
documentation for proper security clearances. In addition,
local Postal management was not always aware that certain
contractor employees had received security clearances.
These personnel were not permitted to access the
Mainframe and, therefore, could not perform certain contract
tasks related to their expertise.

Section 272.311 of Administrative Support Manual 12, dated
June 1998, requires contractor employees to obtain a
clearance from the USPS when those employees have
access to occupied postal facilities and/or to postal
information and resources. Section 272.345 allows
contractor employees who need a sensitive clearance to
gain access to postal facilities as long as documentation
sufficient for a non-sensitive clearance is provided.

Specific issues we noted included.

» as of January 19, 1999, at least 21 Y2K contractor
employees were working without at least an interim
sensitive clearance. This occurred, in some instances,
because the contractor failed to submit the appropriate
documentation timely. These employees started
working as early as June 1998. We also identified nine
contractor employees that had received a clearance but
the local service center did not receive the information.

13
Restricted Information



fear 2000 Initiative: Review of Administration

177

FR-MA-99-002

In addition, we identified contractor employees that
received interim sensitive clearances up to six months
after being hired; and

« additional contractor employees had been “rolled on™
(hired), worked for 2 to 4 months, and then “rolled off”
(terminated) before receiving an interim or final sensitive

clearance.

Furthermore, without interim sensitive clearances, a risk
exists for security breaches to occur (e.g., unauthorized use
of another contractor employee’s LOGON identification and
password). Additionally, the USPS paid for contractor
employees’ time even though they may not have been fully

productive.

it should be noted that in at least one Integrated Business
Systems Solutions Center, USPS management took action
to remove contractor employees that did not have the
minimum interim security clearance. While this was a
positive step, USPS should disallow payments for contractor
employees without a sensitive security clearance to perform
contractual Y2K tasks. USPS should elso find productive
work for contractor personne! to perform while awaiting their

clearances.

‘ontractor Travel

Certain travel concessions were made for a Y2K contractor
that deviated from USPS regulations. Personne! at various
Integrated Business Systems Solutions Center disclosed
that these concessions affected USPS employee morale
and hurt working relationships.

This contractor was allowed weekly travel home whereas
USPS travel regulations allow one trip home every three
weeks. In addition, USPS negotiated a contract
modification with this contractor that provided for fixed
amounts for certain travel expenses. These include subway
or cab fare without documentation, and a fixed amount for
trips to the airport and car rentals.

USPS needs to consistently apply its procedures with
employees and contractors.

14
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Sugéestions and Management Comments

Suggestion

The Vice President, Information Systems in conjunction with
the Vice President, Purchasing and Materials should:

1. Improve contract management by

* including Integrated Business Systems Solutions
Center management leadership in contractor-
monitoring duties for Y2K projects;

» providing USPS monitoring of all contractor activities,
both at USPS and non-USPS facilities (when
practicable); and

* ensuring that USPS personnel responsible for Y2K
projects continue to evaluate the reasonableness of.
contractor employee time charges entered into the
Program Cost Tracking System.

Management
Comment

Contracting Officer's Representatives have provided training
on the contracts and roles, responsibilities, and functions of
contractor monitoring by postal managers at each Integrated
Business System Solution Center. In addition, procedures
for performing detailed analysis and audit of each invoice
have and will continue to ensure reasonableness of time

charged to USPS contracts.

Evaluation of

Management's comments are responsive to our suggestion.

Management

Comments

Suggestion 2. Analyze all post-certification Y2K tasks to ensure that
they are necessary.

Management The Postal Service Program Plan has been reviewed and

Comment approved by the Year 2000 Executive Council and the costs

and the benefits of each planned activity have been
considered to ensure each activity is necessary.
Additionally, USPS management will continue to require
independent verification for applications categorized as
Severe/Critical. Independent verification of Mail Processing
Equipment and other selected Y2K related activities will also

be required.

15
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Evaluation of
Management
Comments

Management's comments are responsive to our suggestion.

Suggestion

3. Identify and then obtain reimbursement for rework costs
caused solely by contractor actions, if permitted under
current contract language. Ensure that future contracts
include such language.

Management
Comment

Management stated that they know of no situation, caused
solely by contractor actions, under which excess cost have
been incurred by the Postal Service. In addition, current
contract language contains warranty and liability provisions
for defective workmanship that would allow USPS to seek
consideration from suppliers. -

Evaluation of
Management
Comments

Management's comments are responsive to our suggestion.

Suggestion

4. Improve communication and contractor utilization by

¢ Allowing Integrated Business Systems Solutions
Center management leadership to coordinate the
timing and numbers of contractors assigned prior to
contractor start dates;

» re-evaluating Y2K resource requirements periodically
based on individual accomplishments and critical
completion dates; and,

« continuing review of contractors' staffing at each site
and implementing a process to terminate excess
resources.

Management
Comment

Responsible USPS managers will continue to be responsible
for determining the timing and numbers of contractor
personnel assigned to projects. Re-evaluation of contractor
resources is on-going based on the task, scope, and nature
of the work. Processes exist to terminate excess contractor

resources.

Zvaluation of
Vlanagement
somments

Management's comments are responsive to our suggestion.

16
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Suggestion

5. Analyze the process for granting security clearances to
contractor personnel to ensure that security clearances
are granted in a timely manner.

Management
Comment

The Y2K Program Management Office and Integrated
Business Systems Solutions worked with the Inspection
Service to negotiate an agreement that would enable USPS

. to quickly obtain skilled Y2K resources without putting

security at risk. Additional full-time resources were obtained
to process Y2K-related clearances.

Evaluation of
Management
Comments

Management's reply is not responsive. OIG noted that
security clearances were not always timely requested for
contractor personnel. USPS management needs to address
how it will improve the security clearance process to ensure
that contractor personnel provide the necessary information
within acceptabie timeframes to allow security clearances to
be processed in a timely manner.

Suggestion

6. Ensure that contractor personnel are performing
productive work while awaiting a security clearance.
Disallow contractor payments for employees without a
sensitive security clearance but who are required to have
a sensitive clearance to complete contractual Y2K tasks.

Management
Comment

Accountable USPS managers are responsible for ensuring
contractor personnel awaiting a security clearance are
performing productive work. Waiver requests have been
processed, without incident, when contractor work was
required to be performed without a sensitive clearance.

Evaluation of
Management
Comments

Management's comments are responsive to our suggestion.

Suggestion

7. Require contracts to follow USPS travel policy.

Management
Comment

Management replied that travel is a contract term, and as
such is subject to negotiation. However, contractors’
employees are generally required to follow USPS travel
requirements without deviation. In one instance a contractor
was allowed to deviate from standard travel policy for a
period of time while contract terms were being definitized.

17
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Evaluation of Management's comments are responsive to our suggestion.

Management

Comments

Suggestion 8. The Vice President, Finance, and Controller, should
continually monitor the Y2K budget to ensure that the
amounts are sufficient and property allocated among the
various Y2K areas.

Management A Financial Management Team working in llaison with the

Comment Information Systems Support Staff regularly monitors and

reviews the status of Year 2000 funding. The Year 2000
Executive Council reviews and makes final decisions on
exceptional funding requests. That same Council also
monitors the Year 2000 budget and makes business
decisions to support success of the initiative.

Evaluation of Management’s comments are responsive to our suggestion.

Management
Comments

We appreciated the cooperation and courtesies provided by
your staffs during the review. If you have any questions,
please contact me at (703) 248-2300.

L7 P L

Colleen A. McAntee
Assistant Inspector General
for Performance

Attachment

cc: A Keith Strange
John Ward
Richard Weirich
Alan B. Kiel
John R. Gunnels
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Mrs. MORELLA. Very good, thank you; thank you.

I have taken up enough time. Thanks, Mr. Chairman.

Mr. McHuUGH. I thank the gentlelady. The gentleman from
Texas, Mr. Turner.

Mr. TURNER. Thank you, Mr. Chairman.

Mr. Lorentz, you said in your statement that the Postal Service
is the only organization that is in a position to say, “the buck stops
here.” As I look at this panel, it is pretty clear that in the totality
of those gathered here, you are the one that has to say, “the buck
stops here,” because if things don’t work out, I am sure that you
are the one that is really going to be looked to for the explanations.

Part of the purpose, I think, of our hearing here today is to try
to reassure the American public that their mail is going to be deliv-
ered on time. There is a lot of—as you know, and as all of us
know—a lot of hysteria surrounding the Y2K problem. It is some-
what amazing, as we have gone through many of these hearings
with other agencies, to realize that we are all gathered here be-
cause of a problem that some computer folks from the past did not
take care of.

Perhaps, there are some comments you could make that could be
reassuring, and let me direct the question to you this way.

One of the concerns I have was when I noticed that so far you
have spent $200 million addressing the Y2K problem. Yet, I also
read that, in the next 300 days, you are going to spend $400 mil-
lion more, which suggest to me that there is a whole lot left to be
done, and maybe we are behind if we have to spend $400 million
at the Postal Service in 300 days.

Maybe it would help if you could specifically tell us of the efforts
you have made for that first $200 million. What problems did you
find that you fixed, and if you hadn’t fixed, would have resulted in
some disastrous consequence for the American postal customers?

Second, of the $400 million you are going to spend in the next
300 days, what do you think you are going to fix, that if you don’t,
will be problem?

Mr. LORENTZ. In answering the first question about the $200 mil-
lion; we have over 500 important systems of which 152 have been
identified as either “severe” or “critical.” And “severe” means that
it affects moving the mail; it affects those four areas: moving the
mail, collecting revenues, making payments, and the safety of our
people. And of those severe systems—the difference between “se-
vere” and “critical” is that there is no work around for a severe sys-
tem; you have to fix it. And the criticals, there is an identifiable
work around.

Of those 152 systems, we have completed what we call “remedi-
ation.” In other words, that is a euphemism for “fixed.” We fixed
131 of the technical problems in those 152 systems, and we have
actually implemented 108. In addition, we have 55 that have been
actually externally verified.

We are also looking at the balance of the 359 that are less than
critical. The 152 has been a major investment. It is very expensive
to go into 100 million lines of code, to actually do an external
verification.



190

We also have completed some simulation testing on the automa-
tion that we have in our plants, both P and DC’s and bulk mail
centers.

So what we have gotten up to this point is the “lion’s share” of
the, “technical fixes.”

The balance of the $400 million that you addressed, I think we
are going to end up—we are currently for the year at about $99
million. I think we have spent about $197 million up to this point.
We plan on spending about $340 million for the year to look at the
balance of those 349 systems. And we have also got the continuity
planning and contingency planning, the “what ifs,” where we can-
not remediate something, where we have to build a contingency,
that is what the investment resources are for.

Mr. TURNER. Well, give me just one concrete example of some-
thing you did fix that if you hadn’t, it would have resulted in some
specific consequence. Maybe in the area of delivery of the mail
would be the more interesting example, and if you hadn’t fixed it,
what would have happened

Mr. LORENTZ. We have——

Mr. TURNER [continuing]. On January 1st?

Mr. LORENTZ. We have systems that delivery sequence letter
mail. And, basically it varies how much that we literally have
there, depending on the location—between 80 and 90 percent of the
mail is in delivery sequence mode. That is a tremendous amount
of the letter mail that is in delivery sequence. That would be some-
thing that would be very difficult to replace with manual sortation.

Another example is

Mr. TURNER. You know that that would not have happened if you
hadn’t gone in and fixed this problem?

Mr. LORENTZ. Absolutely. We believe that to be true.

Mr. TURNER. It wouldn’t have been sorted?

Mr. LORENTZ. Well, it would have been much more difficult to
sort. I guess I can refer Nick to part of this question. But over the
last few years, we have invested a tremendous amount of money
in letter mail automation to remove manual intervention in that
mail stream. And so, basically, that is what those systems do.

Mr. TURNER. I know you have a lot of people looking over your
shoulder, and they are never going to tell you that you have done
enough. That is a risk they won’t want to accept. What is your
greatest fear of what might happen if you don’t move forward in
the things you are going to spend the next $400 million on? What
is your greatest fear that you now need to address?

Mr. LORENTZ. Well, I really appreciate—[laughter]—having the
ability to answer that question, because this is an area where I
think we need your help, and I think this hearing can be helpful.

We have a very significant issue with getting the attention of
suppliers.

And you have brought up the issue, Mrs. Morella, of the fact that
there are liability issues and so forth and so on, but we are making
an earnest effort to contact our suppliers and determine their situ-
ation relative to Y2K.

So, if there is an area of concern, it is being able to fully engage
with our suppliers and get the information about where they are.
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Mr. TURNER. As a percentage of your total annual Postal Service
budget, how much are we spending on remediating Y2K?
| Mr. LORENTZ. The total projected cost, at this point, is $607 mil-
ion.

Mr. TURNER. As a percentage of what your operating expenses at
the Postal Service, what would that be?

Mr. LORENTZ. It is

Mr. TURNER. On an annual—

Mr. LORENTZ. It is less than 1 percent. In our terms, it is the
equivalent of about six “rounding errors.”

Mr. TURNER. Of what?

Mr. LORENTZ. Six “rounding errors.” A “rounding error” is $100
million in a $63-billion company.

Mr. TURNER. About 1 percent?

Mr. LORENTZ. One percent.

Mr. TURNER. Additional operating costs?

Mr. LORENTZ. Yes.

Mr. TURNER. Thank you, Mr. Chairman.

Mr. McHUGH. Thank you.

The gentleman from Maryland, Mr. Bartlett.

Mr. BARTLETT. Thank you very much.

In trying to understand the potential implications of the Y2K
problem, I have taken a very simplistic look at the exponential
function involved here.

If there are just seven process or services that are essential for
the delivery of mail; like power, and communications, and sup-
pliers, and sorting equipment, and information systems, data ex-
changes, information technology infrastructure, and so forth—there
may be a whole lot more than that. But, if there were only seven,
and we look at the probability that we are going to be able to de-
liver the mail, if we have a 90 percent probability that each of
those seven is going to work. Then, you multiply 0.9 times 0.9
times 0.9, seven times, and you come out with a total system prob-
ability of success of less than 42 percent.

If you make the assumption that maybe the future is not quite
that rosy, that there is a 60 percent probability that each of these
seven systems—services, whatever—need to work before we can de-
liver the mail; then, 0.6 times 0.6 times 0.6, seven times. The expo-
nential function is really quite fascinating, because now we come
to a 1.6 probability that we are going to be able to deliver the mail.

Mr. Brock indicated you have the second most complex system in
our country—the most complex being the Defense establishment—
have you looked at the probability of what will happen and what
contingency planning you need to put in effect from this expo-
nential analysis viewpoint?

Mr. LORENTZ. I guess an understatement would be that it is, ob-
viously, a very complex situation. I think where we gain confidence
that we are approaching it in an effective way is that we have used
common approaches in industry where we have done unit remedi-
ation; we have done string testing. I think the most significant area
that we are getting into now—we have started on it, our critical
operational processes—is something called, “simulation testing,”
where we fit all of the processes together and make sure all of it
works. And to me, I think, that is a key for us.
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By the same token, being a systems person, you know that once
you put something live, what you have come in the front-end could
be a different circumstance than maybe you even tested for. And
I believe that is where we have to be very effective at looking at
what our contingencies need to be.

But our approach, we believe, puts us in the position to have an
effective outcome.

And, Nick, and, Rick.

Mr. BARRANCA. Yes, I understand, the premise that you laid out
for us, and it can result in that type of cumulative probability. And
as part of our continuity planning and our contingency planning,
what we are trying to do, and what we have done initially, was to
look at the appropriate levels of planning at the national, the area,
and the local level. Because I think as things do not work—and
some things won’t work; I mean we all realize as we get into this,
something is going to fail at some place in time. I think one of the
facts will be that it won’t fail every place at the same time.

So our continuity planning and contingency planning is looking
at what happens at the local level for local issues that need to be
addressed.

To a certain extent—and I don’t want to minimize the problem—
but to a certain extent, I think it is like a weather issue, in that
there will be hurricanes on January 1st in some parts of the coun-
try that we will have to react to, like we have in the past. But I
don’t think there will be a hurricane for the entire country.

Our continuity planning and our “recovery management,” which
is another term for “command, control, and communications,”
which we will have in place before and after January 1, will focus
on: what are the appropriate issues that need to be addressed at
the local level, and what are the issues that need to be addressed
at the area level? What are the issues that need to be addressed
at the headquarters level? And we will have the command, control,
and communications in place at all those levels. And the contin-
gency plans are ready to be implemented, depending on if it is a
local situation, a broader geographic issue to be dealt with in the
area, or a national situation that we have to deal with here at the
national level.

So, while what you lay out likely could happen, I hope it doesn’t
happen in the entire country. It might be one area that we really
have to focus our attention on. But our plans are structured in a
way that they are layered based on the level of the organization
that has to respond to the situation that presents itself.

Mr. BARTLETT. Of necessity, of course, you address the problems
one-by-one. If you are looking at each of the problems separately,
one can have reasonable confidence that there is a reasonable level
of expectation that we are going to be successful in solving that
problem.

But my concern was, since this is a very complex system, relying
on a number of things happening, sequentially—successfully hap-
pening sequentially—that it is interesting to look at the probability
that the mail is really going to get through by this of simply multi-
plying one probability by another probability by another.

Of course, there are some of these things, that if they don’t work,
you are not going to deliver the mail at all. If we don’t have a
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power grid, for instance, the mail is not going to be delivered at
all. So that is a 100 percent shutdown if that one doesn’t work.

I wonder if the other two organizations that have looked to this
have looked at the exponential complication here?

Mr. BROCK. Not precisely in the way you have addressed it, but
we have recognized that when you are doing the overall end-to-end
testing, the simulation testing, that as you introduce more com-
plexities into it, it certainly increases the risk that you will have
failures that will affect the ability of the overall process to function
properly.

And that, second, as you develop the contingency plans, since you
are developing them now for something more than just a single
system or a single element of that process, that it also increases
the complexity and, ultimately, the expense of those plans.

There is something to be gained from that, though, by going
through processes like this. Organizations that have not done it be-
fore can develop an inherently better understanding of their busi-
ness processes and the key flow through those processes and what
may, in fact, be “fat” and what is of necessity, “muscle.”

Ms. CORCORAN. We haven’t looked at that issue either, from an
exponential aspect. However, in our very first report, we talked to
the Postal Service about their need for continuity plans from the
standpoint that things are going to go wrong, and they need to un-
derstand exactly how these things all fit together. And it does paint
a Vegydbleak picture when you look at it in the manner in which
you did.

Mr. BARTLETT. Mr. Chairman, I wonder if maybe our enormous
success might ultimately be the basis of our undoing. We have been
so successful in automation and in high tech. And we now become,
because we have been so successful there, we become more vulner-
able to the Y2K bug.

Thank you very much.

Mr. McHUGH. I thank the gentleman.

The gentleman has been very successful in his first question, re-
minding me why I majored in political science. [Laughter.]

The gentleman from New York, Mr. Gilman.

Mr. GiLMAN. Thank you, Mr. Chairman.

I do have several questions.

I think it was Mr. Lorentz that said that 152 severe systems still
were part of the 500 systems. Of those remediated were 131, but
only 55 have been verified for Y2K compliance. How long will it
take to verify the balance of those severe systems?

Mr. LorReNTZ. The balance of those systems will be externally
verified by the June timeframe. And we have just three of those
specific systems that will be verified after June. So, 149 will be
quriﬁed by June, and then three after that, but all before the end
of year.

Mr. GILMAN. Some agencies have discovered that some of their
system which they had considered to be Y2K compliant needed ad-
ditional work to be fixed. Does this mean that the Postal Service
doesn’t really know today whether the systems it has worked on to
make them Y2K-ready will actually work on January 1, 2000?

Mr. WEIRICH. Well, like everyone else, we haven’t been there yet;
we have only tested. Certainly, there is some risk that there could
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be a deficiency in our testing that we will discover when the time
comes.

Mr. GILMAN. But when will you put a deadline on getting all of
that testing done?

Mr. WEIRICH. The deadline is the one Mr. Lorentz commu-
nicated. We have tested each of these systems as we have done the
work. We have been giving each system to an independent team:;
basically, set up a “tiger team” structure where we have a complete
independent review of the testing that was done, whether all the
test cases were, indeed——

Mr. GILMAN. Is that an in-house testing group?

Mr. WEIRICH. This is done by an external supplier who is pro-
viding a check and balance against our own folks.

Mr. GiLmaN. Will they be able to do all of that check and balance
by your deadline?

Mr. WEIRICH. Yes, they will.

Mr. GiLMAN. The Service uses computer networks to conduct fi-
nancial transactions with the Treasury Department and financial
institutions. How could the Service’s operations be disrupted if it
has Y2K-related problems in the electronic data exchanges? And,
what is the risk of that happening?

Mr. LoReENTZ. That is one of our most significant portfolio sys-
tems, the financial systems, and that is being overseen by the chief
financial officer. We have very specific plans in place for all of
those interchanges, and there are specific test plans that have been
developed.

Mr. GILMAN. So what is the——

Mr. LORENTZ. So we have been——

Mr. GILMAN. So what is the progress of all of those?

Mr. LORENTZ. Rick, do you want to speak on the progress issue?

Mr. WEIRICH. Those are proceeding on plan. We are working
with Treasury, specifically, and doing joint testing. That is one of
the areas where we recognized the need to test together, so end-
to-end, we know that our processes both work.

Mr. GIiLMAN. Well, how many electronic data interchanges have
been identified as having Y2K problems? And of those, how many
have been renovated, tested, and validated?

Mr. LORENTZ. I have some statistics if I find the right sheet. The
statistics that we have relate to the electronic interfaces with some
of our suppliers of the equipment that generates postage. I can get
you that specific information. We don’t have it with us.

Mr. GILMAN. Would you supply that to the committee

Mr. LORENTZ. Absolutely, I will.

Mr. GILMAN [continuing]. At your earliest convenience.

Mr. LORENTZ. Thank you.

Mr. GILMAN. I would like to make that part of our record today.

The General Accounting Office, while not issuing a formal report,
has been conducting ongoing audits of the Postal Service. And
among the GAO’s many concerns, the fact that the Postal Service
serves as a primary backup system for our Federal agencies in the
event of Y2K failures in their organizations, potentially creating a
multitude of problems in mail handling caused by the steep spike
in mail volume. GAO found that the USPS lacked a detailed project
plan for any system that would contain target dates for remaining
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tasks and necessary resources. It does not have a good picture of
system conversion status because the progress reports are inac-
curate and that you were late in implementing your post-imple-
mentation validation plan and have not prepared the contingency
plans. Have those problems been resolved?

Is our GAO representative—Mr. Brock, can you respond to that?
Have they resolved those questions?

Mr. Brock. They are working on resolving those questions.
There are still unknowns—as I mentioned in my statement, Mr.
Gilman—that they need to resolve to provide the certainty.

I would like to add something to my statement, though. When
you were talking about the Postal Service, in fact, acts as a contin-
gency plan for many organizations who rely on electronic com-
merce. I think a couple of things could well happen here is, first
of all, that some organizations not wanting to risk triggering their
own contingency plan may, in fact, start to mail more later in the
year, therefore, increasing the burden on the Postal Service.

Second, if:

Mr. GILMAN. Are they prepared for that?

Mr. BROCK. This is something they should be examining in their
contingency plans.

Mr. GiLMAN. Have they been examining them?

Mr. LORENTZ. Yes, we have.

Mr. BROCK. The second issue—and the one that is, frankly, a lit-
tle more troublesome—that if, in fact, the trigger events that would
cause someone engaged in electronic commerce to have to rely on
the Postal Service, and some of those trigger events might be a
break down in electrical power, or things like that, would also be
trigger events that would have a negative impact on the Postal
Service and would, in fact, impact their ability to act as a contin-
gency plan for another organization.

So, it is sort of a vicious circle there.

Mr. GILMAN. Well, how do we address that? How is that being
addressed?

Mr. Brock. I think that, at this point, we are now talking about
contingency plans that need to be elevated to the national level.
These are things that the Y2K Conversion Council, under John
Koskinen, should be considering, I believe, starting in the April
through June timeframe, when they begin to look at national con-
tingency plans.

Mr. GILMAN. Are they looking at that now?

Mr. BROCK. They are preparing for that now.

Mr. GILMAN. What does “preparing” mean? Are they going to ad-
dress the problem——

Mr. BROCK. Yes.

Mr. GILMAN [continuing]. Or not address it?

Mr. BROCK. Yes; they have hired contractors to help develop
what they call “tabletop exercises,” that will allow them to examine
a number of contingencies, and contingencies such as this are some
of the ones that they would be examining.

Mr. GILMAN. Just one or two other questions, Mr. Chairman.

The Postal Service, I have been informed, is using outside con-
tractors to help deal with Y2K, as you have indicated. These con-
tractors employ many foreign workers. How has the Postal Service
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dealt with this from a security perspective? Has there been any se-
curity arrangements?

Mr. WEIRICH. Yes, we have rather strong requirements for secu-
rity screening of personnel who work on our sensitive activities.

What we have done in the case of foreign nationals is target
them at work areas that were not sensitive. We have not been
using foreign nationals, for example, to modify our code, itself. But
we have been using foreign nationals to assist in some of our
project management and oversight activities.

Mr. GILMAN. How has the Postal Service ensured that the exter-
nal suppliers, who have self-reported readiness, will not run into
unforeseen problems come January 1, 2000? How do you check up
on the readiness reports?

Do you do any checking up on readiness reports?

Mr. WEIRICH. Yes, we are. In addition to talking to our suppliers,
we are monitoring all the information that is publicly available. We
are looking to sources like industry groups and trade groups. We
do sit on several of the different Federal groups that monitor areas
like transportation, so that we get a perspective of what is going
on in an industry and what other information is available about
the likely performance of the suppliers we depend on in that area.

Mr. GiLMAN. Well, do you have reliable way of checking on a spe-
cific contractor that says, “Yes, we are ready?” How do you know
they are ready?

Mr. LORENTZ. I guess I would say that is where we rely on the
three-tiered testing approach, where we have a supplier that is
helping us to remediate and, basically, fix the code, et cetera. We
have a different supplier that is doing an external verification. And
then, last, in the very critical processes, we are doing simulation
testing, which is an entirely different process for exercising all of
the systems at once.

So, in terms of process, that would be our approach to making
sure we are not kidding ourselves.

Mr. GILMAN. So all of your contractors, then, will be tested?

Mr. LORENTZ. In their——

Mr. GILMAN. Is that what you are telling me?

Mr. LORENTZ. In their various roles.

Mr. GILMAN. The Inspector General recited a number of rec-
ommendations for top management.

Cﬁ?n I ask the Inspector General, has this list been complied
with?

Ms. CORCORAN. The Postal Service has been very good about
working with us and accepting our recommendations and working
to implement them. These are not things that can be done over-
night. It is the direction that they are moving. As I had mentioned
earlier, one of the first things we had recommended——

Mr. GILMAN. Could you put that mic a little closer to you?

Ms. CORCORAN. One of the first things we recommended, in
March 1998, was that they start working on their continuity plans.
They just have recently, since last fall, started working on it. We
would have liked to have seen them get on that one a little faster.
But, generally, they have been working with our recommendations.

Mr. GiLMAN. Have there been any shortcomings so far?

Ms. CORCORAN. In terms of dealing with our recommendations?
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Mr. GiLMAN. Of complying with your recommendations.

You made 17 recommendations, as I understand it. Have they all
been complied with?

Ms. CorRCORAN. We follow up as we are doing additional work.
At this point in time, I believe they have all been dealt with. As
I said, the one that was really concerning us was the one on con-
tinuity plans.

Mr. GILMAN. So everything else has been complied with
except——

Ms. CORCORAN. The last report, we just issued last Friday.

Mr. GILMAN. And did you find any shortcomings in your report?

Ms. CORCORAN. Yes. This is the one that we believed that the
Postal Service needed to put together better data, use a more con-
sistent format, and assure, when managers were making decisions,
that they really knew what they had, instead of shifting definitions
and numbers. The Postal Service has agreed to do that. But to my
knowledge, they have not complied with that report yet.

Mr. GILMAN. And how will you followup with regard to your rec-
ommendation?

Ms. CORCORAN. We are constantly in the Postal Service looking
at the Y2K area. At this point in time, we have about 25 percent
of our evaluator resources looking at the Y2K issue, and so it will
be something that we will be monitoring on an almost daily basis.

Mr. GILMAN. Have you submitted your latest report to this com-
mittee?

Ms. CORCORAN. Yes, sir. It was attached to the testimony.

Mr. GiLMAN. Thank you.

Mr. McHUGH. I thank the gentleman.

Mr. GiLMAN. Thank you, Mr. Chairman.

Mr. McHUGH. Thank you, Mr. Gilman.

Mr. Turner.

Mr. TURNER. Thank you, Mr. Chairman.

Mr. Lorentz, earlier, in response to my question, you gave me a
specific example of something that you had discovered to be non-
Y2K compliant that had been fixed, and you referred to the com-
puter systems that sort the mail, that replace the manual sorting
of the mail.

Mr. LORENTZ. I would like to clarify what my response was on
that. The issue that my understanding of your question was,
“Could you give me an example of a system that, if it was not
fixed,” and that was the context in which I answered that question.
So——

Mr. TURNER. So, that sorting system——

Mr. LORENTZ. That was just purely an example of a severe sys-
tem that, if it was broke, we would have a difficult time replacing
it.

Mr. TURNER. And I take it that——

Mr. LoreNTZ. That is, by the way, one of the systems that is
fixed so—[laughter.]

Mr. TURNER. So, if it hadn’t been fixed, we would have

Mr. LORENTZ. Yes, that is correct.

Mr. TURNER [continuing]. Had a problem sorting the mail.
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As T understand it, over the last several years, you have installed
across the country a lot of these computerized mail-sorting sys-
tems?

Mr. LORENTZ. That is correct.

Mr. TURNER. Over what period of time has that been done by the
Postal Service?

Mr. LORENTZ. Do you want to address that?

Mr. BARRANCA. The letter automation and flat automation pro-
grams started in 1987.

Mr. TURNER. And have continued up to when?

Mr. BARRANCA. The bulk of the equipment is currently in place
and being used. We are making refinements to the system on an
ongoing basis, and we are still deploying some pieces of equipment
to sort the larger-size envelopes which we call “flats.”

Mr. TURNER. Of the systems that you fixed, how old were they?

Mr. BARRANCA. How old were they?

Mr. TURNER. How old were they?

Mr. BARRANCA. The original systems went in 1987, but the com-
puter and the software components of those systems are updated
on an ongoing basis. So, I mean we don’t have systems out there
that date back to 1987. We have some frames and some mechanical
aspects of the equipment that date back to 1987, but the software
is updated on a continuing basis, because one of our objectives is
to make it better so it reads more mail, so we can finalize more
mail in the automated system.

Mr. TURNER. So it was the software that had the problem that
you fixed?

Mr. BARRANCA. That is correct. Well, all of our systems were—
software was tested to make sure that it was Y2K compliant, so
that we had assurances that, internally, mail that we are proc-
essing today, on equipment we are using today, will still function
in the same manner it functions today, after the year 2000.

Mr. TURNER. Is there only one supplier of this software, or are
there several companies that supply this software?

Mr. BARRANCA. The equipment has been supplied by a number
of suppliers. The software changes to that equipment is developed
and provided to field sites from a centralized location that we man-
age at our Engineering Development Center. We have a Process
Control Unit that controls the software for all of our automated
sorting equipment.

Mr. TURNER. So it is fair to say that the problem you found and
corrected was a software problem, not a hardware problem?

Mr. BARRANCA. That is correct.

Mr. TURNER. And, private companies supply this software to the
Postal Service?

Mr. BARRANCA. They have supplied it as part of the original
equipment deployments. As I said, we have a unit out at our Engi-
neering Development Center, which is a Postal Service unit—that
is our Process Control Unit—that provides all the new software
and updates to all of our existing software.

And so, when we stamp out a piece of equipment for an OCR,
it is developed in our Engineering Development Center. It is tested
in a number of sites, and then it is sent out to all of our sites so
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that we have some control over what processes we are using at all
our facilities.

We make sure that we are using the most efficient software in
all of our plants, so that we can keep as much of the mail processed
in automation to take advantage of the advancements we have
made in sorting software.

Mr. TURNER. It would be fair to say that, when you discovered
that your software had a problem that had to be fixed to be Y2K
compliant, that the problem you found was one created by the Post-
al Service because you engage in the function of producing the soft-
ware for the Postal Service?

Mr. BARRANCA. Yes, whether or not we had a problem in the ex-
ample that Norm used, I would have to go back and check. What
he basically said was that, “If we have a problem in this software
application, it would create a big problem.” I can’t sit here and tell
you that we had a problem in that software. I would have to check
on that.

Mr. TURNER. Well that

Mr. BARRANCA. But we did check it all to make sure it worked
in the year 2000.

Mr. TURNER. All right.

In my original—and maybe I wasn’t clear with Mr. Lorentz—but
what I was looking for is an example of something you had discov-
ered to be non-Y2K compliant, in the course of your testing and
your evaluation.

Mr. BARRANCA. Right.

Mr. TURNER. And you have fixed it.

Mr. BARRANCA. Yes, I can

Mr. TURNER. If you hadn’t have fixed it

Mr. BARRANCA [continuing]. Give you an example along those
lines.

Mr. TURNER [continuing]. There would have been a problem.

Mr. BARRANCA. I can give you an example of that.

Mr. TURNER. All right. That is what I was looking for.

Mr. BARRANCA. OK. One of the systems that we did test where
we found we had a problem was the system we use to bill or assign
mail to our commercial air carriers. When mail is assigned to car-
riers—when mail is billed to a carrier, we assign it to a particular
flight in order to make a planned arrival time so our service stand-
ards would be accomplished. And what we did find in that system
was that it would not function in a Y2K environment, thus we had
to go and make adjustments to that system so it still would assign
mail to commercial air carriers in the year 2000.

That is a problem we found as a part of the testing, and that is
a problem that we have fixed.

Now there were “work arounds” if the system failed, which is we
could go back to the way we did it prior to “CAB sunset,” which
was manual assignment to air carriers and pulling out the ledgers
and the pencils and doing bulk assignments.

Mr. TURNER. That was a software problem that you fixed?

Mr. BARRANCA. That was a software problem.

Mr. TURNER. And were you the supplier of the software, or was
that a private supplier?
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Mr. BARRANCA. I think we probably supplied that software. That
system goes back probably 10 or 15 years. But our testing led us
to that problem which, in turn, led us to a “fix,” which is not a
problem now.

Mr. TURNER. But of all the testing and verification that you have
done thus far, do I take it that that is the only concrete example
that you can cite me of something you found that would have been
a problem had it not been fixed?

Mr. BARRANCA. Well, I am sure there are others. I was trying to
identify one that, from an operation standpoint, would have been
a significant problem if we hadn’t found it.

Mr. TURNER. I mean, I am asking this question, primarily be-
cause, as you know, the Postal Service is like any large corporation,
and I am trying to get a feel for the scope of the kind of Y2K prob-
lems that we are running into. I know we are spending millions,
billions of dollars in the public and private sector to test to be sure
we are compliant, and I was just curious as to what your experi-
ences have been, what you have discovered that was really a prob-
lem. And that, obviously, is the primary example that comes to
your mind.

Mr. BARRANCA. That is one that I can state now. There are prob-
ably others that others might be aware of.

Mr. WEIRICH. As an example of what happens, yes, we just had
our first failure case that we were able to document.

At the first of the year, we had a problem in one of our payable
systems, and there was an edit in there that looked a year ahead.
And when we looked and projected failure dates, that had not been
noticed, and we did not realize the system was due to fail on the
first of 1999. We had thought it would fail later. In fact, we had
created a remediated version that was still in testing but had not
put it into production.

So, indeed, the old version did “rear up” and fail on us. We had
to call some programmers in, and we spent 3 hours in the middle
of the night taking the patch and putting it on the old thing so it
would work correctly. But, frankly, we would not have been able
to pay the bills until we patched that program so that it would
handle transaction.

In the case of the information systems, that is a lot of what we
find in the repairs. A particular transaction would not process if
the system were not fixed to correctly handle dates that have trav-
eled the centuries.

In other cases, we have certainly—the system would incorrectly
calculate intervals and would not be able to determine, for exam-
ple, whether I had adequate years of service to collect an annuity.
So people trying to retire would have problems proving their eligi-
bility.

We have certainly identified a host of things in the systems
where the calculations would have been incorrect, had we not gone
through and changed them. And, indeed, in well over half of the
systems that we have worked on, we can point to specific errors
that would have occurred—they run the gamut—had we not made
the changes to the code.

Mr. TURNER. I might just followup with Inspector General.
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You have heard their responses. I get the impression that of all
the efforts that have been made in testing and verification, that the
number of discovered problems seems to be fairly minimal. It gives
me some assurance that, perhaps, what remains to be done may
not reveal any significant problems.

I know that is not a very scientific way to approach this, but it
does seem to me that the number of problems that they have found
and fixed is relatively small, compared to the scope of the testing
that they have done.

Is that an accurate assessment, or am I somewhat off target?

Ms. CORCORAN. I am going to let Mr. Chambers answer that
question.

Mr. CHAMBERS. Well, I think if I understood Mr. Weirich cor-
rectly, he just indicated that they had found problems in about 50
percent of their systems.

I think the important concern that we have about what remains
this year is not necessarily in the information systems, because
they appear to be on track to get the bulk of those fixed.

Our biggest concerns, as Ms. Corcoran indicated earlier, are in
a lot of the more traditional non-information systems areas, such
as facilities and these other non-suppliers and some of the other
non-traditional areas. But to the extent that they have been re-
viewing the systems, these severe and critical systems, if they have
been finding about 50 percent of them with some degree of prob-
lems, then I think it was probably an exercise well worth it.

Mr. TURNER. Thank you.

Thank you, Mr. Chairman.

Mr. McHUGH. I thank the gentleman.

We have been joined off and on, as I indicated earlier—we knew
we would—Dby various Members, and I want to recognize and thank
them. The gentlelady from Michigan, Ms. Rivers, was here for a
time.

And from those of us who dabble in computers talk about “spam,”
we think about one thing, but when those of us who were raised
in the 1950’s think about “spam,” we think of something else and—
[laughter|—we have been joined by a gentleman who represents
the great “spam” industry, a gentleman, Mr. Gutknecht, Gil Gut-
knecht. We welcome him, and I would be happy to yield to him at
this time.

Mr. GUTKNECHT. Thank you, Mr. Chairman.

Actually, part of the reason I was late for the meeting, we were
meeting with a delegation of members of parliament from Canada.
We were talking, among other things about hogs and “spam,” and
it did come up. [Laughter.]

I hope that this question hasn’t been answered, and I apologize,
but, you know, I understand the first real test that we are going
to face, according to some of the experts that have testified pre-
viously, is on September 9, 1999.

I am just curious, have you run any tests, or anybody want to
comment on what is going to happen on September 9, 1999? Do we
have some handle on what that 1s going to reflect?

Mr. WEIRICH. We would certainly agree with you. I think that is
our first critical date. We are treating it as such. We have included
this in the cases that we test for those systems that do operate on
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a month and fiscal year, for example. That will not affect a number
of our systems, because not all of our systems use that forum. But
f(ir those where it does occur, yes; that will be the first we will be
alert to.

Mr. GUTRNECHT. I take it that you are comfortable that you will
meet that test on September 9th?

Mr. WEIRICH. As comfortable as we are about anything else in
this program.

Mr. GUTKNECHT. That is an honest answer.

Let me just—one of the other issues that has come up in some
of our other hearings is the issue of embedded chips. And how vul-
nerable are you to the problem of embedded chips? And do you
have an inventory of how many you have?

I raise that issue because, not only do we have a little company
that makes that wonderful pork product that was talked about ear-
lier, but we also have in my district, a relatively small company
that is a chip broker. They buy and sell chips all over the world.
They have told me that there are a lot of companies who may not
even realize that there are chips built into their all kinds of equip-
ment that may or may not be Y2K compliant. I am just curious,
in terms of the Postal Service or any other Federal agencies, have
they done the inventory?

For example, one of the utilities in our State, they found that
they had over 300,000 embedded chips in their system, most of
which were not a problem, but at least they had an inventory and
a better idea. Have you done the same?

Mr. WEIRICH. No, we have not done that per se. We have been
pouring over our mail processing equipment primarily in this area,
looking for whether we can identify any embedded chip weaknesses
in those systems. To date, we have not. We have tested the sys-
tems.

Mr. GUTKNECHT. Do you plan to do that inventory?

Mr. WEIRICH. No, we don’t plan an exhaustive inventory of all
the chips.

Mr. GUTKNECHT. Thank you, Mr. Chairman.

Mr. McHUGH. I thank the gentleman.

Mrs. Morella.

Mrs. MORELLA. I guess to followup, why? Why are you not doing
any inventory on the embedded chips?

Mr. WEIRICH. We are looking for a case where they would have
a date function that potentially could cause a machine to fail. The
way we see them used in the machines, we have not identified
cases where we believe they will cause a problem. We are con-
tinuing to review that, however.

Mrs. MORELLA. Would the Inspector General and the GAO rep-
resentative agree?

Ms. CORCORAN. We are certainly following and monitoring what
they are doing. One of the places I think you might find embedded
chips are in some of the facilities and some of the controls for the
various equipment and things. That is one of areas I spoke about
earlier, where Postal still has work to do to determine exactly
where this is leading.

We believe that Postal has done a fairly good inventory of known
systems at this time, in terms of knowing where things are. So, we
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will continue to monitor that, but, at this point in time, we
wouldn’t be doing any additional work on embedded chips either,
other than just monitoring it.

Mr. BROCK. The question of embedded chips is, I think, very dif-
ficult for many agencies to answer because it is difficult sometimes
to determine the inventory. I think that, with respect to the mail
process equipment that the Postal Service was discussing, that
there is probably not as great a concern. And they have looked at
that, and it is easier to look at.

One of the issues, though, sometimes with chips, is that even
with the same model of equipment, that the manufacturer can sub-
stitute a different chip. So when you test one piece of equipment,
in fact, you can have a problem in another piece because of a
change in the chip.

In terms of where most embedded chips would be, I would agree
with the Inspector General that they are probably located at the
facilities. One of the things that the Postal Service needs to do is
to, as they are going through some of the facilities, make a deter-
mination about where chips might occur, and what effect chip fail-
ure might have on postal operations at particular facilities. They
need to weigh that against the time and the cost that it would take
to do an exhaustive inventory, and whether or not doing such an
inventory might, in fact, divert them from some other mission crit-
ical activities. This is something they have to put in the balance
in the coming months.

Mrs. MORELLA. And the balance is probably necessary, but it is
a tremendous concern. And I think that we kind of have blinders
on. You have got to be able to try to identify where you can for re-
mediation.

I would like to pick up on a report that GAO did rather recently,
and it dealt with the fact that the Postal Service had had some dif-
ficulty holding onto some qualified staff and had been using some
contractors. I am wondering if the use of contractors has exacer-
bated the cost of this remediation, and if it is a trend? And if we
are saying that we are now using more and more contractual staff,
is this making some kind of a statement with regard to the Postal
system?

Mr. BRock. We did a survey of all Government agencies about
a year ago or so, and it was self-reported by the Postal Service that
personnel issues were a concern to them. They have largely supple-
mented their staff with a large number of contract employees, I be-
lieve 1,200—that sticks in my mind. We are finding that most
agencies, or at least the agencies I deal with, extensively rely on
contractors because, in many cases, the specific skills are simply
not inlihouse to run the business as usual, and then take on Y2K
as well.

I think this is true in the Postal Service, that it was forced to
rely on contractors in order to do the remediation that was re-
quired, that they simply did not have the staff on board, nor was
it feasible in the short time remaining to hire them and bring them
Hp to speed in order to do the vast amount of work that had to be

one.

Ms. COrRCORAN. The OIG is currently looking at the issue of con-
tractors and how well these moneys are being spent, what contrac-
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tors are doing. We hope to have a report out probably within the
next month looking at this issue.

Mrs. MORELLA. That would be great if you would share the re-
port with the three subcommittees who are here represented. I
think it says something about the Postal Service and cost and effi-
ciency.

I just have one final question, really, and it deals with—again,
I think, Mr. Brock, I jotted down, I think you said it at some point
during your testimony, that the business guys must make the deci-
sions and not the “techies.” Right?

Mr. BROCK. That is correct.

Mrs. MORELLA. Can you explain that?

Mr. BROCK. Sure. One of the reasons we are in this problem,
some technical decisions were made about how to conserve space,
and, you know, instead of using a four-digit date, a two-digit date
was made. I am not quite sure that business owners ever really un-
derstood the long-term ramifications of that decision, even though
I believe the technical people did understand that long-term rami-
fication.

One of the major problems that I find across Government, when
we are looking at information management, is the failure of busi-
ness process owners to actually own the information technology
and to make the hard decisions that have to be made in terms of
“are we making the best investment?” “Are we making the right
decision; are we spending wisely?”

As crunch time comes, and it will come, and decisions and trade-
offs are going to have to be made about, “Well, do we remediate
this first, this first, or this first?” That needs to be done within the
context of the business operations that those decisions support.
And they are most appropriately made by the business process
owners, not by the technology people that support the processes.

Mrs. MORELLA. It just seems to me that there has got to be sort
of a partnership when you talk about balance.

Mr. BROCK. Oh, yes.

Mrs. MORELLA. Are you blaming the late Admiral Grace Hopper,
who is the one who devised COBOL?

Mr. BrROCK. I would never do that. [Laughter.]

Mrs. MORELLA. Is now looking——

Mr. BROCK. No. [Laughter.]

Mrs. MORELLA. I frankly think everybody knew. People have
asked me, “Why didn’t anybody know this early on?” And I said,
“Of course they knew it.” They just felt, either they wouldn’t be
around, or there would be some way to remediate it. But, at the
moment, I think the business people were probably involved in
ic{erms of saving the space and, therefore, saving the money. I don’t

now.

But very interesting response, and I appreciate it. Thank you.

Thank you, Mr. Chairman.

Mr. McHUGH. I thank the gentlelady.

This hearing is going to continue; I will leave it to you if that
is the good news or the bad news.

The good news certainly is for you, I have a meeting with our
Governor, and I deeply apologize, but I am going to yield the Chair
to the gentleman from California, Mr. Horn.
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But, before I do, I want to thank all of you for being here—Mr.
Lorentz, Mr. Brock, and, of course, Ms. Corcoran.

This is obviously a very serious problem, one that we are deeply
concerned about, and I know that the Postal Service understands
the ramifications—real and perhaps somewhat imagined, but po-
tentially real, as well.

We are looking forward to working with you, in hopes that this
challenge can be met successfully and we appreciate GAO and the
IG’s office assistance in this matter.

Let me thank, last, all of my colleagues, but particularly my co-
chairs, Mr. Horn and Mrs. Morella, for their interest and their sup-
port and their leadership. So, thank you.

And with that, I turn the Chair over to Mr. Horn.

And Mr. Turner, too, as the ranking member, who has been here
faithfully, and Mr. Wu—everybody, thank you. [Laughter.]

Mr. HORN [presiding]. I thank the gentleman, and we appreciate
the patience of all of you when you are in one of these sessions.

I believe Mr. Wu has not had an opportunity to ask a few ques-
tions. The gentleman from Oregon, we are delighted to have you
here.

Mr. Wu. Thank you very much, Mr. Chairman.

I have only one question, and that is assuming that all of your
efforts to become Y2K compliant are successful within the con-
tinental United States, and that we have a seamless transition.
Will we have significant problems develop in Europe or Asia or
Canada or Mexico? Besides the obvious problems with the inter-
national mail, what is the potential for foreign computer problems
in their mail systems, or elsewhere, becoming our problems in the
USPS?

Mr. WEIRICH. The biggest concern would be that it would, obvi-
ously, it would be a change in the flow of the mail. Every time that
we have met with different mailer groups and looked at the things
that could go wrong, our big fear for anybody—also includes people
mailing things in the United States—is if they have problems, will
those ripple down to us? Will we see a difference in their ability
to prepare mail correctly or get us the mail on time to deliver it?
It would be the same coming in from the foreign administrations.
It would also present some challenges for us outbound.

Nick could probably address; we have had problems before. If a
receiving administration is unable to handle what we give them,
we have various processes to shut off that flow of mail until they
are able to recover. I believe that is what we would get into.

Mr. BARRANCA. Yes. I understood your question to be more along
the lines that, could there be a problem in a computer system off-
shore that could create a problem in one of our resident systems?

Mr. Wu. And, also, given the number of vendors that you have,
some of your vendors may be domestic, and some of your vendors
may be foreign entities.

Mr. BARRANCA. Yes. I guess, you know, we are focusing our ef-
forts on making sure that the physical piece can move from where
it originates to where it “destinates,” for those pieces that originate
in this country. We feel we will be capable of continuing to deliver
mail like we do it today in the year 2000.
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We are also confident that mail that arrives in this country, we
will be able to deliver to its destination the same as we do today.

So, when we are doing testing, doing remediation of our origi-
nating processing systems and our destinating processing systems,
we are doing that for domestic and international mail.

I really can’t address the concern of—if I understand your ques-
tion, “What is the possibility of a computer problem in a foreign
country creating a computer problem in this country that we
haven’t really anticipated?” That is not something that I would be
able to address. I don’t know if-

Mr. Wu. Coming out of this industry sector in the relative recent
past, I have a—let’s just say I have a higher level of confidence in
what we are doing in this country.

I am deeply concerned about what is happening in other coun-
tries, whether they are making the same type of efforts and having
the same kind of progress.

And we are having difficulties with our schedules; I imagine that
is a much greater problem in certain foreign countries, and that is
where, you know, my personal focus is on trouble in any Y2K trou-
ble scenario.

Mr. BARRANCA. Yes, as we addressed earlier, there are two inter-
national organizations that are focusing on those issues. That is
the UPU, and, this is an item on their agenda. They represent 200
postal administrations around the world. And then there is the
International Postal Corp., which represents 21 industrialized na-
tions, and this is also an item for discussion on their agenda.

So, we are talking together about the potential issues. And, as
Norm answered earlier, if you sort the countries into, say, three
categories—those that are highly automated like we are, they are
dealing with their Y2K problem in a similar manner as we are,
looking at their systems, making sure they can work. Then there
are other countries that don’t rely as heavily on automated proc-
essing, and they rely more on a mix of automated and manual
processing; to a lesser extent, the problems are as severe. And then
the other countries that rely mainly on manual processing, to a
great extent, the world won’t change a whole lot as a result of the
year 2000.

But there are two international organizations that are trying to
address the problems jointly to see if they can learn from what the
members are doing. We are an international unit as part of those
discussions. And, as I volunteered earlier, we can make available
more information for the record, as we have it.

%/lh". Wu. Thank you for an opportunity to get the issue on the
table.

Mr. HORN. Thank you very much.

The gentleman from Maryland, Mr. Bartlett.

Mr. BARTLETT. Thank you.

I would like to return for a moment to the potential problem of
embedded chips. It is my understanding that many of these chips
are generic chips; that is, they are made with a variety of capabili-
ties and the application to which you put them may use only one
or a few of those capabilities.

The question has been raised that if you have a generic chip that
has a date code, even though you are using it in a situation where
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the date is of no relevance like sorting mail—that sorting machine
couldn’t care what day of the week or year or millennium it was
sorting mail in. What kind of confidence do we have that if an em-
bedded chip contains a date code, that when we go past the year
2000, that, in fact, that chip is going to continue to work for the
purposes for which you are using it?

It has been suggested that if there is a date code in the chip,
even though you have no interest in the date, that that chip may
possibly not work after the year 2000. Have you looked at that?
And how many of your chips are generic chips, and what is the po-
tential extent of this problem?

Mr. LORENTZ. I guess a general answer to the question is, if we
are testing the specific equipment as one of our critical or severe,
or even the 500 systems, and we are testing it for the date issue,
that if it does have an embedded chip, we believe that that would
properly exercise that chip.

As far as the more technical aspect of that, we can certainly ad-
dress that, but we believe that the remediation of the overall sys-
tem should take that into account.

Mr. BARTLETT. I have trouble understanding how we check to see
if a generic chip with a date code capability, which we aren’t as-
sessing and, therefore, can’t exercise how we are going to be sure
that that chip is going to continue to perform the functions that we
need of it in the year 2000 if we don’t know whether or not it is
going to continue to function if it has a built-in date code.

I don’t understand how we can test for that.

Mr. LORENTZ. I think we have two issues here: No. 1, we are
testing the equipment capability; we are doing that.

Mr. BARTLETT. But, you are testing it today, not in the year
2000.

Mr. LORENTZ. And then the other issue that we need to address,
as the previous conversation, is the issue of individual chips, man-
aging the individual chip issue, and we accept that.

Yes, we are simulating; when we go through simulation testing,
we are taking all of the automation equipment in the systems into
year 2000. So, we are exercising those chips as part of simulation.

Mr. BARTLETT. But, “how do we advance the clock in the chip if
the date code in the chip is not something we are interested in and
not something we are accessing?” is the question that has been
raised to me.

Mr. LorRENTZ. By advancing the clock in the rest of the system.

Mr. BARTLETT. I still am less than sanguine about our knowledge
of embedded chips and how much of a problem they are going to
be in the year 2000.

I thank you very much.

Mr. HorN. I thank the gentleman.

Let me just ask a few closing questions, do a little bit of adminis-
trative bit, and then do a short closing statement.

Just for the record at this point, how many systems have you de-
fined as “mission critical” systems within the U.S. Postal Service?
What is the number of those?

Mr. LORENTZ. 152 systems.

Mr. Horn. OK.
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How about ones that are not “mission critical?” What other sys-
tems do you have?

Mr. LORENTZ. 349.

Mr. HoORN. 349.

And does then when you add them up, that is essentially 501 or
s0?

Mr. LORENTZ. That is correct. Yes, sir.

Mr. HORN. Yes.

Do you find as you go along that maybe some of those that
weren’t defined originally as “mission critical” are “mission crit-
ical,” when you put the whole context together?

Mr. LORENTZ. We actually, as we have worked through our three-
step process, we have actually both included or excluded systems
as we have gone along, so the number, for instance, could increase
to 153 or could decrease to 151. So there has been that kind of a
situation that has occurred; yes.

Mr. HORN. Seems to me, as we go through this experience, which
is once in a millennium, hopefully, that we also learn that you
want to avoid “garbage in” and “garbage out” by saying, “Do we
really need this system? Could we merge it with something else?”

Is that going on within the Postal Department, just as a matter
of organization?

Mr. LORENTZ. Absolutely, and we have actually retired—specifi-
cally, retired—some of the systems.

Mr. HORN. Let me ask a few questions. I hope you haven’t cov-
ered it when I had to be unavoidably detained.

Do we have a master schedule? Is fixing your computer systems
under that schedule?

Mr. LORENTZ. Yes.

Mr. HOrN. Well, if so, does the schedule have certain provisions
for business continuity and contingencies?

Mr. LoORENTZ. We specifically have constructed an approach
around three specific process areas—business continuity and recov-
ery or contingency, the systems’ remediation, as well as doing com-
munication.

We have—just to kind of give you an idea as to how that fits into
the management structure—in every management committee meet-
ing that the Postmaster General holds, there is a standing agenda
item on Y2K mitigation.

There is a subgroup called the Executive Council Y2K that is
chaired by the Deputy Postmaster General, Mike Coughlin, on the
PMG’s behalf, where those specific process owners, as well as the
what we call “portfolio owners,” which are senior vice presidents,
the business process owners, come in and specifically review in a
very structured, consistent way exactly what the current situation
is with those systems. And that is consistent with the suggestions
and findings from the Inspector General’s office. So those are in
progress, as well as, we are explicitly creating for our own usage
a “war room,” if you will, where we have a very consistent graphic
representation for anybody at any time. They can walk in and see
what the current state of the Y2K approach is.

Mr. HorN. What is the view of the General Accounting Office on
this, Mr. Brock? Have you seen the master schedule?
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Mr. BROCK. It is my understanding, Mr. Horn, that the master
schedule had not been developed at the time of our final exit last
week, that they were working on that, that many of the individual
business processes had detailed schedules. Our concern by not hav-
ing an overall master schedule is that it is easier to suboptimize
and that you can’t look at the relationship of one schedule versus
another to make sure that things are coming together.

Again, it was my understanding that the master schedule was
being worked on and that it was near completion, but we think
that something like that needs to be ready as soon possible so that
it can be managed against.

Mr. HORN. How about the Inspector General, Ms. Corcoran, have
you seen the master schedule?

Ms. CORCORAN. No, sir; we have not.

Mr. HoORrN. You have not. Is that because it has been done in the
last week, maybe in preparation for the hearing, or what?

Ms. CORCORAN. I can’t really say. I knew they were working on
it, but I have not seen a copy of it, nor have my people.

Mr. HorN. Did they send any drafts around to either GAO or the
Inspector General?

Ms. CORCORAN. No, sir.

Mr. HornN. OK.

Well, it seems to me when you go about, as I have said, from day
one of April 1996 when I got into this, this is a management prob-
lem. It is not a bunch of “techies” running loose. If it is a bunch
of “techies” running loose, that is part of the problem.

That is why IRS failed years ago with $4 billion down the drain.
That is why FAA failed 5 years ago when I was a freshman in this
Congress and $4 billion went down the drain. And you could walk
into the room, and I knew at 10 seconds that there was no manage-
ment to that operation. And everybody had a new idea every morn-
ing, “so let’s try the new idea”—never closure, never getting one
thing related to the next.

It seems to me, before you even start in this thing, you have got
to have some schedule of what is most important. What is the lim-
iting factor in relation to all other systems that you have got to
worry about? Is there a few real trunk systems that everything else
depends on, and if they go out, you can forget all the peripheral
business?

So, how long have we been working on that master schedule?

Mr. LorReNTZ. I would say that, specifically, we have gone
through an evolution, and I certainly think it is as my colleagues
here portray it. Initially, we underestimated the complexity. We did
approach this from a systems perspective initially. We have evolved
that approach. We now, in a very—and I mean the Postmaster
General makes it clear every time he talks about this—this is a
business problem. So, Mr. Chairman, I absolutely—we absolutely
share your perspective on that.

Are the plans that we have in place perfect? No. Are they under
construction?

Are they going to be continuously improved as we deal with this
business problem? Absolutely, yes.

And I would say that we are comfortable we are headed in the
right direction, but we are not done.
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Mr. HORN. How many pages is there in the current draft of the
master schedule?

Mr. LORENTZ. I do not know the answer to that question.

Mr. HORN. Does anybody with you know it?

Mr. LORENTZ. No.

Mr. HorN. All right.

Mr. LORENTZ. We can provide that.

Mr. HORN. I am saving a big space in the records for, within a
week, getting that copy of the master schedule, without objection,
and insert it in the record at this point.

My next question is this—and maybe it has been covered, but
just give me a brief answer—who is the contingency for the Postal
Service?

You are the contingency for everybody else we review with our
staff, known as the executive branch of the Federal Government.
They have sort of got you as No. 1. And a lot of them don’t know
what to do anyhow. But those that say, “Yes; we can check it
off.”—you get a plus; you at least have an idea that if everything
fails in the computers, you can mail the stuff.

What happens to you?

Mr. LORENTZ. We really——

Mr. HORN. Who is your contingency?

Mr. LORENTZ. We believe that the “buck stops here.”

Mr. HORN. So that is it? There is no contingency? Or, is there
another alternative way around?

Mr. LORENTZ. Word of mouth. I mean we do not——

Mr. HORN. Smoke signals on hills, or what are we down to?

Mr. LORENTZ [continuing]. We believe we are the ultimate contin-
gency; yes.

We certainly are accepting that responsibility. [Laughter.]

Mr. HORN. Well, yes. One of my colleagues mentioned the Pony
Express, and 30 years ago, I was living in this city and a good
friend of mine, Jim Boren, president of the International Associa-
tion of Professional Bureaucrats, challenged the post office on mail-
ing that he would put in Baltimore and Philadelphia to Wash-
ington, and he did it by horseback, and they did it the regular way.
He won. That did hit every paper in America. And Mr. Boren is
teaching students how to do those things, I am sure, wherever he
is posted in Oklahoma or Texas.

But that is one contingency, maybe, that might be possible, if ev-
erything else happens.

Now, what assurances do we have that the mail will be going
through? I mean you have got all this tremendous thing that I
mentioned earlier, known as the “backlog” at Christmas and all the
rest of the third class mail and second class mail and all that. Have
we got some assurance here that the mail will go through?

Mr. LORENTZ. We believe that the plans and the resources that
we have in place, we have a high degree of confidence that we can
deliver the mail. As well as our experience has been articulated by
Mr. Barranca, we are, some can say, an expert at contingency plan-
ning to weather elements and other disruptions. So we do have ex-
perience at dealing with those issues as well.

[The information referred to follows:]
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Dear Mr. Chairman:

| am pleased to enclose a copy of the Postal Service’s master calendar for its Year 2000
initiative, which was requested by Chairman Stephen Horn of the Subcommittee on Government
Management, information, and Technology at the February 23 joint hearing examining the Postal
Service's Year 2000 readiness.

The calendar is organized into three parts. The first consists of a broad overview of our program.
This is followed by our level-one program plan, which incorporates the 31 major work segments of
the overall plan. The third part of the calendar provides a detailed look at each of these 31
segments. Also included is a glossary, which can assist in understanding some of the technical
and specialized terms that may not be defined within the text of the calendar document itseif.

While we have worked to produce a calendar that will serve to direct and focus our key

Year 2000 activities, we recognize that this is a dynamic process that relies on a great many
interdependencies among systems, components, and processes. As a result, some milestones
may require adjustment as we proceed with implementation of our plan. Should you have any
questions regarding these materials, please let me know.

We appreciate your interest in the Postal Service's progress in meeting the challenges of the
Year 2000 computer problem.
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*NOTE
The master calendar that is requested is available at the Subcommittee on the Postal

Service and there is also an updated master calendar since the February 23 hearing that
is available.
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Mr. HorN. OK. Well, we wish you well on that.

Let me just say what I think I have learned in looking at the pa-
pers, as well as hearing the testimony.

We have learned that you are making progress in solving the
year 2000 technology challenges, yet you still have a long way to
go, and it is in a very short period. We are talking about 311 days
from now is the real test, and I am glad you are simulating.

In response to the gentleman from Maryland, that is the only
way you are going to know in advance if you have got a real seri-
ous problem on microchips that people don’t even know about,
whether it is the elevators in your building or your others buildings
around the country. They are often by microchips.

And some of the programming and some of the firms have gone
out of business in the older buildings when you phone up, but the
medical profession is doing a pretty good job in this area. They
have a website, and they started with the emergency rooms. And
when we had a field hearing in Cleveland with the Cleveland Clin-
ic, one of the outstanding medical facilities and programs in the
country, that they are checking all the design numbers and every-
thing else, calling the manufacturers so people don’t have to trip
over everybody in this. They do it once and if they have got data
tested against it and put it in if it is new and don’t worry about
it; just use the other fellows that we had in 2 months ago.

So I think that is certainly one thing that would be well to do,
to look at either a website with other industrial groups, that I
know Mr. Koskinen has. Are you involved with Mr. Koskinen’s op-
eration?

Mr. LORENTZ. Yes, we are.

Mr. HORN. Is it in a separate team that you are there, or is the
post office just standing alone on here?

Mr. LORENTZ. We are involved at two levels. The Postmaster
General is involved in the CIO Council. Mr. Weirich represents us
on the President’s Council. So we are involved at both levels. And
there are other industry representatives involved.

Mr. HorN. Good.

Well, what leads me to that concern in the short period of time,
is the obvious. You have got many systems, more than almost any
place but the Department of Defense and perhaps HHS, Health
and Human Services. But you have got 8,000 suppliers that have
to relate to your computing, I would think, in terms of their inven-
tory control and the Japanese method of inventory, so you don’t
have to build many storage sheds everywhere, but keep it moving.
Do you feel there is a problem there on trying to make sure that
they are converted, so when they interact with your system—if
they do interact with it—that they don’t pollute the system because
they haven’t done their job?

Mr. LorENTZ. We do have a very significant issue with the sup-
pliers’ side that we are aggressively pursuing with plan, but it 1s
an area of concern.

Mr. HorN. Good.

Any last comments any member might want to make now that
you have heard everybody else’s comments?

Inspector General, do you have any thoughts on this?

Ms. CORCORAN. We are going to continue to monitor——
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Mr. HornN. OK.

Ms. CORCORAN [continuing]. And provide you information——

Mr. HorN. Good.

General Accounting Office have any other comments?

Mr. BRoCK. We will continue as always, Mr. Chairman, to mon-
itor, not only the Postal Service but the other agencies that we
have a responsibility for, and reporting back to you on the progress
of agencies all across the Government.

Mr. HORN. Very good.

Let me just thank the staff on both sides of the aisle that put
the hearing together: J. Russell George, the staff director and chief
counsel for the Subcommittee on Government Management, Infor-
mation, and Technology. He has given up on us, I think, and head-
ed to the next hearing. Mr. Ryan is to my left, the senior policy di-
rector on my subcommittee. He came to us from the General Ac-
counting Office. Bonnie Heald, director of communication, profes-
sional staff member, sitting way in back, so she has a decent seat
and doesn’t have to have us tripping over her and vice versa.
Mason Alinger, our reliable clerk is here that arranges all these
hearings. And then we have got a lot of free labor and help with
college interns, Paul Wicker, Kacey Baker, and Richard Lukas; we
thank you, ladies and gentlemen.

And for the minority, we have Faith Weiss and Jean Gosa, and
we thank you all for your usual professional help.

And from the Postal Service Subcommittee, we have Robert
Taub, the Postal Subcommittee staff director; Heea Vazirani-Fales,
t}lle 1Polital professional staff member; and Abby Hurowitz, the Post-
al clerk.

From the Technology Subcommittee of the Committee on Science,
we have Richard Russell, the staff director of the Technology Sub-
committee; Ben Wu, the member of the professional staff there;
and then, Joe Sullivan is the clerk to the committee.

And I have here Denise Wilson for the minority staff, profes-
sional staff member.

And last but not least, our brave court reporter, Sarah Swanson.
And when you have all that many people on a panel, I don’t know
how you keep track of them. [Laughter.]

And thank you all.

And with that, this hearing is adjourned.

[Whereupon, at 12:22 p.m., the subcommittees adjourned.]

[The prepared statement of Hon. Chaka Fattah follows:]
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Good morning. Today’s hearing is very timely. We have only
311 days to make sure that the United States Postal Service delivers
without interruption or disruption on January 1, 2000, and beyond. To
that end, I thank my colleagues, Chairmen McHugh and Horn and
Chairwoman Morella for scheduling this important hearing.

The postal service is BIG and its operations massive. It is one’of
the few Federal agencies that actually touch the lives of American
citizens every day. The United States Postal Service, with its over
788,000 employees delivers 640 million pieces of mail to “everyone,
everywhere, everyday.” Currently the postal service operates 174
processing and distribution centers, 34 air mail centers, 21 bulk mail
centers and over 38,000 local post offices, branches and stations. Its
information systems encompass every aspect of postal operations — from
sorting, processing and distributing the mail to dealing with business,
residential and Federal customers, managing cash flows, upgrading and
modernizing facilities and interfacing with well over 10,000 internal and
external suppliers.

With that as our backdrop, it is imperative that the postal service
successfully meet the challenge of making its computer systems Y2K
compliant in order to avoid disruption in mail delivery and services.
There is no question that the postal service got off to a rocky and slow

start in assessing its Y2K problems. However, I must commend
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Deputy Postmaster General Michael Coughlin for taking the initiative
by asking the United States Postal Service Inspector General in 1997,
to determine and monitor the postal service’s efforts to achieve Y2K
compliance. To its credit, the postal service has finally recognized the
enormity of the Y2K matter and engaged the attention of PMG William
Henderson and other senior management. Unfortunately, the year and a
half independent review and assessment by the IG has been extremely
critical of postal service efforts on Y2K compliance problems.

Based upon the IG reports, the postal service is in need of
deliverance. Their Y2K project is at least a year behind schedule,
critical information systems have not been correctly identified or tested
for Y2K compliance, Y2K status reporting is not always accurate and
finally, the quality and reliability of Y2K information is neither.
Adding insult to injury, the postal service has yet to establish its own
business continuity and contingency plan for moving the mail. Frankly,
this is disturbing because both the private sector and Federal
government may have to rely upon the postal service as a contingency if
their systems fail on January 1, 2000.

The postal service manages over 600 system applications related to
internal and external operations. Over one hundred million lines of
programming codes are imbedded in these systems. Out of the 600

systems, at least 152 have been identified as “severe critical”. Although



218

the postal service has finished 120 of the 152, only 38 have been
verified and completed! That leaves over 100 systems to be remediated,
tested, and independently verified by March 31, 1999, the date the
Office of Management and Budget has established as a government-
wide goal for reaching 100 percent Y2K compliance.

We have a long way to go.

With that said, I welcome Inspector General Karla Corcoran ;md
Deputy Assistant IG, Richard Chambers. You have done a yoeman’s
job of assessing Y2K and the postal service. You have our gratitude and

thanks.
O
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